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Common Vulnerabilities and Exposures (CVE) Report 
 

 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Application 

Vendor: 10web 

Product: ai_assistant 

Affected Version(s): * Up to (excluding) 1.0.19 

Missing 

Authorizati

on 

05-Feb-2024 8.8 

The 10Web AI 

Assistant – AI 

content writing 

assistant plugin for 

WordPress is 

vulnerable to 

unauthorized 

modification of 

data due to a 

missing capability 

check on the 

install_plugin AJAX 

action in all 

versions up to, and 

including, 1.0.18. 

This makes it 

possible for 

authenticated 

attackers, with 

subscriber-level 

access and above, 

to install arbitrary 

plugins that can be 

used to gain 

further access to a 

compromised site. 

CVE ID : CVE-

2023-6985 

https://plugins.

trac.wordpress.

org/changeset/

3027004/ai-

assistant-by-

10web/trunk/a

i-assistant-by-

10web.php, 

https://www.w

ordfence.com/t

hreat-

intel/vulnerabil

ities/id/229245

a5-468d-47b9-

8f26-

d23d593e91da?

source=cve 

A-10W-AI_A-

190224/1 

Product: photo_gallery 

Affected Version(s): * Up to (excluding) 1.8.20 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

05-Feb-2024 7.2 

The Photo Gallery 

by 10Web – 

Mobile-Friendly 

Image Gallery 

plugin for 

WordPress is 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&new=30

A-10W-PHOT-

190224/2 
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Directory 

('Path 

Traversal') 

vulnerable to 

Directory Traversal 

in all versions up 

to, and including, 

1.8.19 via the 

rename_item 

function. This 

makes it possible 

for authenticated 

attackers to 

rename arbitrary 

files on the server. 

This can lead to 

site takeovers if the 

wp-config.php file 

of a site can be 

renamed. By 

default this can be 

exploited by 

administrators 

only. In the 

premium version 

of the plugin, 

administrators can 

give gallery 

management 

permissions to 

lower level users, 

which might make 

this exploitable by 

users as low as 

contributors. 

CVE ID : CVE-

2024-0221 

22981%40phot

o-

gallery%2Ftrun

k&old=3013021

%40photo-

gallery%2Ftrun

k&sfp_email=&s

fph_mail= 

Vendor: 3DS 

Product: biovia_materials_studio 

Affected Version(s): From (including) 2021 Up to (including) 2023 

Improper 

Neutralizat

ion of 

Special 

Elements 

01-Feb-2024 9.8 

An OS Command 

Injection 

vulnerability exists 

in BIOVIA 

Materials Studio 

https://www.3

ds.com/vulnera

bility/advisorie

s 

A-3DS-BIOV-

190224/3 
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used in an 

OS 

Command 

('OS 

Command 

Injection') 

products from 

Release BIOVIA 

2021 through 

Release BIOVIA 

2023. Upload of a 

specially crafted 

perl script can lead 

to arbitrary 

command 

execution. 

CVE ID : CVE-

2023-6078 

Product: delmia_apriso 

Affected Version(s): From (including) 2019 Up to (including) 2024 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

01-Feb-2024 7.5 

Insertion of 

Sensitive 

Information into 

Log File 

vulnerabilities are 

affecting DELMIA 

Apriso Release 

2019 through 

Release 2024 

CVE ID : CVE-

2024-0935 

https://www.3

ds.com/vulnera

bility/advisorie

s 

A-3DS-DELM-

190224/4 

Vendor: 9bis 

Product: kitty 

Affected Version(s): * Up to (including) 0.76.1.13 

Out-of-

bounds 

Write 

09-Feb-2024 7.8 

KiTTY versions 

0.76.1.13 and 

before is 

vulnerable to a 

stack-based buffer 

overflow via the 

hostname, occurs 

due to insufficient 

bounds checking 

and input 

sanitization. This 

allows an attacker 

to overwrite 

N/A 
A-9BI-KITT-

190224/5 
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adjacent memory, 

which leads to 

arbitrary code 

execution. 

CVE ID : CVE-

2024-25003 

Out-of-

bounds 

Write 

09-Feb-2024 7.8 

KiTTY versions 

0.76.1.13 and 

before is 

vulnerable to a 

stack-based buffer 

overflow via the 

username, occurs 

due to insufficient 

bounds checking 

and input 

sanitization (at line 

2600). This allows 

an attacker to 

overwrite adjacent 

memory, which 

leads to arbitrary 

code execution. 

CVE ID : CVE-

2024-25004 

N/A 
A-9BI-KITT-

190224/6 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Feb-2024 7.8 

KiTTY versions 

0.76.1.13 and 

before is 

vulnerable to 

command injection 

via the filename 

variable, occurs 

due to insufficient 

input sanitization 

and validation, 

failure to escape 

special characters, 

and insecure 

system calls (at 

lines 2369-2390). 

This allows an 

attacker to add 

inputs inside the 

N/A 
A-9BI-KITT-

190224/7 
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filename variable, 

leading to arbitrary 

code execution. 

CVE ID : CVE-

2024-23749 

Vendor: acowebs 

Product: product_labels_for_woocommerce_\(sale_badges\) 

Affected Version(s): * Up to (including) 1.5.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Acowebs Product 

Labels For 

Woocommerce 

(Sale Badges) 

allows Stored 

XSS.This issue 

affects Product 

Labels For 

Woocommerce 

(Sale Badges): from 

n/a through 1.5.3. 

 

 

CVE ID : CVE-

2024-24886 

N/A 
A-ACO-PROD-

190224/8 

Vendor: advancedcustomfields 

Product: advanced_custom_fields 

Affected Version(s): * Up to (including) 6.2.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

05-Feb-2024 5.4 

The Advanced 

Custom Fields 

(ACF) plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via a 

https://plugins.

trac.wordpress.

org/changeset/

3022469/advan

ced-custom-

fields 

A-ADV-ADVA-

190224/9 
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('Cross-site 

Scripting') 

custom text field in 

all versions up to, 

and including, 6.2.4 

due to insufficient 

input sanitization 

and output 

escaping. This 

makes it possible 

for authenticated 

attackers, with 

contributor-level 

access and above, 

to inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2023-6701 

Vendor: aitangbao 

Product: springboot-manager 

Affected Version(s): 1.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

springboot-

manager v1.6 is 

vulnerable to 

Arbitrary File 

Upload. The system 

does not filter the 

suffixes of 

uploaded files. 

CVE ID : CVE-

2024-24059 

N/A 
A-AIT-SPRI-

190224/10 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

01-Feb-2024 5.4 

springboot-

manager v1.6 is 

vulnerable to Cross 

Site Scripting (XSS) 

via /sys/user. 

CVE ID : CVE-

2024-24060 

N/A 
A-AIT-SPRI-

190224/11 
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('Cross-site 

Scripting') 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

springboot-

manager v1.6 is 

vulnerable to Cross 

Site Scripting (XSS) 

via 

/sysContent/add. 

CVE ID : CVE-

2024-24061 

N/A 
A-AIT-SPRI-

190224/12 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

springboot-

manager v1.6 is 

vulnerable to Cross 

Site Scripting (XSS) 

via /sys/role. 

CVE ID : CVE-

2024-24062 

N/A 
A-AIT-SPRI-

190224/13 

Vendor: ajaysharma 

Product: cups_easy 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 6.1 

A vulnerability has 

been reported in 

Cups Easy 

(Purchase & 

Inventory), version 

1.0, whereby user-

controlled inputs 

are not sufficiently 

encoded, resulting 

in a Cross-Site 

Scripting (XSS) 

vulnerability via 

/cupseasylive/loca

tioncreate.php, in 

the locationid 

parameter. 

Exploitation of this 

vulnerability could 

allow a remote 

N/A 
A-AJA-CUPS-

190224/14 
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attacker to send a 

specially crafted 

URL to an 

authenticated user 

and steal their 

session cookie 

credentials. 

CVE ID : CVE-

2024-23895 

Vendor: akaunting 

Product: akaunting 

Affected Version(s): * Up to (excluding) 3.1.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

08-Feb-2024 9.8 

An OS command 

injection 

vulnerability exists 

in Akaunting v3.1.3 

and earlier. An 

attacker can 

manipulate the 

company locale 

when installing an 

app to execute 

system commands 

on the hosting 

server. 

CVE ID : CVE-

2024-22836 

N/A 
A-AKA-AKAU-

190224/15 

Vendor: amitzy 

Product: molongui_authorship 

Affected Version(s): * Up to (excluding) 4.7.5 

Exposure 

of 

Resource 

to Wrong 

Sphere 

05-Feb-2024 7.5 

The Author Box, 

Guest Author and 

Co-Authors for 

Your Posts – 

Molongui plugin 

for WordPress is 

vulnerable to 

Sensitive 

Information 

Exposure in all 

versions up to, and 

https://plugins.

trac.wordpress.

org/changeset/

3019084/, 

https://www.w

ordfence.com/t

hreat-

intel/vulnerabil

ities/id/538e9c

e3-2d48-44ad-

bd08-

A-AMI-MOLO-

190224/16 
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including, 4.7.4 via 

the 'ma_debu' 

parameter. This 

makes it possible 

for 

unauthenticated 

attackers to extract 

sensitive data 

including post 

author emails and 

names if 

applicable. 

CVE ID : CVE-

2023-7014 

8eead3ef15c3?s

ource=cve 

Vendor: ampps 

Product: ampps 

Affected Version(s): * Up to (excluding) 4.0 

Improper 

Resource 

Shutdown 

or Release 

02-Feb-2024 7.5 

A vulnerability has 

been found in 

AMPPS 2.7 and 

classified as 

problematic. 

Affected by this 

vulnerability is an 

unknown 

functionality of the 

component 

Encryption 

Passphrase 

Handler. The 

manipulation leads 

to denial of service. 

The attack can be 

launched remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. Upgrading 

to version 4.0 is 

able to address this 

issue. It is 

recommended to 

N/A 
A-AMP-AMPP-

190224/17 
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upgrade the 

affected 

component. The 

associated 

identifier of this 

vulnerability is 

VDB-252679. 

NOTE: The vendor 

explains that 

AMPPS 4.0 is a 

complete overhaul 

and the code was 

re-written. 

CVE ID : CVE-

2024-1189 

Vendor: antisamy_project 

Product: antisamy 

Affected Version(s): * Up to (excluding) 1.7.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 6.1 

AntiSamy is a 

library for 

performing fast, 

configurable 

cleansing of HTML 

coming from 

untrusted sources. 

Prior to 1.7.5, there 

is a potential for a 

mutation XSS 

(mXSS) 

vulnerability in 

AntiSamy caused 

by flawed parsing 

of the HTML being 

sanitized. To be 

subject to this 

vulnerability the 

`preserveComment

s` directive must be 

enabled in your 

policy file. As a 

result, certain 

crafty inputs can 

N/A 
A-ANT-ANTI-

190224/18 
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result in elements 

in comment tags 

being interpreted 

as executable when 

using AntiSamy's 

sanitized output. 

Patched in 

AntiSamy 1.7.5 and 

later.  

CVE ID : CVE-

2024-23635 

Vendor: Apache 

Product: brpc 

Affected Version(s): From (including) 0.9.5 Up to (excluding) 1.8.0 

Inconsiste

nt 

Interpretat

ion of 

HTTP 

Requests 

('HTTP 

Request 

Smuggling'

) 

08-Feb-2024 7.5 

Request smuggling 

vulnerability in 

HTTP server in 

Apache bRPC 

0.9.5~1.7.0 on all 

platforms allows 

attacker to smuggle 

request. 

 

Vulnerability Cause 

Description? 

 

The http_parser 

does not comply 

with the RFC-7230 

HTTP 1.1 

specification. 

 

Attack scenario: 

If a message is 

received with both 

a Transfer-

Encoding and a 

Content-Length 

header field, such a 

message might 

https://github.c

om/apache/brp

c/pull/2518, 

https://lists.apa

che.org/thread/

kkvdpwyr2s2yt

9qvvxfdzon012

898vxd 

A-APA-BRPC-

190224/19 
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indicate an attempt 

to perform request 

smuggling or 

response splitting. 

One particular 

attack scenario is 

that a bRPC made 

http server on the 

backend receiving 

requests in one 

persistent 

connection from 

frontend server 

that uses TE to 

parse request with 

the logic that 

'chunk' is 

contained in the TE 

field. in that case 

an attacker can 

smuggle a request 

into the connection 

to the backend 

server.  

 

Solution: 

You can choose one 

solution from 

below: 

1. Upgrade bRPC to 

version 1.8.0, 

which fixes this 

issue. Download 

link:  

https://github.com

/apache/brpc/rele

ases/tag/1.8.0 

 2. Apply this 

patch:  https://gith

ub.com/apache/br

pc/pull/2518  
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CVE ID : CVE-

2024-23452 

Product: pulsar 

Affected Version(s): * Up to (including) 2.10.5 

Observable 

Discrepanc

y 

07-Feb-2024 7.4 

Observable timing 

discrepancy 

vulnerability in 

Apache Pulsar 

SASL 

Authentication 

Provider can allow 

an attacker to forge 

a SASL Role Token 

that will pass 

signature 

verification. 

Users are 

recommended to 

upgrade to version 

2.11.3, 3.0.2, or 

3.1.1 which fixes 

the issue. Users 

should also 

consider updating 

the configured 

secret in the 

`saslJaasServerRole

TokenSignerSecret

Path` file. 

 

Any component 

matching an above 

version running 

the SASL 

Authentication 

Provider is 

affected. That 

includes the Pulsar 

Broker, Proxy, 

https://lists.apa

che.org/thread/

5kgmvvolf5tzp5

rz9xjwfg2ncwv

qqgl5 

A-APA-PULS-

190224/20 
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Websocket Proxy, 

or Function 

Worker. 

 

2.11 Pulsar users 

should upgrade to 

at least 2.11.3. 

3.0 Pulsar users 

should upgrade to 

at least 3.0.2. 

3.1 Pulsar users 

should upgrade to 

at least 3.1.1. 

Any users running 

Pulsar 2.8, 2.9, 

2.10, and earlier 

should upgrade to 

one of the above 

patched versions. 

 

For additional 

details on this 

attack vector, 

please refer to  

https://codahale.c

om/a-lesson-in-

timing-attacks/ . 

 

 

CVE ID : CVE-

2023-51437 

Affected Version(s): 3.1.0 

Observable 

Discrepanc

y 

07-Feb-2024 7.4 

Observable timing 

discrepancy 

vulnerability in 

Apache Pulsar 

SASL 

Authentication 

Provider can allow 

an attacker to forge 

https://lists.apa

che.org/thread/

5kgmvvolf5tzp5

rz9xjwfg2ncwv

qqgl5 

A-APA-PULS-

190224/21 
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a SASL Role Token 

that will pass 

signature 

verification. 

Users are 

recommended to 

upgrade to version 

2.11.3, 3.0.2, or 

3.1.1 which fixes 

the issue. Users 

should also 

consider updating 

the configured 

secret in the 

`saslJaasServerRole

TokenSignerSecret

Path` file. 

 

Any component 

matching an above 

version running 

the SASL 

Authentication 

Provider is 

affected. That 

includes the Pulsar 

Broker, Proxy, 

Websocket Proxy, 

or Function 

Worker. 

 

2.11 Pulsar users 

should upgrade to 

at least 2.11.3. 

3.0 Pulsar users 

should upgrade to 

at least 3.0.2. 

3.1 Pulsar users 

should upgrade to 

at least 3.1.1. 
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Any users running 

Pulsar 2.8, 2.9, 

2.10, and earlier 

should upgrade to 

one of the above 

patched versions. 

 

For additional 

details on this 

attack vector, 

please refer to  

https://codahale.c

om/a-lesson-in-

timing-attacks/ . 

 

 

CVE ID : CVE-

2023-51437 

Affected Version(s): From (including) 2.11.0 Up to (excluding) 2.11.3 

Observable 

Discrepanc

y 

07-Feb-2024 7.4 

Observable timing 

discrepancy 

vulnerability in 

Apache Pulsar 

SASL 

Authentication 

Provider can allow 

an attacker to forge 

a SASL Role Token 

that will pass 

signature 

verification. 

Users are 

recommended to 

upgrade to version 

2.11.3, 3.0.2, or 

3.1.1 which fixes 

the issue. Users 

should also 

consider updating 

the configured 

secret in the 

https://lists.apa

che.org/thread/

5kgmvvolf5tzp5

rz9xjwfg2ncwv

qqgl5 

A-APA-PULS-

190224/22 
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`saslJaasServerRole

TokenSignerSecret

Path` file. 

 

Any component 

matching an above 

version running 

the SASL 

Authentication 

Provider is 

affected. That 

includes the Pulsar 

Broker, Proxy, 

Websocket Proxy, 

or Function 

Worker. 

 

2.11 Pulsar users 

should upgrade to 

at least 2.11.3. 

3.0 Pulsar users 

should upgrade to 

at least 3.0.2. 

3.1 Pulsar users 

should upgrade to 

at least 3.1.1. 

Any users running 

Pulsar 2.8, 2.9, 

2.10, and earlier 

should upgrade to 

one of the above 

patched versions. 

 

For additional 

details on this 

attack vector, 

please refer to  

https://codahale.c

om/a-lesson-in-

timing-attacks/ . 
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CVE ID : CVE-

2023-51437 

Affected Version(s): From (including) 3.0.0 Up to (excluding) 3.0.2 

Observable 

Discrepanc

y 

07-Feb-2024 7.4 

Observable timing 

discrepancy 

vulnerability in 

Apache Pulsar 

SASL 

Authentication 

Provider can allow 

an attacker to forge 

a SASL Role Token 

that will pass 

signature 

verification. 

Users are 

recommended to 

upgrade to version 

2.11.3, 3.0.2, or 

3.1.1 which fixes 

the issue. Users 

should also 

consider updating 

the configured 

secret in the 

`saslJaasServerRole

TokenSignerSecret

Path` file. 

 

Any component 

matching an above 

version running 

the SASL 

Authentication 

Provider is 

affected. That 

includes the Pulsar 

Broker, Proxy, 

Websocket Proxy, 

https://lists.apa

che.org/thread/

5kgmvvolf5tzp5

rz9xjwfg2ncwv

qqgl5 

A-APA-PULS-

190224/23 
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or Function 

Worker. 

 

2.11 Pulsar users 

should upgrade to 

at least 2.11.3. 

3.0 Pulsar users 

should upgrade to 

at least 3.0.2. 

3.1 Pulsar users 

should upgrade to 

at least 3.1.1. 

Any users running 

Pulsar 2.8, 2.9, 

2.10, and earlier 

should upgrade to 

one of the above 

patched versions. 

 

For additional 

details on this 

attack vector, 

please refer to  

https://codahale.c

om/a-lesson-in-

timing-attacks/ . 

 

 

CVE ID : CVE-

2023-51437 

Product: sling_servlets_resolver 

Affected Version(s): * Up to (excluding) 2.11.0 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

06-Feb-2024 7.5 

 

Malicious code 

execution via path 

traversal in Apache 

Software 

Foundation Apache 

Sling Servlets 

N/A 
A-APA-SLIN-

190224/24 
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('Path 

Traversal') 

Resolver.This issue 

affects all version 

of Apache Sling 

Servlets Resolver 

before 2.11.0. 

However, whether 

a system is 

vulnerable to this 

attack depends on 

the exact 

configuration of 

the system. 

If the system is 

vulnerable, a user 

with write access 

to the repository 

might be able to 

trick the Sling 

Servlet Resolver to 

load a previously 

uploaded script.  

 

Users are 

recommended to 

upgrade to version 

2.11.0, which fixes 

this issue. It is 

recommended to 

upgrade, 

regardless of 

whether your 

system 

configuration 

currently allows 

this attack or not. 

CVE ID : CVE-

2024-23673 

Product: solr 

Affected Version(s): From (including) 6.0.0 Up to (excluding) 8.11.3 

Unrestricte

d Upload of 

File with 

09-Feb-2024 8.8 
Improper Control 

of Dynamically-

Managed Code 

N/A 
A-APA-SOLR-

190224/25 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 21 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Dangerous 

Type 

Resources, 

Unrestricted 

Upload of File with 

Dangerous Type, 

Inclusion of 

Functionality from 

Untrusted Control 

Sphere 

vulnerability in 

Apache Solr.This 

issue affects 

Apache Solr: from 

6.0.0 through 

8.11.2, from 9.0.0 

before 9.4.1. 

 

In the affected 

versions, Solr 

ConfigSets 

accepted Java jar 

and class files to be 

uploaded through 

the ConfigSets API. 

When backing up 

Solr Collections, 

these configSet 

files would be 

saved to disk when 

using the 

LocalFileSystemRe

pository (the 

default for 

backups). 

If the backup was 

saved to a 

directory that Solr 

uses in its 

ClassPath/ClassLoa

ders, then the jar 

and class files 

would be available 

to use with any 
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ConfigSet, trusted 

or untrusted. 

 

When Solr is run in 

a secure way 

(Authorization 

enabled), as is 

strongly suggested, 

this vulnerability is 

limited to 

extending the 

Backup 

permissions with 

the ability to add 

libraries. 

Users are 

recommended to 

upgrade to version 

8.11.3 or 9.4.1, 

which fix the issue. 

In these versions, 

the following 

protections have 

been added: 

 

  *  Users are no 

longer able to 

upload files to a 

configSet that 

could be executed 

via a Java 

ClassLoader. 

  *  The Backup API 

restricts saving 

backups to 

directories that are 

used in the 

ClassLoader. 
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CVE ID : CVE-

2023-50386 

Insufficient

ly 

Protected 

Credentials 

09-Feb-2024 7.5 

Insufficiently 

Protected 

Credentials 

vulnerability in 

Apache Solr. 

 

This issue affects 

Apache Solr: from 

6.0.0 through 

8.11.2, from 9.0.0 

before 9.3.0. 

One of the two 

endpoints that 

publishes the Solr 

process' Java 

system properties, 

/admin/info/prop

erties, was only 

setup to hide 

system properties 

that had 

"password" 

contained in the 

name. 

There are a 

number of 

sensitive system 

properties, such as 

"basicauth" and 

"aws.secretKey" do 

not contain 

"password", thus 

their values were 

published via the 

"/admin/info/prop

erties" endpoint. 

This endpoint 

populates the list 

of System 

Properties on the 

https://solr.apa

che.org/securit

y.html#cve-

2023-50291-

apache-solr-

can-leak-

certain-

passwords-due-

to-system-

property-

redaction-logic-

inconsistencies 

A-APA-SOLR-

190224/26 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 24 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

home screen of the 

Solr Admin page, 

making the 

exposed 

credentials visible 

in the UI. 

 

This 

/admin/info/prop

erties endpoint is 

protected under 

the "config-read" 

permission. 

Therefore, Solr 

Clouds with 

Authorization 

enabled will only 

be vulnerable 

through logged-in 

users that have the 

"config-read" 

permission. 

Users are 

recommended to 

upgrade to version 

9.3.0 or 8.11.3, 

which fixes the 

issue. 

A single option 

now controls 

hiding Java system 

property for all 

endpoints, "-

Dsolr.hiddenSysPr

ops". 

By default all 

known sensitive 

properties are 

hidden (including 

"-Dbasicauth"), as 

well as any 

property with a 
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name containing 

"secret" or 

"password". 

 

Users who cannot 

upgrade can also 

use the following 

Java system 

property to fix the 

issue: 

  '-

Dsolr.redaction.sys

tem.pattern=.*(pas

sword|secret|basic

auth).*' 

 

 

CVE ID : CVE-

2023-50291 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

09-Feb-2024 7.5 

Incorrect 

Permission 

Assignment for 

Critical Resource, 

Improper Control 

of Dynamically-

Managed Code 

Resources 

vulnerability in 

Apache Solr. 

 

This issue affects 

Apache Solr: from 

8.10.0 through 

8.11.2, from 9.0.0 

before 9.3.0. 

 

The Schema 

Designer was 

introduced to allow 

users to more 

https://solr.apa

che.org/securit

y.html#cve-

2023-50298-

apache-solr-

can-expose-

zookeeper-

credentials-via-

streaming-

expressions 

A-APA-SOLR-

190224/27 
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easily configure 

and test new 

Schemas and 

configSets. 

However, when the 

feature was 

created, the "trust" 

(authentication) of 

these configSets 

was not 

considered. 

External library 

loading is only 

available to 

configSets that are 

"trusted" (created 

by authenticated 

users), thus non-

authenticated 

users are unable to 

perform Remote 

Code Execution. 

Since the Schema 

Designer loaded 

configSets without 

taking their "trust" 

into account, 

configSets that 

were created by 

unauthenticated 

users were allowed 

to load external 

libraries when 

used in the Schema 

Designer. 

 

Users are 

recommended to 

upgrade to version 

9.3.0, which fixes 

the issue. 
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CVE ID : CVE-

2023-50292 

N/A 09-Feb-2024 7.5 

Exposure of 

Sensitive 

Information to an 

Unauthorized 

Actor vulnerability 

in Apache Solr.This 

issue affects 

Apache Solr: from 

6.0.0 through 

8.11.2, from 9.0.0 

before 9.4.1. 

 

Solr Streaming 

Expressions allows 

users to extract 

data from other 

Solr Clouds, using a 

"zkHost" 

parameter. 

When original 

SolrCloud is setup 

to use ZooKeeper 

credentials and 

ACLs, they will be 

sent to whatever 

"zkHost" the user 

provides. 

An attacker could 

setup a server to 

mock ZooKeeper, 

that accepts 

ZooKeeper 

requests with 

credentials and 

ACLs and extracts 

the sensitive 

information, 

then send a 

streaming 

N/A 
A-APA-SOLR-

190224/28 
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expression using 

the mock server's 

address in 

"zkHost". 

Streaming 

Expressions are 

exposed via the 

"/streaming" 

handler, with 

"read" permissions. 

 

Users are 

recommended to 

upgrade to version 

8.11.3 or 9.4.1, 

which fix the issue. 

From these 

versions on, only 

zkHost values that 

have the same 

server address 

(regardless of 

chroot), will use 

the given 

ZooKeeper 

credentials and 

ACLs when 

connecting. 

 

 

CVE ID : CVE-

2023-50298 

Affected Version(s): From (including) 9.0.0 Up to (excluding) 9.3.0 

Insufficient

ly 

Protected 

Credentials 

09-Feb-2024 7.5 

Insufficiently 

Protected 

Credentials 

vulnerability in 

Apache Solr. 

 

https://solr.apa

che.org/securit

y.html#cve-

2023-50291-

apache-solr-

can-leak-

certain-

passwords-due-

A-APA-SOLR-

190224/29 
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This issue affects 

Apache Solr: from 

6.0.0 through 

8.11.2, from 9.0.0 

before 9.3.0. 

One of the two 

endpoints that 

publishes the Solr 

process' Java 

system properties, 

/admin/info/prop

erties, was only 

setup to hide 

system properties 

that had 

"password" 

contained in the 

name. 

There are a 

number of 

sensitive system 

properties, such as 

"basicauth" and 

"aws.secretKey" do 

not contain 

"password", thus 

their values were 

published via the 

"/admin/info/prop

erties" endpoint. 

This endpoint 

populates the list 

of System 

Properties on the 

home screen of the 

Solr Admin page, 

making the 

exposed 

credentials visible 

in the UI. 

 

to-system-

property-

redaction-logic-

inconsistencies 
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This 

/admin/info/prop

erties endpoint is 

protected under 

the "config-read" 

permission. 

Therefore, Solr 

Clouds with 

Authorization 

enabled will only 

be vulnerable 

through logged-in 

users that have the 

"config-read" 

permission. 

Users are 

recommended to 

upgrade to version 

9.3.0 or 8.11.3, 

which fixes the 

issue. 

A single option 

now controls 

hiding Java system 

property for all 

endpoints, "-

Dsolr.hiddenSysPr

ops". 

By default all 

known sensitive 

properties are 

hidden (including 

"-Dbasicauth"), as 

well as any 

property with a 

name containing 

"secret" or 

"password". 

 

Users who cannot 

upgrade can also 

use the following 
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Java system 

property to fix the 

issue: 

  '-

Dsolr.redaction.sys

tem.pattern=.*(pas

sword|secret|basic

auth).*' 

 

 

CVE ID : CVE-

2023-50291 

Affected Version(s): From (including) 9.0.0 Up to (excluding) 9.4.1 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

09-Feb-2024 8.8 

Improper Control 

of Dynamically-

Managed Code 

Resources, 

Unrestricted 

Upload of File with 

Dangerous Type, 

Inclusion of 

Functionality from 

Untrusted Control 

Sphere 

vulnerability in 

Apache Solr.This 

issue affects 

Apache Solr: from 

6.0.0 through 

8.11.2, from 9.0.0 

before 9.4.1. 

 

In the affected 

versions, Solr 

ConfigSets 

accepted Java jar 

and class files to be 

uploaded through 

the ConfigSets API. 

When backing up 

Solr Collections, 

N/A 
A-APA-SOLR-

190224/30 
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these configSet 

files would be 

saved to disk when 

using the 

LocalFileSystemRe

pository (the 

default for 

backups). 

If the backup was 

saved to a 

directory that Solr 

uses in its 

ClassPath/ClassLoa

ders, then the jar 

and class files 

would be available 

to use with any 

ConfigSet, trusted 

or untrusted. 

 

When Solr is run in 

a secure way 

(Authorization 

enabled), as is 

strongly suggested, 

this vulnerability is 

limited to 

extending the 

Backup 

permissions with 

the ability to add 

libraries. 

Users are 

recommended to 

upgrade to version 

8.11.3 or 9.4.1, 

which fix the issue. 

In these versions, 

the following 

protections have 

been added: 
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  *  Users are no 

longer able to 

upload files to a 

configSet that 

could be executed 

via a Java 

ClassLoader. 

  *  The Backup API 

restricts saving 

backups to 

directories that are 

used in the 

ClassLoader. 

 

 

CVE ID : CVE-

2023-50386 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

09-Feb-2024 7.5 

Incorrect 

Permission 

Assignment for 

Critical Resource, 

Improper Control 

of Dynamically-

Managed Code 

Resources 

vulnerability in 

Apache Solr. 

 

This issue affects 

Apache Solr: from 

8.10.0 through 

8.11.2, from 9.0.0 

before 9.3.0. 

 

The Schema 

Designer was 

introduced to allow 

users to more 

easily configure 

and test new 

https://solr.apa

che.org/securit

y.html#cve-

2023-50298-

apache-solr-

can-expose-

zookeeper-

credentials-via-

streaming-

expressions 

A-APA-SOLR-

190224/31 
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Schemas and 

configSets. 

However, when the 

feature was 

created, the "trust" 

(authentication) of 

these configSets 

was not 

considered. 

External library 

loading is only 

available to 

configSets that are 

"trusted" (created 

by authenticated 

users), thus non-

authenticated 

users are unable to 

perform Remote 

Code Execution. 

Since the Schema 

Designer loaded 

configSets without 

taking their "trust" 

into account, 

configSets that 

were created by 

unauthenticated 

users were allowed 

to load external 

libraries when 

used in the Schema 

Designer. 

 

Users are 

recommended to 

upgrade to version 

9.3.0, which fixes 

the issue. 
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CVE ID : CVE-

2023-50292 

N/A 09-Feb-2024 7.5 

Exposure of 

Sensitive 

Information to an 

Unauthorized 

Actor vulnerability 

in Apache Solr.This 

issue affects 

Apache Solr: from 

6.0.0 through 

8.11.2, from 9.0.0 

before 9.4.1. 

 

Solr Streaming 

Expressions allows 

users to extract 

data from other 

Solr Clouds, using a 

"zkHost" 

parameter. 

When original 

SolrCloud is setup 

to use ZooKeeper 

credentials and 

ACLs, they will be 

sent to whatever 

"zkHost" the user 

provides. 

An attacker could 

setup a server to 

mock ZooKeeper, 

that accepts 

ZooKeeper 

requests with 

credentials and 

ACLs and extracts 

the sensitive 

information, 

then send a 

streaming 

expression using 

N/A 
A-APA-SOLR-

190224/32 
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the mock server's 

address in 

"zkHost". 

Streaming 

Expressions are 

exposed via the 

"/streaming" 

handler, with 

"read" permissions. 

 

Users are 

recommended to 

upgrade to version 

8.11.3 or 9.4.1, 

which fix the issue. 

From these 

versions on, only 

zkHost values that 

have the same 

server address 

(regardless of 

chroot), will use 

the given 

ZooKeeper 

credentials and 

ACLs when 

connecting. 

 

 

CVE ID : CVE-

2023-50298 

Vendor: Apachefriends 

Product: xampp 

Affected Version(s): * Up to (including) 8.2.4 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

02-Feb-2024 9.8 

A buffer overflow 

vulnerability has 

been found in 

XAMPP affecting 

version 8.2.4 and 

earlier. An attacker 

N/A 
A-APA-XAMP-

190224/33 
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('Classic 

Buffer 

Overflow') 

could execute 

arbitrary code 

through a long file 

debug argument 

that controls the 

Structured 

Exception Handler 

(SEH). 

CVE ID : CVE-

2024-0338 

Vendor: apktool 

Product: apktool 

Affected Version(s): * Up to (excluding) 2.9.3 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 9.8 

Aprktool before 

2.9.3 on Windows 

allows ../ and /.. 

directory traversal. 

CVE ID : CVE-

2024-24482 

https://github.c

om/iBotPeache

s/Apktool/secu

rity/advisories/

GHSA-vgwr-

4w3p-xmjv 

A-APK-APKT-

190224/34 

Vendor: ARM 

Product: 5th_gen_gpu_architecture_kernel_driver 

Affected Version(s): From (including) r41p0 Up to (excluding) r46p0 

Out-of-

bounds 

Write 

05-Feb-2024 7.8 

Out-of-bounds 

Write vulnerability 

in Arm Ltd Bifrost 

GPU Kernel Driver, 

Arm Ltd Valhall 

GPU Kernel Driver, 

Arm Ltd Arm 5th 

Gen GPU 

Architecture 

Kernel Driver 

allows a local non-

privileged user to 

make improper 

GPU memory 

processing 

operations. 

https://develop

er.arm.com/Ar

m Security 

Center/Mali 

GPU Driver 

Vulnerabilities 

A-ARM-5TH_-

190224/35 
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Depending on the 

configuration of 

the Mali GPU 

Kernel Driver, and 

if the system’s 

memory is 

carefully prepared 

by the user, then 

this in turn could 

write to memory 

outside of buffer 

bounds.This issue 

affects Bifrost GPU 

Kernel Driver: from 

r41p0 through 

r45p0; Valhall GPU 

Kernel Driver: from 

r41p0 through 

r45p0; Arm 5th 

Gen GPU 

Architecture 

Kernel Driver: from 

r41p0 through 

r45p0. 

 

 

CVE ID : CVE-

2023-5643 

Product: bifrost_gpu_kernel_driver 

Affected Version(s): From (including) r41p0 Up to (excluding) r46p0 

Out-of-

bounds 

Write 

05-Feb-2024 7.8 

Out-of-bounds 

Write vulnerability 

in Arm Ltd Bifrost 

GPU Kernel Driver, 

Arm Ltd Valhall 

GPU Kernel Driver, 

Arm Ltd Arm 5th 

Gen GPU 

Architecture 

Kernel Driver 

allows a local non-

privileged user to 

https://develop

er.arm.com/Ar

m Security 

Center/Mali 

GPU Driver 

Vulnerabilities 

A-ARM-BIFR-

190224/36 
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make improper 

GPU memory 

processing 

operations. 

Depending on the 

configuration of 

the Mali GPU 

Kernel Driver, and 

if the system’s 

memory is 

carefully prepared 

by the user, then 

this in turn could 

write to memory 

outside of buffer 

bounds.This issue 

affects Bifrost GPU 

Kernel Driver: from 

r41p0 through 

r45p0; Valhall GPU 

Kernel Driver: from 

r41p0 through 

r45p0; Arm 5th 

Gen GPU 

Architecture 

Kernel Driver: from 

r41p0 through 

r45p0. 

 

 

CVE ID : CVE-

2023-5643 

Affected Version(s): From (including) r35p0 Up to (including) r40p0 

Use After 

Free 
05-Feb-2024 7 

Use After Free 

vulnerability in 

Arm Ltd Bifrost 

GPU Kernel Driver, 

Arm Ltd Valhall 

GPU Kernel Driver 

allows a local non-

privileged user to 

make improper 

https://develop

er.arm.com/Ar

m Security 

Center/Mali 

GPU Driver 

Vulnerabilities 

A-ARM-BIFR-

190224/37 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 40 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

memory 

processing 

operations to 

exploit a software 

race condition. If 

the system’s 

memory is 

carefully prepared 

by the user, then 

this in turn cause a 

use-after-free.This 

issue affects Bifrost 

GPU Kernel Driver: 

from r35p0 

through r40p0; 

Valhall GPU Kernel 

Driver: from r35p0 

through r40p0. 

 

 

CVE ID : CVE-

2023-5249 

Product: valhall_gpu_kernel_driver 

Affected Version(s): From (including) r41p0 Up to (excluding) r46p0 

Out-of-

bounds 

Write 

05-Feb-2024 7.8 

Out-of-bounds 

Write vulnerability 

in Arm Ltd Bifrost 

GPU Kernel Driver, 

Arm Ltd Valhall 

GPU Kernel Driver, 

Arm Ltd Arm 5th 

Gen GPU 

Architecture 

Kernel Driver 

allows a local non-

privileged user to 

make improper 

GPU memory 

processing 

operations. 

Depending on the 

configuration of 

https://develop

er.arm.com/Ar

m Security 

Center/Mali 

GPU Driver 

Vulnerabilities 

A-ARM-VALH-

190224/38 
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the Mali GPU 

Kernel Driver, and 

if the system’s 

memory is 

carefully prepared 

by the user, then 

this in turn could 

write to memory 

outside of buffer 

bounds.This issue 

affects Bifrost GPU 

Kernel Driver: from 

r41p0 through 

r45p0; Valhall GPU 

Kernel Driver: from 

r41p0 through 

r45p0; Arm 5th 

Gen GPU 

Architecture 

Kernel Driver: from 

r41p0 through 

r45p0. 

 

 

CVE ID : CVE-

2023-5643 

Affected Version(s): From (including) r35p0 Up to (including) r40p0 

Use After 

Free 
05-Feb-2024 7 

Use After Free 

vulnerability in 

Arm Ltd Bifrost 

GPU Kernel Driver, 

Arm Ltd Valhall 

GPU Kernel Driver 

allows a local non-

privileged user to 

make improper 

memory 

processing 

operations to 

exploit a software 

race condition. If 

the system’s 

https://develop

er.arm.com/Ar

m Security 

Center/Mali 

GPU Driver 

Vulnerabilities 

A-ARM-VALH-

190224/39 
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memory is 

carefully prepared 

by the user, then 

this in turn cause a 

use-after-free.This 

issue affects Bifrost 

GPU Kernel Driver: 

from r35p0 

through r40p0; 

Valhall GPU Kernel 

Driver: from r35p0 

through r40p0. 

 

 

CVE ID : CVE-

2023-5249 

Vendor: armcode 

Product: alienip 

Affected Version(s): 2.41 

N/A 02-Feb-2024 5.5 

A vulnerability 

classified as 

problematic has 

been found in 

Armcode AlienIP 

2.41. Affected is an 

unknown function 

of the component 

Locate Host 

Handler. The 

manipulation leads 

to denial of service. 

It is possible to 

launch the attack 

on the local host. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

identifier of this 

vulnerability is 

VDB-252684. 

NOTE: The vendor 

N/A 
A-ARM-ALIE-

190224/40 
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was contacted 

early about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2024-1194 

Vendor: Artifex 

Product: ghostscript 

Affected Version(s): * Up to (excluding) 9.53.0 

Use After 

Free 
04-Feb-2024 9.8 

Artifex Ghostscript 

before 9.53.0 has 

an out-of-bounds 

write and use-

after-free in 

devices/vector/gd

evtxtw.c (for 

txtwrite) because a 

single character 

code in a PDF 

document can map 

to more than one 

Unicode code point 

(e.g., for a ligature). 

CVE ID : CVE-

2020-36773 

https://bugs.gh

ostscript.com/s

how_bug.cgi?id

=702229 

A-ART-GHOS-

190224/41 

Product: mupdf 

Affected Version(s): 1.23.9 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

05-Feb-2024 7.5 

freeglut 3.4.0 was 

discovered to 

contain a memory 

leak via the 

menuEntry 

variable in the 

glutAddSubMenu 

function. 

CVE ID : CVE-

2024-24258 

N/A 
A-ART-MUPD-

190224/42 

Missing 

Release of 
05-Feb-2024 7.5 freeglut through 

3.4.0 was 
N/A 

A-ART-MUPD-

190224/43 
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Memory 

after 

Effective 

Lifetime 

discovered to 

contain a memory 

leak via the 

menuEntry 

variable in the 

glutAddMenuEntry 

function. 

CVE ID : CVE-

2024-24259 

Vendor: artiosmedia 

Product: product_code_for_woocommerce 

Affected Version(s): * Up to (including) 1.4.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Artios Media 

Product Code for 

WooCommerce 

allows Stored 

XSS.This issue 

affects Product 

Code for 

WooCommerce: 

from n/a through 

1.4.4. 

 

 

CVE ID : CVE-

2023-51669 

N/A 
A-ART-PROD-

190224/44 

Vendor: Automattic 

Product: crowdsignal_dashboard 

Affected Version(s): * Up to (including) 3.0.11 

Improper 

Neutralizat

ion of 

Input 

10-Feb-2024 6.1 

Improper 

Neutralization of 

Input During Web 

Page Generation 

N/A 
A-AUT-CROW-

190224/45 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

('Cross-site 

Scripting') 

vulnerability in 

Automattic, Inc. 

Crowdsignal 

Dashboard – Polls, 

Surveys & more 

allows Reflected 

XSS.This issue 

affects Crowdsignal 

Dashboard – Polls, 

Surveys & more: 

from n/a through 

3.0.11. 

 

 

CVE ID : CVE-

2023-51488 

Vendor: Axigen 

Product: axigen_mail_server 

Affected Version(s): * Up to (including) 10.5.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Feb-2024 9.6 

Cross Site Scripting 

vulnerability in 

Axigen WebMail 

v.10.5.7 and before 

allows a remote 

attacker to escalate 

privileges via a 

crafted script to the 

serverName_input 

parameter. 

CVE ID : CVE-

2023-48974 

N/A 
A-AXI-AXIG-

190224/46 

Product: axigen_mobile_webmail 

Affected Version(s): From (including) 10.3.3.0 Up to (excluding) 10.3.3.59 

Improper 

Neutralizat

ion of 

Input 

During 

07-Feb-2024 5.4 

Cross Site Scripting 

(XSS) vulnerability 

in Axigen versions 

10.3.3.0 before 

10.3.3.59, 10.4.0 

https://www.ax

igen.com/knowl

edgebase/Axige

n-WebMail-XSS-

Vulnerability-

A-AXI-AXIG-

190224/47 
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Web Page 

Generation 

('Cross-site 

Scripting') 

before 10.4.19, and 

10.5.0 before 

10.5.5, allows 

authenticated 

attackers to 

execute arbitrary 

code and obtain 

sensitive 

information via the 

logic for switching 

between the 

Standard and Ajax 

versions. 

CVE ID : CVE-

2023-40355 

CVE-2023-

40355-

_396.html 

Affected Version(s): From (including) 10.3.3.0 Up to (excluding) 10.3.3.61 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Feb-2024 6.1 

WebAdmin in 

Axigen 10.3.x 

before 10.3.3.61, 

10.4.x before 

10.4.24, and 10.5.x 

before 10.5.10 

allows XSS attacks 

against admins 

because of 

mishandling of 

viewing the usage 

of SSL certificates. 

CVE ID : CVE-

2023-49101 

https://www.ax

igen.com/kb/sh

ow/400 

A-AXI-AXIG-

190224/48 

Affected Version(s): From (including) 10.4.0 Up to (excluding) 10.4.19 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 5.4 

Cross Site Scripting 

(XSS) vulnerability 

in Axigen versions 

10.3.3.0 before 

10.3.3.59, 10.4.0 

before 10.4.19, and 

10.5.0 before 

10.5.5, allows 

authenticated 

attackers to 

execute arbitrary 

https://www.ax

igen.com/knowl

edgebase/Axige

n-WebMail-XSS-

Vulnerability-

CVE-2023-

40355-

_396.html 

A-AXI-AXIG-

190224/49 
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code and obtain 

sensitive 

information via the 

logic for switching 

between the 

Standard and Ajax 

versions. 

CVE ID : CVE-

2023-40355 

Affected Version(s): From (including) 10.4.0 Up to (excluding) 10.4.24 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Feb-2024 6.1 

WebAdmin in 

Axigen 10.3.x 

before 10.3.3.61, 

10.4.x before 

10.4.24, and 10.5.x 

before 10.5.10 

allows XSS attacks 

against admins 

because of 

mishandling of 

viewing the usage 

of SSL certificates. 

CVE ID : CVE-

2023-49101 

https://www.ax

igen.com/kb/sh

ow/400 

A-AXI-AXIG-

190224/50 

Affected Version(s): From (including) 10.5.0 Up to (excluding) 10.5.10 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Feb-2024 6.1 

WebAdmin in 

Axigen 10.3.x 

before 10.3.3.61, 

10.4.x before 

10.4.24, and 10.5.x 

before 10.5.10 

allows XSS attacks 

against admins 

because of 

mishandling of 

viewing the usage 

of SSL certificates. 

CVE ID : CVE-

2023-49101 

https://www.ax

igen.com/kb/sh

ow/400 

A-AXI-AXIG-

190224/51 

Affected Version(s): From (including) 10.5.0 Up to (excluding) 10.5.5 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 5.4 

Cross Site Scripting 

(XSS) vulnerability 

in Axigen versions 

10.3.3.0 before 

10.3.3.59, 10.4.0 

before 10.4.19, and 

10.5.0 before 

10.5.5, allows 

authenticated 

attackers to 

execute arbitrary 

code and obtain 

sensitive 

information via the 

logic for switching 

between the 

Standard and Ajax 

versions. 

CVE ID : CVE-

2023-40355 

https://www.ax

igen.com/knowl

edgebase/Axige

n-WebMail-XSS-

Vulnerability-

CVE-2023-

40355-

_396.html 

A-AXI-AXIG-

190224/52 

Vendor: axiosys 

Product: bento4 

Affected Version(s): 1.6.0-640 

Uncontroll

ed 

Resource 

Consumpti

on 

09-Feb-2024 6.5 

Bento4 v1.6.0-640 

was discovered to 

contain an out-of-

memory bug via 

the 

AP4_DataBuffer::R

eallocateBuffer() 

function. 

CVE ID : CVE-

2024-25451 

N/A 
A-AXI-BENT-

190224/53 

Uncontroll

ed 

Resource 

Consumpti

on 

09-Feb-2024 5.5 

Bento4 v1.6.0-640 

was discovered to 

contain an out-of-

memory bug via 

the 

AP4_UrlAtom::AP4

_UrlAtom() 

function. 

N/A 
A-AXI-BENT-

190224/54 
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CVE ID : CVE-

2024-25452 

NULL 

Pointer 

Dereferenc

e 

09-Feb-2024 5.5 

Bento4 v1.6.0-640 

was discovered to 

contain a NULL 

pointer 

dereference via the 

AP4_StszAtom::Get

SampleSize() 

function. 

CVE ID : CVE-

2024-25453 

N/A 
A-AXI-BENT-

190224/55 

NULL 

Pointer 

Dereferenc

e 

09-Feb-2024 5.5 

Bento4 v1.6.0-640 

was discovered to 

contain a NULL 

pointer 

dereference via the 

AP4_DescriptorFin

der::Test() 

function. 

CVE ID : CVE-

2024-25454 

N/A 
A-AXI-BENT-

190224/56 

Vendor: ays-pro 

Product: quiz_maker 

Affected Version(s): * Up to (excluding) 6.5.2.5 

Missing 

Authorizati

on 

07-Feb-2024 5.3 

The Quiz Maker 

plugin for 

WordPress is 

vulnerable to 

unauthorized 

access of data due 

to a missing 

capability check on 

the 

ays_show_results() 

function in all 

versions up to, and 

including, 6.5.2.4. 

This makes it 

possible for 

unauthenticated 

https://plugins.

trac.wordpress.

org/changeset/

3032035/quiz-

maker/tags/6.5.

2.5/admin/clas

s-quiz-maker-

admin.php?old=

3030468&old_p

ath=quiz-

maker%2Ftags

%2F6.5.2.4%2F

admin%2Fclass

-quiz-maker-

admin.php 

A-AYS-QUIZ-

190224/57 
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attackers to fetch 

arbitrary quiz 

results which can 

contain PII. 

CVE ID : CVE-

2024-1079 

Missing 

Authorizati

on 

07-Feb-2024 4.3 

The Quiz Maker 

plugin for 

WordPress is 

vulnerable to 

unauthorized 

modification of 

data due to a 

missing capability 

check on the 

ays_quick_start() 

and 

add_question_rows

() functions in all 

versions up to, and 

including, 6.5.2.4. 

This makes it 

possible for 

authenticated 

attackers, with 

subscriber-level 

access and above, 

to create arbitrary 

quizzes. 

CVE ID : CVE-

2024-1078 

https://plugins.

trac.wordpress.

org/changeset/

3032035/quiz-

maker/tags/6.5.

2.5/admin/clas

s-quiz-maker-

admin.php?old=

3030468&old_p

ath=quiz-

maker%2Ftags

%2F6.5.2.4%2F

admin%2Fclass

-quiz-maker-

admin.php 

A-AYS-QUIZ-

190224/58 

Vendor: b3log 

Product: symphony 

Affected Version(s): * Up to (including) 3.6.3 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

05-Feb-2024 9.8 

An issue in 

symphony v.3.6.3 

and before allows a 

remote attacker to 

execute arbitrary 

code via the log4j 

component. 

N/A 
A-B3L-SYMP-

190224/59 
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d 

Injection') 

CVE ID : CVE-

2024-23049 

Vendor: barangay_management_system_project 

Product: barangay_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

14-Feb-2024 5.4 

Barangay 

Population 

Monitoring System 

v1.0 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability in the 

Add Resident 

function at 

/barangay-

population-

monitoring-

system/masterlist.

php. This 

vulnerabiity allows 

attackers to 

execute arbitrary 

web scripts or 

HTML via a crafted 

payload injected 

into the Contact 

Number 

parameter. 

CVE ID : CVE-

2024-25207 

N/A 
A-BAR-BARA-

190224/60 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

14-Feb-2024 5.4 

Barangay 

Population 

Monitoring System 

v1.0 was 

discovered to 

contain a cross-site 

scripting (XSS) 

vulnerability in the 

Add Resident 

function at 

/barangay-

N/A 
A-BAR-BARA-

190224/61 
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population-

monitoring-

system/masterlist.

php. This 

vulnerabiity allows 

attackers to 

execute arbitrary 

web scripts or 

HTML via a crafted 

payload injected 

into the Full Name 

parameter. 

CVE ID : CVE-

2024-25208 

Vendor: beijingbaichuo 

Product: smart_s20_management_platform 

Affected Version(s): * Up to (including) 2023.11.20 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Feb-2024 7.2 

A vulnerability, 

which was 

classified as 

critical, was found 

in Beijing Baichuo 

Smart S20 

Management 

Platform up to 

20231120. This 

affects an unknown 

part of the file 

/sysmanage/sysma

nageajax.php. The 

manipulation of the 

argument id leads 

to sql injection. It is 

possible to initiate 

the attack 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. The identifier 

VDB-252993 was 

assigned to this 

N/A 
A-BEI-SMAR-

190224/62 
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vulnerability. 

NOTE: The vendor 

was contacted 

early about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2024-1254 

Product: smart_s40_management_platform 

Affected Version(s): * Up to (including) 20240126 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

06-Feb-2024 7.2 

A vulnerability, 

which was 

classified as 

critical, has been 

found in Beijing 

Baichuo Smart S40 

Management 

Platform up to 

20240126. 

Affected by this 

issue is some 

unknown 

functionality of the 

file 

/useratte/web.php 

of the component 

Import Handler. 

The manipulation 

of the argument 

file_upload leads to 

unrestricted 

upload. The attack 

may be launched 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. The identifier 

of this vulnerability 

is VDB-252992. 

NOTE: The vendor 

was contacted 

N/A 
A-BEI-SMAR-

190224/63 
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early about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2024-1253 

Vendor: bencollins 

Product: jwt_c_library 

Affected Version(s): 1.15.3 

Observable 

Discrepanc

y 

08-Feb-2024 9.8 

libjwt 1.15.3 uses 

strcmp (which is 

not constant time) 

to verify 

authentication, 

which makes it 

easier to bypass 

authentication via 

a timing side 

channel. 

CVE ID : CVE-

2024-25189 

N/A 
A-BEN-JWT_-

190224/64 

Vendor: binance 

Product: trust_wallet 

Affected Version(s): 0.0.4 

Use of 

Cryptograp

hically 

Weak 

Pseudo-

Random 

Number 

Generator 

(PRNG) 

08-Feb-2024 7.5 

The Binance Trust 

Wallet app for iOS 

in commit 

3cd6e8f647fbba8b

5d8844fcd144365

a086b629f, git tag 

0.0.4 misuses the 

trezor-crypto 

library and 

consequently 

generates 

mnemonic words 

for which the 

device time is the 

only entropy 

source, leading to 

economic losses, as 

N/A 
A-BIN-TRUS-

190224/65 
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exploited in the 

wild in July 2023. 

An attacker can 

systematically 

generate 

mnemonics for 

each timestamp 

within an 

applicable 

timeframe, and link 

them to specific 

wallet addresses in 

order to steal funds 

from those wallets. 

CVE ID : CVE-

2024-23660 

Vendor: binhdrm26 

Product: super_reboot 

Affected Version(s): 1.0.3 

N/A 06-Feb-2024 7.8 

An issue in the 

PowerOffWidgetRe

ceiver function of 

Super Reboot 

(Root) Recovery 

v1.0.3 allows 

attackers to 

arbitrarily reset or 

power off the 

device via a crafted 

intent 

CVE ID : CVE-

2023-47354 

N/A 
A-BIN-SUPE-

190224/66 

N/A 06-Feb-2024 7.8 

The Android 

application 

BINHDRM26 

com.bdrm.superre

boot 1.0.3, exposes 

several critical 

actions through its 

exported broadcast 

receivers. These 

exposed actions 

N/A 
A-BIN-SUPE-

190224/67 
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can allow any app 

on the device to 

send unauthorized 

broadcasts, leading 

to unintended 

consequences. The 

vulnerability is 

particularly 

concerning 

because these 

actions include 

powering off, 

system reboot & 

entering recovery 

mode. 

CVE ID : CVE-

2023-47889 

Vendor: biteship 

Product: biteship 

Affected Version(s): * Up to (excluding) 2.2.25 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 6.1 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Biteship Biteship: 

Plugin Ongkos 

Kirim Kurir 

Instant, Reguler, 

Kargo allows 

Reflected XSS.This 

issue affects 

Biteship: Plugin 

Ongkos Kirim Kurir 

Instant, Reguler, 

Kargo: from n/a 

through 2.2.24. 

 

 

N/A 
A-BIT-BITE-

190224/68 
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CVE ID : CVE-

2024-24866 

Vendor: blockmason 

Product: credit-protocol 

Affected Version(s): * Up to (excluding) 2018-04-11 

Operation 

on a 

Resource 

after 

Expiration 

or Release 

04-Feb-2024 7.5 

** UNSUPPORTED 

WHEN ASSIGNED 

** A vulnerability 

was found in 

blockmason credit-

protocol. It has 

been declared as 

problematic. 

Affected by this 

vulnerability is the 

function 

executeUcacTx of 

the file 

contracts/CreditPr

otocol.sol of the 

component UCAC 

Handler. The 

manipulation leads 

to denial of service. 

This product does 

not use versioning. 

This is why 

information about 

affected and 

unaffected releases 

are unavailable. 

The patch is named 

082e01f18707ef99

5e80ebe97fcedb22

9a55efc5. It is 

recommended to 

apply a patch to fix 

this issue. The 

associated 

identifier of this 

vulnerability is 

VDB-252799. 

NOTE: This 

https://github.c

om/blockmason

/credit-

protocol/commi

t/082e01f1870

7ef995e80ebe9

7fcedb229a55ef

c5, 

https://github.c

om/blockmason

/credit-

protocol/pull/3

3 

A-BLO-CRED-

190224/69 
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vulnerability only 

affects products 

that are no longer 

supported by the 

maintainer. 

CVE ID : CVE-

2018-25098 

Vendor: bookingcalendar_project 

Product: bookingcalendar 

Affected Version(s): * Up to (including) 2.7.9 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

07-Feb-2024 9.8 

SQL Injection 

vulnerability in RM 

bookingcalendar 

module for 

PrestaShop 

versions 2.7.9 and 

before, allows 

remote attackers to 

execute arbitrary 

code, escalate 

privileges, and 

obtain sensitive 

information via 

ics_export.php. 

CVE ID : CVE-

2023-46914 

https://security

.friendsofpresta.

org/modules/2

024/02/06/boo

kingcalendar.ht

ml 

A-BOO-BOOK-

190224/70 

Vendor: boostmyshop 

Product: boostmyshop 

Affected Version(s): * Up to (excluding) 1.1.10 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Feb-2024 9.8 

SQL Injection 

vulnerability in 

Boostmyshop 

(boostmyshopagen

t) module for 

Prestashop 

versions 1.1.9 and 

before, allows 

remote attackers to 

escalate privileges 

and obtain 

sensitive 

https://security

.friendsofpresta.

org/modules/2

024/02/08/boo

stmyshopagent.

html 

A-BOO-BOOS-

190224/71 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 59 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

information via 

changeOrderCarrie

r.php, 

relayPoint.php, and 

shippingConfirmati

on.php. 

CVE ID : CVE-

2024-24308 

Vendor: bootstrapped 

Product: wp_recipe_maker 

Affected Version(s): * Up to (including) 9.1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

The WP Recipe 

Maker plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

plugin's 'wprm-

recipe-text-share' 

shortcode in all 

versions up to, and 

including, 9.1.0 due 

to insufficient 

input sanitization 

and output 

escaping on user 

supplied attributes. 

This makes it 

possible for 

authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2024-0255 

https://plugins.

trac.wordpress.

org/browser/w

p-recipe-

maker/trunk/in

cludes/public/c

lass-wprm-

icon.php#L52, 

https://plugins.

trac.wordpress.

org/changeset/

3019769/wp-

recipe-

maker/trunk/in

cludes/public/c

lass-wprm-

icon.php 

A-BOO-WP_R-

190224/72 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

The WP Recipe 

Maker plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

plugin's 

shortcode(s) in all 

versions up to, and 

including, 9.1.0 due 

to unrestricted use 

of the 'header_tag' 

attribute. This 

makes it possible 

for authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2024-0382 

https://plugins.

trac.wordpress.

org/changeset/

3019769/wp-

recipe-

maker/trunk/in

cludes/public/s

hortcodes/class

-wprm-

shortcode-

helper.php 

A-BOO-WP_R-

190224/73 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

The WP Recipe 

Maker plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via 

Recipe Notes in all 

versions up to, and 

including, 9.1.0 due 

to insufficient 

input sanitization 

and output 

escaping. This 

makes it possible 

for authenticated 

attackers with 

N/A 
A-BOO-WP_R-

190224/74 
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contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2024-0384 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 4.3 

The WP Recipe 

Maker plugin for 

WordPress is 

vulnerable to 

Directory Traversal 

in all versions up 

to, and including, 

9.1.0 via the 'icon' 

attribute used in 

Shortcodes. This 

makes it possible 

for authenticated 

attackers, with 

contributor-level 

access and above, 

to include the 

contents of SVG 

files on the server, 

which can be 

leveraged for 

Cross-Site 

Scripting. 

CVE ID : CVE-

2024-0380 

https://plugins.

trac.wordpress.

org/changeset/

3019769/wp-

recipe-

maker/trunk/in

cludes/public/c

lass-wprm-

icon.php 

A-BOO-WP_R-

190224/75 

Vendor: br-automation 

Product: automation_net\/pvi 

Affected Version(s): From (including) 4.0 Up to (excluding) 4.7.7 

Unquoted 

Search 
02-Feb-2024 7.8 

Unquoted Search 

Path or Element 

vulnerability in 

B&R Industrial 

https://www.br

-

automation.com

/fileadmin/202

A-BR--AUTO-

190224/76 
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Path or 

Element 

Automation 

Automation Studio, 

B&R Industrial 

Automation 

NET/PVI allows 

Target Programs 

with Elevated 

Privileges.This 

issue affects 

Automation Studio: 

from 4.0 through 

4.6, from 4.7.0 

before 4.7.7 SP, 

from 4.8.0 before 

4.8.6 SP, from 4.9.0 

before 4.9.4 SP; 

NET/PVI: from 4.0 

through 4.6, from 

4.7.0 before 4.7.7, 

from 4.8.0 before 

4.8.6, from 4.9.0 

before 4.9.4. 

 

 

CVE ID : CVE-

2020-24682 

1-14-BR-AS-

NET-PVI-

Service-Issues-

c3710fbf.pdf 

Affected Version(s): From (including) 4.8 Up to (excluding) 4.8.6 

Unquoted 

Search 

Path or 

Element 

02-Feb-2024 7.8 

Unquoted Search 

Path or Element 

vulnerability in 

B&R Industrial 

Automation 

Automation Studio, 

B&R Industrial 

Automation 

NET/PVI allows 

Target Programs 

with Elevated 

Privileges.This 

issue affects 

Automation Studio: 

from 4.0 through 

https://www.br

-

automation.com

/fileadmin/202

1-14-BR-AS-

NET-PVI-

Service-Issues-

c3710fbf.pdf 

A-BR--AUTO-

190224/77 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 63 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

4.6, from 4.7.0 

before 4.7.7 SP, 

from 4.8.0 before 

4.8.6 SP, from 4.9.0 

before 4.9.4 SP; 

NET/PVI: from 4.0 

through 4.6, from 

4.7.0 before 4.7.7, 

from 4.8.0 before 

4.8.6, from 4.9.0 

before 4.9.4. 

 

 

CVE ID : CVE-

2020-24682 

Affected Version(s): From (including) 4.9 Up to (excluding) 4.9.4 

Unquoted 

Search 

Path or 

Element 

02-Feb-2024 7.8 

Unquoted Search 

Path or Element 

vulnerability in 

B&R Industrial 

Automation 

Automation Studio, 

B&R Industrial 

Automation 

NET/PVI allows 

Target Programs 

with Elevated 

Privileges.This 

issue affects 

Automation Studio: 

from 4.0 through 

4.6, from 4.7.0 

before 4.7.7 SP, 

from 4.8.0 before 

4.8.6 SP, from 4.9.0 

before 4.9.4 SP; 

NET/PVI: from 4.0 

through 4.6, from 

4.7.0 before 4.7.7, 

from 4.8.0 before 

4.8.6, from 4.9.0 

before 4.9.4. 

https://www.br

-

automation.com

/fileadmin/202

1-14-BR-AS-

NET-PVI-

Service-Issues-

c3710fbf.pdf 

A-BR--AUTO-

190224/78 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 64 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 

CVE ID : CVE-

2020-24682 

Product: automation_runtime 

Affected Version(s): * Up to (excluding) i4.93 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 6.1 

A reflected 

cross-site scripting 

(XSS) vulnerability 

exists in the SVG 

version of System 

Diagnostics 

Manager of B&R 

Automation 

Runtime versions 

<= G4.93 that 

enables a remote 

attacker to execute 

arbitrary 

JavaScript code in 

the context 

of the attacked 

user’s browser 

session. 

 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-6028 

https://www.br

-

automation.com

/fileadmin/SA2

3P018_SDM_We

b_interface_vuln

erable_to_XSS-

1d75bee8.pdf 

A-BR--AUTO-

190224/79 

Affected Version(s): * Up to (including) i4.93 

Use of a 

Broken or 
05-Feb-2024 9.8 Use of a Broken or 

Risky 

https://www.br

-

A-BR--AUTO-

190224/80 
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Risky 

Cryptograp

hic 

Algorithm 

Cryptographic 

Algorithm 

vulnerability in 

B&R Industrial 

Automation 

Automation 

Runtime (SDM 

modules). 

 

 

 

The FTP server 

used on the B&R 

Automation 

Runtime supports 

unsecure 

encryption 

mechanisms, such 

as SSLv3, 

TLSv1.0 and 

TLS1.1. An 

network-based 

attacker can 

exploit the flaws to 

conduct 

man-in-the-middle 

attacks or to 

decrypt 

communications 

between the 

affected product 

clients.   

 

This issue affects 

Automation 

Runtime: from 14.0 

before 14.93. 

 

 

automation.com

/fileadmin/SA2

3P004_FTP_use

s_unsecure_encr

yption_mechani

sms-

f57c147c.pdf 
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CVE ID : CVE-

2024-0323 

Product: automation_studio 

Affected Version(s): * Up to (excluding) 4.7.7.74 

Unquoted 

Search 

Path or 

Element 

02-Feb-2024 7.8 

Unquoted Search 

Path or Element 

vulnerability in 

B&R Industrial 

Automation 

Automation Studio, 

B&R Industrial 

Automation 

NET/PVI allows 

Target Programs 

with Elevated 

Privileges.This 

issue affects 

Automation Studio: 

from 4.0 through 

4.6, from 4.7.0 

before 4.7.7 SP, 

from 4.8.0 before 

4.8.6 SP, from 4.9.0 

before 4.9.4 SP; 

NET/PVI: from 4.0 

through 4.6, from 

4.7.0 before 4.7.7, 

from 4.8.0 before 

4.8.6, from 4.9.0 

before 4.9.4. 

 

 

CVE ID : CVE-

2020-24682 

https://www.br

-

automation.com

/fileadmin/202

1-14-BR-AS-

NET-PVI-

Service-Issues-

c3710fbf.pdf 

A-BR--AUTO-

190224/81 

Affected Version(s): From (including) 4.0 Up to (excluding) 4.7.7.74 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

02-Feb-2024 8.8 

Incorrect 

Permission 

Assignment for 

Critical Resource 

vulnerability in 

B&R Industrial 

https://www.br

-

automation.com

/fileadmin/202

1-14-BR-AS-

NET-PVI-

A-BR--AUTO-

190224/82 
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Automation 

Automation Studio 

allows Privilege 

Escalation.This 

issue affects 

Automation Studio: 

from 4.6.0 through 

4.6.X, from 4.7.0 

before 4.7.7 SP, 

from 4.8.0 before 

4.8.6 SP, from 4.9.0 

before 4.9.4 SP. 

 

 

CVE ID : CVE-

2020-24681 

Service-Issues-

c3710fbf.pdf 

Affected Version(s): From (including) 4.0 Up to (including) 4.12 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

02-Feb-2024 7.8 

Improper Control 

of Generation of 

Code ('Code 

Injection') 

vulnerability in 

B&R Industrial 

Automation 

Automation Studio 

allows Local 

Execution of 

Code.This issue 

affects Automation 

Studio: from 4.0 

through 4.12. 

 

 

CVE ID : CVE-

2021-22282 

https://www.br

-

automation.com

/fileadmin/202

1-

12_RCE_Vulnera

bility_in_BnR_A

utomation_Stud

io-

1b993aeb.pdf 

A-BR--AUTO-

190224/83 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

02-Feb-2024 7.5 

: Relative Path 

Traversal 

vulnerability in 

B&R Industrial 

Automation 

Automation Studio 

https://www.br

-

automation.com

/fileadmin/202

1-

11_ZipSlip_Vuln

A-BR--AUTO-

190224/84 
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Directory 

('Path 

Traversal') 

allows Relative 

Path Traversal.This 

issue affects 

Automation Studio: 

from 4.0 through 

4.12. 

 

 

CVE ID : CVE-

2021-22281 

erability_in_Aut

omation_Studio

_Project_Import

-b90d2f42.pdf 

Affected Version(s): From (including) 4.8 Up to (excluding) 4.8.6.30 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

02-Feb-2024 8.8 

Incorrect 

Permission 

Assignment for 

Critical Resource 

vulnerability in 

B&R Industrial 

Automation 

Automation Studio 

allows Privilege 

Escalation.This 

issue affects 

Automation Studio: 

from 4.6.0 through 

4.6.X, from 4.7.0 

before 4.7.7 SP, 

from 4.8.0 before 

4.8.6 SP, from 4.9.0 

before 4.9.4 SP. 

 

 

CVE ID : CVE-

2020-24681 

https://www.br

-

automation.com

/fileadmin/202

1-14-BR-AS-

NET-PVI-

Service-Issues-

c3710fbf.pdf 

A-BR--AUTO-

190224/85 

Unquoted 

Search 

Path or 

Element 

02-Feb-2024 7.8 

Unquoted Search 

Path or Element 

vulnerability in 

B&R Industrial 

Automation 

Automation Studio, 

B&R Industrial 

Automation 

https://www.br

-

automation.com

/fileadmin/202

1-14-BR-AS-

NET-PVI-

Service-Issues-

c3710fbf.pdf 

A-BR--AUTO-

190224/86 
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NET/PVI allows 

Target Programs 

with Elevated 

Privileges.This 

issue affects 

Automation Studio: 

from 4.0 through 

4.6, from 4.7.0 

before 4.7.7 SP, 

from 4.8.0 before 

4.8.6 SP, from 4.9.0 

before 4.9.4 SP; 

NET/PVI: from 4.0 

through 4.6, from 

4.7.0 before 4.7.7, 

from 4.8.0 before 

4.8.6, from 4.9.0 

before 4.9.4. 

 

 

CVE ID : CVE-

2020-24682 

Affected Version(s): From (including) 4.9 Up to (excluding) 4.9.4.92 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

02-Feb-2024 8.8 

Incorrect 

Permission 

Assignment for 

Critical Resource 

vulnerability in 

B&R Industrial 

Automation 

Automation Studio 

allows Privilege 

Escalation.This 

issue affects 

Automation Studio: 

from 4.6.0 through 

4.6.X, from 4.7.0 

before 4.7.7 SP, 

from 4.8.0 before 

4.8.6 SP, from 4.9.0 

before 4.9.4 SP. 

 

https://www.br

-

automation.com

/fileadmin/202

1-14-BR-AS-

NET-PVI-

Service-Issues-

c3710fbf.pdf 

A-BR--AUTO-

190224/87 
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CVE ID : CVE-

2020-24681 

Unquoted 

Search 

Path or 

Element 

02-Feb-2024 7.8 

Unquoted Search 

Path or Element 

vulnerability in 

B&R Industrial 

Automation 

Automation Studio, 

B&R Industrial 

Automation 

NET/PVI allows 

Target Programs 

with Elevated 

Privileges.This 

issue affects 

Automation Studio: 

from 4.0 through 

4.6, from 4.7.0 

before 4.7.7 SP, 

from 4.8.0 before 

4.8.6 SP, from 4.9.0 

before 4.9.4 SP; 

NET/PVI: from 4.0 

through 4.6, from 

4.7.0 before 4.7.7, 

from 4.8.0 before 

4.8.6, from 4.9.0 

before 4.9.4. 

 

 

CVE ID : CVE-

2020-24682 

https://www.br

-

automation.com

/fileadmin/202

1-14-BR-AS-

NET-PVI-

Service-Issues-

c3710fbf.pdf 

A-BR--AUTO-

190224/88 

Vendor: cellinx 

Product: nvt_web_server 

Affected Version(s): 5.0.0.014 

N/A 08-Feb-2024 5.3 

An issue in the 

component /cgi-

bin/GetJsonValue.c

gi of Cellinx NVT 

Web Server 

N/A 
A-CEL-NVT_-

190224/89 
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5.0.0.014 allows 

attackers to leak 

configuration 

information via a 

crafted POST 

request. 

CVE ID : CVE-

2024-24215 

Vendor: chendotjs 

Product: lotos_webserver 

Affected Version(s): 0.1.1 

Use After 

Free 
05-Feb-2024 7.5 

Lotos WebServer 

v0.1.1 was 

discovered to 

contain a Use-

After-Free (UAF) 

vulnerability via 

the 

response_append_s

tatus_line function 

at 

/lotos/src/respons

e.c. 

CVE ID : CVE-

2024-24263 

N/A 
A-CHE-LOTO-

190224/90 

Vendor: Cisco 

Product: expressway 

Affected Version(s): * Up to (excluding) 15.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

07-Feb-2024 7.1 

A vulnerability in 

the SOAP API of 

Cisco Expressway 

Series and Cisco 

TelePresence Video 

Communication 

Server could allow 

an 

unauthenticated, 

remote attacker to 

conduct a cross-

site request forgery 

https://sec.clou

dapps.cisco.com

/security/cente

r/content/Cisco

SecurityAdvisor

y/cisco-sa-

expressway-

csrf-KnnZDMj3 

A-CIS-EXPR-

190224/91 
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(CSRF) attack on 

an affected system. 

 

 This vulnerability 

is due to 

insufficient CSRF 

protections for the 

web-based 

management 

interface of an 

affected system. An 

attacker could 

exploit this 

vulnerability by 

persuading a user 

of the REST API to 

follow a crafted 

link. A successful 

exploit could allow 

the attacker to 

cause the affected 

system to reload. 

CVE ID : CVE-

2024-20255 

Affected Version(s): * Up to (including) 15.0 

Cross-Site 

Request 

Forgery 

(CSRF) 

07-Feb-2024 8.8 

Multiple 

vulnerabilities in 

Cisco Expressway 

Series and Cisco 

TelePresence Video 

Communication 

Server (VCS) could 

allow an 

unauthenticated, 

remote attacker to 

conduct cross-site 

request forgery 

(CSRF) attacks that 

perform arbitrary 

actions on an 

affected device.  

 

https://sec.clou

dapps.cisco.com

/security/cente

r/content/Cisco

SecurityAdvisor

y/cisco-sa-

expressway-

csrf-KnnZDMj3 

A-CIS-EXPR-

190224/92 
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 Note: "Cisco 

Expressway Series" 

refers to Cisco 

Expressway 

Control 

(Expressway-C) 

devices and Cisco 

Expressway Edge 

(Expressway-E) 

devices. 

 

 For more 

information about 

these 

vulnerabilities, see 

the Details 

["#details"] section 

of this advisory. 

CVE ID : CVE-

2024-20252 

Cross-Site 

Request 

Forgery 

(CSRF) 

07-Feb-2024 8.8 

Multiple 

vulnerabilities in 

Cisco Expressway 

Series and Cisco 

TelePresence Video 

Communication 

Server (VCS) could 

allow an 

unauthenticated, 

remote attacker to 

conduct cross-site 

request forgery 

(CSRF) attacks that 

perform arbitrary 

actions on an 

affected device.  

 

 Note: "Cisco 

Expressway Series" 

refers to Cisco 

Expressway 

Control 

https://sec.clou

dapps.cisco.com

/security/cente

r/content/Cisco

SecurityAdvisor

y/cisco-sa-

expressway-

csrf-KnnZDMj3 

A-CIS-EXPR-

190224/93 
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(Expressway-C) 

devices and Cisco 

Expressway Edge 

(Expressway-E) 

devices. 

 

 For more 

information about 

these 

vulnerabilities, see 

the Details 

["#details"] section 

of this advisory. 

CVE ID : CVE-

2024-20254 

Product: secure_endpoint 

Affected Version(s): * Up to (excluding) 7.5.17 

Out-of-

bounds 

Read 

07-Feb-2024 7.5 

A vulnerability in 

the OLE2 file 

format parser of 

ClamAV could 

allow an 

unauthenticated, 

remote attacker to 

cause a denial of 

service (DoS) 

condition on an 

affected device. 

 

 This vulnerability 

is due to an 

incorrect check for 

end-of-string 

values during 

scanning, which 

may result in a 

heap buffer over-

read. An attacker 

could exploit this 

vulnerability by 

submitting a 

https://sec.clou

dapps.cisco.com

/security/cente

r/content/Cisco

SecurityAdvisor

y/cisco-sa-

clamav-hDffu6t 

A-CIS-SECU-

190224/94 
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crafted file 

containing OLE2 

content to be 

scanned by ClamAV 

on an affected 

device. A successful 

exploit could allow 

the attacker to 

cause the ClamAV 

scanning process 

to terminate, 

resulting in a DoS 

condition on the 

affected software 

and consuming 

available system 

resources. 

 

 For a description 

of this 

vulnerability, see 

the ClamAV blog . 

CVE ID : CVE-

2024-20290 

Affected Version(s): From (including) 8.0.1.21160 Up to (excluding) 8.2.3.30119 

Out-of-

bounds 

Read 

07-Feb-2024 7.5 

A vulnerability in 

the OLE2 file 

format parser of 

ClamAV could 

allow an 

unauthenticated, 

remote attacker to 

cause a denial of 

service (DoS) 

condition on an 

affected device. 

 

 This vulnerability 

is due to an 

incorrect check for 

end-of-string 

values during 

https://sec.clou

dapps.cisco.com

/security/cente

r/content/Cisco

SecurityAdvisor

y/cisco-sa-

clamav-hDffu6t 

A-CIS-SECU-

190224/95 
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scanning, which 

may result in a 

heap buffer over-

read. An attacker 

could exploit this 

vulnerability by 

submitting a 

crafted file 

containing OLE2 

content to be 

scanned by ClamAV 

on an affected 

device. A successful 

exploit could allow 

the attacker to 

cause the ClamAV 

scanning process 

to terminate, 

resulting in a DoS 

condition on the 

affected software 

and consuming 

available system 

resources. 

 

 For a description 

of this 

vulnerability, see 

the ClamAV blog . 

CVE ID : CVE-

2024-20290 

Product: secure_endpoint_private_cloud 

Affected Version(s): * Up to (excluding) 3.8.0 

Out-of-

bounds 

Read 

07-Feb-2024 7.5 

A vulnerability in 

the OLE2 file 

format parser of 

ClamAV could 

allow an 

unauthenticated, 

remote attacker to 

cause a denial of 

service (DoS) 

https://sec.clou

dapps.cisco.com

/security/cente

r/content/Cisco

SecurityAdvisor

y/cisco-sa-

clamav-hDffu6t 

A-CIS-SECU-

190224/96 
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condition on an 

affected device. 

 

 This vulnerability 

is due to an 

incorrect check for 

end-of-string 

values during 

scanning, which 

may result in a 

heap buffer over-

read. An attacker 

could exploit this 

vulnerability by 

submitting a 

crafted file 

containing OLE2 

content to be 

scanned by ClamAV 

on an affected 

device. A successful 

exploit could allow 

the attacker to 

cause the ClamAV 

scanning process 

to terminate, 

resulting in a DoS 

condition on the 

affected software 

and consuming 

available system 

resources. 

 

 For a description 

of this 

vulnerability, see 

the ClamAV blog . 

CVE ID : CVE-

2024-20290 

Vendor: Ckeditor 

Product: ckeditor 
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Affected Version(s): From (including) 4.0 Up to (excluding) 4.24.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 6.1 

CKEditor4 is an 

open source what-

you-see-is-what-

you-get HTML 

editor. A cross-site 

scripting 

vulnerability has 

been discovered in 

the core HTML 

parsing module in 

versions of 

CKEditor4 prior to 

4.24.0-lts. It may 

affect all editor 

instances that 

enabled full-page 

editing mode or 

enabled CDATA 

elements in 

Advanced Content 

Filtering 

configuration 

(defaults to `script` 

and `style` 

elements). The 

vulnerability 

allows attackers to 

inject malformed 

HTML content 

bypassing 

Advanced Content 

Filtering 

mechanism, which 

could result in 

executing 

JavaScript code. An 

attacker could 

abuse faulty 

CDATA content 

detection and use it 

to prepare an 

intentional attack 

on the editor. A fix 

https://github.c

om/ckeditor/ck

editor4/commit

/8ed1a3c93d0a

e5f49f4ecff573

8ab8a2972194c

b, 

https://github.c

om/ckeditor/ck

editor4/securit

y/advisories/G

HSA-fq6h-4g8v-

qqvm 

A-CKE-CKED-

190224/97 
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is available in 

version 4.24.0-lts. 

CVE ID : CVE-

2024-24815 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 6.1 

CKEditor4 is an 

open source what-

you-see-is-what-

you-get HTML 

editor. A cross-site 

scripting 

vulnerability 

vulnerability has 

been discovered in 

versions prior to 

4.24.0-lts in 

samples that use 

the `preview` 

feature. All 

integrators that 

use these samples 

in the production 

code can be 

affected. The 

vulnerability 

allows an attacker 

to execute 

JavaScript code by 

abusing the 

misconfigured 

preview feature. It 

affects all users 

using the CKEditor 

4 at version < 

4.24.0-lts with 

affected samples 

used in a 

production 

environment. A fix 

is available in 

version 4.24.0-lts. 

CVE ID : CVE-

2024-24816 

https://github.c

om/ckeditor/ck

editor4/commit

/8ed1a3c93d0a

e5f49f4ecff573

8ab8a2972194c

b, 

https://github.c

om/ckeditor/ck

editor4/securit

y/advisories/G

HSA-mw2c-

vx6j-mg76 

A-CKE-CKED-

190224/98 
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Vendor: Clear 

Product: clearml 

Affected Version(s): - 

Insufficient

ly 

Protected 

Credentials 

05-Feb-2024 7.1 

Allegro AI’s open-

source version of 

ClearML stores 

passwords in 

plaintext within 

the MongoDB 

instance, resulting 

in a compromised 

server leaking all 

user emails and 

passwords. 

 

CVE ID : CVE-

2024-24595 

N/A 
A-CLE-CLEA-

190224/99 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Feb-2024 5.4 

A cross-site 

scripting (XSS) 

vulnerability in all 

versions of the web 

server component 

of Allegro AI’s 

ClearML platform 

allows a remote 

attacker to execute 

a JavaScript 

payload when a 

user views the 

Debug Samples tab 

in the web UI. 

 

CVE ID : CVE-

2024-24594 

N/A 
A-CLE-CLEA-

190224/100 

Affected Version(s): * 

Improper 

Authentica

tion 

06-Feb-2024 9.8 

Lack of 

authentication in 

all versions of the 

fileserver 

component of 

Allegro AI’s 

N/A 
A-CLE-CLEA-

190224/101 
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ClearML platform 

allows a remote 

attacker to 

arbitrarily access, 

create, modify and 

delete files.  

 

CVE ID : CVE-

2024-24592 

Affected Version(s): * Up to (including) 1.14.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Feb-2024 8.8 

A cross-site 

request forgery 

(CSRF) 

vulnerability in all 

versions up to 

1.14.1 of the api 

server component 

of Allegro AI’s 

ClearML platform 

allows a remote 

attacker to 

impersonate a user 

by sending API 

requests via 

maliciously crafted 

html. Exploitation 

of the vulnerability 

allows an attacker 

to compromise 

confidential 

workspaces and 

files, leak sensitive 

information, and 

target instances of 

the ClearML 

platform within 

closed off 

networks. 

 

CVE ID : CVE-

2024-24593 

N/A 
A-CLE-CLEA-

190224/102 
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Affected Version(s): From (including) 0.17.0 Up to (including) 1.14.2 

Deserializa

tion of 

Untrusted 

Data 

06-Feb-2024 8.8 

Deserialization of 

untrusted data can 

occur in versions 

0.17.0 to 1.14.2 of 

the client SDK of 

Allegro AI’s 

ClearML platform, 

enabling a 

maliciously 

uploaded artifact 

to run arbitrary 

code on an end 

user’s system when 

interacted with. 

 

CVE ID : CVE-

2024-24590 

N/A 
A-CLE-CLEA-

190224/103 

Affected Version(s): From (including) 1.4.0 Up to (including) 1.14.1 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

06-Feb-2024 8.8 

A path traversal 

vulnerability in 

versions 1.4.0 to 

1.14.1 of the client 

SDK of Allegro AI’s 

ClearML platform 

enables a 

maliciously 

uploaded dataset 

to write local or 

remote files to an 

arbitrary location 

on an end user’s 

system when 

interacted with. 

 

CVE ID : CVE-

2024-24591 

N/A 
A-CLE-CLEA-

190224/104 

Vendor: code-projects 

Product: cinema_seat_reservation_system 

Affected Version(s): 1.0 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Feb-2024 9.8 

Code-projects 

Cinema Seat 

Reservation 

System 1.0 allows 

SQL Injection via 

the 'id' parameter 

at "/Cinema-

Reservation/booki

ng.php?id=1." 

CVE ID : CVE-

2024-25307 

N/A 
A-COD-CINE-

190224/105 

Product: simple_school_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Feb-2024 8.8 

Code-projects 

Simple School 

Managment System 

1.0 allows SQL 

Injection via the 

'apass' parameter 

at 

"School/index.php.

" 

CVE ID : CVE-

2024-25304 

N/A 
A-COD-SIMP-

190224/106 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Feb-2024 8.8 

Code-projects 

Simple School 

Managment System 

1.0 allows 

Authentication 

Bypass via the 

username and 

password 

parameters at 

School/index.php. 

CVE ID : CVE-

2024-25305 

N/A 
A-COD-SIMP-

190224/107 

Improper 

Neutralizat

ion of 

Special 

Elements 

09-Feb-2024 8.8 

Code-projects 

Simple School 

Managment System 

1.0 allows SQL 

Injection via the 

N/A 
A-COD-SIMP-

190224/108 
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used in an 

SQL 

Command 

('SQL 

Injection') 

'aname' parameter 

at 

"School/index.php"

. 

CVE ID : CVE-

2024-25306 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Feb-2024 8.8 

Code-projects 

Simple School 

Managment System 

1.0 allows SQL 

Injection via the 

'name' parameter 

at 

School/teacher_log

in.php. 

CVE ID : CVE-

2024-25308 

N/A 
A-COD-SIMP-

190224/109 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Feb-2024 8.8 

Code-projects 

Simple School 

Managment System 

1.0 allows SQL 

Injection via the 

'pass' parameter at 

School/teacher_log

in.php. 

CVE ID : CVE-

2024-25309 

N/A 
A-COD-SIMP-

190224/110 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Feb-2024 8.8 

Code-projects 

Simple School 

Managment System 

1.0 allows SQL 

Injection via the 

'id' parameter at 

"School/sub_delete

.php?id=5." 

CVE ID : CVE-

2024-25312 

N/A 
A-COD-SIMP-

190224/111 

Improper 

Authentica

tion 

09-Feb-2024 8.8 

Code-projects 

Simple School 

Managment System 

1.0 allows 

N/A 
A-COD-SIMP-

190224/112 
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Authentication 

Bypass via the 

username and 

password 

parameters at 

School/teacher_log

in.php. 

CVE ID : CVE-

2024-25313 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Feb-2024 8.8 

Code-projects 

Simple School 

Managment System 

1.0 allows SQL 

Injection via the 

'id' parameter at 

"School/delete.php

?id=5." 

CVE ID : CVE-

2024-25310 

N/A 
A-COD-SIMP-

190224/113 

Vendor: codeastro 

Product: restaurant_pos_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 6.1 

A vulnerability, 

which was 

classified as 

problematic, has 

been found in 

CodeAstro 

Restaurant POS 

System 1.0. 

Affected by this 

issue is some 

unknown 

functionality of the 

file 

create_account.php

. The manipulation 

of the argument 

Full Name leads to 

cross site scripting. 

The attack may be 

launched remotely. 

N/A 
A-COD-REST-

190224/114 
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The exploit has 

been disclosed to 

the public and may 

be used. VDB-

253010 is the 

identifier assigned 

to this 

vulnerability. 

CVE ID : CVE-

2024-1267 

Product: university_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 6.1 

A vulnerability 

classified as 

problematic was 

found in CodeAstro 

University 

Management 

System 1.0. 

Affected by this 

vulnerability is an 

unknown 

functionality of the 

file /st_reg.php of 

the component 

Student 

Registration Form. 

The manipulation 

of the argument 

Address leads to 

cross site scripting. 

The attack can be 

launched remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

identifier VDB-

253009 was 

assigned to this 

vulnerability. 

N/A 
A-COD-UNIV-

190224/115 
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CVE ID : CVE-

2024-1266 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 4.8 

A vulnerability 

classified as 

problematic has 

been found in 

CodeAstro 

University 

Management 

System 1.0. 

Affected is an 

unknown function 

of the file 

/att_add.php of the 

component 

Attendance 

Management. The 

manipulation of the 

argument Student 

Name leads to 

cross site scripting. 

It is possible to 

launch the attack 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. The identifier 

of this vulnerability 

is VDB-253008. 

CVE ID : CVE-

2024-1265 

N/A 
A-COD-UNIV-

190224/116 

Vendor: codeboxr 

Product: cbx_bookmark_\&_favorite 

Affected Version(s): * Up to (including) 1.7.13 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

N/A 
A-COD-CBX_-

190224/117 
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('Cross-site 

Scripting') 

Codeboxr Team 

CBX Bookmark & 

Favorite allows 

Stored XSS.This 

issue affects CBX 

Bookmark & 

Favorite: from n/a 

through 1.7.13. 

 

 

CVE ID : CVE-

2023-51514 

Vendor: Codepeople 

Product: calculated_fields_form 

Affected Version(s): * Up to (including) 1.2.52 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 5.4 

The Calculated 

Fields Form plugin 

for WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

plugin's 

CP_CALCULATED_F

IELDS shortcode in 

all versions up to, 

and including, 

1.2.52 due to 

insufficient input 

sanitization and 

output escaping on 

user supplied 

'location' attribute. 

This makes it 

possible for 

authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

https://plugins.

trac.wordpress.

org/changeset/

3029782/calcul

ated-fields-

form/trunk/inc

/cpcff_main.inc.

php 

A-COD-CALC-

190224/118 
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execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2024-0963 

Vendor: concretecms 

Product: concrete_cms 

Affected Version(s): From (including) 9.0.0 Up to (excluding) 9.2.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Feb-2024 4.8 

Concrete CMS 

version 9 before 

9.2.5 is vulnerable 

to  stored XSS via 

the Role Name field 

since there is 

insufficient 

validation of 

administrator 

provided data for 

that field. A rogue 

administrator 

could inject 

malicious code into 

the Role Name field 

which might be 

executed when 

users visit the 

affected page. The 

Concrete CMS 

Security team 

scored this 2 with 

CVSS v3 vector  

AV:N/AC:H/PR:H/

UI:R/S:U/C:N/I:L/

A:N 

https://nvd.nist.go

v/vuln-

metrics/cvss/v3-

calculator . 

Concrete versions 

below 9 do not 

include group 

types so they are 

https://docume

ntation.concrete

cms.org/9-

x/developers/i

ntroduction/ver

sion-

history/925-

release-notes, 

https://www.co

ncretecms.org/

about/project-

news/security/

2024-02-04-

security-

advisory 

A-CON-CONC-

190224/119 
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not affected by this 

vulnerability.  

 

CVE ID : CVE-

2024-1247 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Feb-2024 4.8 

Concrete 

CMS version 9 

before 9.2.5 is 

vulnerable to 

stored XSS in file 

tags and 

description 

attributes since 

administrator 

entered file 

attributes are not 

sufficiently 

sanitized in the 

Edit Attributes 

page. A rogue 

administrator 

could put malicious 

code into the file 

tags or description 

attributes and, 

when another 

administrator 

opens the same file 

for editing, the 

malicious code 

could execute. The 

Concrete CMS 

Security team 

scored this 2.4 with 

CVSS v3 vector 

AV:N/AC:L/PR:H/

UI:R/S:U/C:L/I:N/

A:N.  

 

CVE ID : CVE-

2024-1245 

https://docume

ntation.concrete

cms.org/9-

x/developers/i

ntroduction/ver

sion-

history/925-

release-notes, 

https://www.co

ncretecms.org/

about/project-

news/security/

2024-02-04-

security-

advisory 

A-CON-CONC-

190224/120 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Feb-2024 4.8 

Concrete CMS in 

version 9 before 

9.2.5 is vulnerable 

to reflected XSS via 

the Image URL 

Import Feature due 

to insufficient 

validation of 

administrator 

provided data. A 

rogue 

administrator 

could inject 

malicious code 

when importing 

images, leading to 

the execution of 

the malicious code 

on the website 

user’s browser. 

The Concrete CMS 

Security team 

scored this 2 with 

CVSS v3 vector 

AV:N/AC:H/PR:H/

UI:R/S:U/C:L/I:N/

A:N. This does not 

affect Concrete 

versions prior to 

version 9. 

 

CVE ID : CVE-

2024-1246 

https://docume

ntation.concrete

cms.org/9-

x/developers/i

ntroduction/ver

sion-

history/925-

release-notes, 

https://www.co

ncretecms.org/

about/project-

news/security/

2024-02-04-

security-

advisory 

A-CON-CONC-

190224/121 

Vendor: connectwise 

Product: automate 

Affected Version(s): - 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

01-Feb-2024 8.1 

ConnectWise 

ScreenConnect 

through 23.8.4 

allows man-in-the-

middle attackers to 

achieve remote 

https://www.co

nnectwise.com/

company/trust/

security-

bulletins/conne

ctwise-

A-CON-AUTO-

190224/122 
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code execution via 

crafted messages. 

CVE ID : CVE-

2023-47257 

screenconnect-

23.8-security-

fix 

Improper 

Authentica

tion 

01-Feb-2024 5.5 

ConnectWise 

ScreenConnect 

through 23.8.4 

allows local users 

to connect to 

arbitrary relay 

servers via implicit 

trust of proxy 

settings 

CVE ID : CVE-

2023-47256 

https://www.co

nnectwise.com/

company/trust/

security-

bulletins/conne

ctwise-

screenconnect-

23.8-security-

fix 

A-CON-AUTO-

190224/123 

Product: screenconnect 

Affected Version(s): * Up to (excluding) 23.8.5 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

01-Feb-2024 8.1 

ConnectWise 

ScreenConnect 

through 23.8.4 

allows man-in-the-

middle attackers to 

achieve remote 

code execution via 

crafted messages. 

CVE ID : CVE-

2023-47257 

https://www.co

nnectwise.com/

company/trust/

security-

bulletins/conne

ctwise-

screenconnect-

23.8-security-

fix 

A-CON-SCRE-

190224/124 

Improper 

Authentica

tion 

01-Feb-2024 5.5 

ConnectWise 

ScreenConnect 

through 23.8.4 

allows local users 

to connect to 

arbitrary relay 

servers via implicit 

trust of proxy 

settings 

CVE ID : CVE-

2023-47256 

https://www.co

nnectwise.com/

company/trust/

security-

bulletins/conne

ctwise-

screenconnect-

23.8-security-

fix 

A-CON-SCRE-

190224/125 

Vendor: connekthq 

Product: instant_images_-_one_click_unsplash_uploads 
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Affected Version(s): * Up to (including) 6.1.0 

N/A 05-Feb-2024 6.5 

The Instant Images 

– One Click Image 

Uploads from 

Unsplash, 

Openverse, Pixabay 

and Pexels plugin 

for WordPress is 

vulnerable to 

unauthorized 

arbitrary options 

update due to an 

insufficient check 

that neglects to 

verify whether the 

updated option 

belongs to the 

plugin on the 

instant-

images/license 

REST API endpoint 

in all versions up 

to, and including, 

6.1.0. This makes it 

possible for 

authors and higher 

to update arbitrary 

options. 

CVE ID : CVE-

2024-0869 

https://plugins.

trac.wordpress.

org/changeset/

3027110/instan

t-

images/tags/6.

1.1/api/license.

php 

A-CON-INST-

190224/126 

Vendor: contentviewspro 

Product: content_views 

Affected Version(s): * Up to (including) 3.6.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 4.8 

The Content Views 

– Post Grid, Slider, 

Accordion 

(Gutenberg Blocks 

and Shortcode) 

plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

https://plugins.

trac.wordpress.

org/changeset/

3024861/ 

A-CON-CONT-

190224/127 
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Scripting via admin 

settings in all 

versions up to, and 

including, 3.6.2 due 

to insufficient 

input sanitization 

and output 

escaping. This 

makes it possible 

for authenticated 

attackers, with 

administrator-level 

permissions and 

above, to inject 

arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an 

injected page. This 

only affects multi-

site installations 

and installations 

where 

unfiltered_html has 

been disabled. 

CVE ID : CVE-

2024-0612 

Vendor: cookieinformation 

Product: wp-gdpr-compliance 

Affected Version(s): * Up to (including) 2.0.22 

Missing 

Authorizati

on 

05-Feb-2024 8.8 

The Cookie 

Information | Free 

GDPR Consent 

Solution plugin for 

WordPress is 

vulnerable to 

arbitrary option 

updates due to a 

missing capability 

check on its AJAX 

request handler in 

https://plugins.

trac.wordpress.

org/changeset/

3028096/wp-

gdpr-

compliance/tru

nk?contextall=1

&old=2865555

&old_path=%2F

wp-gdpr-

A-COO-WP-G-

190224/128 
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versions up to, and 

including, 2.0.22. 

This makes it 

possible for 

authenticated 

attackers, with 

subscriber-level 

access or higher, to 

edit arbitrary site 

options which can 

be used to create 

administrator 

accounts. 

CVE ID : CVE-

2023-6700 

compliance%2F

trunk 

Vendor: coolplugins 

Product: cryptocurrency_widgets 

Affected Version(s): From (including) 2.0 Up to (including) 2.6.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

05-Feb-2024 7.5 

The 

Cryptocurrency 

Widgets – Price 

Ticker & Coins List 

plugin for 

WordPress is 

vulnerable to SQL 

Injection via the 

'coinslist' 

parameter in 

versions 2.0 to 

2.6.5 due to 

insufficient 

escaping on the 

user supplied 

parameter and lack 

of sufficient 

preparation on the 

existing SQL query.  

This makes it 

possible for 

unauthenticated 

attackers to 

append additional 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=302

4040%40crypto

currency-price-

ticker-

widget&new=3

024040%40cry

ptocurrency-

price-ticker-

widget&sfp_em

ail=&sfph_mail= 

A-COO-CRYP-

190224/129 
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SQL queries into 

already existing 

queries that can be 

used to extract 

sensitive 

information from 

the database. 

CVE ID : CVE-

2024-0709 

Product: timeline_widget_for_elementor 

Affected Version(s): * Up to (excluding) 1.5.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 5.4 

The Timeline 

Widget For 

Elementor 

(Elementor 

Timeline, Vertical 

& Horizontal 

Timeline) plugin 

for WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via image 

URLs in the 

plugin's timeline 

widget in all 

versions up to, and 

including, 1.5.3 due 

to insufficient 

input sanitization 

and output 

escaping on user 

supplied attributes. 

This makes it 

possible for 

authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=302

9865%40timeli

ne-widget-

addon-for-

elementor&new

=3029865%40t

imeline-widget-

addon-for-

elementor&sfp_

email=&sfph_m

ail= 

A-COO-TIME-

190224/130 
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a user accesses an 

injected page, 

changes the 

slideshow type, 

and then changes it 

back to an image. 

CVE ID : CVE-

2024-0977 

Vendor: Cotonti 

Product: siena 

Affected Version(s): 0.9.24 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Feb-2024 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability in the 

Edit Page function 

of Cotonti CMS 

v0.9.24 allows 

authenticated 

attackers to 

execute arbitrary 

web scripts or 

HTML via a crafted 

payload. 

CVE ID : CVE-

2024-24115 

N/A 
A-COT-SIEN-

190224/131 

Vendor: cozmoslabs 

Product: profile_builder 

Affected Version(s): * Up to (including) 3.10.8 

Missing 

Authorizati

on 

05-Feb-2024 7.5 

The User Profile 

Builder – Beautiful 

User Registration 

Forms, User 

Profiles & User 

Role Editor plugin 

for WordPress is 

vulnerable to 

unauthorized 

modification of 

data due to a 

missing capability 

check on the 

https://plugins.

trac.wordpress.

org/changeset/

3022354/ 

A-COZ-PROF-

190224/132 
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'wppb_two_factor_

authentication_sett

ings_update' 

function in all 

versions up to, and 

including, 3.10.8. 

This makes it 

possible for 

unauthenticated 

attackers to enable 

or disable the 2FA 

functionality 

present in the 

Premium version 

of the plugin for 

arbitrary user 

roles. 

CVE ID : CVE-

2024-0324 

Vendor: crafatar 

Product: crafatar 

Affected Version(s): * Up to (excluding) 2.1.5 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

01-Feb-2024 7.5 

Crafatar serves 

Minecraft avatars 

based on the skin 

for use in external 

applications. Files 

outside of the 

`lib/public/` 

directory can be 

requested from the 

server. Instances 

running behind 

Cloudflare 

(including 

crafatar.com) are 

not affected. 

Instances using the 

Docker container 

as shown in the 

README are 

affected, but only 

https://github.c

om/crafatar/cr

afatar/commit/

bba004acc725b

362a5d2d5dfe3

0cf60e7365a37

3, 

https://github.c

om/crafatar/cr

afatar/security/

advisories/GHS

A-5cxq-25mp-

q5f2 

A-CRA-CRAF-

190224/133 
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files within the 

container can be 

read. By default, all 

of the files within 

the container can 

also be found in 

this repository and 

are not 

confidential. This 

vulnerability is 

patched in 2.1.5. 

CVE ID : CVE-

2024-24756 

Vendor: craftycontrol 

Product: crafty_controller 

Affected Version(s): From (including) 4.0.0 Up to (including) 4.2.2 

Improper 

Encoding 

or 

Escaping of 

Output 

03-Feb-2024 7.5 

A host header 

injection 

vulnerability in the 

HTTP handler 

component of 

Crafty Controller 

allows a remote, 

unauthenticated 

attacker to trigger 

a Denial of Service 

(DoS) condition via 

a modified host 

header 

CVE ID : CVE-

2024-1064 

N/A 
A-CRA-CRAF-

190224/134 

Vendor: creativethemes 

Product: blocksy 

Affected Version(s): * Up to (including) 2.0.19 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

08-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

N/A 
A-CRE-BLOC-

190224/135 
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('Cross-site 

Scripting') 

Creative Themes 

Blocksy allows 

Stored XSS.This 

issue affects 

Blocksy: from n/a 

through 2.0.19. 

 

 

CVE ID : CVE-

2024-24871 

Vendor: crmperks 

Product: crm_perks_forms 

Affected Version(s): * Up to (including) 1.1.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 4.8 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

CRM Perks CRM 

Perks Forms – 

WordPress Form 

Builder allows 

Stored XSS.This 

issue affects CRM 

Perks Forms – 

WordPress Form 

Builder: from n/a 

through 1.1.2. 

 

 

CVE ID : CVE-

2023-51536 

N/A 
A-CRM-CRM_-

190224/136 

Vendor: crud_without_page_reload_project 

Product: crud_without_page_reload 

Affected Version(s): 1.0 

Improper 

Neutralizat
03-Feb-2024 6.1 A vulnerability was 

found in 
N/A 

A-CRU-CRUD-

190224/137 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

SourceCodester 

CRUD without Page 

Reload 1.0. It has 

been rated as 

problematic. 

Affected by this 

issue is some 

unknown 

functionality of the 

file fetch_data.php. 

The manipulation 

of the argument 

username/city 

leads to cross site 

scripting. The 

attack may be 

launched remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

252782 is the 

identifier assigned 

to this 

vulnerability. 

CVE ID : CVE-

2024-1215 

Vendor: cryptlib 

Product: cryptlib 

Affected Version(s): * Up to (excluding) 3.4.7 

Observable 

Discrepanc

y 

05-Feb-2024 5.9 

A security 

vulnerability has 

been identified in 

the cryptlib 

cryptographic 

library when 

cryptlib is 

compiled with the 

support for RSA 

key exchange 

ciphersuites in TLS 

(by setting the 

N/A 
A-CRY-CRYP-

190224/138 
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USE_RSA_SUITES 

define), it will be 

vulnerable to the 

timing variant of 

the Bleichenbacher 

attack. An attacker 

that is able to 

perform a large 

number of 

connections to the 

server will be able 

to decrypt RSA 

ciphertexts or 

forge signatures 

using server's 

certificate. 

CVE ID : CVE-

2024-0202 

Vendor: Cybozu 

Product: kunai 

Affected Version(s): 3.0.20 

Untrusted 

Search 

Path 

06-Feb-2024 7.5 

Cybozu KUNAI for 

Android 3.0.20 to 

3.0.21 allows a 

remote 

unauthenticated 

attacker to cause a 

denial-of-service 

(DoS) condition by 

performing certain 

operations. 

CVE ID : CVE-

2024-23304 

https://cs.cyboz

u.co.jp/2024/0

10691.html 

A-CYB-KUNA-

190224/139 

Affected Version(s): 3.0.21 

Untrusted 

Search 

Path 

06-Feb-2024 7.5 

Cybozu KUNAI for 

Android 3.0.20 to 

3.0.21 allows a 

remote 

unauthenticated 

attacker to cause a 

denial-of-service 

https://cs.cyboz

u.co.jp/2024/0

10691.html 

A-CYB-KUNA-

190224/140 
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(DoS) condition by 

performing certain 

operations. 

CVE ID : CVE-

2024-23304 

Vendor: dandulaney 

Product: dan\'s_embedder_for_google_calendar 

Affected Version(s): * Up to (excluding) 1.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Dan Dulaney Dan's 

Embedder for 

Google Calendar 

allows Stored 

XSS.This issue 

affects Dan's 

Embedder for 

Google Calendar: 

from n/a through 

1.2. 

 

 

CVE ID : CVE-

2023-51504 

N/A 
A-DAN-DAN\-

190224/141 

Vendor: dearhive 

Product: pdf_flipbook\,_3d_flipbook 

Affected Version(s): * Up to (including) 2.2.26 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

03-Feb-2024 5.4 

The PDF Flipbook, 

3D Flipbook – 

DearFlip plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via 

outline settings in 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=303

0441%403d-

flipbook-dflip-

A-DEA-PDF_-

190224/142 
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('Cross-site 

Scripting') 

all versions up to, 

and including, 

2.2.26 due to 

insufficient input 

sanitization and 

output escaping on 

user supplied data. 

This makes it 

possible for 

authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2024-0895 

lite&new=3030

441%403d-

flipbook-dflip-

lite&sfp_email=

&sfph_mail= 

Vendor: degamisu 

Product: open-irs 

Affected Version(s): * Up to (excluding) 1.0.1 

N/A 02-Feb-2024 9.8 

open-irs is an issue 

response robot 

that reponds to 

issues in the 

installed 

repository. The 

`.env` file was 

accidentally 

uploaded when 

working with git 

actions. This 

problem is fixed in 

1.0.1. 

Discontinuing all 

sensitive keys and 

turning into 

secrets. 

N/A 
A-DEG-OPEN-

190224/143 
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CVE ID : CVE-

2024-24757 

Vendor: Dell 

Product: bsafe_crypto-c-micro-edition 

Affected Version(s): * Up to (excluding) 4.1.5 

Improper 

Certificate 

Validation 

02-Feb-2024 9.8 

 

Dell BSAFE Crypto-

C Micro Edition, 

versions before 

4.1.5, and Dell 

BSAFE Micro 

Edition 

Suite, versions 

before 4.5.2, 

contain a Missing 

Required 

Cryptographic Step 

Vulnerability. 

 

 

CVE ID : CVE-

2020-29504 

https://www.d

ell.com/support

/kbdoc/en-

us/000181115/

dsa-2020-286-

dell-bsafe-

crypto-c-micro-

edition-4-1-5-

and-dell-bsafe-

micro-edition-

suite-4-6-

multiple-

security-

vulnerabilities 

A-DEL-BSAF-

190224/144 

Product: bsafe_crypto-j 

Affected Version(s): * Up to (excluding) 6.2.6.1 

N/A 02-Feb-2024 9.8 

 

Dell BSAFE SSL-J 

version 7.0 and all 

versions prior to 

6.5, and Dell BSAFE 

Crypto-J versions 

prior to 6.2.6.1 

contain an 

unmaintained 

third-party 

component 

vulnerability. An 

unauthenticated 

remote attacker 

could potentially 

https://www.d

ell.com/support

/kbdoc/en-

us/000203278/

dsa-2022-208-

dell-bsafe-ssl-j-

6-5-and-7-1-

and-dell-bsafe-

crypto-j-6-2-6-

1-and-7-0-

security-

vulnerability 

A-DEL-BSAF-

190224/145 
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exploit this 

vulnerability, 

leading to the 

compromise of the 

impacted system. 

This is a Critical 

vulnerability and 

Dell recommends 

customers to 

upgrade at the 

earliest 

opportunity. 

 

 

CVE ID : CVE-

2022-34381 

Product: bsafe_micro-edition-suite 

Affected Version(s): * Up to (excluding) 4.5.2 

Improper 

Certificate 

Validation 

02-Feb-2024 9.8 

 

Dell BSAFE Crypto-

C Micro Edition, 

versions before 

4.1.5, and Dell 

BSAFE Micro 

Edition 

Suite, versions 

before 4.5.2, 

contain a Missing 

Required 

Cryptographic Step 

Vulnerability. 

 

 

CVE ID : CVE-

2020-29504 

https://www.d

ell.com/support

/kbdoc/en-

us/000181115/

dsa-2020-286-

dell-bsafe-

crypto-c-micro-

edition-4-1-5-

and-dell-bsafe-

micro-edition-

suite-4-6-

multiple-

security-

vulnerabilities 

A-DEL-BSAF-

190224/146 

Observable 

Discrepanc

y 

02-Feb-2024 9.8 

 

Dell BSAFE Micro 

Edition 

Suite, versions 

before 4.5.2, 

https://www.d

ell.com/support

/kbdoc/en-

us/000189462/

dsa-2021-131-

A-DEL-BSAF-

190224/147 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 107 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

contain an 

Observable Timing 

Discrepancy 

Vulnerability. 

 

 

CVE ID : CVE-

2021-21575 

dell-bsafetm-

micro-edition-

suite-multiple-

vulnerabilities 

Product: bsafe_ssl-j 

Affected Version(s): * Up to (excluding) 6.5 

N/A 02-Feb-2024 9.8 

 

Dell BSAFE SSL-J 

version 7.0 and all 

versions prior to 

6.5, and Dell BSAFE 

Crypto-J versions 

prior to 6.2.6.1 

contain an 

unmaintained 

third-party 

component 

vulnerability. An 

unauthenticated 

remote attacker 

could potentially 

exploit this 

vulnerability, 

leading to the 

compromise of the 

impacted system. 

This is a Critical 

vulnerability and 

Dell recommends 

customers to 

upgrade at the 

earliest 

opportunity. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000203278/

dsa-2022-208-

dell-bsafe-ssl-j-

6-5-and-7-1-

and-dell-bsafe-

crypto-j-6-2-6-

1-and-7-0-

security-

vulnerability 

A-DEL-BSAF-

190224/148 
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CVE ID : CVE-

2022-34381 

Affected Version(s): 7.0 

N/A 02-Feb-2024 9.8 

 

Dell BSAFE SSL-J 

version 7.0 and all 

versions prior to 

6.5, and Dell BSAFE 

Crypto-J versions 

prior to 6.2.6.1 

contain an 

unmaintained 

third-party 

component 

vulnerability. An 

unauthenticated 

remote attacker 

could potentially 

exploit this 

vulnerability, 

leading to the 

compromise of the 

impacted system. 

This is a Critical 

vulnerability and 

Dell recommends 

customers to 

upgrade at the 

earliest 

opportunity. 

 

 

CVE ID : CVE-

2022-34381 

https://www.d

ell.com/support

/kbdoc/en-

us/000203278/

dsa-2022-208-

dell-bsafe-ssl-j-

6-5-and-7-1-

and-dell-bsafe-

crypto-j-6-2-6-

1-and-7-0-

security-

vulnerability 

A-DEL-BSAF-

190224/149 

Affected Version(s): From (including) 6.0 Up to (excluding) 6.5.1 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

10-Feb-2024 4.4 

 

Dell BSAFE SSL-J, 

versions prior to 

6.5, and versions 

7.0 and 7.1 contain 

a debug message 

https://www.d

ell.com/support

/kbdoc/en-

us/000214287/

dsa-2023-156-

dell-bsafe-ssl-j-

A-DEL-BSAF-

190224/150 
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revealing 

unnecessary 

information 

vulnerability. This 

may lead to 

disclosing sensitive 

information to a 

locally privileged 

user.  

 

 

CVE ID : CVE-

2023-28077 

7-1-1-security-

update 

Affected Version(s): From (including) 7.0 Up to (excluding) 7.1.1 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

10-Feb-2024 4.4 

 

Dell BSAFE SSL-J, 

versions prior to 

6.5, and versions 

7.0 and 7.1 contain 

a debug message 

revealing 

unnecessary 

information 

vulnerability. This 

may lead to 

disclosing sensitive 

information to a 

locally privileged 

user.  

 

 

CVE ID : CVE-

2023-28077 

https://www.d

ell.com/support

/kbdoc/en-

us/000214287/

dsa-2023-156-

dell-bsafe-ssl-j-

7-1-1-security-

update 

A-DEL-BSAF-

190224/151 

Product: command_\|_monitor 

Affected Version(s): * Up to (excluding) 10.9.1 

Improper 

Privilege 

Manageme

nt 

06-Feb-2024 7.1 

 

Dell Command | 

Monitor, versions 

prior to 10.9, 

contain an 

https://www.d

ell.com/support

/kbdoc/en-

us/000211748/

dsa-2023-125-

A-DEL-COMM-

190224/152 
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arbitrary folder 

deletion 

vulnerability. A 

locally 

authenticated 

malicious user may 

exploit this 

vulnerability in 

order to perform a 

privileged 

arbitrary file 

delete. 

 

 

CVE ID : CVE-

2023-28049 

dell-command-

monitor-dcm 

Product: data_protection_search 

Affected Version(s): From (including) 19.2.0 Up to (excluding) 19.6.4 

N/A 06-Feb-2024 9.8 

 

Dell Data 

Protection Search 

19.2.0 and above 

contain an exposed 

password 

opportunity in 

plain text when 

using 

LdapSettings.get_ld

ap_info in DP 

Search. A remote 

unauthorized 

unauthenticated 

attacker could 

potentially exploit 

this vulnerability 

leading to a loss of 

Confidentiality, 

Integrity, 

Protection, and 

remote takeover of 

the system. This is 

a high-severity 

https://www.d

ell.com/support

/kbdoc/en-

us/000221720/

dsa-2024-063-

security-

update-for-dell-

data-protection-

search-

multiple-

security-

vulnerabilities 

A-DEL-DATA-

190224/153 
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vulnerability as it 

allows an attacker 

to take complete 

control of DP 

Search to affect 

downstream 

protected devices. 

 

 

CVE ID : CVE-

2024-22433 

Product: display_manager 

Affected Version(s): * Up to (excluding) 2.1.1.21 

Improper 

Privilege 

Manageme

nt 

06-Feb-2024 7.8 

 

Dell Display 

Manager 

application, 

version 2.1.1.17, 

contains a 

vulnerability that 

low privilege user 

can execute 

malicious code 

during installation 

and uninstallation 

 

 

CVE ID : CVE-

2023-32451 

https://www.d

ell.com/support

/kbdoc/en-

us/000215216/

dsa-2023-182-

dell 

A-DEL-DISP-

190224/154 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

06-Feb-2024 6.6 

 

Dell Display 

Manager 

application, 

version 2.1.1.17 

and prior, contain 

an insecure 

operation on 

windows 

junction/mount 

point. A local 

https://www.d

ell.com/support

/kbdoc/en-

us/000215216/

dsa-2023-182-

dell 

A-DEL-DISP-

190224/155 
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malicious user 

could potentially 

exploit this 

vulnerability 

during installation 

leading to arbitrary 

folder or file 

deletion 

 

 

CVE ID : CVE-

2023-32474 

Product: emc_appsync 

Affected Version(s): From (including) 4.2.0.0 Up to (excluding) 4.6.0.2 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

08-Feb-2024 6.8 

 

Dell EMC AppSync, 

versions from 

4.2.0.0 to 4.6.0.0 

including all 

Service Pack 

releases, contain an 

exposure of 

sensitive 

information 

vulnerability in 

AppSync server 

logs. A high 

privileged remote 

attacker could 

potentially exploit 

this vulnerability, 

leading to the 

disclosure of 

certain user 

credentials. The 

attacker may be 

able to use the 

exposed 

credentials to 

access the 

vulnerable system 

with privileges of 

https://www.d

ell.com/support

/kbdoc/en-

us/000221932/

dsa-2024-072-

security-

update-for-dell-

emc-appsync-

for-

vulnerabilities 

A-DEL-EMC_-

190224/156 
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the compromised 

account. 

 

 

CVE ID : CVE-

2024-22464 

Product: encryption 

Affected Version(s): * Up to (excluding) 11.9.0 

N/A 06-Feb-2024 7.8 

 

Dell Encryption, 

Dell Endpoint 

Security Suite 

Enterprise, and 

Dell Security 

Management 

Server versions 

prior to 11.9.0 

contain privilege 

escalation 

vulnerability due 

to improper ACL of 

the non-default 

installation 

directory. A local 

malicious user 

could potentially 

exploit this 

vulnerability by 

replacing binaries 

in installed 

directory and 

taking reverse shell 

of the system 

leading to Privilege 

Escalation. 

 

 

CVE ID : CVE-

2023-32479 

https://www.d

ell.com/support

/kbdoc/en-

us/000215881/

dsa-2023-260 

A-DEL-ENCR-

190224/157 

Product: endpoint_security_suite_enterprise 
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Affected Version(s): * Up to (excluding) 11.9.0 

N/A 06-Feb-2024 7.8 

 

Dell Encryption, 

Dell Endpoint 

Security Suite 

Enterprise, and 

Dell Security 

Management 

Server versions 

prior to 11.9.0 

contain privilege 

escalation 

vulnerability due 

to improper ACL of 

the non-default 

installation 

directory. A local 

malicious user 

could potentially 

exploit this 

vulnerability by 

replacing binaries 

in installed 

directory and 

taking reverse shell 

of the system 

leading to Privilege 

Escalation. 

 

 

CVE ID : CVE-

2023-32479 

https://www.d

ell.com/support

/kbdoc/en-

us/000215881/

dsa-2023-260 

A-DEL-ENDP-

190224/158 

Product: powerscale_onefs 

Affected Version(s): From (including) 8.2.0 Up to (excluding) 9.6.1 

Incorrect 

Default 

Permission

s 

01-Feb-2024 5.5 

 

Dell PowerScale 

OneFS versions 

8.2.x through 

9.6.0.x contains an 

incorrect default 

permissions 

N/A 
A-DEL-POWE-

190224/159 
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vulnerability. A 

local low privileges 

malicious user 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2024-22430 

Affected Version(s): From (including) 9.0.0 Up to (excluding) 9.6.1 

Missing 

Authentica

tion for 

Critical 

Function 

01-Feb-2024 7.8 

 

Dell PowerScale 

OneFS versions 

9.0.0.x through 

9.6.0.x contains a 

missing 

authentication for 

critical function 

vulnerability. A low 

privileged local 

malicious user 

could potentially 

exploit this 

vulnerability to 

gain elevated 

access. 

 

 

CVE ID : CVE-

2024-22449 

N/A 
A-DEL-POWE-

190224/160 

Product: power_manager 

Affected Version(s): * Up to (excluding) 3.14 

Improper 

Handling 

of 

Exceptiona

06-Feb-2024 7.8 

 

Dell Power 

Manager, versions 

prior to 3.14, 

contain an 

https://www.d

ell.com/support

/kbdoc/en-

us/000209464/

dsa-2023-075 

A-DEL-POWE-

190224/161 
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l 

Conditions 

Improper 

Authorization 

vulnerability in 

DPM service. A low 

privileged 

malicious user 

could potentially 

exploit this 

vulnerability in 

order to elevate 

privileges on the 

system.  

 

 

CVE ID : CVE-

2023-25543 

Product: security_management_server 

Affected Version(s): * Up to (excluding) 11.9.0 

N/A 06-Feb-2024 7.8 

 

Dell Encryption, 

Dell Endpoint 

Security Suite 

Enterprise, and 

Dell Security 

Management 

Server versions 

prior to 11.9.0 

contain privilege 

escalation 

vulnerability due 

to improper ACL of 

the non-default 

installation 

directory. A local 

malicious user 

could potentially 

exploit this 

vulnerability by 

replacing binaries 

in installed 

directory and 

taking reverse shell 

https://www.d

ell.com/support

/kbdoc/en-

us/000215881/

dsa-2023-260 

A-DEL-SECU-

190224/162 
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of the system 

leading to Privilege 

Escalation. 

 

 

CVE ID : CVE-

2023-32479 

Product: unity_operating_environment 

Affected Version(s): * Up to (excluding) 5.4.0.0.5.094 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

12-Feb-2024 7.8 

 

Dell Unity, versions 

prior to 5.4, 

contain an OS 

Command Injection 

Vulnerability in its 

svc_topstats utility. 

An authenticated 

attacker could 

potentially exploit 

this vulnerability, 

leading to the 

execution of 

arbitrary 

commands with 

elevated privileges. 

 

 

CVE ID : CVE-

2024-0164 

https://www.d

ell.com/support

/kbdoc/en-

us/000222010/

dsa-2024-042-

dell-unity-dell-

unity-vsa-and-

dell-unity-xt-

security-

update-for-

multiple-

vulnerabilities 

A-DEL-UNIT-

190224/163 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

12-Feb-2024 7.8 

 

Dell Unity, versions 

prior to 5.4, 

contains an OS 

Command Injection 

Vulnerability in its 

svc_acldb_dump 

utility. An 

authenticated 

attacker could 

potentially exploit 

https://www.d

ell.com/support

/kbdoc/en-

us/000222010/

dsa-2024-042-

dell-unity-dell-

unity-vsa-and-

dell-unity-xt-

security-

update-for-

A-DEL-UNIT-

190224/164 
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this vulnerability, 

leading to 

execution of 

arbitrary operating 

system commands 

with root 

privileges. 

 

 

CVE ID : CVE-

2024-0165 

multiple-

vulnerabilities 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

12-Feb-2024 7.8 

 

Dell Unity, versions 

prior to 5.4, 

contains an OS 

Command Injection 

Vulnerability in its 

svc_tcpdump 

utility. An 

authenticated 

attacker could 

potentially exploit 

this vulnerability, 

leading to the 

execution of 

arbitrary OS 

commands with 

elevated privileges. 

 

 

CVE ID : CVE-

2024-0166 

https://www.d

ell.com/support

/kbdoc/en-

us/000222010/

dsa-2024-042-

dell-unity-dell-

unity-vsa-and-

dell-unity-xt-

security-

update-for-

multiple-

vulnerabilities 

A-DEL-UNIT-

190224/165 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

12-Feb-2024 7.8 

 

Dell Unity, versions 

prior to 5.4, 

contains an OS 

Command Injection 

Vulnerability in the 

svc_topstats utility. 

An authenticated 

attacker could 

https://www.d

ell.com/support

/kbdoc/en-

us/000222010/

dsa-2024-042-

dell-unity-dell-

unity-vsa-and-

dell-unity-xt-

security-

A-DEL-UNIT-

190224/166 
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Command 

Injection') 

potentially exploit 

this vulnerability, 

leading to the 

ability to overwrite 

arbitrary files on 

the file system with 

root privileges. 

 

 

CVE ID : CVE-

2024-0167 

update-for-

multiple-

vulnerabilities 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

12-Feb-2024 7.8 

 

Dell Unity, versions 

prior to 5.4, 

contains an OS 

Command Injection 

Vulnerability in its 

svc_cava utility. An 

authenticated 

attacker could 

potentially exploit 

this vulnerability, 

escaping the 

restricted shell and 

execute arbitrary 

operating system 

commands with 

root privileges. 

 

 

CVE ID : CVE-

2024-0170 

https://www.d

ell.com/support

/kbdoc/en-

us/000222010/

dsa-2024-042-

dell-unity-dell-

unity-vsa-and-

dell-unity-xt-

security-

update-for-

multiple-

vulnerabilities 

A-DEL-UNIT-

190224/167 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

12-Feb-2024 7.8 

 

Dell Unity, versions 

prior to 5.4, 

contains an OS 

Command Injection 

Vulnerability 

within its svc_cbr 

utility. An 

authenticated 

https://www.d

ell.com/support

/kbdoc/en-

us/000222010/

dsa-2024-042-

dell-unity-dell-

unity-vsa-and-

dell-unity-xt-

security-

A-DEL-UNIT-

190224/168 
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Command 

Injection') 

malicious user with 

local access could 

potentially exploit 

this vulnerability, 

leading to the 

execution of 

arbitrary OS 

commands on the 

application's 

underlying OS, 

with the privileges 

of the vulnerable 

application. 

 

 

CVE ID : CVE-

2024-22223 

update-for-

multiple-

vulnerabilities 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

12-Feb-2024 7.8 

 

Dell Unity, versions 

prior to 5.4, 

contains an OS 

Command Injection 

Vulnerability in its 

svc_nas utility. An 

authenticated 

attacker could 

potentially exploit 

this vulnerability, 

escaping the 

restricted shell and 

execute arbitrary 

operating system 

commands with 

root privileges. 

 

 

CVE ID : CVE-

2024-22224 

https://www.d

ell.com/support

/kbdoc/en-

us/000222010/

dsa-2024-042-

dell-unity-dell-

unity-vsa-and-

dell-unity-xt-

security-

update-for-

multiple-

vulnerabilities 

A-DEL-UNIT-

190224/169 

Improper 

Neutralizat

ion of 

12-Feb-2024 7.8 

 

Dell Unity, versions 

prior to 5.4, 

https://www.d

ell.com/support

/kbdoc/en-

A-DEL-UNIT-

190224/170 
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Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

contains an OS 

Command Injection 

Vulnerability in its 

svc_supportassist 

utility. An 

authenticated 

attacker could 

potentially exploit 

this vulnerability, 

leading to 

execution of 

arbitrary operating 

system commands 

with root 

privileges. 

 

 

CVE ID : CVE-

2024-22225 

us/000222010/

dsa-2024-042-

dell-unity-dell-

unity-vsa-and-

dell-unity-xt-

security-

update-for-

multiple-

vulnerabilities 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

12-Feb-2024 7.8 

 

Dell Unity, versions 

prior to 5.4, 

contains an OS 

Command Injection 

Vulnerability in its 

svc_dc utility. An 

authenticated 

attacker could 

potentially exploit 

this vulnerability, 

leading to the 

ability execute 

commands with 

root privileges. 

 

 

CVE ID : CVE-

2024-22227 

https://www.d

ell.com/support

/kbdoc/en-

us/000222010/

dsa-2024-042-

dell-unity-dell-

unity-vsa-and-

dell-unity-xt-

security-

update-for-

multiple-

vulnerabilities 

A-DEL-UNIT-

190224/171 

Improper 

Neutralizat

ion of 

12-Feb-2024 7.8 

 

Dell Unity, versions 

prior to 5.4, 

https://www.d

ell.com/support

/kbdoc/en-

A-DEL-UNIT-

190224/172 
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Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

contains an OS 

Command Injection 

Vulnerability in its 

svc_cifssupport 

utility. An 

authenticated 

attacker could 

potentially exploit 

this vulnerability, 

escaping the 

restricted shell and 

execute arbitrary 

operating system 

commands with 

root privileges. 

 

 

CVE ID : CVE-

2024-22228 

us/000222010/

dsa-2024-042-

dell-unity-dell-

unity-vsa-and-

dell-unity-xt-

security-

update-for-

multiple-

vulnerabilities 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-Feb-2024 5.4 

 

Dell Unity, versions 

prior to 5.4, 

contains a cross-

site scripting (XSS) 

vulnerability. An 

authenticated 

attacker could 

potentially exploit 

this vulnerability, 

leading users to 

download and 

execute malicious 

software crafted by 

this product's 

feature to 

compromise their 

systems. 

 

 

CVE ID : CVE-

2024-0169 

https://www.d

ell.com/support

/kbdoc/en-

us/000222010/

dsa-2024-042-

dell-unity-dell-

unity-vsa-and-

dell-unity-xt-

security-

update-for-

multiple-

vulnerabilities 

A-DEL-UNIT-

190224/173 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

12-Feb-2024 5.4 

 

Dell Unity, versions 

prior to 5.4, 

contains a Cross-

site scripting 

vulnerability. An 

authenticated 

attacker could 

potentially exploit 

this vulnerability, 

stealing session 

information, 

masquerading as 

the affected user or 

carry out any 

actions that this 

user could 

perform, or to 

generally control 

the victim's 

browser. 

 

 

CVE ID : CVE-

2024-22230 

https://www.d

ell.com/support

/kbdoc/en-

us/000222010/

dsa-2024-042-

dell-unity-dell-

unity-vsa-and-

dell-unity-xt-

security-

update-for-

multiple-

vulnerabilities 

A-DEL-UNIT-

190224/174 

Product: update_package_framework 

Affected Version(s): * Up to (including) 4.9.4.36 

Improper 

Link 

Resolution 

Before File 

Access 

('Link 

Following') 

06-Feb-2024 7.1 

 

DUP framework 

version 4.9.4.36 

and prior contains 

insecure operation 

on Windows 

junction/Mount 

point vulnerability. 

A local malicious 

standard user 

could exploit the 

vulnerability to 

create arbitrary 

https://www.d

ell.com/support

/kbdoc/en-

us/000216236/

dsa-2023-192 

A-DEL-UPDA-

190224/175 
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files, leading to 

denial of service 

 

 

CVE ID : CVE-

2023-32454 

Vendor: dev.dans-art 

Product: add_customer_for_woocommerce 

Affected Version(s): * Up to (including) 1.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 4.8 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Dan's Art Add 

Customer for 

WooCommerce 

allows Stored 

XSS.This issue 

affects Add 

Customer for 

WooCommerce: 

from n/a through 

1.7. 

 

 

CVE ID : CVE-

2024-24841 

N/A 
A-DEV-ADD_-

190224/176 

Vendor: devscred 

Product: exclusive_addons_for_elementor 

Affected Version(s): * Up to (including) 2.6.8 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

05-Feb-2024 5.4 

The Exclusive 

Addons for 

Elementor plugin 

for WordPress is 

vulnerable to 

Stored Cross-Site 

https://plugins.

trac.wordpress.

org/changeset/

3026499/exclu

sive-addons-

for-

A-DEV-EXCL-

190224/177 
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Generation 

('Cross-site 

Scripting') 

Scripting via the 

'Link To' url in 

carousels in all 

versions up to, and 

including, 2.6.8 due 

to insufficient 

input sanitization 

and output 

escaping on user 

supplied attributes. 

This makes it 

possible for 

authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2024-0823 

elementor/trun

k/elements/log

o-

carousel/logo-

carousel.php 

Vendor: discourse 

Product: group_membership_ip_blocks 

Affected Version(s): - 

N/A 01-Feb-2024 5.3 

discourse-group-

membership-ip-

block is a discourse 

plugin that adds 

support for adding 

users to groups 

based on their IP 

address. discourse-

group-

membership-ip-

block was sending 

all group custom 

fields to the client, 

including group 

https://github.c

om/discourse/d

iscourse-group-

membership-ip-

block/commit/

b394d61b0bdfd

18a2d8310aa5c

f26cccf8bd31c1, 

https://github.c

om/discourse/d

iscourse-group-

membership-ip-

block/security/

advisories/GHS

A-DIS-GROU-

190224/178 
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custom fields from 

other plugins 

which may expect 

their custom fields 

to remain secret. 

CVE ID : CVE-

2024-24755 

A-r38c-cp8w-

664m 

Vendor: Djangoproject 

Product: django 

Affected Version(s): From (including) 3.2 Up to (excluding) 3.2.24 

N/A 06-Feb-2024 7.5 

An issue was 

discovered in 

Django 3.2 before 

3.2.24, 4.2 before 

4.2.10, and Django 

5.0 before 5.0.2. 

The intcomma 

template filter was 

subject to a 

potential denial-of-

service attack 

when used with 

very long strings. 

CVE ID : CVE-

2024-24680 

https://docs.dja

ngoproject.com

/en/5.0/release

s/security/ 

A-DJA-DJAN-

190224/179 

Affected Version(s): From (including) 4.2 Up to (excluding) 4.2.10 

N/A 06-Feb-2024 7.5 

An issue was 

discovered in 

Django 3.2 before 

3.2.24, 4.2 before 

4.2.10, and Django 

5.0 before 5.0.2. 

The intcomma 

template filter was 

subject to a 

potential denial-of-

service attack 

when used with 

very long strings. 

CVE ID : CVE-

2024-24680 

https://docs.dja

ngoproject.com

/en/5.0/release

s/security/ 

A-DJA-DJAN-

190224/180 
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Affected Version(s): From (including) 5.0 Up to (excluding) 5.0.2 

N/A 06-Feb-2024 7.5 

An issue was 

discovered in 

Django 3.2 before 

3.2.24, 4.2 before 

4.2.10, and Django 

5.0 before 5.0.2. 

The intcomma 

template filter was 

subject to a 

potential denial-of-

service attack 

when used with 

very long strings. 

CVE ID : CVE-

2024-24680 

https://docs.dja

ngoproject.com

/en/5.0/release

s/security/ 

A-DJA-DJAN-

190224/181 

Vendor: dronecode 

Product: px4_drone_autopilot 

Affected Version(s): * Up to (including) 1.14.0 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

06-Feb-2024 4.2 

PX4 Autopilot 1.14 

and earlier, due to 

the lack of 

synchronization 

mechanism for 

loading geofence 

data, has a Race 

Condition 

vulnerability in the 

geofence.cpp and 

mission_feasibility_

checker.cpp. This 

will result in the 

drone uploading 

overlapping 

geofences and 

mission routes. 

CVE ID : CVE-

2024-24254 

N/A 
A-DRO-PX4_-

190224/182 

Concurrent 

Execution 

using 

06-Feb-2024 4.2 
A Race Condition 

discovered in 

geofence.cpp and 

N/A 
A-DRO-PX4_-

190224/183 
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Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

mission_feasibility_

checker.cpp in PX4 

Autopilot 1.14 and 

earlier allows 

attackers to send 

drones on 

unintended 

missions. 

CVE ID : CVE-

2024-24255 

Vendor: dronetag 

Product: drone_scanner 

Affected Version(s): 1.5.2 

Authentica

tion 

Bypass by 

Spoofing 

06-Feb-2024 8.2 

An issue 

discovered in 

Dronetag Drone 

Scanner 1.5.2 

allows attackers to 

impersonate other 

drones via 

transmission of 

crafted data 

packets. 

CVE ID : CVE-

2024-22520 

N/A 
A-DRO-DRON-

190224/184 

Vendor: easycorp 

Product: zentao 

Affected Version(s): 18.10 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

08-Feb-2024 9.8 

An arbitrary file 

upload 

vulnerability in 

/upgrade/control.p

hp of ZenTao 

Community Edition 

v18.10, ZenTao Biz 

v8.10, and ZenTao 

Max v4.10 allows 

attackers to 

execute arbitrary 

N/A 
A-EAS-ZENT-

190224/185 
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code via uploading 

a crafted .txt file. 

CVE ID : CVE-

2024-24202 

Product: zentao_biz 

Affected Version(s): 8.10 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

08-Feb-2024 9.8 

An arbitrary file 

upload 

vulnerability in 

/upgrade/control.p

hp of ZenTao 

Community Edition 

v18.10, ZenTao Biz 

v8.10, and ZenTao 

Max v4.10 allows 

attackers to 

execute arbitrary 

code via uploading 

a crafted .txt file. 

CVE ID : CVE-

2024-24202 

N/A 
A-EAS-ZENT-

190224/186 

Product: zentao_max 

Affected Version(s): 4.10 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

08-Feb-2024 9.8 

An arbitrary file 

upload 

vulnerability in 

/upgrade/control.p

hp of ZenTao 

Community Edition 

v18.10, ZenTao Biz 

v8.10, and ZenTao 

Max v4.10 allows 

attackers to 

execute arbitrary 

code via uploading 

a crafted .txt file. 

CVE ID : CVE-

2024-24202 

N/A 
A-EAS-ZENT-

190224/187 

Vendor: egerie 

Product: egerie 
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Affected Version(s): 4.0.5 

N/A 08-Feb-2024 8.8 

An issue 

discovered in 

Egerie Risk 

Manager v4.0.5 

allows attackers to 

bypass the 

signature 

mechanism and 

tamper with the 

values inside the 

JWT payload 

resulting in 

privilege 

escalation. 

CVE ID : CVE-

2023-27001 

N/A 
A-EGE-EGER-

190224/188 

Vendor: Elastic 

Product: apm_server 

Affected Version(s): * Up to (excluding) 8.12.1 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

07-Feb-2024 7.5 

An issue was 

discovered 

whereby APM 

Server could log at 

ERROR level, a 

response from 

Elasticsearch 

indicating that 

indexing the 

document failed 

and that response 

would contain 

parts of the 

original document. 

Depending on the 

nature of the 

document that the 

APM Server 

attempted to 

ingest, this could 

lead to the 

insertion of 

https://discuss.

elastic.co/t/ap

m-server-8-12-

1-security-

update-esa-

2024-

03/352688, 

https://www.el

astic.co/commu

nity/security 

A-ELA-APM_-

190224/189 
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sensitive or private 

information in the 

APM Server logs. 

CVE ID : CVE-

2024-23448 

Product: kibana 

Affected Version(s): From (including) 8.0.0 Up to (excluding) 8.12.1 

N/A 07-Feb-2024 6.5 

An issue was 

discovered by 

Elastic, whereby 

the Detection 

Engine Search API 

does not respect 

Document-level 

security (DLS) or 

Field-level security 

(FLS) when 

querying the 

.alerts-

security.alerts-

{space_id} indices. 

Users who are 

authorized to call 

this API may obtain 

unauthorized 

access to 

documents if their 

roles are 

configured with 

DLS or FLS against 

the 

aforementioned 

index. 

CVE ID : CVE-

2024-23446 

https://discuss.

elastic.co/t/kib

ana-8-12-1-

security-

update-esa-

2024-

01/352686, 

https://www.el

astic.co/commu

nity/security 

A-ELA-KIBA-

190224/190 

Product: network_drive_connector 

Affected Version(s): * Up to (excluding) 8.12.1 

N/A 07-Feb-2024 6.5 

An issue was 

discovered in the 

Windows Network 

Drive Connector 

https://discuss.

elastic.co/t/elas

tic-network-

drive-

A-ELA-NETW-

190224/191 
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when using 

Document Level 

Security to assign 

permissions to a 

file, with explicit 

allow write and 

deny read. 

Although the 

document is not 

accessible to the 

user in Network 

Drive it is visible in 

search applications 

to the user. 

CVE ID : CVE-

2024-23447 

connector-8-12-

1-security-

update-esa-

2024-

02/352687, 

https://www.el

astic.co/commu

nity/security 

Vendor: employee_task_management_system_project 

Product: employee_task_management_system 

Affected Version(s): 1.0 

N/A 03-Feb-2024 7.5 

A vulnerability has 

been found in 

CodeAstro 

Employee Task 

Management 

System 1.0 and 

classified as 

problematic. 

Affected by this 

vulnerability is an 

unknown 

functionality of the 

file \employee-

tasks-

php\attendance-

info.php. The 

manipulation of the 

argument aten_id 

leads to denial of 

service. The attack 

can be launched 

remotely. The 

exploit has been 

N/A 
A-EMP-EMPL-

190224/192 
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disclosed to the 

public and may be 

used. The identifier 

VDB-252697 was 

assigned to this 

vulnerability. 

CVE ID : CVE-

2024-1199 

Vendor: Enalean 

Product: tuleap 

Affected Version(s): * Up to (excluding) 15.3.5 

N/A 06-Feb-2024 6.5 

Tuleap is an Open 

Source Suite to 

improve 

management of 

software 

developments and 

collaboration. 

Some users might 

get access to 

restricted 

information when 

a process validates 

the permissions of 

multiple users (e.g. 

mail notifications). 

This issue has been 

patched in version 

15.4.99.140 of 

Tuleap Community 

Edition. 

CVE ID : CVE-

2024-23344 

https://github.c

om/Enalean/tul

eap/commit/03

29e21d268510

bc00fed707406

103edabf10e42, 

https://github.c

om/Enalean/tul

eap/security/ad

visories/GHSA-

m3v5-2j5q-

x85w, 

https://tuleap.n

et/plugins/trac

ker/?aid=35862 

A-ENA-TULE-

190224/193 

Affected Version(s): From (including) 15.2.99.49 Up to (excluding) 15.4.99.140 

N/A 06-Feb-2024 6.5 

Tuleap is an Open 

Source Suite to 

improve 

management of 

software 

developments and 

collaboration. 

https://github.c

om/Enalean/tul

eap/commit/03

29e21d268510

bc00fed707406

103edabf10e42, 

https://github.c

A-ENA-TULE-

190224/194 
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Some users might 

get access to 

restricted 

information when 

a process validates 

the permissions of 

multiple users (e.g. 

mail notifications). 

This issue has been 

patched in version 

15.4.99.140 of 

Tuleap Community 

Edition. 

CVE ID : CVE-

2024-23344 

om/Enalean/tul

eap/security/ad

visories/GHSA-

m3v5-2j5q-

x85w, 

https://tuleap.n

et/plugins/trac

ker/?aid=35862 

Vendor: Enlightenment 

Product: imlib2 

Affected Version(s): 1.9.1 

Out-of-

bounds 

Write 

09-Feb-2024 8.8 

An issue in the 

imlib_load_image_

with_error_return 

function of imlib2 

v1.9.1 allows 

attackers to cause a 

heap buffer 

overflow via 

parsing a crafted 

image. 

CVE ID : CVE-

2024-25447 

N/A 
A-ENL-IMLI-

190224/195 

Out-of-

bounds 

Write 

09-Feb-2024 8.8 

An issue in the 

imlib_free_image_a

nd_decache 

function of imlib2 

v1.9.1 allows 

attackers to cause a 

heap buffer 

overflow via 

parsing a crafted 

image. 

N/A 
A-ENL-IMLI-

190224/196 
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CVE ID : CVE-

2024-25448 

N/A 09-Feb-2024 8.8 

imlib2 v1.9.1 was 

discovered to 

mishandle memory 

allocation in the 

function 

init_imlib_fonts(). 

CVE ID : CVE-

2024-25450 

N/A 
A-ENL-IMLI-

190224/197 

Vendor: envoyproxy 

Product: envoy 

Affected Version(s): From (including) 1.26.0 Up to (excluding) 1.26.7 

Use After 

Free 
09-Feb-2024 7.5 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. Envoy 

will crash when 

certain timeouts 

happen within the 

same interval. The 

crash occurs when 

the following are 

true: 1. 

hedge_on_per_try_t

imeout is enabled, 

2. 

per_try_idle_timeo

ut is enabled (it can 

only be done in 

configuration), 3. 

per-try-timeout is 

enabled, either 

through headers or 

configuration and 

its value is equal, 

or within the 

backoff interval of 

the 

per_try_idle_timeo

ut. This issue has 

been addressed in 

https://github.c

om/envoyproxy

/envoy/commit

/843f9e6a123e

d47ce139b421c

14e7126f2ac68

5e, 

https://github.c

om/envoyproxy

/envoy/security

/advisories/GH

SA-6p83-mfmh-

qv38 

A-ENV-ENVO-

190224/198 
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released 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-23322 

N/A 09-Feb-2024 7.5 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. External 

authentication can 

be bypassed by 

downstream 

connections. 

Downstream 

clients can force 

invalid gRPC 

requests to be sent 

to ext_authz, 

circumventing 

ext_authz checks 

when 

failure_mode_allow 

is set to true. This 

issue has been 

addressed in 

released 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

 

CVE ID : CVE-

2024-23324 

https://github.c

om/envoyproxy

/envoy/commit

/29989f6cc8bfd

8cd2ffcb7c4271

1eb02c7a5168a

, 

https://github.c

om/envoyproxy

/envoy/security

/advisories/GH

SA-gq3v-vvhj-

96j6 

A-ENV-ENVO-

190224/199 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 137 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

09-Feb-2024 7.5 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. Envoy 

crashes in Proxy 

protocol when 

using an address 

type that isn’t 

supported by the 

OS. Envoy is 

susceptible to 

crashing on a host 

with IPv6 disabled 

and a listener 

config with proxy 

protocol enabled 

when it receives a 

request where the 

client presents its 

IPv6 address.  It is 

valid for a client to 

present its IPv6 

address to a target 

server even though 

the whole chain is 

connected via IPv4. 

This issue has been 

addressed in 

released 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-23325 

https://github.c

om/envoyproxy

/envoy/commit

/bacd3107455b

8d3878894677

25eb72aa0d5b5

237, 

https://github.c

om/envoyproxy

/envoy/security

/advisories/GH

SA-5m7c-mrwr-

pm26 

A-ENV-ENVO-

190224/200 

NULL 

Pointer 

Dereferenc

e 

09-Feb-2024 7.5 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. When 

PPv2 is enabled 

https://github.c

om/envoyproxy

/envoy/commit

/63895ea8e3cc

a9c5d3ab4c5c1

A-ENV-ENVO-

190224/201 
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both on a listener 

and subsequent 

cluster, the Envoy 

instance will 

segfault when 

attempting to craft 

the upstream PPv2 

header. This occurs 

when the 

downstream 

request has a 

command type of 

LOCAL and does 

not have the 

protocol block. 

This issue has been 

addressed in 

releases 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-23327 

28ed1369969d

54a 

Uncontroll

ed 

Resource 

Consumpti

on 

09-Feb-2024 5.3 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. The regex 

expression is 

compiled for every 

request and can 

result in high CPU 

usage and 

increased request 

latency when 

multiple routes are 

configured with 

such matchers. 

This issue has been 

addressed in 

https://github.c

om/envoyproxy

/envoy/commit

/71eeee8f0f013

2f39e402b0ee2

3b361ee2f4e64

5, 

https://github.c

om/envoyproxy

/envoy/security

/advisories/GH

SA-x278-4w4x-

r7ch 

A-ENV-ENVO-

190224/202 
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released 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-23323 

Affected Version(s): From (including) 1.27.0 Up to (excluding) 1.27.3 

Use After 

Free 
09-Feb-2024 7.5 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. Envoy 

will crash when 

certain timeouts 

happen within the 

same interval. The 

crash occurs when 

the following are 

true: 1. 

hedge_on_per_try_t

imeout is enabled, 

2. 

per_try_idle_timeo

ut is enabled (it can 

only be done in 

configuration), 3. 

per-try-timeout is 

enabled, either 

through headers or 

configuration and 

its value is equal, 

or within the 

backoff interval of 

the 

per_try_idle_timeo

ut. This issue has 

been addressed in 

released 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

https://github.c

om/envoyproxy

/envoy/commit

/843f9e6a123e

d47ce139b421c

14e7126f2ac68

5e, 

https://github.c

om/envoyproxy

/envoy/security

/advisories/GH

SA-6p83-mfmh-

qv38 

A-ENV-ENVO-

190224/203 
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advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-23322 

N/A 09-Feb-2024 7.5 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. External 

authentication can 

be bypassed by 

downstream 

connections. 

Downstream 

clients can force 

invalid gRPC 

requests to be sent 

to ext_authz, 

circumventing 

ext_authz checks 

when 

failure_mode_allow 

is set to true. This 

issue has been 

addressed in 

released 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

 

CVE ID : CVE-

2024-23324 

https://github.c

om/envoyproxy

/envoy/commit

/29989f6cc8bfd

8cd2ffcb7c4271

1eb02c7a5168a

, 

https://github.c

om/envoyproxy

/envoy/security

/advisories/GH

SA-gq3v-vvhj-

96j6 

A-ENV-ENVO-

190224/204 

Improper 

Handling 

of 

Exceptiona

09-Feb-2024 7.5 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. Envoy 

https://github.c

om/envoyproxy

/envoy/commit

/bacd3107455b

A-ENV-ENVO-

190224/205 
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l 

Conditions 

crashes in Proxy 

protocol when 

using an address 

type that isn’t 

supported by the 

OS. Envoy is 

susceptible to 

crashing on a host 

with IPv6 disabled 

and a listener 

config with proxy 

protocol enabled 

when it receives a 

request where the 

client presents its 

IPv6 address.  It is 

valid for a client to 

present its IPv6 

address to a target 

server even though 

the whole chain is 

connected via IPv4. 

This issue has been 

addressed in 

released 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-23325 

8d3878894677

25eb72aa0d5b5

237, 

https://github.c

om/envoyproxy

/envoy/security

/advisories/GH

SA-5m7c-mrwr-

pm26 

NULL 

Pointer 

Dereferenc

e 

09-Feb-2024 7.5 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. When 

PPv2 is enabled 

both on a listener 

and subsequent 

cluster, the Envoy 

instance will 

https://github.c

om/envoyproxy

/envoy/commit

/63895ea8e3cc

a9c5d3ab4c5c1

28ed1369969d

54a 

A-ENV-ENVO-

190224/206 
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segfault when 

attempting to craft 

the upstream PPv2 

header. This occurs 

when the 

downstream 

request has a 

command type of 

LOCAL and does 

not have the 

protocol block. 

This issue has been 

addressed in 

releases 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-23327 

Uncontroll

ed 

Resource 

Consumpti

on 

09-Feb-2024 5.3 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. The regex 

expression is 

compiled for every 

request and can 

result in high CPU 

usage and 

increased request 

latency when 

multiple routes are 

configured with 

such matchers. 

This issue has been 

addressed in 

released 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

https://github.c

om/envoyproxy

/envoy/commit

/71eeee8f0f013

2f39e402b0ee2

3b361ee2f4e64

5, 

https://github.c

om/envoyproxy

/envoy/security

/advisories/GH

SA-x278-4w4x-

r7ch 

A-ENV-ENVO-

190224/207 
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There are no 

known 

workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-23323 

Affected Version(s): From (including) 1.28.0 Up to (excluding) 1.28.1 

Use After 

Free 
09-Feb-2024 7.5 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. Envoy 

will crash when 

certain timeouts 

happen within the 

same interval. The 

crash occurs when 

the following are 

true: 1. 

hedge_on_per_try_t

imeout is enabled, 

2. 

per_try_idle_timeo

ut is enabled (it can 

only be done in 

configuration), 3. 

per-try-timeout is 

enabled, either 

through headers or 

configuration and 

its value is equal, 

or within the 

backoff interval of 

the 

per_try_idle_timeo

ut. This issue has 

been addressed in 

released 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

https://github.c

om/envoyproxy

/envoy/commit

/843f9e6a123e

d47ce139b421c

14e7126f2ac68

5e, 

https://github.c

om/envoyproxy

/envoy/security

/advisories/GH

SA-6p83-mfmh-

qv38 

A-ENV-ENVO-

190224/208 
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workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-23322 

N/A 09-Feb-2024 7.5 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. External 

authentication can 

be bypassed by 

downstream 

connections. 

Downstream 

clients can force 

invalid gRPC 

requests to be sent 

to ext_authz, 

circumventing 

ext_authz checks 

when 

failure_mode_allow 

is set to true. This 

issue has been 

addressed in 

released 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

 

CVE ID : CVE-

2024-23324 

https://github.c

om/envoyproxy

/envoy/commit

/29989f6cc8bfd

8cd2ffcb7c4271

1eb02c7a5168a

, 

https://github.c

om/envoyproxy

/envoy/security

/advisories/GH

SA-gq3v-vvhj-

96j6 

A-ENV-ENVO-

190224/209 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

09-Feb-2024 7.5 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. Envoy 

crashes in Proxy 

protocol when 

using an address 

https://github.c

om/envoyproxy

/envoy/commit

/bacd3107455b

8d3878894677

25eb72aa0d5b5

237, 

A-ENV-ENVO-

190224/210 
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type that isn’t 

supported by the 

OS. Envoy is 

susceptible to 

crashing on a host 

with IPv6 disabled 

and a listener 

config with proxy 

protocol enabled 

when it receives a 

request where the 

client presents its 

IPv6 address.  It is 

valid for a client to 

present its IPv6 

address to a target 

server even though 

the whole chain is 

connected via IPv4. 

This issue has been 

addressed in 

released 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-23325 

https://github.c

om/envoyproxy

/envoy/security

/advisories/GH

SA-5m7c-mrwr-

pm26 

NULL 

Pointer 

Dereferenc

e 

09-Feb-2024 7.5 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. When 

PPv2 is enabled 

both on a listener 

and subsequent 

cluster, the Envoy 

instance will 

segfault when 

attempting to craft 

the upstream PPv2 

https://github.c

om/envoyproxy

/envoy/commit

/63895ea8e3cc

a9c5d3ab4c5c1

28ed1369969d

54a 

A-ENV-ENVO-

190224/211 
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header. This occurs 

when the 

downstream 

request has a 

command type of 

LOCAL and does 

not have the 

protocol block. 

This issue has been 

addressed in 

releases 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-23327 

Uncontroll

ed 

Resource 

Consumpti

on 

09-Feb-2024 5.3 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. The regex 

expression is 

compiled for every 

request and can 

result in high CPU 

usage and 

increased request 

latency when 

multiple routes are 

configured with 

such matchers. 

This issue has been 

addressed in 

released 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

https://github.c

om/envoyproxy

/envoy/commit

/71eeee8f0f013

2f39e402b0ee2

3b361ee2f4e64

5, 

https://github.c

om/envoyproxy

/envoy/security

/advisories/GH

SA-x278-4w4x-

r7ch 

A-ENV-ENVO-

190224/212 
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workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-23323 

Affected Version(s): From (including) 1.29.0 Up to (excluding) 1.29.1 

Use After 

Free 
09-Feb-2024 7.5 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. Envoy 

will crash when 

certain timeouts 

happen within the 

same interval. The 

crash occurs when 

the following are 

true: 1. 

hedge_on_per_try_t

imeout is enabled, 

2. 

per_try_idle_timeo

ut is enabled (it can 

only be done in 

configuration), 3. 

per-try-timeout is 

enabled, either 

through headers or 

configuration and 

its value is equal, 

or within the 

backoff interval of 

the 

per_try_idle_timeo

ut. This issue has 

been addressed in 

released 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

https://github.c

om/envoyproxy

/envoy/commit

/843f9e6a123e

d47ce139b421c

14e7126f2ac68

5e, 

https://github.c

om/envoyproxy

/envoy/security

/advisories/GH

SA-6p83-mfmh-

qv38 

A-ENV-ENVO-

190224/213 
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CVE ID : CVE-

2024-23322 

N/A 09-Feb-2024 7.5 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. External 

authentication can 

be bypassed by 

downstream 

connections. 

Downstream 

clients can force 

invalid gRPC 

requests to be sent 

to ext_authz, 

circumventing 

ext_authz checks 

when 

failure_mode_allow 

is set to true. This 

issue has been 

addressed in 

released 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

 

CVE ID : CVE-

2024-23324 

https://github.c

om/envoyproxy

/envoy/commit

/29989f6cc8bfd

8cd2ffcb7c4271

1eb02c7a5168a

, 

https://github.c

om/envoyproxy

/envoy/security

/advisories/GH

SA-gq3v-vvhj-

96j6 

A-ENV-ENVO-

190224/214 

Improper 

Handling 

of 

Exceptiona

l 

Conditions 

09-Feb-2024 7.5 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. Envoy 

crashes in Proxy 

protocol when 

using an address 

type that isn’t 

supported by the 

OS. Envoy is 

https://github.c

om/envoyproxy

/envoy/commit

/bacd3107455b

8d3878894677

25eb72aa0d5b5

237, 

https://github.c

om/envoyproxy

/envoy/security

A-ENV-ENVO-

190224/215 
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susceptible to 

crashing on a host 

with IPv6 disabled 

and a listener 

config with proxy 

protocol enabled 

when it receives a 

request where the 

client presents its 

IPv6 address.  It is 

valid for a client to 

present its IPv6 

address to a target 

server even though 

the whole chain is 

connected via IPv4. 

This issue has been 

addressed in 

released 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-23325 

/advisories/GH

SA-5m7c-mrwr-

pm26 

NULL 

Pointer 

Dereferenc

e 

09-Feb-2024 7.5 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. When 

PPv2 is enabled 

both on a listener 

and subsequent 

cluster, the Envoy 

instance will 

segfault when 

attempting to craft 

the upstream PPv2 

header. This occurs 

when the 

downstream 

https://github.c

om/envoyproxy

/envoy/commit

/63895ea8e3cc

a9c5d3ab4c5c1

28ed1369969d

54a 

A-ENV-ENVO-

190224/216 
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request has a 

command type of 

LOCAL and does 

not have the 

protocol block. 

This issue has been 

addressed in 

releases 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-23327 

Uncontroll

ed 

Resource 

Consumpti

on 

09-Feb-2024 5.3 

Envoy is a high-

performance 

edge/middle/servi

ce proxy. The regex 

expression is 

compiled for every 

request and can 

result in high CPU 

usage and 

increased request 

latency when 

multiple routes are 

configured with 

such matchers. 

This issue has been 

addressed in 

released 1.29.1, 

1.28.1, 1.27.3, and 

1.26.7. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-23323 

https://github.c

om/envoyproxy

/envoy/commit

/71eeee8f0f013

2f39e402b0ee2

3b361ee2f4e64

5, 

https://github.c

om/envoyproxy

/envoy/security

/advisories/GH

SA-x278-4w4x-

r7ch 

A-ENV-ENVO-

190224/217 
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Vendor: epiph 

Product: embed_privacy 

Affected Version(s): * Up to (including) 1.8.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Epiphyt Embed 

Privacy allows 

Stored XSS.This 

issue affects 

Embed Privacy: 

from n/a through 

1.8.0. 

 

 

CVE ID : CVE-

2023-51694 

N/A 
A-EPI-EMBE-

190224/218 

Vendor: eptura 

Product: archibus 

Affected Version(s): 4.0.3 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 7.8 

An issue was 

discovered in the 

Archibus app 4.0.3 

for iOS. It uses a 

local database that 

is synchronized 

with a Web central 

server instance 

every time the 

application is 

opened, or when 

the refresh button 

is used. There is a 

SQL injection in the 

search work 

request feature in 

the Maintenance 

N/A 
A-EPT-ARCH-

190224/219 
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module of the app. 

This allows 

performing queries 

on the local 

database. 

CVE ID : CVE-

2023-48645 

Vendor: estore-wss 

Product: payment_ex 

Affected Version(s): * Up to (including) 1.1.5b 

N/A 01-Feb-2024 6.5 

Payment EX 

Ver1.1.5b and 

earlier allows a 

remote 

unauthenticated 

attacker to obtain 

the information of 

the user who 

purchases 

merchandise using 

Payment EX. 

CVE ID : CVE-

2024-24548 

N/A 
A-EST-PAYM-

190224/220 

Vendor: exrick 

Product: xmall 

Affected Version(s): 1.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Feb-2024 9.8 

xmall v1.1 was 

discovered to 

contain a SQL 

injection 

vulnerability via 

the orderDir 

parameter. 

CVE ID : CVE-

2024-24112 

N/A 
A-EXR-XMAL-

190224/221 

Vendor: extendify 

Product: editorskit 

Affected Version(s): * Up to (including) 1.40.3 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 153 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

05-Feb-2024 7.2 

The EditorsKit 

plugin for 

WordPress is 

vulnerable to 

arbitrary file 

uploads due to 

missing file type 

validation on the 

'import_styles' 

function in 

versions up to, and 

including, 1.40.3. 

This makes it 

possible for 

authenticated 

attackers with 

administrator-level 

capabilities or 

above, to upload 

arbitrary files on 

the affected site's 

server which may 

make remote code 

execution possible. 

CVE ID : CVE-

2023-6635 

https://plugins.

trac.wordpress.

org/changeset/

3010794/block-

options 

A-EXT-EDIT-

190224/222 

Vendor: eyoucms 

Product: eyoucms 

Affected Version(s): 1.6.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 6.1 

Cross Site Scripting 

(XSS) vulnerability 

in the func 

parameter in 

eyoucms v.1.6.5 

allows a remote 

attacker to run 

arbitrary code via 

crafted URL. 

CVE ID : CVE-

2024-22927 

N/A 
A-EYO-EYOU-

190224/223 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 6.1 

Cross Site Scripting 

(XSS) vulnerability 

in is_water 

parameter in 

eyoucms v.1.6.5 

allows a remote 

attacker to run 

arbitrary code via 

crafted URL. 

CVE ID : CVE-

2024-23031 

N/A 
A-EYO-EYOU-

190224/224 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 6.1 

Cross Site Scripting 

vulnerability in 

num parameter in 

eyoucms v.1.6.5 

allows a remote 

attacker to run 

arbitrary code via 

crafted URL. 

CVE ID : CVE-

2024-23032 

https://github.c

om/weng-

xianhu/eyoucm

s/issues/57 

A-EYO-EYOU-

190224/225 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 6.1 

Cross Site Scripting 

vulnerability in the 

path parameter in 

eyoucms v.1.6.5 

allows a remote 

attacker to run 

arbitrary code via 

crafted URL. 

CVE ID : CVE-

2024-23033 

https://github.c

om/weng-

xianhu/eyoucm

s/issues/57 

A-EYO-EYOU-

190224/226 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 6.1 

Cross Site Scripting 

vulnerability in the 

input parameter in 

eyoucms v.1.6.5 

allows a remote 

attacker to run 

arbitrary code via 

crafted URL. 

CVE ID : CVE-

2024-23034 

https://github.c

om/weng-

xianhu/eyoucm

s/issues/57 

A-EYO-EYOU-

190224/227 
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Vendor: eyuepcanyilmaz 

Product: root_quick_reboot 

Affected Version(s): 1.0.8 

N/A 05-Feb-2024 7.5 

The 

com.eypcnnapps.q

uickreboot (aka 

Eyuep Can Yilmaz 

{ROOT] Quick 

Reboot) 

application 1.0.8 

for Android has 

exposed broadcast 

receivers for 

PowerOff, Reboot, 

and Recovery (e.g., 

com.eypcnnapps.q

uickreboot.widget.

PowerOff) that are 

susceptible to 

unauthorized 

broadcasts because 

of missing input 

validation. 

CVE ID : CVE-

2023-47355 

N/A 
A-EYU-ROOT-

190224/228 

Vendor: fedorindutny 

Product: ip 

Affected Version(s): * Up to (including) 1.1.8 

Server-

Side 

Request 

Forgery 

(SSRF) 

08-Feb-2024 9.8 

An issue in NPM IP 

Package v.1.1.8 and 

before allows an 

attacker to execute 

arbitrary code and 

obtain sensitive 

information via the 

isPublic() function. 

CVE ID : CVE-

2023-42282 

N/A 
A-FED-IP-

190224/229 

Vendor: felixmoira 

Product: popup_more_popups\,_lightboxes\,_and_more_popup_modules 
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Affected Version(s): * Up to (including) 2.1.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 7.2 

The Popup More 

Popups, 

Lightboxes, and 

more popup 

modules plugin for 

WordPress is 

vulnerable to Local 

File Inclusion in 

version 2.1.6 via 

the 

ycfChangeElement

Data() function. 

This makes it 

possible for 

authenticated 

attackers, with 

administrator-level 

access and above, 

to include and 

execute arbitrary 

files ending with 

"Form.php" on the 

server , allowing 

the execution of 

any PHP code in 

those files. This can 

be used to bypass 

access controls, 

obtain sensitive 

data, or achieve 

code execution in 

cases where 

images and other 

“safe” file types can 

be uploaded and 

included. 

CVE ID : CVE-

2024-0844 

https://plugins.

trac.wordpress.

org/browser/p

opup-

more/trunk/cla

sses/Ajax.php#

L184 

A-FEL-POPU-

190224/230 

Vendor: filemanagerpro 

Product: file_manager_pro 

Affected Version(s): * Up to (including) 8.3.4 
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Unrestricte

d Upload of 

File with 

Dangerous 

Type 

05-Feb-2024 8.8 

The File Manager 

Pro plugin for 

WordPress is 

vulnerable to 

Arbitrary File 

Upload in all 

versions up to, and 

including, 8.3.4 via 

the 

mk_check_filemana

ger_php_syntax 

AJAX function. This 

makes it possible 

for authenticated 

attackers, with 

subscriber access 

and above, to 

execute code on 

the server. Version 

8.3.5 introduces a 

capability check 

that prevents users 

lower than admin 

from executing this 

function. 

CVE ID : CVE-

2023-6846 

N/A 
A-FIL-FILE-

190224/231 

Vendor: firegiant 

Product: wix_toolset 

Affected Version(s): * Up to (excluding) 3.14.0 

Untrusted 

Search 

Path 

07-Feb-2024 7.8 

WiX toolset lets 

developers create 

installers for 

Windows Installer, 

the Windows 

installation engine. 

The .be TEMP 

folder is vulnerable 

to DLL redirection 

attacks that allow 

the attacker to 

escalate privileges. 

https://github.c

om/wixtoolset/

issues/security

/advisories/GH

SA-7wh2-wxc7-

9ph5 

A-FIR-WIX_-

190224/232 
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This impacts any 

installer built with 

the WiX installer 

framework. This 

issue has been 

patched in version 

4.0.4. 

CVE ID : CVE-

2024-24810 

Affected Version(s): From (including) 4.0.0 Up to (excluding) 4.0.4 

Untrusted 

Search 

Path 

07-Feb-2024 7.8 

WiX toolset lets 

developers create 

installers for 

Windows Installer, 

the Windows 

installation engine. 

The .be TEMP 

folder is vulnerable 

to DLL redirection 

attacks that allow 

the attacker to 

escalate privileges. 

This impacts any 

installer built with 

the WiX installer 

framework. This 

issue has been 

patched in version 

4.0.4. 

CVE ID : CVE-

2024-24810 

https://github.c

om/wixtoolset/

issues/security

/advisories/GH

SA-7wh2-wxc7-

9ph5 

A-FIR-WIX_-

190224/233 

Vendor: fit2cloud 

Product: 1panel 

Affected Version(s): 1.9.5 

Missing 

Encryption 

of Sensitive 

Data 

05-Feb-2024 7.5 

1Panel is an open 

source Linux 

server operation 

and maintenance 

management panel. 

The HTTPS cookie 

that comes with 

https://github.c

om/1Panel-

dev/1Panel/co

mmit/1169648

162c4b9b48e0b

4aa508f9dea4d

6bc50d5, 

A-FIT-1PAN-

190224/234 
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the panel does not 

have the Secure 

keyword, which 

may cause the 

cookie to be sent in 

plain text if 

accessed using 

HTTP. This issue 

has been patched 

in version 1.9.6. 

 

 

CVE ID : CVE-

2024-24768 

https://github.c

om/1Panel-

dev/1Panel/pul

l/3817 

Vendor: fivestarplugins 

Product: five_star_restaurant_menu 

Affected Version(s): * Up to (including) 2.3.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Five Star Plugins 

Five Star 

Restaurant 

Reviews allows 

Stored XSS.This 

issue affects Five 

Star Restaurant 

Reviews: from n/a 

through 2.3.5. 

 

 

CVE ID : CVE-

2024-24838 

N/A 
A-FIV-FIVE-

190224/235 

Vendor: flusity 

Product: flusity 
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Affected Version(s): 2.33 

Cross-Site 

Request 

Forgery 

(CSRF) 

02-Feb-2024 8.8 

Cross Site Request 

Forgery (CSRF) 

vulnerability in 

flusity-CMS v.2.33, 

allows remote 

attackers to 

execute arbitrary 

code via the 

add_menu.php 

component. 

CVE ID : CVE-

2024-24524 

N/A 
A-FLU-FLUS-

190224/236 

Cross-Site 

Request 

Forgery 

(CSRF) 

02-Feb-2024 8.8 

Cross Site Request 

Forgery 

vulnerability in 

flusity-CMS v.2.33 

allows a remote 

attacker to execute 

arbitrary code via 

the 

update_post.php 

component. 

CVE ID : CVE-

2024-24470 

N/A 
A-FLU-FLUS-

190224/237 

Cross-Site 

Request 

Forgery 

(CSRF) 

05-Feb-2024 8.8 

Cross Site Request 

Forgery 

vulnerability in 

flusity-CMS v.2.33 

allows a remote 

attacker to execute 

arbitrary code via 

the 

add_customblock.p

hp. 

CVE ID : CVE-

2024-24468 

N/A 
A-FLU-FLUS-

190224/238 

Cross-Site 

Request 

Forgery 

(CSRF) 

05-Feb-2024 8.8 

Cross Site Request 

Forgery 

vulnerability in 

flusity-CMS v.2.33 

allows a remote 

N/A 
A-FLU-FLUS-

190224/239 
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attacker to execute 

arbitrary code via 

the delete_post 

.php. 

CVE ID : CVE-

2024-24469 

Cross-Site 

Request 

Forgery 

(CSRF) 

11-Feb-2024 8.8 

flusity-CMS v2.33 

was discovered to 

contain a Cross-

Site Request 

Forgery (CSRF) via 

the component 

/core/tools/add_tr

anslation.php. 

CVE ID : CVE-

2024-25417 

N/A 
A-FLU-FLUS-

190224/240 

Cross-Site 

Request 

Forgery 

(CSRF) 

11-Feb-2024 8.8 

flusity-CMS v2.33 

was discovered to 

contain a Cross-

Site Request 

Forgery (CSRF) via 

the component 

/core/tools/delete

_menu.php. 

CVE ID : CVE-

2024-25418 

N/A 
A-FLU-FLUS-

190224/241 

Cross-Site 

Request 

Forgery 

(CSRF) 

11-Feb-2024 8.8 

flusity-CMS v2.33 

was discovered to 

contain a Cross-

Site Request 

Forgery (CSRF) via 

the component 

/core/tools/updat

e_menu.php. 

CVE ID : CVE-

2024-25419 

N/A 
A-FLU-FLUS-

190224/242 

Vendor: Forescout 

Product: secureconnector 

Affected Version(s): 11.3.06.0063 
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Improper 

Privilege 

Manageme

nt 

08-Feb-2024 7 

Insecure 

Permissions 

vulnerability in 

Forescout 

SecureConnector 

v.11.3.06.0063 

allows a local 

attacker to escalate 

privileges via the 

Recheck 

Compliance Status 

component. 

CVE ID : CVE-

2024-22795 

https://github.c

om/Hagrid29/F

oreScout-

SecureConnecto

r-EoP 

A-FOR-SECU-

190224/243 

Vendor: formviewswp 

Product: views_for_wpforms 

Affected Version(s): * Up to (including) 3.2.2 

Missing 

Authorizati

on 

05-Feb-2024 4.3 

The Views for 

WPForms – Display 

& Edit WPForms 

Entries on your site 

frontend plugin for 

WordPress is 

vulnerable to 

unauthorized 

modification of 

data due to a 

missing capability 

check on the 

'save_view' 

function in all 

versions up to, and 

including, 3.2.2. 

This makes it 

possible for 

authenticated 

attackers, with 

subscriber access 

and above, to 

modify the titles of 

arbitrary posts. 

https://plugins.

trac.wordpress.

org/changeset?

old_path=%2Fvi

ews-for-

wpforms-

lite%2Ftags%2

F3.2.2&old=302

6471&new_pat

h=%2Fviews-

for-wpforms-

lite%2Ftags%2

F3.2.3&new=30

26471&sfp_ema

il=&sfph_mail= 

A-FOR-VIEW-

190224/244 
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CVE ID : CVE-

2024-0370 

Missing 

Authorizati

on 

05-Feb-2024 4.3 

The Views for 

WPForms – Display 

& Edit WPForms 

Entries on your site 

frontend plugin for 

WordPress is 

vulnerable to 

unauthorized 

modification of 

data due to a 

missing capability 

check on the 

'create_view' 

function in all 

versions up to, and 

including, 3.2.2. 

This makes it 

possible for 

authenticated 

attackers, with 

subscriber access 

and above, to 

create form views. 

CVE ID : CVE-

2024-0371 

https://plugins.

trac.wordpress.

org/changeset?

old_path=%2Fvi

ews-for-

wpforms-

lite%2Ftags%2

F3.2.2&old=302

6471&new_pat

h=%2Fviews-

for-wpforms-

lite%2Ftags%2

F3.2.3&new=30

26471&sfp_ema

il=&sfph_mail= 

A-FOR-VIEW-

190224/245 

Missing 

Authorizati

on 

05-Feb-2024 4.3 

The Views for 

WPForms – Display 

& Edit WPForms 

Entries on your site 

frontend plugin for 

WordPress is 

vulnerable to 

unauthorized 

access of data due 

to a missing 

capability check on 

the 

'get_form_fields' 

function in all 

versions up to, and 

including, 3.2.2. 

https://plugins.

trac.wordpress.

org/changeset?

old_path=%2Fvi

ews-for-

wpforms-

lite%2Ftags%2

F3.2.2&old=302

6471&new_pat

h=%2Fviews-

for-wpforms-

lite%2Ftags%2

F3.2.3&new=30

26471&sfp_ema

il=&sfph_mail= 

A-FOR-VIEW-

190224/246 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 164 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

This makes it 

possible for 

authenticated 

attackers, with 

subscriber access 

and above, to 

create form views. 

CVE ID : CVE-

2024-0372 

Cross-Site 

Request 

Forgery 

(CSRF) 

05-Feb-2024 4.3 

The Views for 

WPForms – Display 

& Edit WPForms 

Entries on your site 

frontend plugin for 

WordPress is 

vulnerable to 

Cross-Site Request 

Forgery in all 

versions up to, and 

including, 3.2.2. 

This is due to 

missing or 

incorrect nonce 

validation on the 

'save_view' 

function. This 

makes it possible 

for 

unauthenticated 

attackers to modify 

arbitrary post titles 

via a forged 

request granted 

they can trick a site 

administrator into 

performing an 

action such as 

clicking on a link. 

CVE ID : CVE-

2024-0373 

https://plugins.

trac.wordpress.

org/changeset?

old_path=%2Fvi

ews-for-

wpforms-

lite%2Ftags%2

F3.2.2&old=302

6471&new_pat

h=%2Fviews-

for-wpforms-

lite%2Ftags%2

F3.2.3&new=30

26471&sfp_ema

il=&sfph_mail= 

A-FOR-VIEW-

190224/247 

Cross-Site 

Request 
05-Feb-2024 4.3 

The Views for 

WPForms – Display 

& Edit WPForms 

https://plugins.

trac.wordpress.

org/changeset?

A-FOR-VIEW-

190224/248 
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Forgery 

(CSRF) 

Entries on your site 

frontend plugin for 

WordPress is 

vulnerable to 

Cross-Site Request 

Forgery in all 

versions up to, and 

including, 3.2.2. 

This is due to 

missing or 

incorrect nonce 

validation on the 

'create_view' 

function. This 

makes it possible 

for 

unauthenticated 

attackers to create 

views via a forged 

request granted 

they can trick a site 

administrator into 

performing an 

action such as 

clicking on a link. 

CVE ID : CVE-

2024-0374 

old_path=%2Fvi

ews-for-

wpforms-

lite%2Ftags%2

F3.2.2&old=302

6471&new_pat

h=%2Fviews-

for-wpforms-

lite%2Ftags%2

F3.2.3&new=30

26471&sfp_ema

il=&sfph_mail= 

Vendor: Fortinet 

Product: fortiproxy 

Affected Version(s): From (including) 1.0.0 Up to (excluding) 2.0.14 

Out-of-

bounds 

Write 

09-Feb-2024 9.8 

A out-of-bounds 

write in Fortinet 

FortiOS versions 

7.4.0 through 7.4.2, 

7.2.0 through 7.2.6, 

7.0.0 through 

7.0.13, 6.4.0 

through 6.4.14, 

6.2.0 through 

6.2.15, 6.0.0 

through 6.0.17, 

FortiProxy 

https://fortigua

rd.com/psirt/F

G-IR-24-015 

A-FOR-FORT-

190224/249 
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versions 7.4.0 

through 7.4.2, 7.2.0 

through 7.2.8, 7.0.0 

through 7.0.14, 

2.0.0 through 

2.0.13, 1.2.0 

through 1.2.13, 

1.1.0 through 1.1.6, 

1.0.0 through 1.0.7 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

requests 

CVE ID : CVE-

2024-21762 

Affected Version(s): From (including) 7.0.0 Up to (excluding) 7.0.15 

Out-of-

bounds 

Write 

09-Feb-2024 9.8 

A out-of-bounds 

write in Fortinet 

FortiOS versions 

7.4.0 through 7.4.2, 

7.2.0 through 7.2.6, 

7.0.0 through 

7.0.13, 6.4.0 

through 6.4.14, 

6.2.0 through 

6.2.15, 6.0.0 

through 6.0.17, 

FortiProxy 

versions 7.4.0 

through 7.4.2, 7.2.0 

through 7.2.8, 7.0.0 

through 7.0.14, 

2.0.0 through 

2.0.13, 1.2.0 

through 1.2.13, 

1.1.0 through 1.1.6, 

1.0.0 through 1.0.7 

allows attacker to 

execute 

unauthorized code 

or commands via 

https://fortigua

rd.com/psirt/F

G-IR-24-015 

A-FOR-FORT-

190224/250 
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specifically crafted 

requests 

CVE ID : CVE-

2024-21762 

Affected Version(s): From (including) 7.2.0 Up to (excluding) 7.2.9 

Out-of-

bounds 

Write 

09-Feb-2024 9.8 

A out-of-bounds 

write in Fortinet 

FortiOS versions 

7.4.0 through 7.4.2, 

7.2.0 through 7.2.6, 

7.0.0 through 

7.0.13, 6.4.0 

through 6.4.14, 

6.2.0 through 

6.2.15, 6.0.0 

through 6.0.17, 

FortiProxy 

versions 7.4.0 

through 7.4.2, 7.2.0 

through 7.2.8, 7.0.0 

through 7.0.14, 

2.0.0 through 

2.0.13, 1.2.0 

through 1.2.13, 

1.1.0 through 1.1.6, 

1.0.0 through 1.0.7 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

requests 

CVE ID : CVE-

2024-21762 

https://fortigua

rd.com/psirt/F

G-IR-24-015 

A-FOR-FORT-

190224/251 

Affected Version(s): From (including) 7.4.0 Up to (excluding) 7.4.3 

Out-of-

bounds 

Write 

09-Feb-2024 9.8 

A out-of-bounds 

write in Fortinet 

FortiOS versions 

7.4.0 through 7.4.2, 

7.2.0 through 7.2.6, 

7.0.0 through 

7.0.13, 6.4.0 

https://fortigua

rd.com/psirt/F

G-IR-24-015 

A-FOR-FORT-

190224/252 
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through 6.4.14, 

6.2.0 through 

6.2.15, 6.0.0 

through 6.0.17, 

FortiProxy 

versions 7.4.0 

through 7.4.2, 7.2.0 

through 7.2.8, 7.0.0 

through 7.0.14, 

2.0.0 through 

2.0.13, 1.2.0 

through 1.2.13, 

1.1.0 through 1.1.6, 

1.0.0 through 1.0.7 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

requests 

CVE ID : CVE-

2024-21762 

Product: fortisiem 

Affected Version(s): 7.1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

05-Feb-2024 9.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.1.0 

through 7.1.1 and 

7.0.0 through 7.0.2 

and 6.7.0 through 

6.7.8 and 6.6.0 

through 6.6.3 and 

6.5.0 through 6.5.2 

and 6.4.0 through 

6.4.2 allows 

attacker to execute 

unauthorized code 

https://fortigua

rd.com/psirt/F

G-IR-23-130 

A-FOR-FORT-

190224/253 
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or commands via 

via crafted API 

requests. 

CVE ID : CVE-

2024-23108 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

05-Feb-2024 9.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.1.0 

through 7.1.1 and 

7.0.0 through 7.0.2 

and 6.7.0 through 

6.7.8 and 6.6.0 

through 6.6.3 and 

6.5.0 through 6.5.2 

and 6.4.0 through 

6.4.2 allows 

attacker to execute 

unauthorized code 

or commands via 

via crafted API 

requests. 

CVE ID : CVE-

2024-23109 

https://fortigua

rd.com/psirt/F

G-IR-23-130 

A-FOR-FORT-

190224/254 

Affected Version(s): 7.1.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

05-Feb-2024 9.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.1.0 

through 7.1.1 and 

7.0.0 through 7.0.2 

and 6.7.0 through 

https://fortigua

rd.com/psirt/F

G-IR-23-130 

A-FOR-FORT-

190224/255 
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6.7.8 and 6.6.0 

through 6.6.3 and 

6.5.0 through 6.5.2 

and 6.4.0 through 

6.4.2 allows 

attacker to execute 

unauthorized code 

or commands via 

via crafted API 

requests. 

CVE ID : CVE-

2024-23108 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

05-Feb-2024 9.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.1.0 

through 7.1.1 and 

7.0.0 through 7.0.2 

and 6.7.0 through 

6.7.8 and 6.6.0 

through 6.6.3 and 

6.5.0 through 6.5.2 

and 6.4.0 through 

6.4.2 allows 

attacker to execute 

unauthorized code 

or commands via 

via crafted API 

requests. 

CVE ID : CVE-

2024-23109 

https://fortigua

rd.com/psirt/F

G-IR-23-130 

A-FOR-FORT-

190224/256 

Affected Version(s): From (including) 6.4.0 Up to (including) 6.4.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

05-Feb-2024 9.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

https://fortigua

rd.com/psirt/F

G-IR-23-130 

A-FOR-FORT-

190224/257 
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used in an 

OS 

Command 

('OS 

Command 

Injection') 

command 

injection') in 

Fortinet FortiSIEM 

version 7.1.0 

through 7.1.1 and 

7.0.0 through 7.0.2 

and 6.7.0 through 

6.7.8 and 6.6.0 

through 6.6.3 and 

6.5.0 through 6.5.2 

and 6.4.0 through 

6.4.2 allows 

attacker to execute 

unauthorized code 

or commands via 

via crafted API 

requests. 

CVE ID : CVE-

2024-23108 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

05-Feb-2024 9.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.1.0 

through 7.1.1 and 

7.0.0 through 7.0.2 

and 6.7.0 through 

6.7.8 and 6.6.0 

through 6.6.3 and 

6.5.0 through 6.5.2 

and 6.4.0 through 

6.4.2 allows 

attacker to execute 

unauthorized code 

or commands via 

via crafted API 

requests. 

CVE ID : CVE-

2024-23109 

https://fortigua

rd.com/psirt/F

G-IR-23-130 

A-FOR-FORT-

190224/258 
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Affected Version(s): From (including) 6.5.0 Up to (including) 6.5.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

05-Feb-2024 9.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.1.0 

through 7.1.1 and 

7.0.0 through 7.0.2 

and 6.7.0 through 

6.7.8 and 6.6.0 

through 6.6.3 and 

6.5.0 through 6.5.2 

and 6.4.0 through 

6.4.2 allows 

attacker to execute 

unauthorized code 

or commands via 

via crafted API 

requests. 

CVE ID : CVE-

2024-23108 

https://fortigua

rd.com/psirt/F

G-IR-23-130 

A-FOR-FORT-

190224/259 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

05-Feb-2024 9.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.1.0 

through 7.1.1 and 

7.0.0 through 7.0.2 

and 6.7.0 through 

6.7.8 and 6.6.0 

through 6.6.3 and 

6.5.0 through 6.5.2 

and 6.4.0 through 

6.4.2 allows 

attacker to execute 

https://fortigua

rd.com/psirt/F

G-IR-23-130 

A-FOR-FORT-

190224/260 
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unauthorized code 

or commands via 

via crafted API 

requests. 

CVE ID : CVE-

2024-23109 

Affected Version(s): From (including) 6.6.0 Up to (including) 6.6.3 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

05-Feb-2024 9.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.1.0 

through 7.1.1 and 

7.0.0 through 7.0.2 

and 6.7.0 through 

6.7.8 and 6.6.0 

through 6.6.3 and 

6.5.0 through 6.5.2 

and 6.4.0 through 

6.4.2 allows 

attacker to execute 

unauthorized code 

or commands via 

via crafted API 

requests. 

CVE ID : CVE-

2024-23108 

https://fortigua

rd.com/psirt/F

G-IR-23-130 

A-FOR-FORT-

190224/261 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

05-Feb-2024 9.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.1.0 

through 7.1.1 and 

7.0.0 through 7.0.2 

https://fortigua

rd.com/psirt/F

G-IR-23-130 

A-FOR-FORT-

190224/262 
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and 6.7.0 through 

6.7.8 and 6.6.0 

through 6.6.3 and 

6.5.0 through 6.5.2 

and 6.4.0 through 

6.4.2 allows 

attacker to execute 

unauthorized code 

or commands via 

via crafted API 

requests. 

CVE ID : CVE-

2024-23109 

Affected Version(s): From (including) 6.7.0 Up to (including) 6.7.8 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

05-Feb-2024 9.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.1.0 

through 7.1.1 and 

7.0.0 through 7.0.2 

and 6.7.0 through 

6.7.8 and 6.6.0 

through 6.6.3 and 

6.5.0 through 6.5.2 

and 6.4.0 through 

6.4.2 allows 

attacker to execute 

unauthorized code 

or commands via 

via crafted API 

requests. 

CVE ID : CVE-

2024-23108 

https://fortigua

rd.com/psirt/F

G-IR-23-130 

A-FOR-FORT-

190224/263 

Improper 

Neutralizat

ion of 

Special 

05-Feb-2024 9.8 

An improper 

neutralization of 

special elements 

used in an os 

https://fortigua

rd.com/psirt/F

G-IR-23-130 

A-FOR-FORT-

190224/264 
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Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.1.0 

through 7.1.1 and 

7.0.0 through 7.0.2 

and 6.7.0 through 

6.7.8 and 6.6.0 

through 6.6.3 and 

6.5.0 through 6.5.2 

and 6.4.0 through 

6.4.2 allows 

attacker to execute 

unauthorized code 

or commands via 

via crafted API 

requests. 

CVE ID : CVE-

2024-23109 

Affected Version(s): From (including) 7.0.0 Up to (including) 7.0.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

05-Feb-2024 9.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.1.0 

through 7.1.1 and 

7.0.0 through 7.0.2 

and 6.7.0 through 

6.7.8 and 6.6.0 

through 6.6.3 and 

6.5.0 through 6.5.2 

and 6.4.0 through 

6.4.2 allows 

attacker to execute 

unauthorized code 

or commands via 

via crafted API 

requests. 

https://fortigua

rd.com/psirt/F

G-IR-23-130 

A-FOR-FORT-

190224/265 
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CVE ID : CVE-

2024-23108 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

05-Feb-2024 9.8 

An improper 

neutralization of 

special elements 

used in an os 

command ('os 

command 

injection') in 

Fortinet FortiSIEM 

version 7.1.0 

through 7.1.1 and 

7.0.0 through 7.0.2 

and 6.7.0 through 

6.7.8 and 6.6.0 

through 6.6.3 and 

6.5.0 through 6.5.2 

and 6.4.0 through 

6.4.2 allows 

attacker to execute 

unauthorized code 

or commands via 

via crafted API 

requests. 

CVE ID : CVE-

2024-23109 

https://fortigua

rd.com/psirt/F

G-IR-23-130 

A-FOR-FORT-

190224/266 

Vendor: forumone 

Product: wp-cfm 

Affected Version(s): * Up to (excluding) 1.7.9 

Cross-Site 

Request 

Forgery 

(CSRF) 

07-Feb-2024 4.3 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

Forum One WP-

CFM wp-cfm.This 

issue affects WP-

CFM: from n/a 

through 1.7.8. 

 

 

CVE ID : CVE-

2024-24706 

https://github.c

om/forumone/

wp-

cfm/security/a

dvisories/GHSA

-2449-jmfc-gc7f 

A-FOR-WP-C-

190224/267 
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Vendor: frappe 

Product: frappe 

Affected Version(s): * Up to (excluding) 14.59.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 5.4 

Frappe is a full-

stack web 

application 

framework that 

uses Python and 

MariaDB on the 

server side and a 

tightly integrated 

client side library. 

Prior to versions 

14.59.0 and 15.5.0, 

portal pages are 

susceptible to 

Cross-Site Scripting 

(XSS) which can be 

used to inject 

malicious JS code if 

user clicks on a 

malicious link. This 

vulnerability has 

been patched in 

versions 14.59.0 

and 15.5.0. No 

known 

workarounds are 

available. 

CVE ID : CVE-

2024-24812 

https://github.c

om/frappe/frap

pe/security/adv

isories/GHSA-

7p3m-h76m-

hg9v 

A-FRA-FRAP-

190224/268 

Affected Version(s): From (including) 15.0.0 Up to (excluding) 15.5.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 5.4 

Frappe is a full-

stack web 

application 

framework that 

uses Python and 

MariaDB on the 

server side and a 

tightly integrated 

client side library. 

Prior to versions 

https://github.c

om/frappe/frap

pe/security/adv

isories/GHSA-

7p3m-h76m-

hg9v 

A-FRA-FRAP-

190224/269 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 178 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

14.59.0 and 15.5.0, 

portal pages are 

susceptible to 

Cross-Site Scripting 

(XSS) which can be 

used to inject 

malicious JS code if 

user clicks on a 

malicious link. This 

vulnerability has 

been patched in 

versions 14.59.0 

and 15.5.0. No 

known 

workarounds are 

available. 

CVE ID : CVE-

2024-24812 

Vendor: fronius 

Product: datalogger_web 

Affected Version(s): 2.0.5-4 

Exposure 

of 

Resource 

to Wrong 

Sphere 

01-Feb-2024 9.8 

An issue in Fronius 

Datalogger Web 

v.2.0.5-4, allows 

remote attackers to 

obtain sensitive 

information via a 

crafted request. 

CVE ID : CVE-

2023-37621 

N/A 
A-FRO-DATA-

190224/270 

Vendor: Gambio 

Product: gambio 

Affected Version(s): 4.9.2.0 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

12-Feb-2024 9.8 

Deserialization of 

Untrusted Data in 

Gambio through 

4.9.2.0 allows 

attackers to run 

arbitrary code via 

"search" parameter 

of the 

N/A 
A-GAM-GAMB-

190224/271 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 179 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Parcelshopfinder/

AddAddressBookE

ntry" function. 

CVE ID : CVE-

2024-23759 

Server-

Side 

Request 

Forgery 

(SSRF) 

12-Feb-2024 9.8 

Server Side 

Template Injection 

in Gambio 4.9.2.0 

allows attackers to 

run arbitrary code 

via crafted smarty 

email template. 

CVE ID : CVE-

2024-23761 

N/A 
A-GAM-GAMB-

190224/272 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

12-Feb-2024 9.8 

SQL Injection 

vulnerability in 

Gambio through 

4.9.2.0 allows 

attackers to run 

arbitrary SQL 

commands via 

crafted GET 

request using 

modifiers[attribute

][] parameter. 

CVE ID : CVE-

2024-23763 

N/A 
A-GAM-GAMB-

190224/273 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

12-Feb-2024 7.8 

Unrestricted File 

Upload 

vulnerability in 

Content Manager 

feature in Gambio 

4.9.2.0 allows 

attackers to 

execute arbitrary 

code via upload of 

crafted PHP file. 

CVE ID : CVE-

2024-23762 

N/A 
A-GAM-GAMB-

190224/274 

Insertion 

of Sensitive 
12-Feb-2024 2.7 Cleartext Storage 

of Sensitive 
N/A 

A-GAM-GAMB-

190224/275 
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Informatio

n into Log 

File 

Information in 

Gambio 4.9.2.0 

allows attackers to 

obtain sensitive 

information via 

error-

handler.log.json 

and legacy-error-

handler.log.txt 

under the webroot. 

CVE ID : CVE-

2024-23760 

Vendor: generatepress 

Product: generatepress_premium 

Affected Version(s): * Up to (including) 2.3.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

The GeneratePress 

Premium plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

plugin's custom 

meta output in all 

versions up to, and 

including, 2.3.2 due 

to insufficient 

input sanitization 

and output 

escaping on user 

supplied attributes. 

This makes it 

possible for 

authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

N/A 
A-GEN-GENE-

190224/276 
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a user accesses an 

injected page. 

CVE ID : CVE-

2023-6807 

Vendor: getawesomesupport 

Product: awesome_support 

Affected Version(s): * Up to (including) 6.1.7 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

10-Feb-2024 8.8 

The Awesome 

Support – 

WordPress 

HelpDesk & 

Support Plugin 

plugin for 

WordPress is 

vulnerable to 

union-based SQL 

Injection via the 'q' 

parameter of the 

wpas_get_users 

action in all 

versions up to, and 

including, 6.1.7 due 

to insufficient 

escaping on the 

user supplied 

parameter and lack 

of sufficient 

preparation on the 

existing SQL query.  

This makes it 

possible for 

authenticated 

attackers, with 

subscriber-level 

access and above, 

to append 

additional SQL 

queries into 

already existing 

queries that can be 

used to extract 

sensitive 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=303

3134%40aweso

me-

support&new=3

033134%40aw

esome-

support&sfp_e

mail=&sfph_mai

l= 

A-GET-AWES-

190224/277 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 182 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

information from 

the database. 

CVE ID : CVE-

2024-0594 

Vendor: getbrave 

Product: brave 

Affected Version(s): * Up to (including) 0.6.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 4.8 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Brave Brave – 

Create Popup, 

Optins, Lead 

Generation, Survey, 

Sticky Elements & 

Interactive Content 

allows Stored 

XSS.This issue 

affects Brave – 

Create Popup, 

Optins, Lead 

Generation, Survey, 

Sticky Elements & 

Interactive 

Content: from n/a 

through 0.6.2. 

 

 

CVE ID : CVE-

2023-51534 

N/A 
A-GET-BRAV-

190224/278 

Vendor: getgrav 

Product: grav 

Affected Version(s): * Up to (including) 1.7.44 

Improper 

Neutralizat

ion of 

09-Feb-2024 5.4 
A cross-site 

scripting (XSS) 

vulnerability in 

N/A 
A-GET-GRAV-

190224/279 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Grav versions 

1.7.44 and before, 

allows remote 

authenticated 

attackers to 

execute arbitrary 

web scripts or 

HTML via the 

onmouseover 

attribute of an 

ISINDEX element. 

CVE ID : CVE-

2023-31506 

Vendor: getshieldsecurity 

Product: shield_security 

Affected Version(s): * Up to (excluding) 18.5.10 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

The Shield Security 

– Smart Bot 

Blocking & 

Intrusion 

Prevention 

Security plugin for 

WordPress is 

vulnerable to Local 

File Inclusion in all 

versions up to, and 

including, 18.5.9 

via the 

render_action_tem

plate parameter. 

This makes it 

possible for 

unauthenticated 

attacker to include 

and execute PHP 

files on the server, 

allowing the 

execution of any 

PHP code in those 

files. 

CVE ID : CVE-

2023-6989 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=301

3699%40wp-

simple-

firewall&new=3

013699%40wp-

simple-

firewall&sfp_em

ail=&sfph_mail= 

A-GET-SHIE-

190224/280 
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Vendor: givewp 

Product: givewp 

Affected Version(s): * Up to (including) 3.2.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

GiveWP GiveWP – 

Donation Plugin 

and Fundraising 

Platform allows 

Stored XSS.This 

issue affects 

GiveWP – Donation 

Plugin and 

Fundraising 

Platform: from n/a 

through 3.2.2. 

 

 

CVE ID : CVE-

2023-51415 

N/A 
A-GIV-GIVE-

190224/281 

Vendor: glitchedpolygons 

Product: l8w8jwt 

Affected Version(s): 2.2.1 

Observable 

Discrepanc

y 

08-Feb-2024 9.8 

l8w8jwt 2.2.1 uses 

memcmp (which is 

not constant time) 

to verify 

authentication, 

which makes it 

easier to bypass 

authentication via 

a timing side 

channel. 

CVE ID : CVE-

2024-25190 

N/A 
A-GLI-L8W8-

190224/282 
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Vendor: Globalscape 

Product: cuteftp 

Affected Version(s): 9.3.0.3 

Improper 

Resource 

Shutdown 

or Release 

02-Feb-2024 5.5 

A vulnerability was 

found in Global 

Scape CuteFTP 

9.3.0.3 and 

classified as 

problematic. 

Affected by this 

issue is some 

unknown 

functionality. The 

manipulation of the 

argument 

Host/Username/Pa

ssword leads to 

denial of service. 

The attack needs to 

be approached 

locally. The exploit 

has been disclosed 

to the public and 

may be used. The 

identifier of this 

vulnerability is 

VDB-252680. 

NOTE: The vendor 

was contacted 

early about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2024-1190 

N/A 
A-GLO-CUTE-

190224/283 

Vendor: Glpi-project 

Product: glpi 

Affected Version(s): From (including) 0.65 Up to (excluding) 10.0.12 

Improper 

Neutralizat

ion of 

01-Feb-2024 6.1 
GLPI is a Free Asset 

and IT 

Management 

https://github.c

om/glpi-

project/glpi/co

A-GLP-GLPI-

190224/284 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Software package. 

A malicious URL 

can be used to 

execute XSS on 

reports pages.  

Upgrade to 10.0.12. 

 

CVE ID : CVE-

2024-23645 

mmit/6cf26593

6c4f6edf7dea7c

78b12e46d75b

94d9b0, 

https://github.c

om/glpi-

project/glpi/co

mmit/fc1f6da9

d158933b870ff

374ed3a50ae98

dcef4a, 

https://github.c

om/glpi-

project/glpi/rel

eases/tag/10.0.

12 

Affected Version(s): From (including) 0.70 Up to (excluding) 10.0.12 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

01-Feb-2024 8.1 

GLPI is a Free Asset 

and IT 

Management 

Software package. 

When 

authentication is 

made against a 

LDAP, the 

authentication 

form can be used to 

perform LDAP 

injection. Upgrade 

to 10.0.12. 

CVE ID : CVE-

2023-51446 

https://github.c

om/glpi-

project/glpi/co

mmit/58c67d7

8f2e3ad082642

13e9aaf56eab3

c9ded35, 

https://github.c

om/glpi-

project/glpi/rel

eases/tag/10.0.

12, 

https://github.c

om/glpi-

project/glpi/sec

urity/advisories

/GHSA-p995-

jmfv-c7r8 

A-GLP-GLPI-

190224/285 

Vendor: GNU 

Product: coreutils 

Affected Version(s): 9.2 

Out-of-

bounds 

Write 

06-Feb-2024 5.5 

A flaw was found in 

the GNU coreutils 

"split" program. A 

heap overflow with 

https://bugzilla

.redhat.com/sh

ow_bug.cgi?id=

2258948, 

A-GNU-CORE-

190224/286 
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user-controlled 

data of multiple 

hundred bytes in 

length could occur 

in the 

line_bytes_split() 

function, 

potentially leading 

to an application 

crash and denial of 

service. 

CVE ID : CVE-

2024-0684 

https://www.o

penwall.com/lis

ts/oss-

security/2024/

01/18/2 

Affected Version(s): 9.3 

Out-of-

bounds 

Write 

06-Feb-2024 5.5 

A flaw was found in 

the GNU coreutils 

"split" program. A 

heap overflow with 

user-controlled 

data of multiple 

hundred bytes in 

length could occur 

in the 

line_bytes_split() 

function, 

potentially leading 

to an application 

crash and denial of 

service. 

CVE ID : CVE-

2024-0684 

https://bugzilla

.redhat.com/sh

ow_bug.cgi?id=

2258948, 

https://www.o

penwall.com/lis

ts/oss-

security/2024/

01/18/2 

A-GNU-CORE-

190224/287 

Affected Version(s): 9.4 

Out-of-

bounds 

Write 

06-Feb-2024 5.5 

A flaw was found in 

the GNU coreutils 

"split" program. A 

heap overflow with 

user-controlled 

data of multiple 

hundred bytes in 

length could occur 

in the 

line_bytes_split() 

https://bugzilla

.redhat.com/sh

ow_bug.cgi?id=

2258948, 

https://www.o

penwall.com/lis

ts/oss-

security/2024/

01/18/2 

A-GNU-CORE-

190224/288 
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function, 

potentially leading 

to an application 

crash and denial of 

service. 

CVE ID : CVE-

2024-0684 

Product: cpio 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 8.8 

A path traversal 

vulnerability was 

found in the CPIO 

utility. This issue 

could allow a 

remote 

unauthenticated 

attacker to trick a 

user into opening a 

specially crafted 

archive. During the 

extraction process, 

the archiver could 

follow symlinks 

outside of the 

intended directory, 

which could be 

utilized to run 

arbitrary 

commands on the 

target system. 

CVE ID : CVE-

2023-7216 

N/A 
A-GNU-CPIO-

190224/289 

Product: grub2 

Affected Version(s): - 

Incomplete 

Cleanup 
06-Feb-2024 3.3 

A flaw was found in 

the grub2-set-

bootflag utility of 

grub2. After the fix 

of CVE-2019-

14865, grub2-set-

bootflag will create 

https://access.r

edhat.com/secu

rity/cve/CVE-

2024-1048, 

https://bugzilla

.redhat.com/sh

A-GNU-GRUB-

190224/290 
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a temporary file 

with the new 

grubenv content 

and rename it to 

the original 

grubenv file. If the 

program is killed 

before the rename 

operation, the 

temporary file will 

not be removed 

and may fill the 

filesystem when 

invoked multiple 

times, resulting in a 

filesystem out of 

free inodes or 

blocks. 

CVE ID : CVE-

2024-1048 

ow_bug.cgi?id=

2256827 

Product: indent 

Affected Version(s): 2.2.13 

Out-of-

bounds 

Write 

06-Feb-2024 5.5 

A flaw was found in 

indent, a program 

for formatting C 

code. This issue 

may allow an 

attacker to trick a 

user into 

processing a 

specially crafted 

file to trigger a 

heap-based buffer 

overflow, causing 

the application to 

crash. 

CVE ID : CVE-

2024-0911 

N/A 
A-GNU-INDE-

190224/291 

Vendor: Google 

Product: chrome 

Affected Version(s): - 
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Insertion 

of Sensitive 

Informatio

n into Log 

File 

08-Feb-2024 7.5 

The N-able 

PassPortal 

extension before 

3.29.2 for Chrome 

inserts sensitive 

information into a 

log file. 

CVE ID : CVE-

2023-47131 

https://me.n-

able.com/s/sec

urity-

advisory/aArHs

000000M8CCK

A0/cve2023471

31-passportal-

browser-

extension-logs-

sensitive-data 

A-GOO-CHRO-

190224/292 

Affected Version(s): * Up to (excluding) 121.0.6167.160 

Out-of-

bounds 

Write 

07-Feb-2024 9.8 

Heap buffer 

overflow in Skia in 

Google Chrome 

prior to 

121.0.6167.160 

allowed a remote 

attacker to 

potentially exploit 

heap corruption 

via a crafted HTML 

page. (Chromium 

security severity: 

High) 

CVE ID : CVE-

2024-1283 

https://chrome

releases.google

blog.com/2024

/02/stable-

channel-update-

for-

desktop.html 

A-GOO-CHRO-

190224/293 

Use After 

Free 
07-Feb-2024 9.8 

Use after free in 

Mojo in Google 

Chrome prior to 

121.0.6167.160 

allowed a remote 

attacker to 

potentially exploit 

heap corruption 

via a crafted HTML 

page. (Chromium 

security severity: 

High) 

CVE ID : CVE-

2024-1284 

https://chrome

releases.google

blog.com/2024

/02/stable-

channel-update-

for-

desktop.html 

A-GOO-CHRO-

190224/294 

Vendor: gpac 
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Product: gpac 

Affected Version(s): 2.2.1 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

05-Feb-2024 7.5 

gpac v2.2.1 was 

discovered to 

contain a memory 

leak via the 

dst_props variable 

in the 

gf_filter_pid_merge

_properties_interna

l function. 

CVE ID : CVE-

2024-24265 

N/A 
A-GPA-GPAC-

190224/295 

Use After 

Free 
05-Feb-2024 7.5 

gpac v2.2.1 was 

discovered to 

contain a Use-

After-Free (UAF) 

vulnerability via 

the 

dasher_configure_p

id function at 

/src/filters/dasher

.c. 

CVE ID : CVE-

2024-24266 

N/A 
A-GPA-GPAC-

190224/296 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

05-Feb-2024 7.5 

gpac v2.2.1 was 

discovered to 

contain a memory 

leak via the 

gfio_blob variable 

in the 

gf_fileio_from_blob 

function. 

CVE ID : CVE-

2024-24267 

N/A 
A-GPA-GPAC-

190224/297 

Vendor: gradio_project 

Product: gradio 

Affected Version(s): - 

Improper 

Limitation 
05-Feb-2024 9.4 A local file include 

could be remotely 

https://github.c

om/gradio-

A-GRA-GRAD-

190224/298 
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of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

triggered in Gradio 

due to a vulnerable 

user-supplied JSON 

value in an API 

request. 

CVE ID : CVE-

2024-0964 

app/gradio/co

mmit/d76bcaaa

f0734aaf49a68

0f94ea9d4d22a

602e70 

Vendor: Graphviz 

Product: graphviz 

Affected Version(s): From (including) 2.36.0 Up to (excluding) 10.0.0 

Out-of-

bounds 

Read 

02-Feb-2024 7.8 

Graphviz 2.36 

before 10.0.0 has 

an out-of-bounds 

read via a crafted 

config6a file. 

NOTE: 

exploitability may 

be uncommon 

because this file is 

typically owned by 

root. 

CVE ID : CVE-

2023-46045 

N/A 
A-GRA-GRAP-

190224/299 

Vendor: graylog 

Product: graylog 

Affected Version(s): From (including) 2.0.0 Up to (excluding) 5.1.11 

Incorrect 

Authorizati

on 

07-Feb-2024 8.8 

Graylog is a free 

and open log 

management 

platform. Starting 

in version 2.0.0 and 

prior to versions 

5.1.11 and 5.2.4, 

arbitrary classes 

can be loaded and 

instantiated using a 

HTTP PUT request 

to the 

`/api/system/clust

er_config/` 

endpoint. Graylog's 

https://github.c

om/Graylog2/g

raylog2-

server/commit/

75ef2b8d60e7d

67f859b79fe71

2c8ae7b2e861d

8, 

https://github.c

om/Graylog2/g

raylog2-

server/commit/

7f8ef7fa8edf49

3106d5ef6f777

A-GRA-GRAY-

190224/300 
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cluster config 

system uses fully 

qualified class 

names as config 

keys. To validate 

the existence of the 

requested class 

before using them, 

Graylog loads the 

class using the 

class loader. If a 

user with the 

appropriate 

permissions 

performs the 

request, arbitrary 

classes with 1-arg 

String constructors 

can be instantiated. 

This will execute 

arbitrary code that 

is run during class 

instantiation. In the 

specific use case of 

`java.io.File`, the 

behavior of the 

internal web-

server stack will 

lead to information 

exposure by 

including the entire 

file content in the 

response to the 

REST request. 

Versions 5.1.11 

and 5.2.4 contain a 

fix for this issue. 

CVE ID : CVE-

2024-24824 

d4da02c5194d

9 

Affected Version(s): From (including) 4.3.0 Up to (excluding) 5.1.11 

Session 

Fixation 
07-Feb-2024 4.4 

Graylog is a free 

and open log 

management 

https://github.c

om/Graylog2/g

raylog2-

A-GRA-GRAY-

190224/301 
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platform. Starting 

in version 4.3.0 and 

prior to versions 

5.1.11 and 5.2.4, 

reauthenticating 

with an existing 

session cookie 

would re-use that 

session id, even if 

for different user 

credentials. In this 

case, the pre-

existing session 

could be used to 

gain elevated 

access to an 

existing Graylog 

login session, 

provided the 

malicious user 

could successfully 

inject their session 

cookie into 

someone else's 

browser. The 

complexity of such 

an attack is high, 

because it requires 

presenting a 

spoofed login 

screen and 

injection of a 

session cookie into 

an existing 

browser, 

potentially through 

a cross-site 

scripting attack. No 

such attack has 

been discovered. 

Graylog 5.1.11 and 

5.2.4, and any 

versions of the 6.0 

development 

server/commit/

1596b749db86

368ba476662f2

3a0f0c5ec2b50

97, 

https://github.c

om/Graylog2/g

raylog2-

server/commit/

b93a66353f35a

94a4e8f3f75ac4

f5cdc5a2d4a6a 
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branch, contain 

patches to not re-

use sessions under 

any circumstances. 

Some workarounds 

are available. Using 

short session 

expiration and 

explicit log outs of 

unused sessions 

can help limiting 

the attack vector. 

Unpatched this 

vulnerability exists, 

but is relatively 

hard to exploit. A 

proxy could be 

leveraged to clear 

the 

`authentication` 

cookie for the 

Graylog server URL 

for the 

`/api/system/sessi

ons` endpoint, as 

that is the only one 

vulnerable. 

CVE ID : CVE-

2024-24823 

Affected Version(s): From (including) 5.2.0 Up to (excluding) 5.2.4 

Incorrect 

Authorizati

on 

07-Feb-2024 8.8 

Graylog is a free 

and open log 

management 

platform. Starting 

in version 2.0.0 and 

prior to versions 

5.1.11 and 5.2.4, 

arbitrary classes 

can be loaded and 

instantiated using a 

HTTP PUT request 

to the 

`/api/system/clust

https://github.c

om/Graylog2/g

raylog2-

server/commit/

75ef2b8d60e7d

67f859b79fe71

2c8ae7b2e861d

8, 

https://github.c

om/Graylog2/g

raylog2-

server/commit/

7f8ef7fa8edf49

A-GRA-GRAY-

190224/302 
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er_config/` 

endpoint. Graylog's 

cluster config 

system uses fully 

qualified class 

names as config 

keys. To validate 

the existence of the 

requested class 

before using them, 

Graylog loads the 

class using the 

class loader. If a 

user with the 

appropriate 

permissions 

performs the 

request, arbitrary 

classes with 1-arg 

String constructors 

can be instantiated. 

This will execute 

arbitrary code that 

is run during class 

instantiation. In the 

specific use case of 

`java.io.File`, the 

behavior of the 

internal web-

server stack will 

lead to information 

exposure by 

including the entire 

file content in the 

response to the 

REST request. 

Versions 5.1.11 

and 5.2.4 contain a 

fix for this issue. 

CVE ID : CVE-

2024-24824 

3106d5ef6f777

d4da02c5194d

9 

Session 

Fixation 
07-Feb-2024 4.4 Graylog is a free 

and open log 

https://github.c

om/Graylog2/g

A-GRA-GRAY-

190224/303 
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management 

platform. Starting 

in version 4.3.0 and 

prior to versions 

5.1.11 and 5.2.4, 

reauthenticating 

with an existing 

session cookie 

would re-use that 

session id, even if 

for different user 

credentials. In this 

case, the pre-

existing session 

could be used to 

gain elevated 

access to an 

existing Graylog 

login session, 

provided the 

malicious user 

could successfully 

inject their session 

cookie into 

someone else's 

browser. The 

complexity of such 

an attack is high, 

because it requires 

presenting a 

spoofed login 

screen and 

injection of a 

session cookie into 

an existing 

browser, 

potentially through 

a cross-site 

scripting attack. No 

such attack has 

been discovered. 

Graylog 5.1.11 and 

5.2.4, and any 

versions of the 6.0 

raylog2-

server/commit/

1596b749db86

368ba476662f2

3a0f0c5ec2b50

97, 

https://github.c

om/Graylog2/g

raylog2-

server/commit/

b93a66353f35a

94a4e8f3f75ac4

f5cdc5a2d4a6a 
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development 

branch, contain 

patches to not re-

use sessions under 

any circumstances. 

Some workarounds 

are available. Using 

short session 

expiration and 

explicit log outs of 

unused sessions 

can help limiting 

the attack vector. 

Unpatched this 

vulnerability exists, 

but is relatively 

hard to exploit. A 

proxy could be 

leveraged to clear 

the 

`authentication` 

cookie for the 

Graylog server URL 

for the 

`/api/system/sessi

ons` endpoint, as 

that is the only one 

vulnerable. 

CVE ID : CVE-

2024-24823 

Vendor: gttb 

Product: gtb_central_console 

Affected Version(s): 15.17.1-30814.ng 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

02-Feb-2024 9.8 

An issue was 

discovered in GTB 

Central Console 

15.17.1-30814.NG. 

The method 

setTermsHashActio

n at 

/opt/webapp/lib/

PureApi/CCApi.clas

N/A 
A-GTT-GTB_-

190224/304 
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('SQL 

Injection') 

s.php is vulnerable 

to an 

unauthenticated 

SQL injection via 

/ccapi.php that an 

attacker can abuse 

in order to change 

the Administrator 

password to a 

known value. 

CVE ID : CVE-

2024-22108 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An issue was 

discovered in GTB 

Central Console 

15.17.1-30814.NG. 

The method 

systemSettingsDns

DataAction at 

/opt/webapp/src/

AppBundle/Contro

ller/React/SystemS

ettingsController.p

hp is vulnerable to 

command injection 

via the 

/old/react/v1/api/

system/dns/data 

endpoint. An 

authenticated 

attacker can abuse 

it to inject an 

arbitrary command 

and compromise 

the platform. 

CVE ID : CVE-

2024-22107 

N/A 
A-GTT-GTB_-

190224/305 

Vendor: gvectors 

Product: wpdiscuz 

Affected Version(s): * Up to (including) 7.6.12 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 200 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 4.8 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

gVectors Team 

Comments – 

wpDiscuz allows 

Stored XSS.This 

issue affects 

Comments – 

wpDiscuz: from 

n/a through 7.6.12. 

 

 

CVE ID : CVE-

2023-51691 

N/A 
A-GVE-WPDI-

190224/306 

Vendor: hashicorp 

Product: boundary 

Affected Version(s): From (including) 0.8.0 Up to (excluding) 0.15.0 

Improper 

Certificate 

Validation 

05-Feb-2024 8 

Boundary and 

Boundary 

Enterprise 

(“Boundary”) is 

vulnerable to 

session hijacking 

through TLS 

certificate 

tampering. An 

attacker with 

privileges to 

enumerate active 

or pending 

sessions, obtain a 

private key 

pertaining to a 

session, and obtain 

a valid trust on first 

use (TOFU) token 

may craft a TLS 

https://discuss.

hashicorp.com/

t/hcsec-2024-

02-boundary-

vulnerable-to-

session-

hijacking-

through-tls-

certificate-

tampering/624

58 

A-HAS-BOUN-

190224/307 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 201 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

certificate to hijack 

an active session 

and gain access to 

the underlying 

service or 

application. 

CVE ID : CVE-

2024-1052 

Product: nomad 

Affected Version(s): From (including) 1.5.13 Up to (excluding) 1.5.14 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

08-Feb-2024 7.5 

HashiCorp Nomad 

and Nomad 

Enterprise 1.5.13 

up to 1.6.6, and 

1.7.3 template 

renderer is 

vulnerable to 

arbitrary file write 

on the host as the 

Nomad client user 

through symlink 

attacks. Fixed in 

Nomad 1.7.4, 1.6.7, 

1.5.14. 

CVE ID : CVE-

2024-1329 

https://discuss.

hashicorp.com/

t/hcsec-2024-

03-nomad-

vulnerable-to-

arbitrary-write-

through-

symlink-attack 

A-HAS-NOMA-

190224/308 

Affected Version(s): From (including) 1.6.6 Up to (excluding) 1.6.7 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

08-Feb-2024 7.5 

HashiCorp Nomad 

and Nomad 

Enterprise 1.5.13 

up to 1.6.6, and 

1.7.3 template 

renderer is 

vulnerable to 

arbitrary file write 

on the host as the 

Nomad client user 

through symlink 

attacks. Fixed in 

Nomad 1.7.4, 1.6.7, 

1.5.14. 

https://discuss.

hashicorp.com/

t/hcsec-2024-

03-nomad-

vulnerable-to-

arbitrary-write-

through-

symlink-attack 

A-HAS-NOMA-

190224/309 
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CVE ID : CVE-

2024-1329 

Affected Version(s): From (including) 1.7.3. Up to (excluding) 1.7.4 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

08-Feb-2024 7.5 

HashiCorp Nomad 

and Nomad 

Enterprise 1.5.13 

up to 1.6.6, and 

1.7.3 template 

renderer is 

vulnerable to 

arbitrary file write 

on the host as the 

Nomad client user 

through symlink 

attacks. Fixed in 

Nomad 1.7.4, 1.6.7, 

1.5.14. 

CVE ID : CVE-

2024-1329 

https://discuss.

hashicorp.com/

t/hcsec-2024-

03-nomad-

vulnerable-to-

arbitrary-write-

through-

symlink-attack 

A-HAS-NOMA-

190224/310 

Vendor: Haxx 

Product: curl 

Affected Version(s): * Up to (excluding) 8.6.0 

Improper 

Certificate 

Validation 

03-Feb-2024 5.3 

curl inadvertently 

kept the SSL 

session ID for 

connections in its 

cache even when 

the verify status 

(*OCSP stapling*) 

test failed. A 

subsequent 

transfer to 

the same hostname 

could then succeed 

if the session ID 

cache was still 

fresh, which then 

skipped the verify 

status check. 

CVE ID : CVE-

2024-0853 

https://curl.se/

docs/CVE-

2024-

0853.html, 

https://curl.se/

docs/CVE-

2024-0853.json 

A-HAX-CURL-

190224/311 
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Vendor: hcltech 

Product: bigfix_platform 

Affected Version(s): 11.0.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 6.1 

A reflected cross-

site scripting (XSS) 

vulnerability in the 

Web Reports 

component of HCL 

BigFix Platform can 

possibly allow an 

attacker to execute 

malicious 

javascript code in 

the application 

session or in 

database, via 

remote injection, 

while rendering 

content in a web 

page.  

 

CVE ID : CVE-

2023-37527 

https://support

.hcltechsw.com/

csm?id=kb_artic

le&sysparm_arti

cle=KB0110209 

A-HCL-BIGF-

190224/312 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Feb-2024 6.1 

A cross-site 

scripting (XSS) 

vulnerability in the 

Web Reports 

component of HCL 

BigFix Platform can 

possibly allow an 

attack to exploit an 

application 

parameter during 

execution of the 

Save Report.  

 

CVE ID : CVE-

2023-37528 

https://support

.hcltechsw.com/

csm?id=kb_artic

le&sysparm_arti

cle=KB0110209 

A-HCL-BIGF-

190224/313 

Improper 

Neutralizat

ion of 

02-Feb-2024 5.4 
A cross-site 

scripting (XSS) 

vulnerability in the 

https://support

.hcltechsw.com/

csm?id=kb_artic

A-HCL-BIGF-

190224/314 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Web Reports 

component of HCL 

BigFix Platform 

exists due to 

missing a specific 

http header 

attribute.  

 

CVE ID : CVE-

2024-23553 

le&sysparm_arti

cle=KB0110209 

Affected Version(s): From (including) 10.0.0 Up to (excluding) 10.0.11 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 6.1 

A reflected cross-

site scripting (XSS) 

vulnerability in the 

Web Reports 

component of HCL 

BigFix Platform can 

possibly allow an 

attacker to execute 

malicious 

javascript code in 

the application 

session or in 

database, via 

remote injection, 

while rendering 

content in a web 

page.  

 

CVE ID : CVE-

2023-37527 

https://support

.hcltechsw.com/

csm?id=kb_artic

le&sysparm_arti

cle=KB0110209 

A-HCL-BIGF-

190224/315 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Feb-2024 6.1 

A cross-site 

scripting (XSS) 

vulnerability in the 

Web Reports 

component of HCL 

BigFix Platform can 

possibly allow an 

attack to exploit an 

application 

parameter during 

https://support

.hcltechsw.com/

csm?id=kb_artic

le&sysparm_arti

cle=KB0110209 

A-HCL-BIGF-

190224/316 
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execution of the 

Save Report.  

 

CVE ID : CVE-

2023-37528 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 5.4 

A cross-site 

scripting (XSS) 

vulnerability in the 

Web Reports 

component of HCL 

BigFix Platform 

exists due to 

missing a specific 

http header 

attribute.  

 

CVE ID : CVE-

2024-23553 

https://support

.hcltechsw.com/

csm?id=kb_artic

le&sysparm_arti

cle=KB0110209 

A-HCL-BIGF-

190224/317 

Affected Version(s): From (including) 9.5 Up to (excluding) 9.5.24 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 6.1 

A reflected cross-

site scripting (XSS) 

vulnerability in the 

Web Reports 

component of HCL 

BigFix Platform can 

possibly allow an 

attacker to execute 

malicious 

javascript code in 

the application 

session or in 

database, via 

remote injection, 

while rendering 

content in a web 

page.  

 

CVE ID : CVE-

2023-37527 

https://support

.hcltechsw.com/

csm?id=kb_artic

le&sysparm_arti

cle=KB0110209 

A-HCL-BIGF-

190224/318 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Feb-2024 6.1 

A cross-site 

scripting (XSS) 

vulnerability in the 

Web Reports 

component of HCL 

BigFix Platform can 

possibly allow an 

attack to exploit an 

application 

parameter during 

execution of the 

Save Report.  

 

CVE ID : CVE-

2023-37528 

https://support

.hcltechsw.com/

csm?id=kb_artic

le&sysparm_arti

cle=KB0110209 

A-HCL-BIGF-

190224/319 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 5.4 

A cross-site 

scripting (XSS) 

vulnerability in the 

Web Reports 

component of HCL 

BigFix Platform 

exists due to 

missing a specific 

http header 

attribute.  

 

CVE ID : CVE-

2024-23553 

https://support

.hcltechsw.com/

csm?id=kb_artic

le&sysparm_arti

cle=KB0110209 

A-HCL-BIGF-

190224/320 

Vendor: hcltechsw 

Product: hcl_devops_deploy 

Affected Version(s): 8.0.0.0 

N/A 03-Feb-2024 5.5 

HCL DevOps 

Deploy / HCL 

Launch (UCD) 

could disclose 

sensitive user 

information when 

installing the 

Windows agent. 

 

https://support

.hcltechsw.com/

csm?id=kb_artic

le&sysparm_arti

cle=KB0110334 

A-HCL-HCL_-

190224/321 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 207 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2024-23550 

Product: hcl_launch 

Affected Version(s): From (including) 7.0.0.0 Up to (excluding) 7.0.5.20 

N/A 03-Feb-2024 5.5 

HCL DevOps 

Deploy / HCL 

Launch (UCD) 

could disclose 

sensitive user 

information when 

installing the 

Windows agent. 

 

CVE ID : CVE-

2024-23550 

https://support

.hcltechsw.com/

csm?id=kb_artic

le&sysparm_arti

cle=KB0110334 

A-HCL-HCL_-

190224/322 

Affected Version(s): From (including) 7.1.0.0 Up to (excluding) 7.1.2.16 

N/A 03-Feb-2024 5.5 

HCL DevOps 

Deploy / HCL 

Launch (UCD) 

could disclose 

sensitive user 

information when 

installing the 

Windows agent. 

 

CVE ID : CVE-

2024-23550 

https://support

.hcltechsw.com/

csm?id=kb_artic

le&sysparm_arti

cle=KB0110334 

A-HCL-HCL_-

190224/323 

Affected Version(s): From (including) 7.2.0.0 Up to (excluding) 7.2.3.9 

N/A 03-Feb-2024 5.5 

HCL DevOps 

Deploy / HCL 

Launch (UCD) 

could disclose 

sensitive user 

information when 

installing the 

Windows agent. 

 

CVE ID : CVE-

2024-23550 

https://support

.hcltechsw.com/

csm?id=kb_artic

le&sysparm_arti

cle=KB0110334 

A-HCL-HCL_-

190224/324 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 208 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): From (including) 7.3.0.0 Up to (excluding) 7.3.2.4 

N/A 03-Feb-2024 5.5 

HCL DevOps 

Deploy / HCL 

Launch (UCD) 

could disclose 

sensitive user 

information when 

installing the 

Windows agent. 

 

CVE ID : CVE-

2024-23550 

https://support

.hcltechsw.com/

csm?id=kb_artic

le&sysparm_arti

cle=KB0110334 

A-HCL-HCL_-

190224/325 

Vendor: hipresta 

Product: gift_wrapping_pro 

Affected Version(s): * Up to (excluding) 1.4.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

07-Feb-2024 9.8 

SQL Injection 

vulnerability in 

HiPresta "Gift 

Wrapping Pro" 

(hiadvancedgiftwra

pping) module for 

PrestaShop before 

version 1.4.1, 

allows remote 

attackers to 

escalate privileges 

and obtain 

sensitive 

information via the 

HiAdvancedGiftWr

appingGiftWrappin

gModuleFrontCont

roller::addGiftWra

ppingCartValue() 

method. 

CVE ID : CVE-

2024-24303 

N/A 
A-HIP-GIFT-

190224/326 

Vendor: hookturn 

Product: advanced_forms_for_acf 

Affected Version(s): * Up to (including) 1.9.3.2 
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Missing 

Authorizati

on 

05-Feb-2024 5.3 

The Advanced 

Forms for ACF 

plugin for 

WordPress is 

vulnerable to 

unauthorized 

access of data due 

to a missing 

capability check on 

the 

export_json_file() 

function in all 

versions up to, and 

including, 1.9.3.2. 

This makes it 

possible for 

unauthenticated 

attackers to export 

form settings. 

CVE ID : CVE-

2024-1121 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=303

1007%40advan

ced-

forms&new=30

31007%40adva

nced-

forms&sfp_emai

l=&sfph_mail= 

A-HOO-ADVA-

190224/327 

Vendor: hotel_management_system_project 

Product: hotel_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Feb-2024 9.8 

Code-projects 

Hotel Managment 

System 1.0, allows 

SQL Injection via 

the 'sid' parameter 

in 

Hotel/admin/show

.php?sid=2. 

CVE ID : CVE-

2024-25314 

N/A 
A-HOT-HOTE-

190224/328 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

09-Feb-2024 9.8 

Code-projects 

Hotel Managment 

System 1.0, allows 

SQL Injection via 

the 'rid' parameter 

in 

N/A 
A-HOT-HOTE-

190224/329 
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('SQL 

Injection') 

Hotel/admin/room

book.php?rid=2. 

CVE ID : CVE-

2024-25315 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Feb-2024 9.8 

Code-projects 

Hotel Managment 

System 1.0 allows 

SQL Injection via 

the 'eid' parameter 

in 

Hotel/admin/users

ettingdel.php?eid=

2. 

CVE ID : CVE-

2024-25316 

N/A 
A-HOT-HOTE-

190224/330 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Feb-2024 8.8 

Code-projects 

Hotel Managment 

System 1.0 allows 

SQL Injection via 

the 'pid' parameter 

in 

Hotel/admin/print.

php?pid=2. 

CVE ID : CVE-

2024-25318 

N/A 
A-HOT-HOTE-

190224/331 

Vendor: howardehrenberg 

Product: custom_post_carousels_with_owl 

Affected Version(s): * Up to (including) 1.4.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Howard Ehrenberg 

Custom Post 

Carousels with Owl 

allows Stored 

XSS.This issue 

affects Custom Post 

N/A 
A-HOW-CUST-

190224/332 
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Carousels with 

Owl: from n/a 

through 1.4.6. 

 

 

CVE ID : CVE-

2023-51493 

Vendor: huaxiaerp 

Product: jsherp 

Affected Version(s): 3.3 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

06-Feb-2024 9.8 

jshERP v3.3 is 

vulnerable to 

Arbitrary File 

Upload. The 

jshERP-

boot/systemConfig

/upload interface 

does not check the 

uploaded file type, 

and the biz 

parameter can be 

spliced into the 

upload path, 

resulting in 

arbitrary file 

uploads with 

controllable paths. 

CVE ID : CVE-

2024-24000 

N/A 
A-HUA-JSHE-

190224/333 

Vendor: hugin_project 

Product: hugin 

Affected Version(s): 2022.0.0 

Out-of-

bounds 

Write 

09-Feb-2024 7.8 

An issue in the 

HuginBase::Panora

maMemento::loadP

TScript function of 

Hugin v2022.0.0 

allows attackers to 

cause a heap buffer 

overflow via 

https://bugs.lau

nchpad.net/hug

in/+bug/20250

32 

A-HUG-HUGI-

190224/334 
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parsing a crafted 

image. 

CVE ID : CVE-

2024-25442 

Use After 

Free 
09-Feb-2024 7.8 

An issue in the 

HuginBase::ImageV

ariable<double>::li

nkWith function of 

Hugin v2022.0.0 

allows attackers to 

cause a heap-use-

after-free via 

parsing a crafted 

image. 

CVE ID : CVE-

2024-25443 

https://bugs.lau

nchpad.net/hug

in/+bug/20250

35 

A-HUG-HUGI-

190224/335 

Reachable 

Assertion 
09-Feb-2024 7.8 

Improper handling 

of values in 

HuginBase::PTools:

:Transform::transf

orm of Hugin 

2022.0.0 leads to 

an assertion 

failure. 

CVE ID : CVE-

2024-25445 

https://bugs.lau

nchpad.net/hug

in/+bug/20250

38 

A-HUG-HUGI-

190224/336 

Out-of-

bounds 

Write 

09-Feb-2024 7.8 

An issue in the 

HuginBase::PTools:

:setDestImage 

function of Hugin 

v2022.0.0 allows 

attackers to cause a 

heap buffer 

overflow via 

parsing a crafted 

image. 

CVE ID : CVE-

2024-25446 

https://bugs.lau

nchpad.net/hug

in/+bug/20250

37 

A-HUG-HUGI-

190224/337 

Vendor: hwk 

Product: wp_404_auto_redirect_to_similar_post 
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Affected Version(s): * Up to (including) 1.0.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 6.1 

The WP 404 Auto 

Redirect to Similar 

Post plugin for 

WordPress is 

vulnerable to 

Reflected Cross-

Site Scripting via 

the ‘request’ 

parameter in all 

versions up to, and 

including, 1.0.3 due 

to insufficient 

input sanitization 

and output 

escaping. This 

makes it possible 

for 

unauthenticated 

attackers to inject 

arbitrary web 

scripts in pages 

that execute if they 

can successfully 

trick a user into 

performing an 

action such as 

clicking on a link. 

CVE ID : CVE-

2024-0509 

https://plugins.

trac.wordpress.

org/changeset/

3031134/wp-

404-auto-

redirect-to-

similar-

post/trunk/incl

udes/ajax.php 

A-HWK-WP_4-

190224/338 

Vendor: IBM 

Product: aspera_faspex 

Affected Version(s): * Up to (excluding) 5.0.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 5.4 

IBM Aspera Faspex 

5.0.6 is vulnerable 

to stored cross-site 

scripting. This 

vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/236441, 

https://www.ib

m.com/support

/pages/node/7

111778 

A-IBM-ASPE-

190224/339 
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altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

236441. 

CVE ID : CVE-

2022-40744 

Product: business_automation_workflow 

Affected Version(s): 20.0.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

A-IBM-BUSI-

190224/340 

Affected Version(s): 20.0.0.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

A-IBM-BUSI-

190224/341 
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Generation 

('Cross-site 

Scripting') 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

Affected Version(s): 21.0.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

A-IBM-BUSI-

190224/342 

Affected Version(s): 21.0.3 

Improper 

Neutralizat
04-Feb-2024 5.4 IBM Business 

Automation 

https://exchang

e.xforce.ibmclou

A-IBM-BUSI-

190224/343 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

Affected Version(s): 22.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

A-IBM-BUSI-

190224/344 
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CVE ID : CVE-

2023-50947 

Affected Version(s): 22.0.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

A-IBM-BUSI-

190224/345 

Affected Version(s): 23.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

A-IBM-BUSI-

190224/346 
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disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

Affected Version(s): 23.0.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

A-IBM-BUSI-

190224/347 

Affected Version(s): From (including) 19.0.0.1 Up to (including) 19.0.0.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

A-IBM-BUSI-

190224/348 
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intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

Affected Version(s): From (including) 21.0.1 Up to (including) 21.0.3.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

A-IBM-BUSI-

190224/349 

Product: cloud_pak_for_business_automation 

Affected Version(s): 21.0.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

A-IBM-CLOU-

190224/350 
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('Cross-site 

Scripting') 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

Affected Version(s): 22.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

A-IBM-CLOU-

190224/351 

Affected Version(s): 22.0.2 

Improper 

Neutralizat

ion of 

04-Feb-2024 5.4 
IBM Business 

Automation 

Workflow 22.0.2, 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

A-IBM-CLOU-

190224/352 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

Affected Version(s): 23.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

A-IBM-CLOU-

190224/353 
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Affected Version(s): 23.0.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

A-IBM-CLOU-

190224/354 

Affected Version(s): 21.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

A-IBM-CLOU-

190224/355 
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IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

Affected Version(s): From (including) 18.0.0 Up to (including) 18.0.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

A-IBM-CLOU-

190224/356 

Affected Version(s): From (including) 19.0.1 Up to (including) 19.0.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

A-IBM-CLOU-

190224/357 
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potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

Affected Version(s): From (including) 20.0.1 Up to (including) 20.0.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

04-Feb-2024 5.4 

IBM Business 

Automation 

Workflow 22.0.2, 

23.0.1, and 23.0.2 

is vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

275665. 

CVE ID : CVE-

2023-50947 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275665, 

https://www.ib

m.com/support

/pages/node/7

114419, 

https://www.ib

m.com/support

/pages/node/7

114430 

A-IBM-CLOU-

190224/358 

Product: cloud_pak_system 

Affected Version(s): 2.3.1.1 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

02-Feb-2024 7.5 

IBM Cloud Pak 

System 2.3.1.1, 

2.3.2.0, and 2.3.3.7 

uses an inadequate 

account lockout 

setting that could 

allow a remote 

attacker to brute 

force account 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/260733, 

https://www.ib

m.com/support

/pages/node/7

105357 

A-IBM-CLOU-

190224/359 
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credentials.  IBM X-

Force ID:  260733. 

CVE ID : CVE-

2023-38273 

Affected Version(s): 2.3.2.0 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

02-Feb-2024 7.5 

IBM Cloud Pak 

System 2.3.1.1, 

2.3.2.0, and 2.3.3.7 

uses an inadequate 

account lockout 

setting that could 

allow a remote 

attacker to brute 

force account 

credentials.  IBM X-

Force ID:  260733. 

CVE ID : CVE-

2023-38273 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/260733, 

https://www.ib

m.com/support

/pages/node/7

105357 

A-IBM-CLOU-

190224/360 

Affected Version(s): 2.3.3.7 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

02-Feb-2024 7.5 

IBM Cloud Pak 

System 2.3.1.1, 

2.3.2.0, and 2.3.3.7 

uses an inadequate 

account lockout 

setting that could 

allow a remote 

attacker to brute 

force account 

credentials.  IBM X-

Force ID:  260733. 

CVE ID : CVE-

2023-38273 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/260733, 

https://www.ib

m.com/support

/pages/node/7

105357 

A-IBM-CLOU-

190224/361 

Affected Version(s): From (including) 2.3.3.0 Up to (including) 2.3.3.6 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

02-Feb-2024 7.5 

IBM Cloud Pak 

System 2.3.1.1, 

2.3.2.0, and 2.3.3.7 

uses an inadequate 

account lockout 

setting that could 

allow a remote 

attacker to brute 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/260733, 

https://www.ib

m.com/support

/pages/node/7

105357 

A-IBM-CLOU-

190224/362 
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force account 

credentials.  IBM X-

Force ID:  260733. 

CVE ID : CVE-

2023-38273 

Product: devops_deploy 

Affected Version(s): 8.0.0.0 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

06-Feb-2024 5.5 

IBM UrbanCode 

Deploy (UCD) 7.0 

through 7.0.5.19, 

7.1 through 

7.1.2.15, 7.2 

through 7.2.3.8, 7.3 

through 7.3.2.3, 

and IBM 

UrbanCode Deploy 

(UCD) - IBM 

DevOps Deploy 

8.0.0.0 could 

disclose sensitive 

user information 

when installing the 

Windows agent.  

IBM X-Force ID:  

279971. 

CVE ID : CVE-

2024-22331 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279971, 

https://www.ib

m.com/support

/pages/node/7

114131 

A-IBM-DEVO-

190224/363 

Product: engineering_lifecycle_optimization 

Affected Version(s): 7.0.2 

Insufficient 

Session 

Expiration 

09-Feb-2024 8.8 

IBM Engineering 

Lifecycle 

Optimization - 

Publishing 7.0.2 

and 7.0.3 does not 

invalidate session 

after logout which 

could allow an 

authenticated user 

to impersonate 

another user on the 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/268749, 

https://www.ib

m.com/support

/pages/node/7

116045 

A-IBM-ENGI-

190224/364 
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system.  IBM X-

Force ID:  268749. 

CVE ID : CVE-

2023-45187 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

09-Feb-2024 7.5 

IBM Engineering 

Lifecycle 

Optimization 7.0.2 

and 7.0.3 uses an 

inadequate account 

lockout setting that 

could allow a 

remote attacker to 

brute force account 

credentials.  IBM X-

Force ID:  268755. 

CVE ID : CVE-

2023-45191 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/268755, 

https://www.ib

m.com/support

/pages/node/7

116045 

A-IBM-ENGI-

190224/365 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

09-Feb-2024 6.1 

IBM Engineering 

Lifecycle 

Optimization 7.0.2 

and 7.0.3 is 

vulnerable to HTTP 

header injection, 

caused by 

improper 

validation of input 

by the HOST 

headers.  This 

could allow an 

attacker to conduct 

various attacks 

against the 

vulnerable system, 

including cross-site 

scripting, cache 

poisoning or 

session hijacking.  

IBM X-Force ID:  

268754. 

CVE ID : CVE-

2023-45190 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/268754, 

https://www.ib

m.com/support

/pages/node/7

116045 

A-IBM-ENGI-

190224/366 

Affected Version(s): 7.0.3 
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Insufficient 

Session 

Expiration 

09-Feb-2024 8.8 

IBM Engineering 

Lifecycle 

Optimization - 

Publishing 7.0.2 

and 7.0.3 does not 

invalidate session 

after logout which 

could allow an 

authenticated user 

to impersonate 

another user on the 

system.  IBM X-

Force ID:  268749. 

CVE ID : CVE-

2023-45187 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/268749, 

https://www.ib

m.com/support

/pages/node/7

116045 

A-IBM-ENGI-

190224/367 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

09-Feb-2024 7.5 

IBM Engineering 

Lifecycle 

Optimization 7.0.2 

and 7.0.3 uses an 

inadequate account 

lockout setting that 

could allow a 

remote attacker to 

brute force account 

credentials.  IBM X-

Force ID:  268755. 

CVE ID : CVE-

2023-45191 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/268755, 

https://www.ib

m.com/support

/pages/node/7

116045 

A-IBM-ENGI-

190224/368 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

09-Feb-2024 6.1 

IBM Engineering 

Lifecycle 

Optimization 7.0.2 

and 7.0.3 is 

vulnerable to HTTP 

header injection, 

caused by 

improper 

validation of input 

by the HOST 

headers.  This 

could allow an 

attacker to conduct 

various attacks 

against the 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/268754, 

https://www.ib

m.com/support

/pages/node/7

116045 

A-IBM-ENGI-

190224/369 
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vulnerable system, 

including cross-site 

scripting, cache 

poisoning or 

session hijacking.  

IBM X-Force ID:  

268754. 

CVE ID : CVE-

2023-45190 

Product: maximo_asset_management 

Affected Version(s): 7.6.1.3 

Improper 

Access 

Control 

02-Feb-2024 9.8 

IBM Maximo Asset 

Management 

7.6.1.3 could allow 

a remote attacker 

to log into the 

admin panel due to 

improper access 

controls.  IBM X-

Force ID:  255073. 

CVE ID : CVE-

2023-32333 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/255073, 

https://www.ib

m.com/support

/pages/node/7

112388 

A-IBM-MAXI-

190224/370 

Product: operational_decision_manager 

Affected Version(s): 8.10.3 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

02-Feb-2024 9.8 

 

IBM Operational 

Decision Manager 

8.10.3, 8.10.4, 

8.10.5.1, 8.11, 

8.11.0.1, and 

8.12.0.1 is 

susceptible to 

remote code 

execution attack 

via JNDI injection 

when passing an 

unchecked 

argument to a 

certain API.  IBM X-

Force ID:  279145. 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279145, 

https://www.ib

m.com/support

/pages/node/7

112382 

A-IBM-OPER-

190224/371 
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CVE ID : CVE-

2024-22319 

Deserializa

tion of 

Untrusted 

Data 

02-Feb-2024 8.8 

IBM Operational 

Decision Manager 

8.10.3, 8.10.4, 

8.10.5.1, 8.11, 

8.11.0.1, and 

8.12.0.1 could 

allow a remote 

authenticated 

attacker to execute 

arbitrary code on 

the system, caused 

by an unsafe 

deserialization. By 

sending specially 

crafted request, an 

attacker could 

exploit this 

vulnerability to 

execute arbitrary 

code in the context 

of SYSTEM.  IBM X-

Force ID:  279146. 

CVE ID : CVE-

2024-22320 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279146, 

https://www.ib

m.com/support

/pages/node/7

112382 

A-IBM-OPER-

190224/372 

Affected Version(s): 8.10.4 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

02-Feb-2024 9.8 

 

IBM Operational 

Decision Manager 

8.10.3, 8.10.4, 

8.10.5.1, 8.11, 

8.11.0.1, and 

8.12.0.1 is 

susceptible to 

remote code 

execution attack 

via JNDI injection 

when passing an 

unchecked 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279145, 

https://www.ib

m.com/support

/pages/node/7

112382 

A-IBM-OPER-

190224/373 
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argument to a 

certain API.  IBM X-

Force ID:  279145. 

 

 

CVE ID : CVE-

2024-22319 

Deserializa

tion of 

Untrusted 

Data 

02-Feb-2024 8.8 

IBM Operational 

Decision Manager 

8.10.3, 8.10.4, 

8.10.5.1, 8.11, 

8.11.0.1, and 

8.12.0.1 could 

allow a remote 

authenticated 

attacker to execute 

arbitrary code on 

the system, caused 

by an unsafe 

deserialization. By 

sending specially 

crafted request, an 

attacker could 

exploit this 

vulnerability to 

execute arbitrary 

code in the context 

of SYSTEM.  IBM X-

Force ID:  279146. 

CVE ID : CVE-

2024-22320 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279146, 

https://www.ib

m.com/support

/pages/node/7

112382 

A-IBM-OPER-

190224/374 

Affected Version(s): 8.10.5.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

02-Feb-2024 9.8 

 

IBM Operational 

Decision Manager 

8.10.3, 8.10.4, 

8.10.5.1, 8.11, 

8.11.0.1, and 

8.12.0.1 is 

susceptible to 

remote code 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279145, 

https://www.ib

m.com/support

/pages/node/7

112382 

A-IBM-OPER-

190224/375 
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t 

('Injection'

) 

execution attack 

via JNDI injection 

when passing an 

unchecked 

argument to a 

certain API.  IBM X-

Force ID:  279145. 

 

 

CVE ID : CVE-

2024-22319 

Deserializa

tion of 

Untrusted 

Data 

02-Feb-2024 8.8 

IBM Operational 

Decision Manager 

8.10.3, 8.10.4, 

8.10.5.1, 8.11, 

8.11.0.1, and 

8.12.0.1 could 

allow a remote 

authenticated 

attacker to execute 

arbitrary code on 

the system, caused 

by an unsafe 

deserialization. By 

sending specially 

crafted request, an 

attacker could 

exploit this 

vulnerability to 

execute arbitrary 

code in the context 

of SYSTEM.  IBM X-

Force ID:  279146. 

CVE ID : CVE-

2024-22320 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279146, 

https://www.ib

m.com/support

/pages/node/7

112382 

A-IBM-OPER-

190224/376 

Affected Version(s): 8.11 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

02-Feb-2024 9.8 

 

IBM Operational 

Decision Manager 

8.10.3, 8.10.4, 

8.10.5.1, 8.11, 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279145, 

https://www.ib

m.com/support

A-IBM-OPER-

190224/377 
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Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

8.11.0.1, and 

8.12.0.1 is 

susceptible to 

remote code 

execution attack 

via JNDI injection 

when passing an 

unchecked 

argument to a 

certain API.  IBM X-

Force ID:  279145. 

 

 

CVE ID : CVE-

2024-22319 

/pages/node/7

112382 

Deserializa

tion of 

Untrusted 

Data 

02-Feb-2024 8.8 

IBM Operational 

Decision Manager 

8.10.3, 8.10.4, 

8.10.5.1, 8.11, 

8.11.0.1, and 

8.12.0.1 could 

allow a remote 

authenticated 

attacker to execute 

arbitrary code on 

the system, caused 

by an unsafe 

deserialization. By 

sending specially 

crafted request, an 

attacker could 

exploit this 

vulnerability to 

execute arbitrary 

code in the context 

of SYSTEM.  IBM X-

Force ID:  279146. 

CVE ID : CVE-

2024-22320 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279146, 

https://www.ib

m.com/support

/pages/node/7

112382 

A-IBM-OPER-

190224/378 

Affected Version(s): 8.11.0.1 
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Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

02-Feb-2024 9.8 

 

IBM Operational 

Decision Manager 

8.10.3, 8.10.4, 

8.10.5.1, 8.11, 

8.11.0.1, and 

8.12.0.1 is 

susceptible to 

remote code 

execution attack 

via JNDI injection 

when passing an 

unchecked 

argument to a 

certain API.  IBM X-

Force ID:  279145. 

 

 

CVE ID : CVE-

2024-22319 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279145, 

https://www.ib

m.com/support

/pages/node/7

112382 

A-IBM-OPER-

190224/379 

Deserializa

tion of 

Untrusted 

Data 

02-Feb-2024 8.8 

IBM Operational 

Decision Manager 

8.10.3, 8.10.4, 

8.10.5.1, 8.11, 

8.11.0.1, and 

8.12.0.1 could 

allow a remote 

authenticated 

attacker to execute 

arbitrary code on 

the system, caused 

by an unsafe 

deserialization. By 

sending specially 

crafted request, an 

attacker could 

exploit this 

vulnerability to 

execute arbitrary 

code in the context 

of SYSTEM.  IBM X-

Force ID:  279146. 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279146, 

https://www.ib

m.com/support

/pages/node/7

112382 

A-IBM-OPER-

190224/380 
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CVE ID : CVE-

2024-22320 

Affected Version(s): 8.12.0.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

02-Feb-2024 9.8 

 

IBM Operational 

Decision Manager 

8.10.3, 8.10.4, 

8.10.5.1, 8.11, 

8.11.0.1, and 

8.12.0.1 is 

susceptible to 

remote code 

execution attack 

via JNDI injection 

when passing an 

unchecked 

argument to a 

certain API.  IBM X-

Force ID:  279145. 

 

 

CVE ID : CVE-

2024-22319 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279145, 

https://www.ib

m.com/support

/pages/node/7

112382 

A-IBM-OPER-

190224/381 

Deserializa

tion of 

Untrusted 

Data 

02-Feb-2024 8.8 

IBM Operational 

Decision Manager 

8.10.3, 8.10.4, 

8.10.5.1, 8.11, 

8.11.0.1, and 

8.12.0.1 could 

allow a remote 

authenticated 

attacker to execute 

arbitrary code on 

the system, caused 

by an unsafe 

deserialization. By 

sending specially 

crafted request, an 

attacker could 

exploit this 

vulnerability to 

execute arbitrary 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279146, 

https://www.ib

m.com/support

/pages/node/7

112382 

A-IBM-OPER-

190224/382 
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code in the context 

of SYSTEM.  IBM X-

Force ID:  279146. 

CVE ID : CVE-

2024-22320 

Product: powersc 

Affected Version(s): 1.3 

Incorrect 

Compariso

n 

02-Feb-2024 9.8 

IBM PowerSC 1.3, 

2.0, and 2.1 uses 

Cross-Origin 

Resource Sharing 

(CORS) which 

could allow an 

attacker to carry 

out privileged 

actions and 

retrieve sensitive 

information as the 

domain name is 

not being limited to 

only trusted 

domains.  IBM X-

Force ID:  275130. 

 

 

CVE ID : CVE-

2023-50940 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275130, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/383 

Insufficient 

Session 

Expiration 

02-Feb-2024 8.8 

IBM PowerSC 1.3, 

2.0, and 2.1 does 

not invalidate 

session after logout 

which could allow 

an authenticated 

user to 

impersonate 

another user on the 

system.  IBM X-

Force ID:  275116. 

 

 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275116, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/384 
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CVE ID : CVE-

2023-50936 

Use of a 

Broken or 

Risky 

Cryptograp

hic 

Algorithm 

02-Feb-2024 7.5 

IBM PowerSC 1.3, 

2.0, and 2.1 uses 

weaker than 

expected 

cryptographic 

algorithms that 

could allow an 

attacker to decrypt 

highly sensitive 

information.  IBM 

X-Force ID:  

275129. 

CVE ID : CVE-

2023-50939 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275129, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/385 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

02-Feb-2024 7.5 

IBM PowerSC 1.3, 

2.0, and 2.1 uses an 

inadequate account 

lockout setting that 

could allow a 

remote attacker to 

brute force account 

credentials.  IBM X-

Force ID:  275107. 

 

 

CVE ID : CVE-

2023-50326 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275107, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/386 

Use of a 

Broken or 

Risky 

Cryptograp

hic 

Algorithm 

02-Feb-2024 7.5 

IBM PowerSC 1.3, 

2.0, and 2.1 uses 

weaker than 

expected 

cryptographic 

algorithms that 

could allow an 

attacker to decrypt 

highly sensitive 

information.  IBM 

X-Force ID:  

275117. 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275117, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/387 
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CVE ID : CVE-

2023-50937 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

02-Feb-2024 7.5 

IBM PowerSC 1.3, 

2.0, and 2.1 MFA 

does not 

implement the 

"HTTP Strict 

Transport 

Security" (HSTS) 

web security policy 

mechanism.  IBM 

X-Force ID:  

276004. 

 

 

CVE ID : CVE-

2023-50962 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/276004, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/388 

Direct 

Request 

('Forced 

Browsing') 

02-Feb-2024 6.5 

IBM PowerSC 1.3, 

2.0, and 2.1 fails to 

properly restrict 

access to a URL or 

resource, which 

may allow a 

remote attacker to 

obtain 

unauthorized 

access to 

application 

functionality 

and/or resources.  

IBM X-Force ID:  

275115. 

 

 

CVE ID : CVE-

2023-50935 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275115, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/389 

Improper 

Neutralizat
02-Feb-2024 6.1 IBM PowerSC 1.3, 

2.0, and 2.1 is 

https://exchang

e.xforce.ibmclou

A-IBM-POWE-

190224/390 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

vulnerable to 

HTML injection. A 

remote attacker 

could inject 

malicious HTML 

code, which when 

viewed, would be 

executed in the 

victim's Web 

browser within the 

security context of 

the hosting site.  

IBM X-Force ID:  

275113. 

 

 

CVE ID : CVE-

2023-50933 

d.com/vulnerab

ilities/275113, 

https://www.ib

m.com/support

/pages/node/7

113759 

Session 

Fixation 
02-Feb-2024 5.4 

IBM PowerSC 1.3, 

2.0, and 2.1 does 

not provide logout 

functionality, 

which could allow 

an authenticated 

user to gain access 

to an unauthorized 

user using session 

fixation.  IBM X-

Force ID:  275131. 

 

 

CVE ID : CVE-

2023-50941 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275131, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/391 

Interpretat

ion Conflict 
02-Feb-2024 5.3 

IBM PowerSC 1.3, 

2.0, and 2.1 uses 

insecure HTTP 

methods which 

could allow a 

remote attacker to 

perform 

unauthorized file 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275109, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/392 
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request 

modification.  IBM 

X-Force ID:  

275109. 

 

 

CVE ID : CVE-

2023-50327 

Exposure 

of 

Resource 

to Wrong 

Sphere 

02-Feb-2024 5.3 

IBM PowerSC 1.3, 

2.0, and 2.1 may 

allow a remote 

attacker to view 

session identifiers 

passed via URL 

query strings.  IBM 

X-Force ID:  

275110. 

 

 

CVE ID : CVE-

2023-50328 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275110, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/393 

Improper 

Authentica

tion 

02-Feb-2024 5.3 

IBM PowerSC 1.3, 

2.0, and 2.1 uses 

single-factor 

authentication 

which can lead to 

unnecessary risk of 

compromise when 

compared with the 

benefits of a dual-

factor 

authentication 

scheme.  IBM X-

Force ID:  275114. 

 

 

CVE ID : CVE-

2023-50934 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275114, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/394 

User 

Interface 
02-Feb-2024 4.3 IBM PowerSC 1.3, 

2.0, and 2.1 could 

https://exchang

e.xforce.ibmclou

A-IBM-POWE-

190224/395 
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(UI) 

Misreprese

ntation of 

Critical 

Informatio

n 

allow a remote 

attacker to hijack 

the clicking action 

of the victim. By 

persuading a 

victim to visit a 

malicious Web site, 

a remote attacker 

could exploit this 

vulnerability to 

hijack the victim's 

click actions and 

possibly launch 

further attacks 

against the victim.  

IBM X-Force ID:  

275128. 

 

 

CVE ID : CVE-

2023-50938 

d.com/vulnerab

ilities/275128, 

https://www.ib

m.com/support

/pages/node/7

113759 

Affected Version(s): 2.0 

Incorrect 

Compariso

n 

02-Feb-2024 9.8 

IBM PowerSC 1.3, 

2.0, and 2.1 uses 

Cross-Origin 

Resource Sharing 

(CORS) which 

could allow an 

attacker to carry 

out privileged 

actions and 

retrieve sensitive 

information as the 

domain name is 

not being limited to 

only trusted 

domains.  IBM X-

Force ID:  275130. 

 

 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275130, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/396 
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CVE ID : CVE-

2023-50940 

Insufficient 

Session 

Expiration 

02-Feb-2024 8.8 

IBM PowerSC 1.3, 

2.0, and 2.1 does 

not invalidate 

session after logout 

which could allow 

an authenticated 

user to 

impersonate 

another user on the 

system.  IBM X-

Force ID:  275116. 

 

 

CVE ID : CVE-

2023-50936 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275116, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/397 

Use of a 

Broken or 

Risky 

Cryptograp

hic 

Algorithm 

02-Feb-2024 7.5 

IBM PowerSC 1.3, 

2.0, and 2.1 uses 

weaker than 

expected 

cryptographic 

algorithms that 

could allow an 

attacker to decrypt 

highly sensitive 

information.  IBM 

X-Force ID:  

275129. 

CVE ID : CVE-

2023-50939 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275129, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/398 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

02-Feb-2024 7.5 

IBM PowerSC 1.3, 

2.0, and 2.1 uses an 

inadequate account 

lockout setting that 

could allow a 

remote attacker to 

brute force account 

credentials.  IBM X-

Force ID:  275107. 

 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275107, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/399 
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CVE ID : CVE-

2023-50326 

Use of a 

Broken or 

Risky 

Cryptograp

hic 

Algorithm 

02-Feb-2024 7.5 

IBM PowerSC 1.3, 

2.0, and 2.1 uses 

weaker than 

expected 

cryptographic 

algorithms that 

could allow an 

attacker to decrypt 

highly sensitive 

information.  IBM 

X-Force ID:  

275117. 

 

 

CVE ID : CVE-

2023-50937 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275117, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/400 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

02-Feb-2024 7.5 

IBM PowerSC 1.3, 

2.0, and 2.1 MFA 

does not 

implement the 

"HTTP Strict 

Transport 

Security" (HSTS) 

web security policy 

mechanism.  IBM 

X-Force ID:  

276004. 

 

 

CVE ID : CVE-

2023-50962 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/276004, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/401 

Direct 

Request 

('Forced 

Browsing') 

02-Feb-2024 6.5 

IBM PowerSC 1.3, 

2.0, and 2.1 fails to 

properly restrict 

access to a URL or 

resource, which 

may allow a 

remote attacker to 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275115, 

https://www.ib

m.com/support

A-IBM-POWE-

190224/402 
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obtain 

unauthorized 

access to 

application 

functionality 

and/or resources.  

IBM X-Force ID:  

275115. 

 

 

CVE ID : CVE-

2023-50935 

/pages/node/7

113759 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 6.1 

IBM PowerSC 1.3, 

2.0, and 2.1 is 

vulnerable to 

HTML injection. A 

remote attacker 

could inject 

malicious HTML 

code, which when 

viewed, would be 

executed in the 

victim's Web 

browser within the 

security context of 

the hosting site.  

IBM X-Force ID:  

275113. 

 

 

CVE ID : CVE-

2023-50933 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275113, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/403 

Session 

Fixation 
02-Feb-2024 5.4 

IBM PowerSC 1.3, 

2.0, and 2.1 does 

not provide logout 

functionality, 

which could allow 

an authenticated 

user to gain access 

to an unauthorized 

user using session 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275131, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/404 
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fixation.  IBM X-

Force ID:  275131. 

 

 

CVE ID : CVE-

2023-50941 

Interpretat

ion Conflict 
02-Feb-2024 5.3 

IBM PowerSC 1.3, 

2.0, and 2.1 uses 

insecure HTTP 

methods which 

could allow a 

remote attacker to 

perform 

unauthorized file 

request 

modification.  IBM 

X-Force ID:  

275109. 

 

 

CVE ID : CVE-

2023-50327 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275109, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/405 

Exposure 

of 

Resource 

to Wrong 

Sphere 

02-Feb-2024 5.3 

IBM PowerSC 1.3, 

2.0, and 2.1 may 

allow a remote 

attacker to view 

session identifiers 

passed via URL 

query strings.  IBM 

X-Force ID:  

275110. 

 

 

CVE ID : CVE-

2023-50328 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275110, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/406 

Improper 

Authentica

tion 

02-Feb-2024 5.3 

IBM PowerSC 1.3, 

2.0, and 2.1 uses 

single-factor 

authentication 

which can lead to 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275114, 

https://www.ib

A-IBM-POWE-

190224/407 
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unnecessary risk of 

compromise when 

compared with the 

benefits of a dual-

factor 

authentication 

scheme.  IBM X-

Force ID:  275114. 

 

 

CVE ID : CVE-

2023-50934 

m.com/support

/pages/node/7

113759 

User 

Interface 

(UI) 

Misreprese

ntation of 

Critical 

Informatio

n 

02-Feb-2024 4.3 

IBM PowerSC 1.3, 

2.0, and 2.1 could 

allow a remote 

attacker to hijack 

the clicking action 

of the victim. By 

persuading a 

victim to visit a 

malicious Web site, 

a remote attacker 

could exploit this 

vulnerability to 

hijack the victim's 

click actions and 

possibly launch 

further attacks 

against the victim.  

IBM X-Force ID:  

275128. 

 

 

CVE ID : CVE-

2023-50938 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275128, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/408 

Affected Version(s): 2.1 

Incorrect 

Compariso

n 

02-Feb-2024 9.8 

IBM PowerSC 1.3, 

2.0, and 2.1 uses 

Cross-Origin 

Resource Sharing 

(CORS) which 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275130, 

https://www.ib

A-IBM-POWE-

190224/409 
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could allow an 

attacker to carry 

out privileged 

actions and 

retrieve sensitive 

information as the 

domain name is 

not being limited to 

only trusted 

domains.  IBM X-

Force ID:  275130. 

 

 

CVE ID : CVE-

2023-50940 

m.com/support

/pages/node/7

113759 

Insufficient 

Session 

Expiration 

02-Feb-2024 8.8 

IBM PowerSC 1.3, 

2.0, and 2.1 does 

not invalidate 

session after logout 

which could allow 

an authenticated 

user to 

impersonate 

another user on the 

system.  IBM X-

Force ID:  275116. 

 

 

CVE ID : CVE-

2023-50936 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275116, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/410 

Use of a 

Broken or 

Risky 

Cryptograp

hic 

Algorithm 

02-Feb-2024 7.5 

IBM PowerSC 1.3, 

2.0, and 2.1 uses 

weaker than 

expected 

cryptographic 

algorithms that 

could allow an 

attacker to decrypt 

highly sensitive 

information.  IBM 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275129, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/411 
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X-Force ID:  

275129. 

CVE ID : CVE-

2023-50939 

Improper 

Restriction 

of 

Excessive 

Authentica

tion 

Attempts 

02-Feb-2024 7.5 

IBM PowerSC 1.3, 

2.0, and 2.1 uses an 

inadequate account 

lockout setting that 

could allow a 

remote attacker to 

brute force account 

credentials.  IBM X-

Force ID:  275107. 

 

 

CVE ID : CVE-

2023-50326 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275107, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/412 

Use of a 

Broken or 

Risky 

Cryptograp

hic 

Algorithm 

02-Feb-2024 7.5 

IBM PowerSC 1.3, 

2.0, and 2.1 uses 

weaker than 

expected 

cryptographic 

algorithms that 

could allow an 

attacker to decrypt 

highly sensitive 

information.  IBM 

X-Force ID:  

275117. 

 

 

CVE ID : CVE-

2023-50937 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275117, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/413 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

02-Feb-2024 7.5 

IBM PowerSC 1.3, 

2.0, and 2.1 MFA 

does not 

implement the 

"HTTP Strict 

Transport 

Security" (HSTS) 

web security policy 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/276004, 

https://www.ib

m.com/support

A-IBM-POWE-

190224/414 
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mechanism.  IBM 

X-Force ID:  

276004. 

 

 

CVE ID : CVE-

2023-50962 

/pages/node/7

113759 

Direct 

Request 

('Forced 

Browsing') 

02-Feb-2024 6.5 

IBM PowerSC 1.3, 

2.0, and 2.1 fails to 

properly restrict 

access to a URL or 

resource, which 

may allow a 

remote attacker to 

obtain 

unauthorized 

access to 

application 

functionality 

and/or resources.  

IBM X-Force ID:  

275115. 

 

 

CVE ID : CVE-

2023-50935 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275115, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/415 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 6.1 

IBM PowerSC 1.3, 

2.0, and 2.1 is 

vulnerable to 

HTML injection. A 

remote attacker 

could inject 

malicious HTML 

code, which when 

viewed, would be 

executed in the 

victim's Web 

browser within the 

security context of 

the hosting site.  

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275113, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/416 
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IBM X-Force ID:  

275113. 

 

 

CVE ID : CVE-

2023-50933 

Session 

Fixation 
02-Feb-2024 5.4 

IBM PowerSC 1.3, 

2.0, and 2.1 does 

not provide logout 

functionality, 

which could allow 

an authenticated 

user to gain access 

to an unauthorized 

user using session 

fixation.  IBM X-

Force ID:  275131. 

 

 

CVE ID : CVE-

2023-50941 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275131, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/417 

Interpretat

ion Conflict 
02-Feb-2024 5.3 

IBM PowerSC 1.3, 

2.0, and 2.1 uses 

insecure HTTP 

methods which 

could allow a 

remote attacker to 

perform 

unauthorized file 

request 

modification.  IBM 

X-Force ID:  

275109. 

 

 

CVE ID : CVE-

2023-50327 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275109, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/418 

Exposure 

of 

Resource 

02-Feb-2024 5.3 
IBM PowerSC 1.3, 

2.0, and 2.1 may 

allow a remote 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

A-IBM-POWE-

190224/419 
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to Wrong 

Sphere 

attacker to view 

session identifiers 

passed via URL 

query strings.  IBM 

X-Force ID:  

275110. 

 

 

CVE ID : CVE-

2023-50328 

ilities/275110, 

https://www.ib

m.com/support

/pages/node/7

113759 

Improper 

Authentica

tion 

02-Feb-2024 5.3 

IBM PowerSC 1.3, 

2.0, and 2.1 uses 

single-factor 

authentication 

which can lead to 

unnecessary risk of 

compromise when 

compared with the 

benefits of a dual-

factor 

authentication 

scheme.  IBM X-

Force ID:  275114. 

 

 

CVE ID : CVE-

2023-50934 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275114, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/420 

User 

Interface 

(UI) 

Misreprese

ntation of 

Critical 

Informatio

n 

02-Feb-2024 4.3 

IBM PowerSC 1.3, 

2.0, and 2.1 could 

allow a remote 

attacker to hijack 

the clicking action 

of the victim. By 

persuading a 

victim to visit a 

malicious Web site, 

a remote attacker 

could exploit this 

vulnerability to 

hijack the victim's 

click actions and 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275128, 

https://www.ib

m.com/support

/pages/node/7

113759 

A-IBM-POWE-

190224/421 
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possibly launch 

further attacks 

against the victim.  

IBM X-Force ID:  

275128. 

 

 

CVE ID : CVE-

2023-50938 

Product: security_access_manager_container 

Affected Version(s): From (including) 10.0.0.0 Up to (including) 10.0.6.1 

Weak 

Password 

Requireme

nts 

07-Feb-2024 7.5 

IBM Security 

Access Manager 

Container 10.0.0.0 

through 10.0.6.1 

does not require 

that docker images 

should have strong 

passwords by 

default, which 

makes it easier for 

attackers to 

compromise user 

accounts.  IBM X-

Force ID:  261196. 

CVE ID : CVE-

2023-38369 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/261196, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/422 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

07-Feb-2024 5.5 

IBM Security 

Access Manager 

Container 10.0.0.0 

through 10.0.6.1 

temporarily stores 

sensitive 

information in files 

that could be 

accessed by a local 

user.  IBM X-Force 

ID:  254657. 

CVE ID : CVE-

2023-31002 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/254657, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/423 
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Product: security_verify_access 

Affected Version(s): From (including) 10.0.0.0 Up to (including) 10.0.6.1 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

07-Feb-2024 9.8 

IBM Security Verify 

Access 10.0.0.0 

through 10.0.6.1 

uses insecure 

protocols in some 

instances that 

could allow an 

attacker on the 

network to take 

control of the 

server.  IBM X-

Force Id:  254957. 

CVE ID : CVE-

2023-32328 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/254657, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/424 

Improper 

Certificate 

Validation 

07-Feb-2024 9.8 

IBM Security Verify 

Access 10.0.0.0 

through 10.0.6.1 

uses insecure calls 

that could allow an 

attacker on the 

network to take 

control of the 

server.  IBM X-

Force ID:  254977. 

CVE ID : CVE-

2023-32330 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/425 

Channel 

Accessible 

by Non-

Endpoint 

03-Feb-2024 9 

IBM Security 

Access Manager 

Container (IBM 

Security Verify 

Access Appliance 

10.0.0.0 through 

10.0.6.1 and IBM 

Security Verify 

Access Docker 

10.0.0.0 through 

10.0.6.1) could 

allow a remote 

attacker to gain 

access to the 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/254765, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/426 
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underlying system 

using man in the 

middle techniques.  

IBM X-Force ID:  

254765. 

CVE ID : CVE-

2023-31004 

Improper 

Privilege 

Manageme

nt 

03-Feb-2024 7.8 

IBM Security 

Access Manager 

Container (IBM 

Security Verify 

Access Appliance 

10.0.0.0 through 

10.0.6.1 and IBM 

Security Verify 

Access Docker 

10.0.0.0 through 

10.0.6.1) could 

allow a local user 

to escalate their 

privileges due to an 

improper security 

configuration.  IBM 

X-Force ID:  

254767. 

CVE ID : CVE-

2023-31005 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/254767, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/427 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Feb-2024 7.5 

IBM Security 

Access Manager 

Container (IBM 

Security Verify 

Access Appliance 

10.0.0.0 through 

10.0.6.1 and IBM 

Security Verify 

Access Docker 

10.0.0.0 through 

10.0.6.1) could 

allow an attacker 

to cause a denial of 

service due to 

uncontrolled 

resource 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/254651, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/428 
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consumption.  IBM 

X-Force ID:  

254651. 

CVE ID : CVE-

2023-30999 

N/A 03-Feb-2024 7.5 

IBM Security 

Access Manager 

Container (IBM 

Security Verify 

Access Appliance 

10.0.0.0 through 

10.0.6.1 and IBM 

Security Verify 

Access Docker 

10.0.0.0 through 

10.0.6.1) is 

vulnerable to a 

denial of service 

attacks on the DSC 

server.  IBM X-

Force ID:  254776. 

CVE ID : CVE-

2023-31006 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/254776, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/429 

Weak 

Password 

Requireme

nts 

03-Feb-2024 7.3 

IBM Security 

Access Manager 

Container (IBM 

Security Verify 

Access Appliance 

10.0.0.0 through 

10.0.6.1 and IBM 

Security Verify 

Access Docker 

10.0.0.0 through 

10.0.6.1) could 

allow a remote 

user to log into the 

server due to a 

user account with 

an empty 

password.  IBM X-

Force ID:  266154. 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/266154, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/430 
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CVE ID : CVE-

2023-43016 

Improper 

Certificate 

Validation 

07-Feb-2024 7.2 

IBM Security Verify 

Access 10.0.0.0 

through 10.0.6.1 

could allow a 

privileged user to 

install a 

configuration file 

that could allow 

remote access.  

IBM X-Force ID:  

266155. 

CVE ID : CVE-

2023-43017 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/266155, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/431 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

03-Feb-2024 7.1 

IBM Security 

Access Manager 

Container (IBM 

Security Verify 

Access Appliance 

10.0.0.0 through 

10.0.6.1 and IBM 

Security Verify 

Access Docker 

10.0.0.0 through 

10.0.6.1) is 

vulnerable to an 

XML External 

Entity Injection 

(XXE) attack when 

processing XML 

data. A remote 

attacker could 

exploit this 

vulnerability to 

expose sensitive 

information or 

consume memory 

resources.  IBM X-

Force ID:  254783. 

CVE ID : CVE-

2023-32327 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/254783, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/432 
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Insufficient 

Verificatio

n of Data 

Authenticit

y 

03-Feb-2024 5.5 

IBM Security 

Access Manager 

Container (IBM 

Security Verify 

Access Appliance 

10.0.0.0 through 

10.0.6.1 and IBM 

Security Verify 

Access Docker 

10.0.0.0 through 

10.0.6.1) could 

allow a user to 

download files 

from an incorrect 

repository due to 

improper file 

validation.  IBM X-

Force ID:  254972. 

CVE ID : CVE-

2023-32329 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/254972, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/433 

Product: security_verify_access_docker 

Affected Version(s): From (including) 10.0.0.0 Up to (including) 10.0.6.1 

Channel 

Accessible 

by Non-

Endpoint 

03-Feb-2024 9 

IBM Security 

Access Manager 

Container (IBM 

Security Verify 

Access Appliance 

10.0.0.0 through 

10.0.6.1 and IBM 

Security Verify 

Access Docker 

10.0.0.0 through 

10.0.6.1) could 

allow a remote 

attacker to gain 

access to the 

underlying system 

using man in the 

middle techniques.  

IBM X-Force ID:  

254765. 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/254765, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/434 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 258 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-31004 

Improper 

Privilege 

Manageme

nt 

03-Feb-2024 7.8 

IBM Security 

Access Manager 

Container (IBM 

Security Verify 

Access Appliance 

10.0.0.0 through 

10.0.6.1 and IBM 

Security Verify 

Access Docker 

10.0.0.0 through 

10.0.6.1) could 

allow a local user 

to escalate their 

privileges due to an 

improper security 

configuration.  IBM 

X-Force ID:  

254767. 

CVE ID : CVE-

2023-31005 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/254767, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/435 

Uncontroll

ed 

Resource 

Consumpti

on 

03-Feb-2024 7.5 

IBM Security 

Access Manager 

Container (IBM 

Security Verify 

Access Appliance 

10.0.0.0 through 

10.0.6.1 and IBM 

Security Verify 

Access Docker 

10.0.0.0 through 

10.0.6.1) could 

allow an attacker 

to cause a denial of 

service due to 

uncontrolled 

resource 

consumption.  IBM 

X-Force ID:  

254651. 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/254651, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/436 
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CVE ID : CVE-

2023-30999 

N/A 03-Feb-2024 7.5 

IBM Security 

Access Manager 

Container (IBM 

Security Verify 

Access Appliance 

10.0.0.0 through 

10.0.6.1 and IBM 

Security Verify 

Access Docker 

10.0.0.0 through 

10.0.6.1) is 

vulnerable to a 

denial of service 

attacks on the DSC 

server.  IBM X-

Force ID:  254776. 

CVE ID : CVE-

2023-31006 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/254776, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/437 

Weak 

Password 

Requireme

nts 

03-Feb-2024 7.3 

IBM Security 

Access Manager 

Container (IBM 

Security Verify 

Access Appliance 

10.0.0.0 through 

10.0.6.1 and IBM 

Security Verify 

Access Docker 

10.0.0.0 through 

10.0.6.1) could 

allow a remote 

user to log into the 

server due to a 

user account with 

an empty 

password.  IBM X-

Force ID:  266154. 

CVE ID : CVE-

2023-43016 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/266154, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/438 

Improper 

Restriction 
03-Feb-2024 7.1 IBM Security 

Access Manager 

https://exchang

e.xforce.ibmclou

A-IBM-SECU-

190224/439 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 260 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

of XML 

External 

Entity 

Reference 

Container (IBM 

Security Verify 

Access Appliance 

10.0.0.0 through 

10.0.6.1 and IBM 

Security Verify 

Access Docker 

10.0.0.0 through 

10.0.6.1) is 

vulnerable to an 

XML External 

Entity Injection 

(XXE) attack when 

processing XML 

data. A remote 

attacker could 

exploit this 

vulnerability to 

expose sensitive 

information or 

consume memory 

resources.  IBM X-

Force ID:  254783. 

CVE ID : CVE-

2023-32327 

d.com/vulnerab

ilities/254783, 

https://www.ib

m.com/support

/pages/node/7

106586 

Insufficient 

Verificatio

n of Data 

Authenticit

y 

03-Feb-2024 5.5 

IBM Security 

Access Manager 

Container (IBM 

Security Verify 

Access Appliance 

10.0.0.0 through 

10.0.6.1 and IBM 

Security Verify 

Access Docker 

10.0.0.0 through 

10.0.6.1) could 

allow a user to 

download files 

from an incorrect 

repository due to 

improper file 

validation.  IBM X-

Force ID:  254972. 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/254972, 

https://www.ib

m.com/support

/pages/node/7

106586 

A-IBM-SECU-

190224/440 
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CVE ID : CVE-

2023-32329 

Product: soar_qradar_plugin_app 

Affected Version(s): From (including) 1.0 Up to (excluding) 5.0.3 

Improper 

Access 

Control 

02-Feb-2024 8.8 

IBM SOAR QRadar 

Plugin App 1.0 

through 5.0.3 could 

allow an 

authenticated user 

to perform 

unauthorized 

actions due to 

improper access 

controls.  IBM X-

Force ID:  260577. 

CVE ID : CVE-

2023-38263 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/260577, 

https://www.ib

m.com/support

/pages/node/7

111679 

A-IBM-SOAR-

190224/441 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 6.5 

IBM SOAR QRadar 

Plugin App 1.0 

through 5.0.3 could 

allow a remote 

attacker to 

traverse 

directories on the 

system. An attacker 

could send a 

specially crafted 

URL request 

containing "dot 

dot" sequences 

(/../) to view 

arbitrary files on 

the system.  IBM X-

Force ID:  260575. 

CVE ID : CVE-

2023-38019 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/260575, 

https://www.ib

m.com/support

/pages/node/7

111679 

A-IBM-SOAR-

190224/442 

Improper 

Output 

Neutralizat

ion for 

Logs 

02-Feb-2024 4.3 

IBM SOAR QRadar 

Plugin App 1.0 

through 5.0.3 could 

allow an 

authenticated user 

to manipulate 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/260576, 

https://www.ib

m.com/support

A-IBM-SOAR-

190224/443 
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output written to 

log files.  IBM X-

Force ID:  260576. 

CVE ID : CVE-

2023-38020 

/pages/node/7

111679 

Product: spectrum_protect_plus 

Affected Version(s): From (including) 10.1.0 Up to (excluding) 10.1.15.3 

Missing 

Authorizati

on 

02-Feb-2024 7.5 

IBM Storage 

Protect Plus Server 

10.1.0 through 

10.1.15.2 Admin 

Console could 

allow a remote 

attacker to obtain 

sensitive 

information due to 

improper 

validation of 

unsecured 

endpoints which 

could be used in 

further attacks 

against the system.  

IBM X-Force ID:  

270599. 

CVE ID : CVE-

2023-47148 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/270599, 

https://www.ib

m.com/support

/pages/node/7

096482 

A-IBM-SPEC-

190224/444 

Product: sterling_b2b_integrator 

Affected Version(s): From (including) 6.0.0.0 Up to (including) 6.0.3.8 

Uncontroll

ed 

Resource 

Consumpti

on 

09-Feb-2024 6.5 

IBM Sterling B2B 

Integrator 6.0.0.0 

through 6.0.3.8 and 

6.1.0.0 through 

6.1.2.3 could allow 

an authenticated 

user to cause a 

denial of service 

due to 

uncontrolled 

resource 

consumption.  IBM 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/255827, 

https://www.ib

m.com/support

/pages/node/7

116081 

A-IBM-STER-

190224/445 
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X-Force ID:  

255827. 

CVE ID : CVE-

2023-32341 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

09-Feb-2024 4.3 

IBM Sterling B2B 

Integrator 

Standard Edition 

6.0.0.0 through 

6.0.3.8 and 6.1.0.0 

through 6.1.2.3 

does not set the 

secure attribute on 

authorization 

tokens or session 

cookies. Attackers 

may be able to get 

the cookie values 

by sending a 

http:// link to a 

user or by planting 

this link in a site 

the user goes to. 

The cookie will be 

sent to the insecure 

link and the 

attacker can then 

obtain the cookie 

value by snooping 

the traffic.  IBM X-

Force ID:  265559. 

CVE ID : CVE-

2023-42016 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/265559, 

https://www.ib

m.com/support

/pages/node/7

116083 

A-IBM-STER-

190224/446 

Affected Version(s): From (including) 6.1.0.0 Up to (including) 6.1.2.3 

Uncontroll

ed 

Resource 

Consumpti

on 

09-Feb-2024 6.5 

IBM Sterling B2B 

Integrator 6.0.0.0 

through 6.0.3.8 and 

6.1.0.0 through 

6.1.2.3 could allow 

an authenticated 

user to cause a 

denial of service 

due to 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/255827, 

https://www.ib

m.com/support

/pages/node/7

116081 

A-IBM-STER-

190224/447 
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uncontrolled 

resource 

consumption.  IBM 

X-Force ID:  

255827. 

CVE ID : CVE-

2023-32341 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

09-Feb-2024 4.3 

IBM Sterling B2B 

Integrator 

Standard Edition 

6.0.0.0 through 

6.0.3.8 and 6.1.0.0 

through 6.1.2.3 

does not set the 

secure attribute on 

authorization 

tokens or session 

cookies. Attackers 

may be able to get 

the cookie values 

by sending a 

http:// link to a 

user or by planting 

this link in a site 

the user goes to. 

The cookie will be 

sent to the insecure 

link and the 

attacker can then 

obtain the cookie 

value by snooping 

the traffic.  IBM X-

Force ID:  265559. 

CVE ID : CVE-

2023-42016 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/265559, 

https://www.ib

m.com/support

/pages/node/7

116083 

A-IBM-STER-

190224/448 

Product: storage_ceph 

Affected Version(s): 5.3z1 

Improper 

Input 

Validation 

02-Feb-2024 6.5 

IBM Storage Ceph 

5.3z1, 5.3z5, and 

6.1z1 could allow 

an authenticated 

user on the 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/268906, 

https://www.ib

A-IBM-STOR-

190224/449 
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network to cause a 

denial of service 

from RGW.  IBM X-

Force ID:  268906. 

CVE ID : CVE-

2023-46159 

m.com/support

/pages/node/7

112263 

Affected Version(s): 5.3z5 

Improper 

Input 

Validation 

02-Feb-2024 6.5 

IBM Storage Ceph 

5.3z1, 5.3z5, and 

6.1z1 could allow 

an authenticated 

user on the 

network to cause a 

denial of service 

from RGW.  IBM X-

Force ID:  268906. 

CVE ID : CVE-

2023-46159 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/268906, 

https://www.ib

m.com/support

/pages/node/7

112263 

A-IBM-STOR-

190224/450 

Affected Version(s): 6.1z1 

Improper 

Input 

Validation 

02-Feb-2024 6.5 

IBM Storage Ceph 

5.3z1, 5.3z5, and 

6.1z1 could allow 

an authenticated 

user on the 

network to cause a 

denial of service 

from RGW.  IBM X-

Force ID:  268906. 

CVE ID : CVE-

2023-46159 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/268906, 

https://www.ib

m.com/support

/pages/node/7

112263 

A-IBM-STOR-

190224/451 

Product: storage_defender_resiliency_service 

Affected Version(s): 2.0 

Use of 

Hard-

coded 

Credentials 

10-Feb-2024 7.8 

IBM Storage 

Defender - 

Resiliency Service 

2.0 contains hard-

coded credentials, 

such as a password 

or cryptographic 

key, which it uses 

for its own 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/278749, 

https://www.ib

m.com/support

/pages/node/7

115261 

A-IBM-STOR-

190224/452 
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inbound 

authentication, 

outbound 

communication to 

external 

components, or 

encryption of 

internal data.  IBM 

X-Force ID:  

278749. 

CVE ID : CVE-

2024-22313 

Improper 

Privilege 

Manageme

nt 

10-Feb-2024 7.2 

IBM Storage 

Defender - 

Resiliency Service 

2.0 could allow a 

privileged user to 

perform 

unauthorized 

actions after 

obtaining 

encrypted data 

from clear text key 

storage.  IBM X-

Force ID:  275783. 

CVE ID : CVE-

2023-50957 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/275783, 

https://www.ib

m.com/support

/pages/node/7

115261 

A-IBM-STOR-

190224/453 

Insufficient

ly 

Protected 

Credentials 

10-Feb-2024 5.5 

IBM Storage 

Defender - 

Resiliency Service 

2.0 stores user 

credentials in plain 

clear text which 

can be read by a 

local user.  IBM X-

Force ID:  278748. 

CVE ID : CVE-

2024-22312 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/278748, 

https://www.ib

m.com/support

/pages/node/7

115261 

A-IBM-STOR-

190224/454 

Product: storage_virtualize 

Affected Version(s): 8.6 
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Improper 

Certificate 

Validation 

07-Feb-2024 7.5 

IBM SAN Volume 

Controller, IBM 

Storwize, IBM 

FlashSystem and 

IBM Storage 

Virtualize 8.6 

products could 

allow a remote 

attacker to spoof a 

trusted system that 

would not be 

correctly validated 

by the Storwize 

server.  This could 

lead to a user 

connecting to a 

malicious host, 

believing that it 

was a trusted 

system and 

deceived into 

accepting spoofed 

data.  IBM X-Force 

ID:  271016. 

CVE ID : CVE-

2023-47700 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/271016, 

https://www.ib

m.com/support

/pages/node/7

114767 

A-IBM-STOR-

190224/455 

Product: tivoli_application_dependency_discovery_manager 

Affected Version(s): From (including) 7.3.0.0 Up to (excluding) 7.3.0.11 

Improper 

Encoding 

or 

Escaping of 

Output 

02-Feb-2024 9.8 

IBM Tivoli 

Application 

Dependency 

Discovery Manager 

7.3.0.0 through 

7.3.0.10 is 

vulnerable to HTTP 

header injection, 

caused by 

improper 

validation of input 

by the HOST 

headers.  This 

could allow an 

attacker to conduct 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/270270, 

https://www.ib

m.com/support

/pages/node/7

105139 

A-IBM-TIVO-

190224/456 
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various attacks 

against the 

vulnerable system, 

including cross-site 

scripting, cache 

poisoning or 

session hijacking.  

IBM X-Force ID:  

270270. 

CVE ID : CVE-

2023-47143 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 6.1 

IBM Tivoli 

Application 

Dependency 

Discovery Manager 

7.3.0.0 through 

7.3.0.10 is 

vulnerable to 

cross-site scripting. 

This vulnerability 

allows users to 

embed arbitrary 

JavaScript code in 

the Web UI thus 

altering the 

intended 

functionality 

potentially leading 

to credentials 

disclosure within a 

trusted session.  

IBM X-Force ID:  

270271. 

CVE ID : CVE-

2023-47144 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/270271, 

https://www.ib

m.com/support

/pages/node/7

105139 

A-IBM-TIVO-

190224/457 

Affected Version(s): From (including) 7.3.0.0 Up to (including) 7.3.0.10 

N/A 02-Feb-2024 8.8 

IBM Tivoli 

Application 

Dependency 

Discovery Manager 

7.3.0.0 through 

7.3.0.10 could 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/270267, 

https://www.ib

m.com/support

A-IBM-TIVO-

190224/458 
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allow an attacker 

on the 

organization's local 

network to escalate 

their privileges due 

to unauthorized 

API access.  IBM X-

Force ID:  270267. 

CVE ID : CVE-

2023-47142 

/pages/node/7

105139 

Product: urbancode_deploy 

Affected Version(s): From (including) 7.0.0.0 Up to (excluding) 7.0.5.20 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

06-Feb-2024 5.5 

IBM UrbanCode 

Deploy (UCD) 7.0 

through 7.0.5.19, 

7.1 through 

7.1.2.15, 7.2 

through 7.2.3.8, 7.3 

through 7.3.2.3, 

and IBM 

UrbanCode Deploy 

(UCD) - IBM 

DevOps Deploy 

8.0.0.0 could 

disclose sensitive 

user information 

when installing the 

Windows agent.  

IBM X-Force ID:  

279971. 

CVE ID : CVE-

2024-22331 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279971, 

https://www.ib

m.com/support

/pages/node/7

114131 

A-IBM-URBA-

190224/459 

Affected Version(s): From (including) 7.1.0.0 Up to (excluding) 7.1.2.16 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

06-Feb-2024 5.5 

IBM UrbanCode 

Deploy (UCD) 7.0 

through 7.0.5.19, 

7.1 through 

7.1.2.15, 7.2 

through 7.2.3.8, 7.3 

through 7.3.2.3, 

and IBM 

UrbanCode Deploy 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279971, 

https://www.ib

m.com/support

/pages/node/7

114131 

A-IBM-URBA-

190224/460 
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(UCD) - IBM 

DevOps Deploy 

8.0.0.0 could 

disclose sensitive 

user information 

when installing the 

Windows agent.  

IBM X-Force ID:  

279971. 

CVE ID : CVE-

2024-22331 

Affected Version(s): From (including) 7.2.0.0 Up to (excluding) 7.2.3.9 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

06-Feb-2024 5.5 

IBM UrbanCode 

Deploy (UCD) 7.0 

through 7.0.5.19, 

7.1 through 

7.1.2.15, 7.2 

through 7.2.3.8, 7.3 

through 7.3.2.3, 

and IBM 

UrbanCode Deploy 

(UCD) - IBM 

DevOps Deploy 

8.0.0.0 could 

disclose sensitive 

user information 

when installing the 

Windows agent.  

IBM X-Force ID:  

279971. 

CVE ID : CVE-

2024-22331 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279971, 

https://www.ib

m.com/support

/pages/node/7

114131 

A-IBM-URBA-

190224/461 

Affected Version(s): From (including) 7.3.0.0 Up to (excluding) 7.3.2.4 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

06-Feb-2024 5.5 

IBM UrbanCode 

Deploy (UCD) 7.0 

through 7.0.5.19, 

7.1 through 

7.1.2.15, 7.2 

through 7.2.3.8, 7.3 

through 7.3.2.3, 

and IBM 

UrbanCode Deploy 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/279971, 

https://www.ib

m.com/support

/pages/node/7

114131 

A-IBM-URBA-

190224/462 
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(UCD) - IBM 

DevOps Deploy 

8.0.0.0 could 

disclose sensitive 

user information 

when installing the 

Windows agent.  

IBM X-Force ID:  

279971. 

CVE ID : CVE-

2024-22331 

Vendor: icegram 

Product: icegram_engage 

Affected Version(s): * Up to (including) 3.1.19 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Icegram Icegram 

Engage – 

WordPress Lead 

Generation, Popup 

Builder, CTA, 

Optins and Email 

List Building allows 

Stored XSS.This 

issue affects 

Icegram Engage – 

WordPress Lead 

Generation, Popup 

Builder, CTA, 

Optins and Email 

List Building: from 

n/a through 3.1.19. 

 

 

CVE ID : CVE-

2023-51532 

N/A 
A-ICE-ICEG-

190224/463 
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Vendor: ideabox 

Product: powerpack_addons_for_elementor 

Affected Version(s): * Up to (excluding) 2.7.15 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 5.4 

The PowerPack 

Addons for 

Elementor (Free 

Widgets, 

Extensions and 

Templates) plugin 

for WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

plugin's buttons in 

all versions up to, 

and including, 

2.7.14 due to 

insufficient input 

sanitization and 

output escaping on 

user supplied URL 

values. This makes 

it possible for 

authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2024-1055 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=303

0473%40power

pack-lite-for-

elementor&new

=3030473%40p

owerpack-lite-

for-

elementor&sfp_

email=&sfph_m

ail= 

A-IDE-POWE-

190224/464 

Vendor: if-so 

Product: dynamic_content_personalization 

Affected Version(s): * Up to (including) 1.6.3.1 

Improper 

Neutralizat
10-Feb-2024 5.4 Improper 

Neutralization of 
N/A 

A-IF--DYNA-

190224/465 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in If 

So Plugin If-So 

Dynamic Content 

Personalization 

allows Stored 

XSS.This issue 

affects If-So 

Dynamic Content 

Personalization: 

from n/a through 

1.6.3.1. 

 

 

CVE ID : CVE-

2023-51492 

Vendor: imoulife 

Product: imou_go 

Affected Version(s): 1.0.11 

Download 

of Code 

Without 

Integrity 

Check 

06-Feb-2024 8.8 

An issue in the 

com.oneed.dvr.serv

ice.DownloadFirm

wareService 

component of 

IMOU GO v1.0.11 

allows attackers to 

force the download 

of arbitrary files. 

CVE ID : CVE-

2023-47353 

N/A 
A-IMO-IMOU-

190224/466 

Vendor: innovadeluxe 

Product: manufacturer_or_supplier_alphabetical_search 

Affected Version(s): * Up to (excluding) 2.0.5 

Improper 

Neutralizat

ion of 

Special 

09-Feb-2024 9.8 

SQL injection 

vulnerability in 

InnovaDeluxe 

"Manufacturer or 

https://security

.friendsofpresta.

org/modules/2

024/02/08/idx

A-INN-MANU-

190224/467 
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Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

supplier 

alphabetical 

search" 

(idxrmanufacturer) 

module for 

PrestaShop 

versions 2.0.4 and 

before, allows 

remote attackers to 

escalate privileges 

and obtain 

sensitive 

information via the 

methods 

IdxrmanufacturerF

unctions::getCorne

rsLink, 

IdxrmanufacturerF

unctions::getManuf

acturersLike and 

IdxrmanufacturerF

unctions::getSuppli

ersLike. 

CVE ID : CVE-

2023-46350 

rmanufacturer.

html 

Vendor: internallinkjuicer 

Product: internal_link_juicer 

Affected Version(s): * Up to (excluding) 2.23.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Feb-2024 4.8 

The Internal Link 

Juicer: SEO Auto 

Linker for 

WordPress plugin 

for WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via admin 

settings such as 

'ilj_settings_field_li

nks_per_page'  in 

all versions up to, 

and including, 

2.23.4 due to 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=303

3238%40intern

al-

links&new=303

3238%40intern

al-

links&sfp_email

=&sfph_mail= 

A-INT-INTE-

190224/468 
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insufficient input 

sanitization and 

output escaping. 

This makes it 

possible for 

authenticated 

attackers, with 

administrator-level 

access, to inject 

arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an 

injected page. This 

only affects multi-

site installations 

and installations 

where 

unfiltered_html has 

been disabled. 

CVE ID : CVE-

2024-0657 

Vendor: Iobit 

Product: itop_vpn 

Affected Version(s): * Up to (including) 4.0.0.1 

N/A 02-Feb-2024 5.5 

A vulnerability 

classified as critical 

was found in iTop 

VPN up to 4.0.0.1. 

Affected by this 

vulnerability is an 

unknown 

functionality in the 

library 

ITopVpnCallbackPr

ocess.sys of the 

component IOCTL 

Handler. The 

manipulation leads 

to denial of service. 

The attack needs to 

N/A 
A-IOB-ITOP-

190224/469 
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be approached 

locally. The 

identifier VDB-

252685 was 

assigned to this 

vulnerability. 

NOTE: The vendor 

was contacted 

early about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2024-1195 

Vendor: ireader 

Product: media-server 

Affected Version(s): 1.0.0 

Use After 

Free 
05-Feb-2024 7.5 

media-server 

v1.0.0 was 

discovered to 

contain a Use-

After-Free (UAF) 

vulnerability via 

the 

sip_subscribe_rem

ove function at 

/uac/sip-uac-

subscribe.c. 

CVE ID : CVE-

2024-24260 

N/A 
A-IRE-MEDI-

190224/470 

Use After 

Free 
05-Feb-2024 7.5 

media-server 

v1.0.0 was 

discovered to 

contain a Use-

After-Free (UAF) 

vulnerability via 

the 

sip_uac_stop_timer 

function at 

/uac/sip-uac-

transaction.c. 

N/A 
A-IRE-MEDI-

190224/471 
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CVE ID : CVE-

2024-24262 

Vendor: ispyconnect 

Product: agent_dvr 

Affected Version(s): 5.1.6.0 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

06-Feb-2024 8.8 

An issue 

discovered in 

iSpyConnect.com 

Agent DVR 5.1.6.0 

allows attackers to 

run arbitrary files 

by restoring a 

crafted backup file. 

CVE ID : CVE-

2024-22514 

N/A 
A-ISP-AGEN-

190224/472 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

06-Feb-2024 8.8 

Unrestricted File 

Upload 

vulnerability in 

iSpyConnect.com 

Agent DVR 5.1.6.0 

allows attackers to 

upload arbitrary 

files via the upload 

audio component. 

CVE ID : CVE-

2024-22515 

N/A 
A-ISP-AGEN-

190224/473 

Vendor: ivanti 

Product: connect_secure 

Affected Version(s): 22.4 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

13-Feb-2024 8.3 

An XML external 

entity or XXE 

vulnerability in the 

SAML component 

of Ivanti Connect 

Secure (9.x, 22.x), 

Ivanti Policy 

Secure (9.x, 22.x) 

and ZTA gateways 

which allows an 

attacker to access 

https://forums.i

vanti.com/s/art

icle/CVE-2024-

22024-XXE-for-

Ivanti-Connect-

Secure-and-

Ivanti-Policy-

Secure?languag

e=en_US 

A-IVA-CONN-

190224/474 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 278 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

certain restricted 

resources without 

authentication. 

CVE ID : CVE-

2024-22024 

Affected Version(s): 22.5 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

13-Feb-2024 8.3 

An XML external 

entity or XXE 

vulnerability in the 

SAML component 

of Ivanti Connect 

Secure (9.x, 22.x), 

Ivanti Policy 

Secure (9.x, 22.x) 

and ZTA gateways 

which allows an 

attacker to access 

certain restricted 

resources without 

authentication. 

CVE ID : CVE-

2024-22024 

https://forums.i

vanti.com/s/art

icle/CVE-2024-

22024-XXE-for-

Ivanti-Connect-

Secure-and-

Ivanti-Policy-

Secure?languag

e=en_US 

A-IVA-CONN-

190224/475 

Affected Version(s): 9.1 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

13-Feb-2024 8.3 

An XML external 

entity or XXE 

vulnerability in the 

SAML component 

of Ivanti Connect 

Secure (9.x, 22.x), 

Ivanti Policy 

Secure (9.x, 22.x) 

and ZTA gateways 

which allows an 

attacker to access 

certain restricted 

resources without 

authentication. 

CVE ID : CVE-

2024-22024 

https://forums.i

vanti.com/s/art

icle/CVE-2024-

22024-XXE-for-

Ivanti-Connect-

Secure-and-

Ivanti-Policy-

Secure?languag

e=en_US 

A-IVA-CONN-

190224/476 

Product: policy_secure 

Affected Version(s): 22.5 
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Improper 

Restriction 

of XML 

External 

Entity 

Reference 

13-Feb-2024 8.3 

An XML external 

entity or XXE 

vulnerability in the 

SAML component 

of Ivanti Connect 

Secure (9.x, 22.x), 

Ivanti Policy 

Secure (9.x, 22.x) 

and ZTA gateways 

which allows an 

attacker to access 

certain restricted 

resources without 

authentication. 

CVE ID : CVE-

2024-22024 

https://forums.i

vanti.com/s/art

icle/CVE-2024-

22024-XXE-for-

Ivanti-Connect-

Secure-and-

Ivanti-Policy-

Secure?languag

e=en_US 

A-IVA-POLI-

190224/477 

Product: zero_trust_access 

Affected Version(s): 22.6 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

13-Feb-2024 8.3 

An XML external 

entity or XXE 

vulnerability in the 

SAML component 

of Ivanti Connect 

Secure (9.x, 22.x), 

Ivanti Policy 

Secure (9.x, 22.x) 

and ZTA gateways 

which allows an 

attacker to access 

certain restricted 

resources without 

authentication. 

CVE ID : CVE-

2024-22024 

https://forums.i

vanti.com/s/art

icle/CVE-2024-

22024-XXE-for-

Ivanti-Connect-

Secure-and-

Ivanti-Policy-

Secure?languag

e=en_US 

A-IVA-ZERO-

190224/478 

Vendor: Jetbrains 

Product: intellij_idea 

Affected Version(s): * Up to (excluding) 2023.3.3 

Improper 

Input 

Validation 

06-Feb-2024 5.3 

In JetBrains IntelliJ 

IDEA before 

2023.3.3 a plugin 

for JetBrains Space 

https://www.je

tbrains.com/pri

vacy-

A-JET-INTE-

190224/479 
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was able to send an 

authentication 

token to an 

inappropriate URL 

CVE ID : CVE-

2024-24941 

security/issues-

fixed/ 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

06-Feb-2024 4.3 

In JetBrains IntelliJ 

IDEA before 

2023.3.3 path 

traversal was 

possible when 

unpacking archives 

CVE ID : CVE-

2024-24940 

https://www.je

tbrains.com/pri

vacy-

security/issues-

fixed/ 

A-JET-INTE-

190224/480 

Product: rider 

Affected Version(s): * Up to (excluding) 2023.3.3 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

06-Feb-2024 5.3 

In JetBrains Rider 

before 2023.3.3 

logging of 

environment 

variables 

containing secret 

values was 

possible 

CVE ID : CVE-

2024-24939 

https://www.je

tbrains.com/pri

vacy-

security/issues-

fixed/ 

A-JET-RIDE-

190224/481 

Product: teamcity 

Affected Version(s): * Up to (excluding) 2023.11.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Feb-2024 5.4 

In JetBrains 

TeamCity before 

2023.11.2 stored 

XSS via agent 

distribution was 

possible 

CVE ID : CVE-

2024-24937 

https://www.je

tbrains.com/pri

vacy-

security/issues-

fixed/ 

A-JET-TEAM-

190224/482 

N/A 06-Feb-2024 5.3 
In JetBrains 

TeamCity before 

2023.11.2 access 

https://www.je

tbrains.com/pri

vacy-

A-JET-TEAM-

190224/483 
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control at the S3 

Artifact Storage 

plugin endpoint 

was missed 

CVE ID : CVE-

2024-24936 

security/issues-

fixed/ 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

06-Feb-2024 5.3 

In JetBrains 

TeamCity before 

2023.11.2 limited 

directory traversal 

was possible in the 

Kotlin DSL 

documentation 

CVE ID : CVE-

2024-24938 

https://www.je

tbrains.com/pri

vacy-

security/issues-

fixed/ 

A-JET-TEAM-

190224/484 

Affected Version(s): * Up to (excluding) 2023.11.3 

Missing 

Authentica

tion for 

Critical 

Function 

06-Feb-2024 9.8 

In JetBrains 

TeamCity before 

2023.11.3 

authentication 

bypass leading to 

RCE was possible 

CVE ID : CVE-

2024-23917 

https://www.je

tbrains.com/pri

vacy-

security/issues-

fixed/ 

A-JET-TEAM-

190224/485 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

06-Feb-2024 5.3 

In JetBrains 

TeamCity before 

2023.11.3 path 

traversal allowed 

reading data within 

JAR archives 

CVE ID : CVE-

2024-24942 

https://www.je

tbrains.com/pri

vacy-

security/issues-

fixed/ 

A-JET-TEAM-

190224/486 

Product: toolbox 

Affected Version(s): * Up to (excluding) 2.2 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Feb-2024 5.5 

In JetBrains 

Toolbox App 

before 2.2 a DoS 

attack was possible 

https://www.je

tbrains.com/pri

vacy-

security/issues-

fixed/ 

A-JET-TOOL-

190224/487 
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via a malicious SVG 

image 

CVE ID : CVE-

2024-24943 

Vendor: jfinalcms_project 

Product: jfinalcms 

Affected Version(s): 5.0.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 9.8 

JFinalCMS 5.0.0 is 

vulnerable to SQL 

injection via 

/admin/content/d

ata. 

CVE ID : CVE-

2024-24029 

N/A 
A-JFI-JFIN-

190224/488 

Vendor: jgadbois 

Product: calculatorpro_calculators 

Affected Version(s): * Up to (including) 1.1.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 6.1 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

jgadbois 

CalculatorPro 

Calculators allows 

Reflected XSS.This 

issue affects 

CalculatorPro 

Calculators: from 

n/a through 1.1.7. 

 

 

CVE ID : CVE-

2024-24847 

N/A 
A-JGA-CALC-

190224/489 
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Vendor: jhayghost 

Product: ideal_interactive_map 

Affected Version(s): * Up to (including) 1.2.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Jhayghost Ideal 

Interactive Map 

allows Stored 

XSS.This issue 

affects Ideal 

Interactive Map: 

from n/a through 

1.2.4. 

 

 

CVE ID : CVE-

2023-52189 

N/A 
A-JHA-IDEA-

190224/490 

Vendor: jishenghua 

Product: jsherp 

Affected Version(s): 3.3 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

07-Feb-2024 9.8 

jshERP v3.3 is 

vulnerable to SQL 

Injection. via the 

com.jsh.erp.control

ler.DepotHeadCont

roller: 

com.jsh.erp.utils.Ba

seResponseInfo 

findallocationDetai

l() function of 

jshERP which 

allows an attacker 

to construct 

malicious payload 

to bypass jshERP's 

https://github.c

om/jishenghua/

jshERP/issues/

99 

A-JIS-JSHE-

190224/491 
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protection 

mechanism. 

CVE ID : CVE-

2024-24001 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

07-Feb-2024 9.8 

jshERP v3.3 is 

vulnerable to SQL 

Injection. The 

com.jsh.erp.control

ler.MaterialControl

ler: 

com.jsh.erp.utils.Ba

seResponseInfo 

getListWithStock() 

function of jshERP 

does not filter 

`column` and 

`order` parameters 

well enough, and 

an attacker can 

construct malicious 

payload to bypass 

jshERP's protection 

mechanism in 

`safeSqlParse` 

method for sql 

injection. 

CVE ID : CVE-

2024-24002 

https://github.c

om/jishenghua/

jshERP/issues/

99 

A-JIS-JSHE-

190224/492 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

07-Feb-2024 9.8 

jshERP v3.3 is 

vulnerable to SQL 

Injection. The 

com.jsh.erp.control

ler.DepotHeadCont

roller: 

com.jsh.erp.utils.Ba

seResponseInfo 

findInOutDetail() 

function of jshERP 

does not filter 

`column` and 

`order` parameters 

well enough, and 

an attacker can 

https://github.c

om/jishenghua/

jshERP/issues/

99 

A-JIS-JSHE-

190224/493 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 285 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

construct malicious 

payload to bypass 

jshERP's protection 

mechanism in 

`safeSqlParse` 

method for sql 

injection. 

CVE ID : CVE-

2024-24004 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

08-Feb-2024 9.8 

jshERP v3.3 is 

vulnerable to SQL 

Injection. The 

com.jsh.erp.control

ler.DepotHeadCont

roller: 

com.jsh.erp.utils.Ba

seResponseInfo 

findInOutMaterialC

ount() function of 

jshERP does not 

filter `column` and 

`order` parameters 

well enough, and 

an attacker can 

construct malicious 

payload to bypass 

jshERP's protection 

mechanism in 

`safeSqlParse` 

method for sql 

injection. 

CVE ID : CVE-

2024-24003 

https://github.c

om/jishenghua/

jshERP/issues/

99 

A-JIS-JSHE-

190224/494 

Vendor: joinmastodon 

Product: mastodon 

Affected Version(s): * Up to (excluding) 3.5.17 

Authentica

tion 

Bypass by 

Spoofing 

01-Feb-2024 9.8 

Mastodon is a free, 

open-source social 

network server 

based on 

ActivityPub 

Mastodon allows 

http://www.op

enwall.com/list

s/oss-

security/2024/

02/02/4, 

https://github.c

A-JOI-MAST-

190224/495 
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configuration of 

LDAP for 

authentication. Due 

to insufficient 

origin validation in 

all Mastodon, 

attackers can 

impersonate and 

take over any 

remote account. 

Every Mastodon 

version prior to 

3.5.17 is 

vulnerable, as well 

as 4.0.x versions 

prior to 4.0.13, 

4.1.x version prior 

to 4.1.13, and 4.2.x 

versions prior to 

4.2.5. 

CVE ID : CVE-

2024-23832 

om/mastodon/

mastodon/com

mit/1726085db

5cd73dd30953

da858f9887bcc

90b958, 

https://github.c

om/mastodon/

mastodon/secu

rity/advisories/

GHSA-3fjr-

858r-92rw 

Affected Version(s): From (including) 4.0.0 Up to (excluding) 4.0.13 

Authentica

tion 

Bypass by 

Spoofing 

01-Feb-2024 9.8 

Mastodon is a free, 

open-source social 

network server 

based on 

ActivityPub 

Mastodon allows 

configuration of 

LDAP for 

authentication. Due 

to insufficient 

origin validation in 

all Mastodon, 

attackers can 

impersonate and 

take over any 

remote account. 

Every Mastodon 

version prior to 

3.5.17 is 

vulnerable, as well 

http://www.op

enwall.com/list

s/oss-

security/2024/

02/02/4, 

https://github.c

om/mastodon/

mastodon/com

mit/1726085db

5cd73dd30953

da858f9887bcc

90b958, 

https://github.c

om/mastodon/

mastodon/secu

rity/advisories/

GHSA-3fjr-

858r-92rw 

A-JOI-MAST-

190224/496 
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as 4.0.x versions 

prior to 4.0.13, 

4.1.x version prior 

to 4.1.13, and 4.2.x 

versions prior to 

4.2.5. 

CVE ID : CVE-

2024-23832 

Affected Version(s): From (including) 4.1.0 Up to (excluding) 4.1.13 

Authentica

tion 

Bypass by 

Spoofing 

01-Feb-2024 9.8 

Mastodon is a free, 

open-source social 

network server 

based on 

ActivityPub 

Mastodon allows 

configuration of 

LDAP for 

authentication. Due 

to insufficient 

origin validation in 

all Mastodon, 

attackers can 

impersonate and 

take over any 

remote account. 

Every Mastodon 

version prior to 

3.5.17 is 

vulnerable, as well 

as 4.0.x versions 

prior to 4.0.13, 

4.1.x version prior 

to 4.1.13, and 4.2.x 

versions prior to 

4.2.5. 

CVE ID : CVE-

2024-23832 

http://www.op

enwall.com/list

s/oss-

security/2024/

02/02/4, 

https://github.c

om/mastodon/

mastodon/com

mit/1726085db

5cd73dd30953

da858f9887bcc

90b958, 

https://github.c

om/mastodon/

mastodon/secu

rity/advisories/

GHSA-3fjr-

858r-92rw 

A-JOI-MAST-

190224/497 

Affected Version(s): From (including) 4.2.0 Up to (excluding) 4.2.5 

Authentica

tion 

Bypass by 

Spoofing 

01-Feb-2024 9.8 

Mastodon is a free, 

open-source social 

network server 

based on 

http://www.op

enwall.com/list

s/oss-

security/2024/

A-JOI-MAST-

190224/498 
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ActivityPub 

Mastodon allows 

configuration of 

LDAP for 

authentication. Due 

to insufficient 

origin validation in 

all Mastodon, 

attackers can 

impersonate and 

take over any 

remote account. 

Every Mastodon 

version prior to 

3.5.17 is 

vulnerable, as well 

as 4.0.x versions 

prior to 4.0.13, 

4.1.x version prior 

to 4.1.13, and 4.2.x 

versions prior to 

4.2.5. 

CVE ID : CVE-

2024-23832 

02/02/4, 

https://github.c

om/mastodon/

mastodon/com

mit/1726085db

5cd73dd30953

da858f9887bcc

90b958, 

https://github.c

om/mastodon/

mastodon/secu

rity/advisories/

GHSA-3fjr-

858r-92rw 

Vendor: joomunited 

Product: wp-smart-editor 

Affected Version(s): * Up to (including) 1.3.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 6.1 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in WP 

Smart Editor 

JoomUnited allows 

Reflected XSS.This 

issue affects 

JoomUnited: from 

n/a through 1.3.3. 

 

N/A 
A-JOO-WP-S-

190224/499 
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CVE ID : CVE-

2024-22148 

Vendor: josevega 

Product: display_custom_fields_in_the_frontend_-_post_and_user_profile_fields 

Affected Version(s): * Up to (excluding) 1.3.0 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

05-Feb-2024 4.3 

The Display custom 

fields in the 

frontend – Post and 

User Profile Fields 

plugin for 

WordPress is 

vulnerable to 

Insecure Direct 

Object Reference in 

all versions up to, 

and including, 1.2.1 

via the 

vg_display_data 

shortcode due to 

missing validation 

on a user 

controlled key. 

This makes it 

possible for 

authenticated 

attackers, with 

contributor-level 

access and above, 

to retrieve 

potentially 

sensitive post 

meta. 

CVE ID : CVE-

2023-6983 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=302

1133%40shortc

ode-to-display-

post-and-user-

data&new=302

1133%40shortc

ode-to-display-

post-and-user-

data&sfp_email

=&sfph_mail= 

A-JOS-DISP-

190224/500 

Vendor: jsish 

Product: jsish 

Affected Version(s): 3.5.0 
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Out-of-

bounds 

Write 

07-Feb-2024 9.8 

Jsish v3.5.0 

(commit 42c694c) 

was discovered to 

contain a stack-

overflow via the 

component 

IterGetKeysCallbac

k at 

/jsish/src/jsiValue.

c. 

CVE ID : CVE-

2024-24186 

https://github.c

om/pcmacdon/j

sish/issues/98 

A-JSI-JSIS-

190224/501 

Out-of-

bounds 

Write 

07-Feb-2024 9.8 

Jsish v3.5.0 was 

discovered to 

contain a heap-

buffer-overflow in 

./src/jsiUtils.c. 

CVE ID : CVE-

2024-24188 

https://github.c

om/pcmacdon/j

sish/issues/100 

A-JSI-JSIS-

190224/502 

Use After 

Free 
07-Feb-2024 9.8 

Jsish v3.5.0 

(commit 42c694c) 

was discovered to 

contain a use-after-

free via the 

SplitChar at 

./src/jsiUtils.c. 

CVE ID : CVE-

2024-24189 

https://github.c

om/pcmacdon/j

sish/issues/101 

A-JSI-JSIS-

190224/503 

Vendor: jspxcms 

Product: jspxcms 

Affected Version(s): 10.2.0 

N/A 03-Feb-2024 6.5 

A vulnerability was 

found in Jspxcms 

10.2.0 and 

classified as 

problematic. 

Affected by this 

issue is some 

unknown 

functionality of the 

file 

N/A 
A-JSP-JSPX-

190224/504 
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/template/1/defau

lt/. The 

manipulation leads 

to information 

disclosure. The 

attack may be 

launched remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

252698 is the 

identifier assigned 

to this 

vulnerability. 

CVE ID : CVE-

2024-1200 

Vendor: juanpao 

Product: jpshop 

Affected Version(s): * Up to (including) 1.5.02 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

06-Feb-2024 9.8 

A vulnerability was 

found in Juanpao 

JPShop up to 

1.5.02. It has been 

rated as critical. 

Affected by this 

issue is some 

unknown 

functionality of the 

file 

/api/controllers/a

dmin/app/AppCon

troller.php of the 

component API. 

The manipulation 

of the argument 

app_pic_url leads 

to unrestricted 

upload. The attack 

may be launched 

remotely. The 

exploit has been 

N/A 
A-JUA-JPSH-

190224/505 
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disclosed to the 

public and may be 

used. VDB-252998 

is the identifier 

assigned to this 

vulnerability. 

CVE ID : CVE-

2024-1259 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

06-Feb-2024 9.8 

A vulnerability 

classified as critical 

has been found in 

Juanpao JPShop up 

to 1.5.02. This 

affects the function 

actionIndex of the 

file 

/api/controllers/a

dmin/app/ComboC

ontroller.php of the 

component API. 

The manipulation 

of the argument 

pic_url leads to 

unrestricted 

upload. It is 

possible to initiate 

the attack 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. The 

associated 

identifier of this 

vulnerability is 

VDB-252999. 

CVE ID : CVE-

2024-1260 

N/A 
A-JUA-JPSH-

190224/506 

Unrestricte

d Upload of 

File with 

06-Feb-2024 9.8 

A vulnerability 

classified as critical 

was found in 

Juanpao JPShop up 

to 1.5.02. This 

N/A 
A-JUA-JPSH-

190224/507 
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Dangerous 

Type 

vulnerability 

affects the function 

actionIndex of the 

file 

/api/controllers/m

erchant/app/Comb

oController.php of 

the component API. 

The manipulation 

of the argument 

pic_url leads to 

unrestricted 

upload. The attack 

can be initiated 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. The identifier 

of this vulnerability 

is VDB-253000. 

CVE ID : CVE-

2024-1261 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

06-Feb-2024 9.8 

A vulnerability, 

which was 

classified as 

critical, has been 

found in Juanpao 

JPShop up to 

1.5.02. This issue 

affects the function 

actionUpdate of the 

file 

/api/controllers/m

erchant/design/Ma

terialController.ph

p of the component 

API. The 

manipulation of the 

argument pic_url 

leads to 

unrestricted 

upload. The attack 

N/A 
A-JUA-JPSH-

190224/508 
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may be initiated 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. The identifier 

VDB-253001 was 

assigned to this 

vulnerability. 

CVE ID : CVE-

2024-1262 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

06-Feb-2024 9.8 

A vulnerability, 

which was 

classified as 

critical, was found 

in Juanpao JPShop 

up to 1.5.02. 

Affected is the 

function 

actionUpdate of the 

file 

/api/controllers/m

erchant/shop/Post

erController.php of 

the component API. 

The manipulation 

of the argument 

pic_url leads to 

unrestricted 

upload. It is 

possible to launch 

the attack 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. VDB-253002 

is the identifier 

assigned to this 

vulnerability. 

CVE ID : CVE-

2024-1263 

N/A 
A-JUA-JPSH-

190224/509 
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Unrestricte

d Upload of 

File with 

Dangerous 

Type 

07-Feb-2024 9.8 

A vulnerability has 

been found in 

Juanpao JPShop up 

to 1.5.02 and 

classified as 

critical. Affected by 

this vulnerability is 

the function 

actionUpdate of the 

file 

/api/controllers/c

ommon/UploadsCo

ntroller.php. The 

manipulation of the 

argument imgage 

leads to 

unrestricted 

upload. The attack 

can be launched 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. The 

associated 

identifier of this 

vulnerability is 

VDB-253003. 

CVE ID : CVE-

2024-1264 

N/A 
A-JUA-JPSH-

190224/510 

Use of 

Hard-

coded 

Cryptograp

hic Key 

06-Feb-2024 5.9 

A vulnerability was 

found in Juanpao 

JPShop up to 

1.5.02. It has been 

declared as 

problematic. 

Affected by this 

vulnerability is an 

unknown 

functionality of the 

file 

api/config/params.

php of the 

N/A 
A-JUA-JPSH-

190224/511 
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component API. 

The manipulation 

of the argument 

JWT_KEY_ADMIN 

leads to use of 

hard-coded 

cryptographic key 

 . The complexity of 

an attack is rather 

high. The 

exploitation 

appears to be 

difficult. The 

exploit has been 

disclosed to the 

public and may be 

used. The identifier 

VDB-252997 was 

assigned to this 

vulnerability. 

CVE ID : CVE-

2024-1258 

Vendor: keap 

Product: official_opt-in_forms 

Affected Version(s): * Up to (including) 1.0.11 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Keap Keap Official 

Opt-in Forms 

allows Stored 

XSS.This issue 

affects Keap 

Official Opt-in 

Forms: from n/a 

through 1.0.11. 

 

N/A 
A-KEA-OFFI-

190224/512 
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CVE ID : CVE-

2023-52192 

Vendor: kerryjames 

Product: posts_to_page 

Affected Version(s): * Up to (including) 1.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Posts to Page Kerry 

James allows 

Stored XSS.This 

issue affects Kerry 

James: from n/a 

through 1.7. 

 

 

CVE ID : CVE-

2023-52195 

N/A 
A-KER-POST-

190224/513 

Vendor: kihron 

Product: serverrpexposer 

Affected Version(s): * Up to (including) 1.0.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 9.8 

Directory Traversal 

vulnerability in 

Kihron 

ServerRPExposer 

v.1.0.2 and before 

allows a remote 

attacker to execute 

arbitrary code via 

the loadServerPack 

in 

ServerResourcePac

kProviderMixin.jav

a. 

https://github.c

om/Kihron/Ser

verRPExposer/c

ommit/8f7b829

df633f59e828d

677f736c53652

d6f1b8f 

A-KIH-SERV-

190224/514 
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CVE ID : CVE-

2024-22779 

Vendor: kobzarev 

Product: index_now 

Affected Version(s): * Up to (including) 2.6.3 

Cross-Site 

Request 

Forgery 

(CSRF) 

05-Feb-2024 8.8 

The Index Now 

plugin for 

WordPress is 

vulnerable to 

Cross-Site Request 

Forgery in all 

versions up to, and 

including, 2.6.3. 

This is due to 

missing or 

incorrect nonce 

validation on the 

'reset_form' 

function. This 

makes it possible 

for 

unauthenticated 

attackers to delete 

arbitrary site 

options via a 

forged request 

granted they can 

trick a site 

administrator into 

performing an 

action such as 

clicking on a link. 

CVE ID : CVE-

2024-0428 

https://plugins.

trac.wordpress.

org/changeset/

3020958/mihd

an-index-

now/tags/2.6.4

/src/Views/WP

OSA.php 

A-KOB-INDE-

190224/515 

Vendor: kunalnagar 

Product: custom_404_pro 

Affected Version(s): * Up to (including) 3.10.0 

Improper 

Neutralizat

ion of 

Input 

01-Feb-2024 6.1 

Improper 

Neutralization of 

Input During Web 

Page Generation 

N/A 
A-KUN-CUST-

190224/516 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

('Cross-site 

Scripting') 

vulnerability in 

Kunal Nagar 

Custom 404 Pro 

allows Stored 

XSS.This issue 

affects Custom 404 

Pro: from n/a 

through 3.10.0. 

 

 

CVE ID : CVE-

2023-51540 

Vendor: Laravel 

Product: livewire 

Affected Version(s): * Up to (excluding) 3.0.4 

Cross-Site 

Request 

Forgery 

(CSRF) 

01-Feb-2024 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

livewire before 

v3.0.4, allows 

remote attackers to 

execute arbitrary 

code getCsrfToken 

function. NOTE: the 

vendor disputes 

this because the 

5d88731 commit 

fixes a usability 

problem (HTTP 

419 status codes 

for legitimate client 

activity), not a 

security problem. 

CVE ID : CVE-

2024-22859 

https://github.c

om/livewire/liv

ewire/commit/

5d887316f2aaf

83c0e380ac5e7

2766f19700fa3

b 

A-LAR-LIVE-

190224/517 

Vendor: leanote 

Product: desktop 

Affected Version(s): 2.7.0 
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Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

07-Feb-2024 5.5 

Leanote version 

2.7.0 allows 

obtaining arbitrary 

local files. This is 

possible 

 

because the 

application is 

vulnerable to LFR. 

 

 

 

 

 

CVE ID : CVE-

2024-0849 

N/A 
A-LEA-DESK-

190224/518 

Vendor: learndash 

Product: learndash 

Affected Version(s): * Up to (excluding) 4.10.2 

N/A 05-Feb-2024 5.3 

The LearnDash 

LMS plugin for 

WordPress is 

vulnerable to 

Sensitive 

Information 

Exposure in all 

versions up to, and 

including, 4.10.1 

via API. This makes 

it possible for 

unauthenticated 

attackers to obtain 

access to quizzes. 

CVE ID : CVE-

2024-1210 

N/A 
A-LEA-LEAR-

190224/519 

Affected Version(s): * Up to (excluding) 4.10.3 

N/A 05-Feb-2024 5.3 
The LearnDash 

LMS plugin for 

WordPress is 

https://www.le

arndash.com/re

lease-notes/ 

A-LEA-LEAR-

190224/520 
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vulnerable to 

Sensitive 

Information 

Exposure in all 

versions up to, and 

including, 4.10.2 

via API. This makes 

it possible for 

unauthenticated 

attackers to obtain 

access to quiz 

questions. 

CVE ID : CVE-

2024-1208 

N/A 05-Feb-2024 5.3 

The LearnDash 

LMS plugin for 

WordPress is 

vulnerable to 

Sensitive 

Information 

Exposure in all 

versions up to, and 

including, 4.10.1 

via direct file 

access due to 

insufficient 

protection of 

uploaded 

assignments. This 

makes it possible 

for 

unauthenticated 

attackers to obtain 

those uploads. 

CVE ID : CVE-

2024-1209 

N/A 
A-LEA-LEAR-

190224/521 

Vendor: Ledgersmb 

Product: ledgersmb 

Affected Version(s): From (including) 1.11.0 Up to (excluding) 1.11.9 

Cross-Site 

Request 
02-Feb-2024 7.5 

LedgerSMB is a 

free web-based 

double-entry 

https://github.c

om/ledgersmb/

LedgerSMB/co

A-LED-LEDG-

190224/522 
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Forgery 

(CSRF) 

accounting system. 

When a LedgerSMB 

database 

administrator has 

an active session in 

/setup.pl, an 

attacker can trick 

the admin into 

clicking on a link 

which 

automatically 

submits a request 

to setup.pl without 

the admin's 

consent.  This 

request can be 

used to create a 

new user account 

with full 

application 

(/login.pl) 

privileges, leading 

to privilege 

escalation.  The 

vulnerability is 

patched in versions 

1.10.30 and 1.11.9. 

 

CVE ID : CVE-

2024-23831 

mmit/8c2ae5be

68a782d62cb9c

0e17c0127bf30

ef4165, 

https://github.c

om/ledgersmb/

LedgerSMB/sec

urity/advisories

/GHSA-98ff-

f638-qxjm 

Affected Version(s): From (including) 1.3.0 Up to (excluding) 1.10.30 

Cross-Site 

Request 

Forgery 

(CSRF) 

02-Feb-2024 7.5 

LedgerSMB is a 

free web-based 

double-entry 

accounting system. 

When a LedgerSMB 

database 

administrator has 

an active session in 

/setup.pl, an 

attacker can trick 

the admin into 

clicking on a link 

https://github.c

om/ledgersmb/

LedgerSMB/co

mmit/8c2ae5be

68a782d62cb9c

0e17c0127bf30

ef4165, 

https://github.c

om/ledgersmb/

LedgerSMB/sec

urity/advisories

A-LED-LEDG-

190224/523 
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which 

automatically 

submits a request 

to setup.pl without 

the admin's 

consent.  This 

request can be 

used to create a 

new user account 

with full 

application 

(/login.pl) 

privileges, leading 

to privilege 

escalation.  The 

vulnerability is 

patched in versions 

1.10.30 and 1.11.9. 

 

CVE ID : CVE-

2024-23831 

/GHSA-98ff-

f638-qxjm 

Vendor: libexpat_project 

Product: libexpat 

Affected Version(s): * Up to (including) 2.5.0 

Uncontroll

ed 

Resource 

Consumpti

on 

04-Feb-2024 7.5 

libexpat through 

2.5.0 allows a 

denial of service 

(resource 

consumption) 

because many full 

reparsings are 

required in the 

case of a large 

token for which 

multiple buffer fills 

are needed. 

CVE ID : CVE-

2023-52425 

https://github.c

om/libexpat/lib

expat/pull/789 

A-LIB-LIBE-

190224/524 

Improper 

Restriction 

of 

04-Feb-2024 5.5 
libexpat through 

2.5.0 allows 

recursive XML 

https://github.c

om/libexpat/lib

expat/commit/

A-LIB-LIBE-

190224/525 
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Recursive 

Entity 

References 

in DTDs 

('XML 

Entity 

Expansion'

) 

Entity Expansion if 

XML_DTD is 

undefined at 

compile time. 

CVE ID : CVE-

2023-52426 

0f075ec8ecb5e

43f8fdca5182f8

cca4703da0404

, 

https://github.c

om/libexpat/lib

expat/pull/777 

Vendor: libgit2 

Product: libgit2 

Affected Version(s): * Up to (excluding) 1.6.5 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

libgit2 is a portable 

C implementation 

of the Git core 

methods provided 

as a linkable 

library with a solid 

API, allowing to 

build Git 

functionality into 

your application. 

Using well-crafted 

inputs to 

`git_index_add` can 

cause heap 

corruption that 

could be leveraged 

for arbitrary code 

execution. There is 

an issue in the 

`has_dir_name` 

function in 

`src/libgit2/index.c

`, which frees an 

entry that should 

not be freed. The 

freed entry is later 

used and 

overwritten with 

potentially bad 

actor-controlled 

data leading to 

controlled heap 

N/A 
A-LIB-LIBG-

190224/526 
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corruption. 

Depending on the 

application that 

uses libgit2, this 

could lead to 

arbitrary code 

execution. This 

issue has been 

patched in version 

1.6.5 and 1.7.2. 

CVE ID : CVE-

2024-24577 

Affected Version(s): From (including) 1.4.0 Up to (excluding) 1.6.5 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Feb-2024 7.5 

libgit2 is a portable 

C implementation 

of the Git core 

methods provided 

as a linkable 

library with a solid 

API, allowing to 

build Git 

functionality into 

your application. 

Using well-crafted 

inputs to 

`git_revparse_singl

e` can cause the 

function to enter 

an infinite loop, 

potentially causing 

a Denial of Service 

attack in the calling 

application. The 

revparse function 

in 

`src/libgit2/revpar

se.c` uses a loop to 

parse the user-

provided spec 

string. There is an 

edge-case during 

parsing that allows 

a bad actor to force 

https://github.c

om/libgit2/libgi

t2/commit/add

2dabb3c16aa49

b33904dcdc07c

d915efc12fa 

A-LIB-LIBG-

190224/527 
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the loop conditions 

to access arbitrary 

memory. 

Potentially, this 

could also leak 

memory if the 

extracted rev spec 

is reflected back to 

the attacker. As 

such, libgit2 

versions before 

1.4.0 are not 

affected. Users 

should upgrade to 

version 1.6.5 or 

1.7.2. 

CVE ID : CVE-

2024-24575 

Affected Version(s): From (including) 1.7.0 Up to (excluding) 1.7.2 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

libgit2 is a portable 

C implementation 

of the Git core 

methods provided 

as a linkable 

library with a solid 

API, allowing to 

build Git 

functionality into 

your application. 

Using well-crafted 

inputs to 

`git_index_add` can 

cause heap 

corruption that 

could be leveraged 

for arbitrary code 

execution. There is 

an issue in the 

`has_dir_name` 

function in 

`src/libgit2/index.c

`, which frees an 

entry that should 

N/A 
A-LIB-LIBG-

190224/528 
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not be freed. The 

freed entry is later 

used and 

overwritten with 

potentially bad 

actor-controlled 

data leading to 

controlled heap 

corruption. 

Depending on the 

application that 

uses libgit2, this 

could lead to 

arbitrary code 

execution. This 

issue has been 

patched in version 

1.6.5 and 1.7.2. 

CVE ID : CVE-

2024-24577 

Uncontroll

ed 

Resource 

Consumpti

on 

06-Feb-2024 7.5 

libgit2 is a portable 

C implementation 

of the Git core 

methods provided 

as a linkable 

library with a solid 

API, allowing to 

build Git 

functionality into 

your application. 

Using well-crafted 

inputs to 

`git_revparse_singl

e` can cause the 

function to enter 

an infinite loop, 

potentially causing 

a Denial of Service 

attack in the calling 

application. The 

revparse function 

in 

`src/libgit2/revpar

https://github.c

om/libgit2/libgi

t2/commit/add

2dabb3c16aa49

b33904dcdc07c

d915efc12fa 

A-LIB-LIBG-

190224/529 
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se.c` uses a loop to 

parse the user-

provided spec 

string. There is an 

edge-case during 

parsing that allows 

a bad actor to force 

the loop conditions 

to access arbitrary 

memory. 

Potentially, this 

could also leak 

memory if the 

extracted rev spec 

is reflected back to 

the attacker. As 

such, libgit2 

versions before 

1.4.0 are not 

affected. Users 

should upgrade to 

version 1.6.5 or 

1.7.2. 

CVE ID : CVE-

2024-24575 

Vendor: libuv 

Product: libuv 

Affected Version(s): From (including) 1.24.0 Up to (including) 1.48.0 

Server-

Side 

Request 

Forgery 

(SSRF) 

07-Feb-2024 9.8 

libuv is a multi-

platform support 

library with a focus 

on asynchronous 

I/O. The 

`uv_getaddrinfo` 

function in 

`src/unix/getaddri

nfo.c` (and its 

windows 

counterpart 

`src/win/getaddrin

fo.c`), truncates 

hostnames to 256 

https://github.c

om/libuv/libuv

/commit/0f2d7

e784a256b54b

238504343884

8047bc2a629, 

https://github.c

om/libuv/libuv

/commit/3530b

cc30350d4a6ccf

35d2f7b33e232

92b9de70, 

https://github.c

om/libuv/libuv

A-LIB-LIBU-

190224/530 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 309 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

characters before 

calling 

`getaddrinfo`. This 

behavior can be 

exploited to create 

addresses like 

`0x00007f000001`, 

which are 

considered valid by 

`getaddrinfo` and 

could allow an 

attacker to craft 

payloads that 

resolve to 

unintended IP 

addresses, 

bypassing 

developer checks. 

The vulnerability 

arises due to how 

the 

`hostname_ascii` 

variable (with a 

length of 256 

bytes) is handled in 

`uv_getaddrinfo` 

and subsequently 

in 

`uv__idna_toascii`. 

When the 

hostname exceeds 

256 characters, it 

gets truncated 

without a 

terminating null 

byte. As a result 

attackers may be 

able to access 

internal APIs or for 

websites (similar 

to MySpace) that 

allows users to 

have 

`username.example

/commit/c858a

147643de38a0

9dd4164758ae

5b685f2b488 
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.com` pages. 

Internal services 

that crawl or cache 

these user pages 

can be exposed to 

SSRF attacks if a 

malicious user 

chooses a long 

vulnerable 

username. This 

issue has been 

addressed in 

release version 

1.48.0. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-24806 

Vendor: Liferay 

Product: dxp 

Affected Version(s): * Up to (excluding) 7.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 5.4 

Stored cross-site 

scripting (XSS) 

vulnerability in the 

Portal Search 

module's Search 

Result app in 

Liferay Portal 7.2.0 

through 7.4.3.11, 

and older 

unsupported 

versions, and 

Liferay DXP 7.4 

before update 8, 

7.3 before update 

4, 7.2 before fix 

pack 17, and older 

unsupported 

versions allows 

https://liferay.d

ev/portal/secur

ity/known-

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25145 

A-LIF-DXP-

190224/531 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 311 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

remote 

authenticated 

users to inject 

arbitrary web 

script or HTML 

into the Search 

Result app's search 

result if 

highlighting is 

disabled by adding 

any searchable 

content (e.g., blog, 

message board 

message, web 

content article) to 

the application. 

CVE ID : CVE-

2024-25145 

Affected Version(s): 7.2 

N/A 08-Feb-2024 8.1 

In Liferay Portal 

7.2.0 through 7.4.1, 

and older 

unsupported 

versions, and 

Liferay DXP 7.3 

before service pack 

3, 7.2 before fix 

pack 15, and older 

unsupported 

versions the 

`doAsUserId` URL 

parameter may get 

leaked when 

creating linked 

content using the 

WYSIWYG editor 

and while 

impersonating a 

user. This may 

allow remote 

authenticated 

users to 

impersonate a user 

https://liferay.d

ev/portal/secur

ity/known-

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25148 

A-LIF-DXP-

190224/532 
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after accessing the 

linked content. 

CVE ID : CVE-

2024-25148 

Excessive 

Iteration 
08-Feb-2024 6.5 

The IFrame widget 

in Liferay Portal 

7.2.0 through 

7.4.3.26, and older 

unsupported 

versions, and 

Liferay DXP 7.4 

before update 27, 

7.3 before update 

6, 7.2 before fix 

pack 19, and older 

unsupported 

versions does not 

check the URL of 

the IFrame, which 

allows remote 

authenticated 

users to cause a 

denial-of-service 

(DoS) via a self 

referencing 

IFrame. 

CVE ID : CVE-

2024-25144 

https://liferay.d

ev/portal/secur

ity/known-

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25144 

A-LIF-DXP-

190224/533 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 5.4 

Stored cross-site 

scripting (XSS) 

vulnerability in the 

Portal Search 

module's Search 

Result app in 

Liferay Portal 7.2.0 

through 7.4.3.11, 

and older 

unsupported 

versions, and 

Liferay DXP 7.4 

before update 8, 

7.3 before update 

4, 7.2 before fix 

https://liferay.d

ev/portal/secur

ity/known-

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25145 

A-LIF-DXP-

190224/534 
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pack 17, and older 

unsupported 

versions allows 

remote 

authenticated 

users to inject 

arbitrary web 

script or HTML 

into the Search 

Result app's search 

result if 

highlighting is 

disabled by adding 

any searchable 

content (e.g., blog, 

message board 

message, web 

content article) to 

the application. 

CVE ID : CVE-

2024-25145 

Observable 

Discrepanc

y 

08-Feb-2024 5.3 

Liferay Portal 7.2.0 

through 7.4.1, and 

older unsupported 

versions, and 

Liferay DXP 7.3 

before service pack 

3, 7.2 before fix 

pack 18, and older 

unsupported 

versions returns 

with different 

responses 

depending on 

whether a site does 

not exist or if the 

user does not have 

permission to 

access the site, 

which allows 

remote attackers to 

discover the 

existence of sites 

https://liferay.d

ev/portal/secur

ity/known-

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25146 

A-LIF-DXP-

190224/535 
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by enumerating 

URLs. This 

vulnerability 

occurs if 

locale.prepend.frie

ndly.url.style=2 

and if a custom 404 

page is used. 

CVE ID : CVE-

2024-25146 

Affected Version(s): 7.3 

N/A 08-Feb-2024 8.1 

In Liferay Portal 

7.2.0 through 7.4.1, 

and older 

unsupported 

versions, and 

Liferay DXP 7.3 

before service pack 

3, 7.2 before fix 

pack 15, and older 

unsupported 

versions the 

`doAsUserId` URL 

parameter may get 

leaked when 

creating linked 

content using the 

WYSIWYG editor 

and while 

impersonating a 

user. This may 

allow remote 

authenticated 

users to 

impersonate a user 

after accessing the 

linked content. 

CVE ID : CVE-

2024-25148 

https://liferay.d

ev/portal/secur

ity/known-

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25148 

A-LIF-DXP-

190224/536 

Excessive 

Iteration 
08-Feb-2024 6.5 

The IFrame widget 

in Liferay Portal 

7.2.0 through 

https://liferay.d

ev/portal/secur

ity/known-

A-LIF-DXP-

190224/537 
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7.4.3.26, and older 

unsupported 

versions, and 

Liferay DXP 7.4 

before update 27, 

7.3 before update 

6, 7.2 before fix 

pack 19, and older 

unsupported 

versions does not 

check the URL of 

the IFrame, which 

allows remote 

authenticated 

users to cause a 

denial-of-service 

(DoS) via a self 

referencing 

IFrame. 

CVE ID : CVE-

2024-25144 

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25144 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 5.4 

Stored cross-site 

scripting (XSS) 

vulnerability in the 

Portal Search 

module's Search 

Result app in 

Liferay Portal 7.2.0 

through 7.4.3.11, 

and older 

unsupported 

versions, and 

Liferay DXP 7.4 

before update 8, 

7.3 before update 

4, 7.2 before fix 

pack 17, and older 

unsupported 

versions allows 

remote 

authenticated 

users to inject 

arbitrary web 

https://liferay.d

ev/portal/secur

ity/known-

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25145 

A-LIF-DXP-

190224/538 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 316 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

script or HTML 

into the Search 

Result app's search 

result if 

highlighting is 

disabled by adding 

any searchable 

content (e.g., blog, 

message board 

message, web 

content article) to 

the application. 

CVE ID : CVE-

2024-25145 

Observable 

Discrepanc

y 

08-Feb-2024 5.3 

Liferay Portal 7.2.0 

through 7.4.1, and 

older unsupported 

versions, and 

Liferay DXP 7.3 

before service pack 

3, 7.2 before fix 

pack 18, and older 

unsupported 

versions returns 

with different 

responses 

depending on 

whether a site does 

not exist or if the 

user does not have 

permission to 

access the site, 

which allows 

remote attackers to 

discover the 

existence of sites 

by enumerating 

URLs. This 

vulnerability 

occurs if 

locale.prepend.frie

ndly.url.style=2 

https://liferay.d

ev/portal/secur

ity/known-

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25146 

A-LIF-DXP-

190224/539 
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and if a custom 404 

page is used. 

CVE ID : CVE-

2024-25146 

Affected Version(s): 7.4 

Excessive 

Iteration 
08-Feb-2024 6.5 

The IFrame widget 

in Liferay Portal 

7.2.0 through 

7.4.3.26, and older 

unsupported 

versions, and 

Liferay DXP 7.4 

before update 27, 

7.3 before update 

6, 7.2 before fix 

pack 19, and older 

unsupported 

versions does not 

check the URL of 

the IFrame, which 

allows remote 

authenticated 

users to cause a 

denial-of-service 

(DoS) via a self 

referencing 

IFrame. 

CVE ID : CVE-

2024-25144 

https://liferay.d

ev/portal/secur

ity/known-

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25144 

A-LIF-DXP-

190224/540 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 5.4 

Stored cross-site 

scripting (XSS) 

vulnerability in the 

Portal Search 

module's Search 

Result app in 

Liferay Portal 7.2.0 

through 7.4.3.11, 

and older 

unsupported 

versions, and 

Liferay DXP 7.4 

before update 8, 

https://liferay.d

ev/portal/secur

ity/known-

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25145 

A-LIF-DXP-

190224/541 
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7.3 before update 

4, 7.2 before fix 

pack 17, and older 

unsupported 

versions allows 

remote 

authenticated 

users to inject 

arbitrary web 

script or HTML 

into the Search 

Result app's search 

result if 

highlighting is 

disabled by adding 

any searchable 

content (e.g., blog, 

message board 

message, web 

content article) to 

the application. 

CVE ID : CVE-

2024-25145 

Product: liferay_portal 

Affected Version(s): * Up to (including) 7.2.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 5.4 

Stored cross-site 

scripting (XSS) 

vulnerability in the 

Portal Search 

module's Search 

Result app in 

Liferay Portal 7.2.0 

through 7.4.3.11, 

and older 

unsupported 

versions, and 

Liferay DXP 7.4 

before update 8, 

7.3 before update 

4, 7.2 before fix 

pack 17, and older 

unsupported 

versions allows 

https://liferay.d

ev/portal/secur

ity/known-

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25145 

A-LIF-LIFE-

190224/542 
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remote 

authenticated 

users to inject 

arbitrary web 

script or HTML 

into the Search 

Result app's search 

result if 

highlighting is 

disabled by adding 

any searchable 

content (e.g., blog, 

message board 

message, web 

content article) to 

the application. 

CVE ID : CVE-

2024-25145 

Affected Version(s): From (including) 7.2.0 Up to (excluding) 7.4.3.26 

Excessive 

Iteration 
08-Feb-2024 6.5 

The IFrame widget 

in Liferay Portal 

7.2.0 through 

7.4.3.26, and older 

unsupported 

versions, and 

Liferay DXP 7.4 

before update 27, 

7.3 before update 

6, 7.2 before fix 

pack 19, and older 

unsupported 

versions does not 

check the URL of 

the IFrame, which 

allows remote 

authenticated 

users to cause a 

denial-of-service 

(DoS) via a self 

referencing 

IFrame. 

https://liferay.d

ev/portal/secur

ity/known-

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25144 

A-LIF-LIFE-

190224/543 
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CVE ID : CVE-

2024-25144 

Affected Version(s): From (including) 7.2.0 Up to (including) 7.4.1 

N/A 08-Feb-2024 8.1 

In Liferay Portal 

7.2.0 through 7.4.1, 

and older 

unsupported 

versions, and 

Liferay DXP 7.3 

before service pack 

3, 7.2 before fix 

pack 15, and older 

unsupported 

versions the 

`doAsUserId` URL 

parameter may get 

leaked when 

creating linked 

content using the 

WYSIWYG editor 

and while 

impersonating a 

user. This may 

allow remote 

authenticated 

users to 

impersonate a user 

after accessing the 

linked content. 

CVE ID : CVE-

2024-25148 

https://liferay.d

ev/portal/secur

ity/known-

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25148 

A-LIF-LIFE-

190224/544 

Observable 

Discrepanc

y 

08-Feb-2024 5.3 

Liferay Portal 7.2.0 

through 7.4.1, and 

older unsupported 

versions, and 

Liferay DXP 7.3 

before service pack 

3, 7.2 before fix 

pack 18, and older 

unsupported 

versions returns 

with different 

responses 

https://liferay.d

ev/portal/secur

ity/known-

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25146 

A-LIF-LIFE-

190224/545 
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depending on 

whether a site does 

not exist or if the 

user does not have 

permission to 

access the site, 

which allows 

remote attackers to 

discover the 

existence of sites 

by enumerating 

URLs. This 

vulnerability 

occurs if 

locale.prepend.frie

ndly.url.style=2 

and if a custom 404 

page is used. 

CVE ID : CVE-

2024-25146 

Affected Version(s): From (including) 7.3.0 Up to (including) 7.3.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 5.4 

Stored cross-site 

scripting (XSS) 

vulnerability in the 

Portal Search 

module's Search 

Result app in 

Liferay Portal 7.2.0 

through 7.4.3.11, 

and older 

unsupported 

versions, and 

Liferay DXP 7.4 

before update 8, 

7.3 before update 

4, 7.2 before fix 

pack 17, and older 

unsupported 

versions allows 

remote 

authenticated 

users to inject 

arbitrary web 

https://liferay.d

ev/portal/secur

ity/known-

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25145 

A-LIF-LIFE-

190224/546 
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script or HTML 

into the Search 

Result app's search 

result if 

highlighting is 

disabled by adding 

any searchable 

content (e.g., blog, 

message board 

message, web 

content article) to 

the application. 

CVE ID : CVE-

2024-25145 

Affected Version(s): From (including) 7.4.0 Up to (excluding) 7.4.3.12 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 5.4 

Stored cross-site 

scripting (XSS) 

vulnerability in the 

Portal Search 

module's Search 

Result app in 

Liferay Portal 7.2.0 

through 7.4.3.11, 

and older 

unsupported 

versions, and 

Liferay DXP 7.4 

before update 8, 

7.3 before update 

4, 7.2 before fix 

pack 17, and older 

unsupported 

versions allows 

remote 

authenticated 

users to inject 

arbitrary web 

script or HTML 

into the Search 

Result app's search 

result if 

highlighting is 

disabled by adding 

https://liferay.d

ev/portal/secur

ity/known-

vulnerabilities/-

/asset_publishe

r/jekt/content/

cve-2024-

25145 

A-LIF-LIFE-

190224/547 
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any searchable 

content (e.g., blog, 

message board 

message, web 

content article) to 

the application. 

CVE ID : CVE-

2024-25145 

Vendor: lineagrafica 

Product: multilingual_and_multistore_sitemap_pro 

Affected Version(s): * Up to (excluding) 1.6.6 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

07-Feb-2024 7.5 

Path Traversal 

vulnerability in 

Linea Grafica 

"Multilingual and 

Multistore Sitemap 

Pro - SEO" 

(lgsitemaps) 

module for 

PrestaShop before 

version 1.6.6, a 

guest can 

download personal 

information 

without restriction. 

CVE ID : CVE-

2024-24311 

https://security

.friendsofpresta.

org/modules/2

024/02/06/lgsi

temaps.html 

A-LIN-MULT-

190224/548 

Vendor: Linecorp 

Product: central_dogma 

Affected Version(s): * Up to (excluding) 0.64.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 6.1 

Central Dogma 

versions prior to 

0.64.1 is vulnerable 

to Cross-Site 

Scripting (XSS), 

which could allow 

for the leakage of 

user sessions and 

subsequent 

https://github.c

om/line/central

dogma/security

/advisories/GH

SA-34q3-p352-

c7q8 

A-LIN-CENT-

190224/549 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 324 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

authentication 

bypass. 

CVE ID : CVE-

2024-1143 

Vendor: linux-pam 

Product: linux-pam 

Affected Version(s): * Up to (excluding) 1.6.0 

N/A 06-Feb-2024 5.5 

linux-pam (aka 

Linux PAM) before 

1.6.0 allows 

attackers to cause a 

denial of service 

(blocked login 

process) via mkfifo 

because the openat 

call (for 

protect_dir) lacks 

O_DIRECTORY. 

CVE ID : CVE-

2024-22365 

http://www.op

enwall.com/list

s/oss-

security/2024/

01/18/3, 

https://github.c

om/linux-

pam/linux-

pam/commit/0

31bb5a5d0d95

0253b68138b4

98dc93be69a64

cb 

A-LIN-LINU-

190224/550 

Vendor: Litespeedtech 

Product: lsquic 

Affected Version(s): * Up to (excluding) 4.0.4 

N/A 09-Feb-2024 9.8 

In LiteSpeed QUIC 

(LSQUIC) Library 

before 4.0.4, DCID 

validation is 

mishandled. 

CVE ID : CVE-

2024-25678 

https://github.c

om/litespeedtec

h/lsquic/commi

t/515f453556c

99d27c4dddb5

424898dc1a55

37708 

A-LIT-LSQU-

190224/551 

Vendor: livecomposerplugin 

Product: live-composer-page-builder 

Affected Version(s): * Up to (including) 1.5.23 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

N/A 
A-LIV-LIVE-

190224/552 
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Generation 

('Cross-site 

Scripting') 

vulnerability in 

Live Composer 

Team Page Builder: 

Live Composer 

allows Stored 

XSS.This issue 

affects Page 

Builder: Live 

Composer: from 

n/a through 1.5.23. 

 

 

CVE ID : CVE-

2023-52193 

Vendor: liveconfig 

Product: liveconfig 

Affected Version(s): * Up to (excluding) 2.5.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 7.5 

Directory Traversal 

Vulnerability in 

LiveConfig before 

v.2.5.2 allows a 

remote attacker to 

obtain sensitive 

information via a 

crafted request to 

the /static/ 

endpoint. 

CVE ID : CVE-

2024-22851 

N/A 
A-LIV-LIVE-

190224/553 

Vendor: livemesh 

Product: elementor_addons 

Affected Version(s): * Up to (including) 8.3.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

05-Feb-2024 5.4 

The Elementor 

Addons by 

Livemesh plugin 

for WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

plugin's widget 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&new=30

26261%40addo

ns-for-

A-LIV-ELEM-

190224/554 
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('Cross-site 

Scripting') 

URL parameters in 

all versions up to, 

and including, 8.3.1 

due to insufficient 

input sanitization 

and output 

escaping. This 

makes it possible 

for authenticated 

attackers with 

contributor access 

or higher to inject 

arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an 

injected page. 

CVE ID : CVE-

2024-0448 

elementor%2Ft

runk&old=3022

220%40addons

-for-

elementor%2Ft

runk&sfp_email

=&sfph_mail= 

Vendor: ljapps 

Product: wp_review_slider 

Affected Version(s): * Up to (including) 12.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 4.8 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in LJ 

Apps WP Review 

Slider allows 

Stored XSS.This 

issue affects WP 

Review Slider: 

from n/a through 

12.7. 

 

 

CVE ID : CVE-

2023-51685 

N/A 
A-LJA-WP_R-

190224/555 
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Vendor: logpoint 

Product: siem 

Affected Version(s): From (including) 6.10.0 Up to (excluding) 7.3.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

03-Feb-2024 5.4 

The Jinja 

templating in 

Logpoint SIEM 

6.10.0 through 7.x 

before 7.3.0 does 

not correctly 

sanitize log data 

being displayed 

when using a 

custom Jinja 

template in the 

Alert view. A 

remote attacker 

can craft a cross-

site scripting (XSS) 

payload and send it 

to any system or 

device that sends 

logs to the SIEM. If 

an alert is created, 

the payload will 

execute upon the 

alert data being 

viewed with that 

template, which 

can lead to 

sensitive data 

disclosure. 

CVE ID : CVE-

2023-49950 

https://service

desk.logpoint.co

m/hc/en-

us/articles/141

24495377437-

Stored-XSS-

Vulnerability-

in-Alerts-via-

Log-Injection 

A-LOG-SIEM-

190224/556 

Vendor: m2crypto_project 

Product: m2crypto 

Affected Version(s): - 

Observable 

Discrepanc

y 

05-Feb-2024 7.5 

A flaw was found in 

m2crypto. This 

issue may allow a 

remote attacker to 

decrypt captured 

N/A 
A-M2C-M2CR-

190224/557 
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messages in TLS 

servers that use 

RSA key exchanges, 

which may lead to 

exposure of 

confidential or 

sensitive data. 

CVE ID : CVE-

2023-50781 

Vendor: magicsoftware 

Product: magic_xpi_integration_platform 

Affected Version(s): 4.13.4 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

06-Feb-2024 6.5 

The XML parser in 

Magic xpi 

Integration 

Platform 4.13.4 

allows XXE attacks, 

e.g., via 

onItemImport. 

CVE ID : CVE-

2023-52239 

https://www2.

magicsoftware.c

om/ver/docs/D

ownloads/Magi

cxpi/4.14/Wind

ows/ReleaseNo

tes4.14.pdf 

A-MAG-MAGI-

190224/558 

Vendor: mail2world 

Product: mail2world 

Affected Version(s): 12 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 6.1 

Mail2World v12 

Business Control 

Center was 

discovered to 

contain a reflected 

cross-site scripting 

(XSS) vulnerability 

via the Usr 

parameter at 

resellercenter/logi

n.asp. 

CVE ID : CVE-

2024-24130 

N/A 
A-MAI-MAIL-

190224/559 

Vendor: Mailcow 

Product: mailcow\ 
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Affected Version(s): _dockerized Up to (excluding) 2024-01 

N/A 02-Feb-2024 2.7 

mailcow is a 

dockerized email 

package, with 

multiple containers 

linked in one 

bridged network. 

The application is 

vulnerable to pixel 

flood attack, once 

the payload has 

been successfully 

uploaded in the 

logo the 

application goes 

slow and doesn't 

respond in the 

admin page. It is 

tested on the 

versions 2023-12a 

and prior and 

patched in version 

2024-01. 

CVE ID : CVE-

2024-23824 

https://github.c

om/mailcow/m

ailcow-

dockerized/co

mmit/7f6f7e0e

9ff608618e5b1

44bcf18d27961

0aa3ed, 

https://github.c

om/mailcow/m

ailcow-

dockerized/sec

urity/advisories

/GHSA-45rv-

3c5p-w4h7 

A-MAI-MAIL-

190224/560 

Affected Version(s): _dockerized Up to (excluding) 2024-01c 

Externally 

Controlled 

Reference 

to a 

Resource 

in Another 

Sphere 

02-Feb-2024 7.3 

mailcow is a 

dockerized email 

package, with 

multiple containers 

linked in one 

bridged network. A 

security 

vulnerability has 

been identified in 

mailcow affecting 

versions < 2024-

01c. This 

vulnerability 

potentially allows 

attackers on the 

same subnet to 

connect to exposed 

https://github.c

om/mailcow/m

ailcow-

dockerized/co

mmit/087481a

c12bfa5dd715f

3630f0b1697be

94f7e88, 

https://github.c

om/mailcow/m

ailcow-

dockerized/sec

urity/advisories

/GHSA-gmpj-

5xcm-xxx6 

A-MAI-MAIL-

190224/561 
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ports of a Docker 

container, even 

when the port is 

bound to 127.0.0.1. 

The vulnerability 

has been 

addressed by 

implementing 

additional 

iptables/nftables 

rules. These rules 

drop packets for 

Docker containers 

on ports 3306, 

6379, 8983, and 

12345, where the 

input interface is 

not `br-mailcow` 

and the output 

interface is `br-

mailcow`. 

CVE ID : CVE-

2024-24760 

Vendor: Malwarebytes 

Product: binisoft_windows_firewall_control 

Affected Version(s): * Up to (excluding) 6.9.9.2 

N/A 04-Feb-2024 9.8 

Malwarebytes 

Binisoft Windows 

Firewall Control 

before 6.9.9.2 

allows remote 

attackers to 

execute arbitrary 

code via gRPC 

named pipes. 

CVE ID : CVE-

2024-25089 

N/A 
A-MAL-BINI-

190224/562 

Vendor: Mate-desktop 

Product: engrampa 

Affected Version(s): * Up to (excluding) 1.26.2 
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Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.6 

Engrampa is an 

archive manager 

for the MATE 

environment. 

Engrampa is found 

to be vulnerable to 

a Path Traversal 

vulnerability that 

can be leveraged to 

achieve full Remote 

Command 

Execution (RCE) on 

the target. While 

handling CPIO 

archives, the 

Engrampa Archive 

manager follows 

symlink, cpio by 

default will follow 

stored symlinks 

while extracting 

and the Archiver 

will not check the 

symlink location, 

which leads to 

arbitrary file writes 

to unintended 

locations. When 

the victim extracts 

the archive, the 

attacker can craft a 

malicious cpio or 

ISO archive to 

achieve RCE on the 

target system. This 

vulnerability was 

fixed in commit 

63d5dfa. 

 

CVE ID : CVE-

2023-52138 

https://github.c

om/mate-

desktop/engra

mpa/commit/6

3d5dfa9005c6b

16d0f0ccd888c

c859fca78f970, 

https://github.c

om/mate-

desktop/engra

mpa/security/a

dvisories/GHSA

-c98h-v39w-

3r7v 

A-MAT-ENGR-

190224/563 

Vendor: mattermost 
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Product: mattermost_server 

Affected Version(s): * Up to (including) 8.1.7 

N/A 09-Feb-2024 4.3 

Mattermost fails to 

check the required 

permissions in 

the POST 

/api/v4/channels/

stats/member_cou

nt API resulting 

in channel member 

counts being 

leaked to a user 

without 

permissions. 

 

 

CVE ID : CVE-

2024-24776 

https://matter

most.com/secur

ity-updates 

A-MAT-MATT-

190224/564 

Uncontroll

ed 

Resource 

Consumpti

on 

09-Feb-2024 4.3 

Mattermost fails to 

check if a custom 

emoji reaction 

exists when 

sending it to a post 

and to limit the 

amount of custom 

emojis allowed to 

be added in a post, 

allowing an 

attacker sending a 

huge amount of 

non-existent 

custom emojis in a 

post to crash the 

mobile app of a 

user seeing the 

post.  

 

 

CVE ID : CVE-

2024-1402 

https://matter

most.com/secur

ity-updates 

A-MAT-MATT-

190224/565 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 333 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Incorrect 

Authorizati

on 

09-Feb-2024 4.1 

Mattermost Jira 

Plugin handling 

subscriptions fails 

to check the 

security level of an 

incoming issue or 

limit it based on 

the user who 

created the 

subscription 

resulting 

in registered users 

on Jira being able 

to create webhooks 

that give them 

access to all Jira 

issues. 

 

 

CVE ID : CVE-

2024-24774 

https://matter

most.com/secur

ity-updates 

A-MAT-MATT-

190224/566 

Cross-Site 

Request 

Forgery 

(CSRF) 

09-Feb-2024 3.5 

Mattermost Jira 

Plugin fails to 

protect against 

logout CSRF 

allowing an 

attacker to post a 

specially crafted 

message that 

would disconnect a 

user's Jira 

connection in 

Mattermost only by 

viewing the 

message. 

CVE ID : CVE-

2024-23319 

https://matter

most.com/secur

ity-updates 

A-MAT-MATT-

190224/567 

Affected Version(s): From (including) 9.0.0 Up to (including) 9.1.4 

Uncontroll

ed 

Resource 

09-Feb-2024 4.3 

Mattermost fails to 

check if a custom 

emoji reaction 

exists when 

https://matter

most.com/secur

ity-updates 

A-MAT-MATT-

190224/568 
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Consumpti

on 

sending it to a post 

and to limit the 

amount of custom 

emojis allowed to 

be added in a post, 

allowing an 

attacker sending a 

huge amount of 

non-existent 

custom emojis in a 

post to crash the 

mobile app of a 

user seeing the 

post.  

 

 

CVE ID : CVE-

2024-1402 

Affected Version(s): From (including) 9.2.0 Up to (including) 9.2.3 

Uncontroll

ed 

Resource 

Consumpti

on 

09-Feb-2024 4.3 

Mattermost fails to 

check if a custom 

emoji reaction 

exists when 

sending it to a post 

and to limit the 

amount of custom 

emojis allowed to 

be added in a post, 

allowing an 

attacker sending a 

huge amount of 

non-existent 

custom emojis in a 

post to crash the 

mobile app of a 

user seeing the 

post.  

 

 

CVE ID : CVE-

2024-1402 

https://matter

most.com/secur

ity-updates 

A-MAT-MATT-

190224/569 
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Vendor: Maxfoundry 

Product: maxbuttons 

Affected Version(s): * Up to (excluding) 9.7.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

The WordPress 

Button Plugin 

MaxButtons plugin 

for WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

plugin's 

shortcode(s) in all 

versions up to, and 

including 9.7.6 due 

to insufficient 

input sanitization 

and output 

escaping on user 

supplied attributes. 

This makes it 

possible for 

authenticated 

attackers, with 

contributor-level 

access and above, 

to inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

NOTE: This 

vulnerability was 

partially fixed in 

version 9.7.6. 

CVE ID : CVE-

2023-7029 

https://www.w

ordfence.com/t

hreat-

intel/vulnerabil

ities/id/bca0e8

a0-d837-42d8-

a9d3-

35e0c820eb43?

source=cve 

A-MAX-MAXB-

190224/570 

Vendor: maykinmedia 

Product: open_forms 

Affected Version(s): * Up to (excluding) 2.2.9 
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Improper 

Access 

Control 

07-Feb-2024 5.9 

Open Forms allows 

users create and 

publish smart 

forms. Versions 

prior to 2.2.9, 2.3.7, 

2.4.5, and 2.5.2 

contain a non-

exploitable multi-

factor 

authentication 

weakness. 

Superusers who 

have their 

credentials 

(username + 

password) 

compromised 

could potentially 

have the second-

factor 

authentication 

bypassed if an 

attacker somehow 

managed to 

authenticate to 

Open Forms. The 

maintainers of 

Open Forms do not 

believe it is or has 

been possible to 

perform this login. 

However, if this 

were possible, the 

victim's account 

may be abused to 

view (potentially 

sensitive) 

submission data or 

have been used to 

impersonate other 

staff accounts to 

view and/or 

modify data. Three 

mitigating factors 

https://github.c

om/open-

formulieren/op

en-

forms/security/

advisories/GHS

A-64r3-x3gf-

vp63 

A-MAY-OPEN-

190224/571 
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to help prevent 

exploitation 

include: the usual 

login page (at 

`/admin/login/`) 

does not fully log in 

the user until the 

second factor was 

succesfully 

provided; the 

additional non-

MFA protected 

login page at 

`/api/v2/api-

authlogin/` was 

misconfigured and 

could not be used 

to log in; and there 

are no additional 

ways to log in. This 

also requires 

credentials of a 

superuser to be 

compromised to be 

exploitable. 

Versions 2.2.9, 

2.3.7, 2.4.5, and 

2.5.2 contain the 

following patches 

to address these 

weaknesses: Move 

and only enable the 

API auth endpoints 

(`/api/v2/api-

auth/login/`) with 

`settings.DEBUG = 

True`. 

`settings.DEBUG = 

True` is insecure 

and should never 

be applied in 

production 

settings. 

Additionally, apply 
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a custom 

permission check 

to the hijack flow 

to only allow 

second-factor-

verified superusers 

to perform user 

hijacking. 

CVE ID : CVE-

2024-24771 

Affected Version(s): From (including) 2.3.0 Up to (excluding) 2.3.7 

Improper 

Access 

Control 

07-Feb-2024 5.9 

Open Forms allows 

users create and 

publish smart 

forms. Versions 

prior to 2.2.9, 2.3.7, 

2.4.5, and 2.5.2 

contain a non-

exploitable multi-

factor 

authentication 

weakness. 

Superusers who 

have their 

credentials 

(username + 

password) 

compromised 

could potentially 

have the second-

factor 

authentication 

bypassed if an 

attacker somehow 

managed to 

authenticate to 

Open Forms. The 

maintainers of 

Open Forms do not 

believe it is or has 

been possible to 

perform this login. 

However, if this 

https://github.c

om/open-

formulieren/op

en-

forms/security/

advisories/GHS

A-64r3-x3gf-

vp63 

A-MAY-OPEN-

190224/572 
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were possible, the 

victim's account 

may be abused to 

view (potentially 

sensitive) 

submission data or 

have been used to 

impersonate other 

staff accounts to 

view and/or 

modify data. Three 

mitigating factors 

to help prevent 

exploitation 

include: the usual 

login page (at 

`/admin/login/`) 

does not fully log in 

the user until the 

second factor was 

succesfully 

provided; the 

additional non-

MFA protected 

login page at 

`/api/v2/api-

authlogin/` was 

misconfigured and 

could not be used 

to log in; and there 

are no additional 

ways to log in. This 

also requires 

credentials of a 

superuser to be 

compromised to be 

exploitable. 

Versions 2.2.9, 

2.3.7, 2.4.5, and 

2.5.2 contain the 

following patches 

to address these 

weaknesses: Move 

and only enable the 
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API auth endpoints 

(`/api/v2/api-

auth/login/`) with 

`settings.DEBUG = 

True`. 

`settings.DEBUG = 

True` is insecure 

and should never 

be applied in 

production 

settings. 

Additionally, apply 

a custom 

permission check 

to the hijack flow 

to only allow 

second-factor-

verified superusers 

to perform user 

hijacking. 

CVE ID : CVE-

2024-24771 

Affected Version(s): From (including) 2.4.0 Up to (excluding) 2.4.5 

Improper 

Access 

Control 

07-Feb-2024 5.9 

Open Forms allows 

users create and 

publish smart 

forms. Versions 

prior to 2.2.9, 2.3.7, 

2.4.5, and 2.5.2 

contain a non-

exploitable multi-

factor 

authentication 

weakness. 

Superusers who 

have their 

credentials 

(username + 

password) 

compromised 

could potentially 

have the second-

factor 

https://github.c

om/open-

formulieren/op

en-

forms/security/

advisories/GHS

A-64r3-x3gf-

vp63 

A-MAY-OPEN-

190224/573 
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authentication 

bypassed if an 

attacker somehow 

managed to 

authenticate to 

Open Forms. The 

maintainers of 

Open Forms do not 

believe it is or has 

been possible to 

perform this login. 

However, if this 

were possible, the 

victim's account 

may be abused to 

view (potentially 

sensitive) 

submission data or 

have been used to 

impersonate other 

staff accounts to 

view and/or 

modify data. Three 

mitigating factors 

to help prevent 

exploitation 

include: the usual 

login page (at 

`/admin/login/`) 

does not fully log in 

the user until the 

second factor was 

succesfully 

provided; the 

additional non-

MFA protected 

login page at 

`/api/v2/api-

authlogin/` was 

misconfigured and 

could not be used 

to log in; and there 

are no additional 

ways to log in. This 
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also requires 

credentials of a 

superuser to be 

compromised to be 

exploitable. 

Versions 2.2.9, 

2.3.7, 2.4.5, and 

2.5.2 contain the 

following patches 

to address these 

weaknesses: Move 

and only enable the 

API auth endpoints 

(`/api/v2/api-

auth/login/`) with 

`settings.DEBUG = 

True`. 

`settings.DEBUG = 

True` is insecure 

and should never 

be applied in 

production 

settings. 

Additionally, apply 

a custom 

permission check 

to the hijack flow 

to only allow 

second-factor-

verified superusers 

to perform user 

hijacking. 

CVE ID : CVE-

2024-24771 

Affected Version(s): From (including) 2.5.0 Up to (excluding) 2.5.2 

Improper 

Access 

Control 

07-Feb-2024 5.9 

Open Forms allows 

users create and 

publish smart 

forms. Versions 

prior to 2.2.9, 2.3.7, 

2.4.5, and 2.5.2 

contain a non-

exploitable multi-

https://github.c

om/open-

formulieren/op

en-

forms/security/

advisories/GHS

A-64r3-x3gf-

vp63 

A-MAY-OPEN-

190224/574 
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factor 

authentication 

weakness. 

Superusers who 

have their 

credentials 

(username + 

password) 

compromised 

could potentially 

have the second-

factor 

authentication 

bypassed if an 

attacker somehow 

managed to 

authenticate to 

Open Forms. The 

maintainers of 

Open Forms do not 

believe it is or has 

been possible to 

perform this login. 

However, if this 

were possible, the 

victim's account 

may be abused to 

view (potentially 

sensitive) 

submission data or 

have been used to 

impersonate other 

staff accounts to 

view and/or 

modify data. Three 

mitigating factors 

to help prevent 

exploitation 

include: the usual 

login page (at 

`/admin/login/`) 

does not fully log in 

the user until the 

second factor was 
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succesfully 

provided; the 

additional non-

MFA protected 

login page at 

`/api/v2/api-

authlogin/` was 

misconfigured and 

could not be used 

to log in; and there 

are no additional 

ways to log in. This 

also requires 

credentials of a 

superuser to be 

compromised to be 

exploitable. 

Versions 2.2.9, 

2.3.7, 2.4.5, and 

2.5.2 contain the 

following patches 

to address these 

weaknesses: Move 

and only enable the 

API auth endpoints 

(`/api/v2/api-

auth/login/`) with 

`settings.DEBUG = 

True`. 

`settings.DEBUG = 

True` is insecure 

and should never 

be applied in 

production 

settings. 

Additionally, apply 

a custom 

permission check 

to the hijack flow 

to only allow 

second-factor-

verified superusers 

to perform user 

hijacking. 
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CVE ID : CVE-

2024-24771 

Vendor: meowapps 

Product: ai_engine 

Affected Version(s): * Up to (including) 2.1.4 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

05-Feb-2024 7.2 

The AI Engine: 

Chatbots, 

Generators, 

Assistants, GPT 4 

and more! plugin 

for WordPress is 

vulnerable to 

arbitrary file 

uploads due to 

missing file type 

validation in the 

'add_image_from_u

rl' function in all 

versions up to, and 

including, 2.1.4. 

This makes it 

possible for 

authenticated 

attackers, with 

Editor access and 

above, to upload 

arbitrary files on 

the affected site's 

server which may 

make remote code 

execution possible. 

CVE ID : CVE-

2024-0699 

https://plugins.

trac.wordpress.

org/changeset/

3021494/ai-

engine/trunk/cl

asses/core.php 

A-MEO-AI_E-

190224/575 

Vendor: meshcentral 

Product: meshcentral 

Affected Version(s): 1.1.16 

Use of a 

Broken or 

Risky 

Cryptograp

02-Feb-2024 7.5 

Ylianst 

MeshCentral 1.1.16 

suffers from Use of 

a Broken or Risky 

N/A 
A-MES-MESH-

190224/576 
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hic 

Algorithm 

Cryptographic 

Algorithm. 

CVE ID : CVE-

2023-51838 

Vendor: metabox 

Product: meta_box 

Affected Version(s): * Up to (including) 5.9.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

The Meta Box – 

WordPress Custom 

Fields Framework 

plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via 

custom post meta 

values displayed 

through the 

plugin's shortcode 

in all versions up 

to, and including, 

5.9.2 due to 

insufficient input 

sanitization and 

output escaping. 

This makes it 

possible for 

authenticated 

attackers, with 

contributor-level 

access and above, 

to inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2023-6526 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=303

0376%40meta-

box&new=3030

376%40meta-

box&sfp_email=

&sfph_mail= 

A-MET-META-

190224/577 

Vendor: metagauss 

Product: registrationmagic 
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Affected Version(s): * Up to (including) 5.2.4.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 6.1 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Metagauss 

RegistrationMagic 

– Custom 

Registration 

Forms, User 

Registration, 

Payment, and User 

Login allows 

Reflected XSS.This 

issue affects 

RegistrationMagic 

– Custom 

Registration 

Forms, User 

Registration, 

Payment, and User 

Login: from n/a 

through 5.2.4.1. 

 

 

CVE ID : CVE-

2023-51509 

N/A 
A-MET-REGI-

190224/578 

Vendor: michaeluno 

Product: auto_amazon_links 

Affected Version(s): * Up to (excluding) 5.1.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Michael Uno 

N/A 
A-MIC-AUTO-

190224/579 
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('Cross-site 

Scripting') 

(miunosoft) Auto 

Amazon Links – 

Amazon Associates 

Affiliate Plugin 

allows Stored 

XSS.This issue 

affects Auto 

Amazon Links – 

Amazon Associates 

Affiliate Plugin: 

from n/a through 

5.1.1. 

 

 

CVE ID : CVE-

2023-52175 

Vendor: Microsoft 

Product: edge 

Affected Version(s): - 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

08-Feb-2024 7.5 

The N-able 

PassPortal 

extension before 

3.29.2 for Chrome 

inserts sensitive 

information into a 

log file. 

CVE ID : CVE-

2023-47131 

https://me.n-

able.com/s/sec

urity-

advisory/aArHs

000000M8CCK

A0/cve2023471

31-passportal-

browser-

extension-logs-

sensitive-data 

A-MIC-EDGE-

190224/580 

Product: edge_chromium 

Affected Version(s): * Up to (excluding) 121.0.2277.98 

N/A 02-Feb-2024 8.3 

Microsoft Edge 

(Chromium-based) 

Remote Code 

Execution 

Vulnerability 

CVE ID : CVE-

2024-21399 

https://msrc.mi

crosoft.com/up

date-

guide/vulnerabi

lity/CVE-2024-

21399 

A-MIC-EDGE-

190224/581 

Vendor: mightythemes 
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Product: mighty_addons 

Affected Version(s): * Up to (including) 1.9.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 6.1 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

MightyThemes 

Mighty Addons for 

Elementor allows 

Reflected XSS.This 

issue affects Mighty 

Addons for 

Elementor: from 

n/a through 1.9.3. 

 

 

CVE ID : CVE-

2024-24846 

N/A 
A-MIG-MIGH-

190224/582 

Vendor: minbrowser 

Product: min 

Affected Version(s): 1.29.0 

N/A 09-Feb-2024 8.8 

In Min before 

1.31.0, local files 

are not correctly 

treated as unique 

security origins, 

which allows them 

to improperly 

request cross-

origin resources. 

For example, a 

local file may 

request other local 

files through an 

XML document. 

CVE ID : CVE-

2024-25677 

N/A 
A-MIN-MIN-

190224/583 
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Vendor: mingsoft 

Product: mcms 

Affected Version(s): 5.3.5 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

05-Feb-2024 8.8 

File Upload 

vulnerability in 

MCMS 5.3.5 allows 

attackers to upload 

arbitrary files via 

crafted POST 

request to 

/ms/file/upload.do

. 

CVE ID : CVE-

2024-22567 

N/A 
A-MIN-MCMS-

190224/584 

Vendor: miraheze 

Product: wikidiscover 

Affected Version(s): * Up to (excluding) 2023-02-08 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Feb-2024 6.1 

WikiDiscover is an 

extension designed 

for use with a 

CreateWiki 

managed farm to 

display wikis. On 

Special:WikiDiscov

er, the 

`Language::date` 

function is used 

when making the 

human-readable 

timestamp for 

inclusion on the 

wiki_creation 

column. This 

function uses 

interface messages 

to translate the 

names of months 

and days. It uses 

the `->text()` 

output mode, 

returning 

https://github.c

om/miraheze/

WikiDiscover/c

ommit/267e76

3a0d7460f0016

93c42f67717a0

fc3fd6bb, 

https://github.c

om/miraheze/

WikiDiscover/s

ecurity/advisori

es/GHSA-cfcf-

94jv-455f, 

https://issue-

tracker.mirahez

e.org/T11814 

A-MIR-WIKI-

190224/585 
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unescaped 

interface messages. 

Since the output is 

not escaped later, 

the unescaped 

interface message 

is included on the 

output, resulting in 

an XSS 

vulnerability. 

Exploiting this on-

wiki requires the 

`(editinterface)` 

right. This 

vulnerability has 

been addressed in 

commit 

`267e763a0`. Users 

are advised to 

update their 

installations. There 

are no known 

workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-25107 

Vendor: Miro 

Product: miro 

Affected Version(s): 0.8.18 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

02-Feb-2024 9.8 

Miro Desktop 

0.8.18 on macOS 

allows Electron 

code injection. 

CVE ID : CVE-

2024-23746 

N/A 
A-MIR-MIRO-

190224/586 

Vendor: Misp 

Product: misp 

Affected Version(s): * Up to (excluding) 2.4.184 

Unrestricte

d Upload of 

File with 

09-Feb-2024 9.8 
An issue was 

discovered in MISP 

before 2.4.184. 

https://github.c

om/MISP/MISP

/commit/312d2

A-MIS-MISP-

190224/587 
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Dangerous 

Type 

Organisation logo 

upload is insecure 

because of a lack of 

checks for the file 

extension and 

MIME type. 

CVE ID : CVE-

2024-25674 

d5422235235d

dd211dcb6bb5

bb09c07791f 

N/A 09-Feb-2024 9.8 

An issue was 

discovered in MISP 

before 2.4.184. A 

client does not 

need to use POST 

to start an export 

generation process. 

This is related to 

app/Controller/Job

sController.php 

and 

app/View/Events/

export.ctp. 

CVE ID : CVE-

2024-25675 

https://github.c

om/MISP/MISP

/commit/0ac24

68c2896f4be4ef

9219cfe02bff16

4411594 

A-MIS-MISP-

190224/588 

Vendor: Mitel 

Product: unify_openscape_xpressions_webassistant 

Affected Version(s): From (including) 7.0 Up to (excluding) 7r1_fr5_hf42_p911 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

08-Feb-2024 9.8 

An issue was 

discovered in Atos 

Unify OpenScape 

Xpressions 

WebAssistant V7 

before V7R1 FR5 

HF42 P911. It 

allows path 

traversal. 

CVE ID : CVE-

2023-40266 

https://networ

ks.unify.com/se

curity/advisorie

s/OBSO-2305-

03.pdf 

A-MIT-UNIF-

190224/589 

Unrestricte

d Upload of 

File with 

08-Feb-2024 8.8 

An issue was 

discovered in Atos 

Unify OpenScape 

Xpressions 

https://networ

ks.unify.com/se

curity/advisorie

A-MIT-UNIF-

190224/590 
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Dangerous 

Type 

WebAssistant V7 

before V7R1 FR5 

HF42 P911. It 

allows 

authenticated 

remote code 

execution via file 

upload. 

CVE ID : CVE-

2023-40265 

s/OBSO-2305-

03.pdf 

Vendor: mjssoftware 

Product: sign_ups 

Affected Version(s): * Up to (including) 1.0.4 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 6.1 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in MJS 

Software PT Sign 

Ups – Beautiful 

volunteer sign ups 

and management 

made easy allows 

Stored XSS.This 

issue affects PT 

Sign Ups – 

Beautiful volunteer 

sign ups and 

management made 

easy: from n/a 

through 1.0.4. 

 

 

CVE ID : CVE-

2024-24848 

N/A 
A-MJS-SIGN-

190224/591 

Vendor: mnapoli 

Product: bref 

Affected Version(s): * Up to (excluding) 2.1.13 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 354 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Interpretat

ion Conflict 
01-Feb-2024 9.8 

Bref enable 

serverless PHP on 

AWS Lambda. 

When Bref is used 

with the Event-

Driven Function 

runtime and the 

handler is a 

`RequestHandlerIn

terface`, then the 

Lambda event is 

converted to a 

PSR7 object. 

During the 

conversion 

process, if the 

request is a 

MultiPart, each 

part is parsed and 

its content added 

in the `$files` or 

`$parsedBody` 

arrays. The 

conversion process 

produces a 

different output 

compared to the 

one of plain PHP 

when keys ending 

with and open 

square bracket ([) 

are used. Based on 

the application 

logic the difference 

in the body parsing 

might lead to 

vulnerabilities 

and/or undefined 

behaviors. This 

vulnerability is 

patched in 2.1.13. 

CVE ID : CVE-

2024-24754 

https://github.c

om/brefphp/br

ef/commit/c77

d9f5abf021f29f

a96b5720b7b8

4adbd199092, 

https://github.c

om/brefphp/br

ef/security/adv

isories/GHSA-

82vx-mm6r-

gg8w 

A-MNA-BREF-

190224/592 
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Uncontroll

ed 

Resource 

Consumpti

on 

01-Feb-2024 6.5 

Bref enable 

serverless PHP on 

AWS Lambda. 

When Bref is used 

with the Event-

Driven Function 

runtime and the 

handler is a 

`RequestHandlerIn

terface`, then the 

Lambda event is 

converted to a 

PSR7 object. 

During the 

conversion 

process, if the 

request is a 

MultiPart, each 

part is parsed and 

for each which 

contains a file, it is 

extracted and 

saved in `/tmp` 

with a random 

filename starting 

with `bref_upload_`. 

The flow mimics 

what plain PHP 

does but it does not 

delete the 

temporary files 

when the request 

has been 

processed. An 

attacker could fill 

the Lambda 

instance disk by 

performing 

multiple MultiPart 

requests 

containing files. 

This vulnerability 

is patched in 

2.1.13. 

https://github.c

om/brefphp/br

ef/commit/350

788de12880b6f

d64c4c318ba99

5388bec840e, 

https://github.c

om/brefphp/br

ef/security/adv

isories/GHSA-

x4hh-frx8-98r5 

A-MNA-BREF-

190224/593 
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CVE ID : CVE-

2024-24752 

Interpretat

ion Conflict 
01-Feb-2024 6.5 

Bref enable 

serverless PHP on 

AWS Lambda. 

When Bref is used 

in combination 

with an API 

Gateway with the 

v2 format, it does 

not handle multiple 

values headers. If 

PHP generates a 

response with two 

headers having the 

same key but 

different values 

only the latest one 

is kept. If an 

application relies 

on multiple 

headers with the 

same key being set 

for security 

reasons, then Bref 

would lower the 

application 

security. For 

example, if an 

application sets 

multiple `Content-

Security-Policy` 

headers, then Bref 

would just reflect 

the latest one. This 

vulnerability is 

patched in 2.1.13. 

CVE ID : CVE-

2024-24753 

https://github.c

om/brefphp/br

ef/commit/f834

027aaf88b3885

f4aa8edf6944ae

920daf2dc, 

https://github.c

om/brefphp/br

ef/security/adv

isories/GHSA-

99f9-gv72-fw9r 

A-MNA-BREF-

190224/594 

Vendor: mobyproject 

Product: moby 

Affected Version(s): * Up to (excluding) 24.0.9 
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Origin 

Validation 

Error 

01-Feb-2024 7.8 

Moby is an open-

source project 

created by Docker 

to enable software 

containerization. 

The classic builder 

cache system is 

prone to cache 

poisoning if the 

image is built 

FROM scratch. 

Also, changes to 

some instructions 

(most important 

being 

HEALTHCHECK 

and ONBUILD) 

would not cause a 

cache miss. An 

attacker with the 

knowledge of the 

Dockerfile 

someone is using 

could poison their 

cache by making 

them pull a 

specially crafted 

image that would 

be considered as a 

valid cache 

candidate for some 

build steps. 23.0+ 

users are only 

affected if they 

explicitly opted out 

of Buildkit 

(DOCKER_BUILDKI

T=0 environment 

variable) or are 

using the /build 

API endpoint. All 

users on versions 

older than 23.0 

could be impacted. 

https://github.c

om/moby/mob

y/commit/3e23

0cfdcc989dc52

4882f6579f9e0

dac77400ae, 

https://github.c

om/moby/mob

y/security/advi

sories/GHSA-

xw73-rw38-

6vjc 

A-MOB-MOBY-

190224/595 
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Image build API 

endpoint (/build) 

and ImageBuild 

function from 

github.com/docker

/docker/client is 

also affected as it 

the uses classic 

builder by default. 

Patches are 

included in 24.0.9 

and 25.0.2 releases. 

CVE ID : CVE-

2024-24557 

Affected Version(s): From (including) 25.0.0 Up to (excluding) 25.0.2 

Origin 

Validation 

Error 

01-Feb-2024 7.8 

Moby is an open-

source project 

created by Docker 

to enable software 

containerization. 

The classic builder 

cache system is 

prone to cache 

poisoning if the 

image is built 

FROM scratch. 

Also, changes to 

some instructions 

(most important 

being 

HEALTHCHECK 

and ONBUILD) 

would not cause a 

cache miss. An 

attacker with the 

knowledge of the 

Dockerfile 

someone is using 

could poison their 

cache by making 

them pull a 

specially crafted 

image that would 

https://github.c

om/moby/mob

y/commit/3e23

0cfdcc989dc52

4882f6579f9e0

dac77400ae, 

https://github.c

om/moby/mob

y/security/advi

sories/GHSA-

xw73-rw38-

6vjc 

A-MOB-MOBY-

190224/596 
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be considered as a 

valid cache 

candidate for some 

build steps. 23.0+ 

users are only 

affected if they 

explicitly opted out 

of Buildkit 

(DOCKER_BUILDKI

T=0 environment 

variable) or are 

using the /build 

API endpoint. All 

users on versions 

older than 23.0 

could be impacted. 

Image build API 

endpoint (/build) 

and ImageBuild 

function from 

github.com/docker

/docker/client is 

also affected as it 

the uses classic 

builder by default. 

Patches are 

included in 24.0.9 

and 25.0.2 releases. 

CVE ID : CVE-

2024-24557 

Vendor: motopress 

Product: getwid_-_gutenberg_blocks 

Affected Version(s): * Up to (excluding) 2.0.5 

Incorrect 

Authorizati

on 

05-Feb-2024 5.3 

The Getwid – 

Gutenberg Blocks 

plugin for 

WordPress is 

vulnerable to 

CAPTCHA Bypass 

in versions up to, 

and including, 

2.0.4. This makes it 

https://plugins.

trac.wordpress.

org/changeset/

3022982 

A-MOT-GETW-

200224/597 
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possible for 

unauthenticated 

attackers to bypass 

the Captcha 

Verification of the 

Contact Form block 

by omitting 'g-

recaptcha-

response' from the 

'data' array. 

CVE ID : CVE-

2023-6963 

Missing 

Authorizati

on 

05-Feb-2024 4.3 

The Getwid – 

Gutenberg Blocks 

plugin for 

WordPress is 

vulnerable to 

unauthorized 

modification of 

data due to a 

missing capability 

check on the 

recaptcha_api_key_

manage function in 

all versions up to, 

and including, 

2.0.3. This makes it 

possible for 

authenticated 

attackers, with 

subscriber-level 

access and above, 

to add, modify, or 

delete the 

'Recaptcha Site 

Key' and 

'Recaptcha Secret 

Key' settings. 

CVE ID : CVE-

2023-6959 

https://plugins.

trac.wordpress.

org/changeset/

3022982 

A-MOT-GETW-

200224/598 

Vendor: Mozilla 

Product: firefox 
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Affected Version(s): - 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

08-Feb-2024 7.5 

The N-able 

PassPortal 

extension before 

3.29.2 for Chrome 

inserts sensitive 

information into a 

log file. 

CVE ID : CVE-

2023-47131 

https://me.n-

able.com/s/sec

urity-

advisory/aArHs

000000M8CCK

A0/cve2023471

31-passportal-

browser-

extension-logs-

sensitive-data 

A-MOZ-FIRE-

200224/599 

URL 

Redirectio

n to 

Untrusted 

Site ('Open 

Redirect') 

05-Feb-2024 6.1 

When a user scans 

a QR Code with the 

QR Code Scanner 

feature, the user is 

not prompted 

before being 

navigated to the 

page specified in 

the code.  This may 

surprise the user 

and potentially 

direct them to 

unwanted content. 

CVE ID : CVE-

2024-0953 

N/A 
A-MOZ-FIRE-

200224/600 

Vendor: mpedraza2020 

Product: intranet_del_monterroso 

Affected Version(s): * Up to (excluding) 4.51.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

04-Feb-2024 9.8 

A vulnerability was 

found in 

mpedraza2020 

Intranet del 

Monterroso up to 

4.50.0. It has been 

classified as 

critical. This affects 

an unknown part 

of the file 

config/cargos.php. 

The manipulation 

of the argument 

https://github.c

om/mpedraza2

020/IESMONTE

ROSOINTRANE

T/commit/678

190bee1dfd64b

54a2b0e88abfd

009e78adce8 

A-MPE-INTR-

200224/601 
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dni_profe leads to 

sql injection. 

Upgrading to 

version 4.51.0 is 

able to address this 

issue. The 

identifier of the 

patch is 

678190bee1dfd64

b54a2b0e88abfd0

09e78adce8. It is 

recommended to 

upgrade the 

affected 

component. The 

identifier VDB-

252717 was 

assigned to this 

vulnerability. 

CVE ID : CVE-

2019-25159 

Vendor: mrcms 

Product: mrcms 

Affected Version(s): 3.0 

Files or 

Directories 

Accessible 

to External 

Parties 

02-Feb-2024 7.5 

MRCMS 3.0 

contains an 

Arbitrary File Read 

vulnerability in 

/admin/file/edit.d

o as the incoming 

path parameter is 

not filtered. 

CVE ID : CVE-

2024-24161 

N/A 
A-MRC-MRCM-

200224/602 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

02-Feb-2024 5.4 

MRCMS 3.0 

contains a Cross-

Site Scripting (XSS) 

vulnerability via 

/admin/system/sa

veinfo.do. 

N/A 
A-MRC-MRCM-

200224/603 
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('Cross-site 

Scripting') 

CVE ID : CVE-

2024-24160 

Vendor: Munsoft 

Product: easy_archive_recovery 

Affected Version(s): 2.0 

Improper 

Resource 

Shutdown 

or Release 

02-Feb-2024 5.5 

A vulnerability 

classified as 

problematic was 

found in Munsoft 

Easy Archive 

Recovery 2.0. This 

vulnerability 

affects unknown 

code of the 

component 

Registration Key 

Handler. The 

manipulation leads 

to denial of service. 

An attack has to be 

approached locally. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

identifier of this 

vulnerability is 

VDB-252676. 

NOTE: The vendor 

was contacted 

early about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2024-1186 

N/A 
A-MUN-EASY-

200224/604 

Product: easy_outlook_express_recovery 

Affected Version(s): 2.0 

Improper 

Resource 
02-Feb-2024 5.5 

A vulnerability, 

which was 

classified as 

N/A 
A-MUN-EASY-

200224/605 
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Shutdown 

or Release 

problematic, has 

been found in 

Munsoft Easy 

Outlook Express 

Recovery 2.0. This 

issue affects some 

unknown 

processing of the 

component 

Registration Key 

Handler. The 

manipulation leads 

to denial of service. 

Local access is 

required to 

approach this 

attack. The exploit 

has been disclosed 

to the public and 

may be used. The 

identifier VDB-

252677 was 

assigned to this 

vulnerability. 

NOTE: The vendor 

was contacted 

early about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2024-1187 

Vendor: myagileprivacy 

Product: my_agile_privacy 

Affected Version(s): * Up to (including) 2.1.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

10-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

N/A 
A-MYA-MY_A-

200224/606 
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('Cross-site 

Scripting') 

MyAgilePrivacy My 

Agile Privacy – The 

only GDPR solution 

for WordPress that 

you can truly trust 

allows Stored 

XSS.This issue 

affects My Agile 

Privacy – The only 

GDPR solution for 

WordPress that 

you can truly trust: 

from n/a through 

2.1.7. 

 

 

CVE ID : CVE-

2023-51404 

Vendor: n-able 

Product: n-central 

Affected Version(s): * Up to (excluding) 2023.7 

N/A 08-Feb-2024 9.8 

An issue 

discovered in N-

able N-central 

before 2023.6 and 

earlier allows 

attackers to gain 

escalated 

privileges via API 

calls. 

CVE ID : CVE-

2023-47132 

https://me.n-

able.com/s/sec

urity-

advisory/aArHs

000000M8CHK

A0/cve2023471

32-ncentral-api-

privilege-

escalation 

A-N-A-N-CE-

200224/607 

Product: passportal 

Affected Version(s): * Up to (excluding) 3.29.2 

Insertion 

of Sensitive 

Informatio

n into Log 

File 

08-Feb-2024 7.5 

The N-able 

PassPortal 

extension before 

3.29.2 for Chrome 

inserts sensitive 

https://me.n-

able.com/s/sec

urity-

advisory/aArHs

000000M8CCK

A0/cve2023471

A-N-A-PASS-

200224/608 
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information into a 

log file. 

CVE ID : CVE-

2023-47131 

31-passportal-

browser-

extension-logs-

sensitive-data 

Vendor: Nagios 

Product: nagios_xi 

Affected Version(s): * Up to (excluding) 2024 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability in the 

NOC component of 

Nagios XI version 

up to and including 

2024R1 allows 

low-privileged 

users to execute 

malicious HTML or 

JavaScript code via 

the audio file 

upload 

functionality from 

the Operation 

Center section. 

This allows any 

authenticated user 

to execute 

arbitrary 

JavaScript code on 

behalf of other 

users, including the 

administrators. 

CVE ID : CVE-

2023-51072 

https://www.n

agios.com/prod

ucts/security/#

nagios-xi 

A-NAG-NAGI-

200224/609 

Affected Version(s): 2024 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

02-Feb-2024 5.4 

A stored cross-site 

scripting (XSS) 

vulnerability in the 

NOC component of 

Nagios XI version 

up to and including 

2024R1 allows 

https://www.n

agios.com/prod

ucts/security/#

nagios-xi 

A-NAG-NAGI-

200224/610 
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('Cross-site 

Scripting') 

low-privileged 

users to execute 

malicious HTML or 

JavaScript code via 

the audio file 

upload 

functionality from 

the Operation 

Center section. 

This allows any 

authenticated user 

to execute 

arbitrary 

JavaScript code on 

behalf of other 

users, including the 

administrators. 

CVE ID : CVE-

2023-51072 

Vendor: nationalkeep 

Product: cybermath 

Affected Version(s): 1.4 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

02-Feb-2024 9.8 

Unrestricted 

Upload of File with 

Dangerous Type 

vulnerability in 

National Keep 

Cyber Security 

Services 

CyberMath allows 

Upload a Web Shell 

to a Web 

Server.This issue 

affects CyberMath: 

from v.1.4 before 

v.1.5. 

 

 

CVE ID : CVE-

2023-6675 

N/A 
A-NAT-CYBE-

200224/611 
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Cross-Site 

Request 

Forgery 

(CSRF) 

02-Feb-2024 8.8 

Cross-Site Request 

Forgery (CSRF) 

vulnerability in 

National Keep 

Cyber Security 

Services 

CyberMath allows 

Cross Site Request 

Forgery.This issue 

affects CyberMath: 

from v1.4 before 

v1.5. 

 

 

CVE ID : CVE-

2023-6676 

N/A 
A-NAT-CYBE-

200224/612 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 6.1 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

National Keep 

Cyber Security 

Services 

CyberMath allows 

Reflected XSS.This 

issue affects 

CyberMath: from 

v.1.4 before v.1.5. 

 

 

CVE ID : CVE-

2023-6673 

N/A 
A-NAT-CYBE-

200224/613 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

02-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

N/A 
A-NAT-CYBE-

200224/614 
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Generation 

('Cross-site 

Scripting') 

vulnerability in 

National Keep 

Cyber Security 

Services 

CyberMath allows 

Stored XSS.This 

issue affects 

CyberMath: from 

v1.4 before v1.5. 

 

 

CVE ID : CVE-

2023-6672 

Vendor: navicat 

Product: navicat 

Affected Version(s): 12.0.29 

Improper 

Resource 

Shutdown 

or Release 

02-Feb-2024 5.5 

A vulnerability was 

found in Navicat 

12.0.29. It has been 

rated as 

problematic. This 

issue affects some 

unknown 

processing of the 

component MySQL 

Conecction 

Handler. The 

manipulation leads 

to denial of service. 

Attacking locally is 

a requirement. The 

exploit has been 

disclosed to the 

public and may be 

used. The 

associated 

identifier of this 

vulnerability is 

VDB-252683. 

NOTE: The vendor 

was contacted 

early about this 

N/A 
A-NAV-NAVI-

200224/615 
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disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2024-1193 

Vendor: NCR 

Product: terminal_handler 

Affected Version(s): 1.5.1 

Improper 

Neutralizat

ion of 

Formula 

Elements 

in a CSV 

File 

06-Feb-2024 6.5 

Insecure Direct 

Object Reference in 

NCR Terminal 

Handler v.1.5.1 

allows an 

unprivileged user 

to edit the audit 

logs for any user 

and can lead to CSV 

injection. 

CVE ID : CVE-

2023-47022 

N/A 
A-NCR-TERM-

200224/616 

Vendor: ncratleos 

Product: terminal_handler 

Affected Version(s): 1.5.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

08-Feb-2024 8.8 

Multiple Cross-Site 

Request Forgery 

(CSRF) chaining in 

NCR Terminal 

Handler v.1.5.1 

allows privileges to 

be escalated by an 

attacker through a 

crafted request 

involving user 

account creation 

and adding the 

user to an 

administrator 

group. This is 

exploited by an 

undisclosed 

function in the 

N/A 
A-NCR-TERM-

200224/617 
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WSDL that lacks 

security controls 

and can accept 

custom content 

types. 

CVE ID : CVE-

2023-47020 

Vendor: Netapp 

Product: storagegrid 

Affected Version(s): From (including) 11.6.0 Up to (including) 11.6.0.13 

N/A 05-Feb-2024 7.5 

StorageGRID 

(formerly 

StorageGRID 

Webscale) versions 

11.6.0 through  

11.6.0.13 are 

susceptible to a 

Denial of Service 

(DoS) vulnerability. 

A  

successful exploit 

could lead to a 

crash of the Local 

Distribution  

Router (LDR) 

service. 

 

 

CVE ID : CVE-

2023-27318 

https://security

.netapp.com/ad

visory/NTAP-

20240202-

0012/ 

A-NET-STOR-

200224/618 

Vendor: Ninjaforms 

Product: ninja_forms 

Affected Version(s): * Up to (including) 3.7.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

02-Feb-2024 9.8 

The Ninja Forms 

Contact Form – The 

Drag and Drop 

Form Builder for 

WordPress plugin 

for WordPress is 

https://plugins.

trac.wordpress.

org/changeset/

3028929/ninja-

forms/trunk/in

cludes/Admin/

A-NIN-NINJ-

200224/619 
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SQL 

Command 

('SQL 

Injection') 

vulnerable to 

Second Order SQL 

Injection via the 

email address 

value submitted 

through forms in 

all versions up to, 

and including, 3.7.1 

due to insufficient 

escaping on the 

user supplied 

parameter and lack 

of sufficient 

preparation on the 

existing SQL query.  

This makes it 

possible for 

unauthenticated 

attackers to inject 

SQL in their email 

address that will 

append additional 

into the already 

existing query 

when an 

administrator 

triggers a personal 

data export. 

CVE ID : CVE-

2024-0685 

UserDataReque

sts.php 

Vendor: ninjateam 

Product: filebird 

Affected Version(s): * Up to (including) 5.5.8.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 4.8 

The FileBird plugin 

for WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via 

imported folder 

titles in all versions 

up to, and 

including, 5.5.8.1 

https://plugins.

trac.wordpress.

org/changeset/

3023924/filebir

d 

A-NIN-FILE-

200224/620 
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due to insufficient 

input sanitization 

and output 

escaping. This 

makes it possible 

for authenticated 

attackers, with 

administrator 

access, to inject 

arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an 

injected page. It 

may also be 

possible to socially 

engineer an 

administrator into 

uploading a 

malicious folder 

import. 

CVE ID : CVE-

2024-0691 

Vendor: noahkagan 

Product: scroll_triggered_box 

Affected Version(s): * Up to (including) 2.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Noah Kagan Scroll 

Triggered Box 

allows Stored 

XSS.This issue 

affects Scroll 

Triggered Box: 

from n/a through 

2.3. 

N/A 
A-NOA-SCRO-

200224/621 
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CVE ID : CVE-

2024-24865 

Vendor: noorsplugin 

Product: easy_video_player 

Affected Version(s): * Up to (including) 1.2.2.10 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

naa986 Easy Video 

Player allows 

Stored XSS.This 

issue affects Easy 

Video Player: from 

n/a through 

1.2.2.10. 

 

 

CVE ID : CVE-

2023-51689 

N/A 
A-NOO-EASY-

200224/622 

Vendor: nsasoft 

Product: network_bandwidth_monitor 

Affected Version(s): 1.6.5.0 

Improper 

Resource 

Shutdown 

or Release 

02-Feb-2024 5.5 

A vulnerability 

classified as 

problematic has 

been found in 

Nsasoft NBMonitor 

Network 

Bandwidth 

Monitor 1.6.5.0. 

This affects an 

unknown part of 

the component 

Registration 

N/A 
A-NSA-NETW-

200224/623 
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Handler. The 

manipulation leads 

to denial of service. 

The attack needs to 

be approached 

locally. The exploit 

has been disclosed 

to the public and 

may be used. The 

associated 

identifier of this 

vulnerability is 

VDB-252675. 

NOTE: The vendor 

was contacted 

early about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2024-1185 

Product: network_sleuth 

Affected Version(s): 3.0.0.0 

Improper 

Resource 

Shutdown 

or Release 

02-Feb-2024 5.5 

A vulnerability was 

found in Nsasoft 

Network Sleuth 

3.0.0.0. It has been 

rated as 

problematic. 

Affected by this 

issue is some 

unknown 

functionality of the 

component 

Registration 

Handler. The 

manipulation leads 

to denial of service. 

It is possible to 

launch the attack 

on the local host. 

The exploit has 

been disclosed to 

N/A 
A-NSA-NETW-

200224/624 
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the public and may 

be used. VDB-

252674 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted 

early about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2024-1184 

Vendor: objectcomputing 

Product: opendds 

Affected Version(s): * Up to (including) 3.27 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

11-Feb-2024 7.5 

In OpenDDS 

through 3.27, there 

is a segmentation 

fault for a 

DataWriter with a 

large value of 

resource_limits.ma

x_samples. NOTE: 

the vendor's 

position is that the 

product is not 

designed to handle 

a max_samples 

value that is too 

large for the 

amount of memory 

on the system. 

CVE ID : CVE-

2023-52427 

N/A 
A-OBJ-OPEN-

200224/625 

Vendor: objectplanet 

Product: opinio 

Affected Version(s): * Up to (excluding) 7.23 
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Incorrect 

Usage of 

Seeds in 

Pseudo-

Random 

Number 

Generator 

(PRNG) 

01-Feb-2024 9.8 

Objectplanet 

Opinio version 7.22 

and prior uses a 

cryptographically 

weak pseudo-

random number 

generator (PRNG) 

coupled to a 

predictable seed, 

which could lead to 

an unauthenticated 

account takeover 

of any user on the 

application. 

CVE ID : CVE-

2023-4472 

N/A 
A-OBJ-OPIN-

200224/626 

Vendor: Octobercms 

Product: october 

Affected Version(s): 3.2.0 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

08-Feb-2024 7.8 

Cross Site Scripting 

vulnerability found 

in October CMS 

v.3.2.0 allows local 

attacker to execute 

arbitrary code via 

the file type .mp3 

CVE ID : CVE-

2023-25365 

N/A 
A-OCT-OCTO-

200224/627 

Vendor: oduyo 

Product: online_collection 

Affected Version(s): * Up to (excluding) 1.0.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

09-Feb-2024 9.8 

Improper 

Neutralization of 

Special Elements 

used in an SQL 

Command ('SQL 

Injection') 

vulnerability in 

Oduyo Financial 

Technology Online 

Collection allows 

N/A 
A-ODU-ONLI-

200224/628 
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('SQL 

Injection') 

SQL Injection.This 

issue affects Online 

Collection: before 

v.1.0.2. 

 

 

CVE ID : CVE-

2023-6677 

Vendor: openbi 

Product: openbi 

Affected Version(s): From (including) 6.0.0 Up to (including) 6.0.3 

Deserializa

tion of 

Untrusted 

Data 

03-Feb-2024 9.8 

A vulnerability, 

which was 

classified as 

critical, was found 

in openBI up to 

6.0.3. Affected is 

the function 

addxinzhi of the 

file 

application/control

lers/User.php of 

the component 

Phar Handler. The 

manipulation of the 

argument 

outimgurl leads to 

deserialization. It is 

possible to launch 

the attack 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. The identifier 

of this vulnerability 

is VDB-252696. 

CVE ID : CVE-

2024-1198 

N/A 
A-OPE-OPEN-

200224/629 

Vendor: Openexr 
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Product: openexr 

Affected Version(s): * Up to (including) 3.2.1 

Out-of-

bounds 

Write 

01-Feb-2024 9.1 

Due to a failure in 

validating the 

number of scanline 

samples of a 

OpenEXR file 

containing deep 

scanline data, 

Academy Software 

Foundation 

OpenEX image 

parsing library 

version 3.2.1 and 

prior is susceptible 

to a heap-based 

buffer overflow 

vulnerability. 

CVE ID : CVE-

2023-5841 

N/A 
A-OPE-OPEN-

200224/630 

Vendor: openharmony 

Product: openharmony 

Affected Version(s): * Up to (including) 3.2.4 

Out-of-

bounds 

Read 

02-Feb-2024 5.5 

 

in OpenHarmony 

v3.2.4 and prior 

versions allow a 

local attacker 

causes information 

leak through out-

of-bounds Read. 

 

 

CVE ID : CVE-

2023-43756 

N/A 
A-OPE-OPEN-

200224/631 

Affected Version(s): 4.0 

Use After 

Free 
02-Feb-2024 8.8  N/A 

A-OPE-OPEN-

200224/632 
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in OpenHarmony 

v4.0.0 and prior 

versions 

 

allow an adjacent 

attacker arbitrary 

code execution in 

any apps through 

use after free. 

CVE ID : CVE-

2024-21860 

Integer 

Overflow 

or 

Wraparoun

d 

02-Feb-2024 7.8 

 

in OpenHarmony 

v4.0.0 and prior 

versions allow a 

local attacker cause 

heap overflow 

through  integer 

overflow. 

CVE ID : CVE-

2024-21845 

N/A 
A-OPE-OPEN-

200224/633 

Integer 

Overflow 

or 

Wraparoun

d 

02-Feb-2024 7.8 

 

in OpenHarmony 

v4.0.0 and prior 

versions allow a 

local attacker cause 

heap overflow 

through  integer 

overflow. 

CVE ID : CVE-

2024-21851 

N/A 
A-OPE-OPEN-

200224/634 

N/A 02-Feb-2024 6.2 

 

in OpenHarmony 

v4.0.0 and prior 

versions allow a 

local attacker cause 

DOS through 

improper input. 

CVE ID : CVE-

2024-21863 

N/A 
A-OPE-OPEN-

200224/635 
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N/A 02-Feb-2024 5.5 

 

in OpenHarmony 

v4.0.0 and prior 

versions allow a 

local attacker cause 

DOS through 

improper input. 

CVE ID : CVE-

2024-0285 

N/A 
A-OPE-OPEN-

200224/636 

Affected Version(s): From (including) 3.2.0 Up to (including) 3.2.4 

Out-of-

bounds 

Write 

02-Feb-2024 8.8 

 

in OpenHarmony 

v3.2.4 and prior 

versions allow an 

adjacent attacker 

arbitrary code 

execution through 

out-of-bounds 

write. 

 

 

CVE ID : CVE-

2023-45734 

N/A 
A-OPE-OPEN-

200224/637 

Use After 

Free 
02-Feb-2024 8.8 

 

in OpenHarmony 

v4.0.0 and prior 

versions 

 

allow an adjacent 

attacker arbitrary 

code execution in 

any apps through 

use after free. 

CVE ID : CVE-

2024-21860 

N/A 
A-OPE-OPEN-

200224/638 

Integer 

Overflow 

or 

02-Feb-2024 7.8 

 

in OpenHarmony 

v4.0.0 and prior 

versions allow a 

N/A 
A-OPE-OPEN-

200224/639 
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Wraparoun

d 

local attacker cause 

heap overflow 

through  integer 

overflow. 

CVE ID : CVE-

2024-21845 

Integer 

Overflow 

or 

Wraparoun

d 

02-Feb-2024 7.8 

 

in OpenHarmony 

v4.0.0 and prior 

versions allow a 

local attacker cause 

heap overflow 

through  integer 

overflow. 

CVE ID : CVE-

2024-21851 

N/A 
A-OPE-OPEN-

200224/640 

N/A 02-Feb-2024 6.2 

 

in OpenHarmony 

v4.0.0 and prior 

versions allow a 

local attacker cause 

DOS through 

improper input. 

CVE ID : CVE-

2024-21863 

N/A 
A-OPE-OPEN-

200224/641 

Out-of-

bounds 

Read 

02-Feb-2024 5.5 

 

in OpenHarmony 

v3.2.4 and prior 

versions allow a 

local attacker 

causes information 

leak through out-

of-bounds Read. 

 

 

CVE ID : CVE-

2023-49118 

N/A 
A-OPE-OPEN-

200224/642 

N/A 02-Feb-2024 5.5  N/A 
A-OPE-OPEN-

200224/643 
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in OpenHarmony 

v4.0.0 and prior 

versions allow a 

local attacker cause 

DOS through 

improper input. 

CVE ID : CVE-

2024-0285 

Vendor: openobserve 

Product: openobserve 

Affected Version(s): * Up to (excluding) 0.8.0 

Improper 

Privilege 

Manageme

nt 

08-Feb-2024 8.8 

OpenObserve is a 

observability 

platform built 

specifically for logs, 

metrics, traces, 

analytics, designed 

to work at petabyte 

scale. A 

vulnerability has 

been identified in 

the 

"/api/{org_id}/use

rs" endpoint. This 

vulnerability 

allows any 

authenticated 

regular user 

('member') to add 

new users with 

elevated privileges, 

including the 'root' 

role, to an 

organization. This 

issue circumvents 

the intended 

security controls 

for role 

assignments. The 

vulnerability 

resides in the user 

creation process, 

N/A 
A-OPE-OPEN-

200224/644 
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where the payload 

does not validate 

the user roles. A 

regular user can 

manipulate the 

payload to assign 

root-level 

privileges. This 

vulnerability leads 

to Unauthorized 

Privilege 

Escalation and 

significantly 

compromises the 

application's role-

based access 

control system. It 

allows 

unauthorized 

control over 

application 

resources and 

poses a risk to data 

security. All users, 

particularly those 

in administrative 

roles, are impacted. 

This issue has been 

addressed in 

release version 

0.8.0. Users are 

advised to upgrade. 

There are no 

known 

workarounds for 

this vulnerability. 

CVE ID : CVE-

2024-24830 

Improper 

Privilege 

Manageme

nt 

08-Feb-2024 6.5 

OpenObserve is a 

observability 

platform built 

specifically for logs, 

metrics, traces, 

N/A 
A-OPE-OPEN-

200224/645 
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analytics, designed 

to work at petabyte 

scale. A critical 

vulnerability has 

been identified in 

the 

"/api/{org_id}/use

rs/{email_id}" 

endpoint. This 

vulnerability 

allows any 

authenticated user 

within an 

organization to 

remove any other 

user from that 

same organization, 

irrespective of 

their respective 

roles. This includes 

the ability to 

remove users with 

"Admin" and 

"Root" roles. By 

enabling any 

organizational 

member to 

unilaterally alter 

the user base, it 

opens the door to 

unauthorized 

access and can 

cause considerable 

disruptions in 

operations. The 

core of the 

vulnerability lies in 

the 

`remove_user_from

_org` function in 

the user 

management 

system. This 

function is 
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designed to allow 

organizational 

users to remove 

members from 

their organization. 

The function does 

not check if the 

user initiating the 

request has the 

appropriate 

administrative 

privileges to 

remove a user. Any 

user who is part of 

the organization, 

irrespective of 

their role, can 

remove any other 

user, including 

those with higher 

privileges. This 

vulnerability is 

categorized as an 

Authorization issue 

leading to 

Unauthorized User 

Removal. The 

impact is severe, as 

it compromises the 

integrity of user 

management 

within 

organizations. By 

exploiting this 

vulnerability, any 

user within an 

organization, 

without the need 

for administrative 

privileges, can 

remove critical 

users, including 

"Admins" and 

"Root" users. This 
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could result in 

unauthorized 

system access, 

administrative 

lockout, or 

operational 

disruptions. Given 

that user accounts 

are typically 

created by 

"Admins" or "Root" 

users, this 

vulnerability can 

be exploited by any 

user who has been 

granted access to 

an organization, 

thereby posing a 

critical risk to the 

security and 

operational 

stability of the 

application. This 

issue has been 

addressed in 

release version 

0.8.0. Users are 

advised to upgrade. 

CVE ID : CVE-

2024-25106 

Vendor: Openstack 

Product: glacne_store 

Affected Version(s): - 

N/A 01-Feb-2024 5.5 

A vulnerability was 

found in python-

glance-store. The 

issue occurs when 

the package logs 

the access_key for 

the glance-store 

when the DEBUG 

log level is enabled. 

N/A 
A-OPE-GLAC-

200224/646 
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CVE ID : CVE-

2024-1141 

Vendor: Paessler 

Product: prtg_network_monitor 

Affected Version(s): * Up to (excluding) 24.1.90.1306 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Feb-2024 6.1 

Paessler PRTG 

Network Monitor 

Cross-Site Scripting 

Authentication 

Bypass 

Vulnerability. This 

vulnerability 

allows remote 

attackers to bypass 

authentication on 

affected 

installations of 

Paessler PRTG 

Network Monitor. 

User interaction is 

required to exploit 

this vulnerability in 

that the target 

must visit a 

malicious page or 

open a malicious 

file. 

 

The specific flaw 

exists within the 

web console. The 

issue results from 

the lack of proper 

validation of user-

supplied data, 

which can lead to 

the injection of an 

arbitrary script. An 

attacker can 

leverage this 

vulnerability to 

bypass 

N/A 
A-PAE-PRTG-

200224/647 
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authentication on 

the system. 

. Was ZDI-CAN-

21182. 

CVE ID : CVE-

2023-51630 

Vendor: panterasoft 

Product: hdd_health 

Affected Version(s): * Up to (including) 4.2.0.112 

Unquoted 

Search 

Path or 

Element 

02-Feb-2024 7.8 

Search path or 

unquoted item 

vulnerability in 

HDD Health 

affecting versions 

4.2.0.112 and 

earlier. This 

vulnerability could 

allow a local 

attacker to store a 

malicious 

executable file 

within the 

unquoted search 

path, resulting in 

privilege 

escalation. 

CVE ID : CVE-

2024-1201 

N/A 
A-PAN-HDD_-

200224/648 

Vendor: Perforce 

Product: helix_sync 

Affected Version(s): * Up to (excluding) 2024.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

01-Feb-2024 7.8 

In Helix Sync 

versions prior to 

2024.1, a local 

command injection 

was identified.  

Reported by Bryan 

Riggins.   

 

N/A 
A-PER-HELI-

200224/649 
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d 

Injection') 

CVE ID : CVE-

2024-0325 

Vendor: phpems 

Product: phpems 

Affected Version(s): * Up to (including) 1.0 

Deserializa

tion of 

Untrusted 

Data 

09-Feb-2024 9.8 

A vulnerability, 

which was 

classified as 

critical, has been 

found in PHPEMS 

up to 1.0. Affected 

by this issue is the 

function index of 

the file 

app/weixin/contro

ller/index.api.php. 

The manipulation 

of the argument 

picurl leads to 

deserialization. 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

253226 is the 

identifier assigned 

to this 

vulnerability. 

CVE ID : CVE-

2024-1353 

N/A 
A-PHP-PHPE-

200224/650 

Vendor: phpgurukul 

Product: employee_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

08-Feb-2024 9.8 

SQL Injection 

vulnerability in 

Employee 

Management 

System v.1.0 allows 

a remote attacker 

to execute 

arbitrary SQL 

N/A 
A-PHP-EMPL-

200224/651 
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('SQL 

Injection') 

commands via the 

txtusername and 

txtpassword 

parameters in the 

login.php 

components. 

CVE ID : CVE-

2024-24497 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

08-Feb-2024 9.8 

Unrestricted File 

Upload 

vulnerability in 

Employee 

Management 

System 1.0 allows a 

remote attacker to 

execute arbitrary 

code via the edit-

photo.php 

component. 

CVE ID : CVE-

2024-24498 

N/A 
A-PHP-EMPL-

200224/652 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

08-Feb-2024 9.8 

SQL Injection 

vulnerability in 

Employee 

Management 

System v.1.0 allows 

a remote attacker 

to execute 

arbitrary SQL 

commands via the 

txtfullname and 

txtphone 

parameters in the 

edit_profile.php 

component. 

CVE ID : CVE-

2024-24499 

N/A 
A-PHP-EMPL-

200224/653 

Vendor: Phpmyfaq 

Product: phpmyfaq 

Affected Version(s): * Up to (excluding) 3.2.5 
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Improper 

Access 

Control 

05-Feb-2024 6.5 

phpMyFAQ is an 

open source FAQ 

web application for 

PHP 8.1+ and 

MySQL, PostgreSQL 

and other 

databases. 

phpMyFAQ's user 

removal page 

allows an attacker 

to spoof another 

user's detail, and in 

turn make a 

compelling 

phishing case for 

removing another 

user's account. The 

front-end of this 

page doesn't allow 

changing the form 

details, an attacker 

can utilize a proxy 

to intercept this 

request and submit 

other data. Upon 

submitting this 

form, an email is 

sent to the 

administrator 

informing them 

that this user 

wants to delete 

their account. An 

administrator has 

no way of telling 

the difference 

between the actual 

user wishing to 

delete their 

account or the 

attacker issuing 

this for an account 

they do not control. 

This issue has been 

https://github.c

om/thorsten/p

hpMyFAQ/com

mit/1348dcecd

aec5a5714ad56

7c1642943241

7b534d, 

https://github.c

om/thorsten/p

hpMyFAQ/secu

rity/advisories/

GHSA-6648-

6g96-mg35 

A-PHP-PHPM-

200224/654 
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patched in version 

3.2.5. 

CVE ID : CVE-

2024-22202 

Incorrect 

Authorizati

on 

05-Feb-2024 6.5 

phpMyFAQ is an 

Open Source FAQ 

web application for 

PHP 8.1+ and 

MySQL, PostgreSQL 

and other 

databases. The 

'sharing FAQ' 

functionality 

allows any 

unauthenticated 

actor to misuse the 

phpMyFAQ 

application to send 

arbitrary emails to 

a large range of 

targets. The 

phpMyFAQ 

application has a 

functionality where 

anyone can share a 

FAQ item to others. 

The front-end of 

this functionality 

allows any 

phpMyFAQ articles 

to be shared with 5 

email addresses. 

Any 

unauthenticated 

actor can perform 

this action. There is 

a CAPTCHA in 

place, however the 

amount of people 

you email with a 

single request is 

not limited to 5 by 

the backend. An 

https://github.c

om/thorsten/p

hpMyFAQ/com

mit/a34d94ab7

b1be9256a9ef8

98f18ea6bfb63f

6f1e, 

https://github.c

om/thorsten/p

hpMyFAQ/secu

rity/advisories/

GHSA-9hhf-

xmcw-r3xg 

A-PHP-PHPM-

200224/655 
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attacker can thus 

solve a single 

CAPTCHA and send 

thousands of 

emails at once. An 

attacker can utilize 

the target 

application's email 

server to send 

phishing messages. 

This can get the 

server on a 

blacklist, causing 

all emails to end up 

in spam. It can also 

lead to reputation 

damages. This 

issue has been 

patched in version 

3.2.5. 

CVE ID : CVE-

2024-22208 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 6.1 

phpMyFAQ is an 

open source FAQ 

web application for 

PHP 8.1+ and 

MySQL, PostgreSQL 

and other 

databases. Unsafe 

echo of filename in 

phpMyFAQ\phpmy

faq\admin\attach

ments.php leads to 

allowed execution 

of JavaScript code 

in client side (XSS). 

This vulnerability 

has been patched 

in version 3.2.5. 

CVE ID : CVE-

2024-24574 

https://github.c

om/thorsten/p

hpMyFAQ/com

mit/5479b4a46

03cce71aa7eb4

437f1c201153a

1f1f5, 

https://github.c

om/thorsten/p

hpMyFAQ/pull/

2827, 

https://github.c

om/thorsten/p

hpMyFAQ/secu

rity/advisories/

GHSA-7m8g-

fprr-47fx 

A-PHP-PHPM-

200224/656 

Vendor: pickplugins 
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Product: related_post 

Affected Version(s): * Up to (including) 2.0.53 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

PickPlugins 

Related Post allows 

Stored XSS.This 

issue affects 

Related Post: from 

n/a through 2.0.53. 

 

 

CVE ID : CVE-

2023-51666 

N/A 
A-PIC-RELA-

200224/657 

Vendor: Pimcore 

Product: admin_classic_bundle 

Affected Version(s): * Up to (excluding) 1.3.3 

Missing 

Authorizati

on 

07-Feb-2024 9.1 

Pimcore's Admin 

Classic Bundle 

provides a backend 

user interface for 

Pimcore. Prior to 

version 1.3.3, an 

attacker can create, 

delete etc. tags 

without having the 

permission to do 

so. A fix is available 

in version 1.3.3. As 

a workaround, one 

may apply the 

patch manually. 

CVE ID : CVE-

2024-24822 

https://github.c

om/pimcore/ad

min-ui-classic-

bundle/commit

/24660b6d5ad

9cbcb037a48d4

309a6024e9adf

251, 

https://github.c

om/pimcore/ad

min-ui-classic-

bundle/pull/41

2, 

https://github.c

om/pimcore/ad

min-ui-classic-

bundle/security

/advisories/GH

A-PIM-ADMI-

200224/658 
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SA-3rfr-mpfj-

2jwq 

Vendor: Pingidentity 

Product: pingdirectory 

Affected Version(s): 9.2.0.0 

N/A 01-Feb-2024 8.8 

Delegated Admin 

Privilege virtual 

attribute provider 

plugin, when 

enabled, allows an 

authenticated user 

to elevate their 

permissions in the 

Directory Server. 

 

CVE ID : CVE-

2023-36496 

N/A 
A-PIN-PING-

200224/659 

Affected Version(s): 9.2.0.1 

N/A 01-Feb-2024 8.8 

Delegated Admin 

Privilege virtual 

attribute provider 

plugin, when 

enabled, allows an 

authenticated user 

to elevate their 

permissions in the 

Directory Server. 

 

CVE ID : CVE-

2023-36496 

N/A 
A-PIN-PING-

200224/660 

Affected Version(s): 9.3.0.0 

N/A 01-Feb-2024 8.8 

Delegated Admin 

Privilege virtual 

attribute provider 

plugin, when 

enabled, allows an 

authenticated user 

to elevate their 

permissions in the 

Directory Server. 

N/A 
A-PIN-PING-

200224/661 
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CVE ID : CVE-

2023-36496 

Affected Version(s): 9.3.0.1 

N/A 01-Feb-2024 8.8 

Delegated Admin 

Privilege virtual 

attribute provider 

plugin, when 

enabled, allows an 

authenticated user 

to elevate their 

permissions in the 

Directory Server. 

 

CVE ID : CVE-

2023-36496 

N/A 
A-PIN-PING-

200224/662 

Affected Version(s): From (including) 8.3.0.0 Up to (including) 8.3.0.8 

N/A 01-Feb-2024 8.8 

Delegated Admin 

Privilege virtual 

attribute provider 

plugin, when 

enabled, allows an 

authenticated user 

to elevate their 

permissions in the 

Directory Server. 

 

CVE ID : CVE-

2023-36496 

N/A 
A-PIN-PING-

200224/663 

Affected Version(s): From (including) 9.0.0.0 Up to (including) 9.0.0.5 

N/A 01-Feb-2024 8.8 

Delegated Admin 

Privilege virtual 

attribute provider 

plugin, when 

enabled, allows an 

authenticated user 

to elevate their 

permissions in the 

Directory Server. 

 

N/A 
A-PIN-PING-

200224/664 
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CVE ID : CVE-

2023-36496 

Affected Version(s): From (including) 9.1.0.0 Up to (including) 9.1.0.2 

N/A 01-Feb-2024 8.8 

Delegated Admin 

Privilege virtual 

attribute provider 

plugin, when 

enabled, allows an 

authenticated user 

to elevate their 

permissions in the 

Directory Server. 

 

CVE ID : CVE-

2023-36496 

N/A 
A-PIN-PING-

200224/665 

Product: pingfederate 

Affected Version(s): 11.3.0 

Missing 

Authentica

tion for 

Critical 

Function 

06-Feb-2024 9.8 

Authentication byp

ass when an 

OAuth2 Client is 

using 

client_secret_jwt as 

its authentication 

method on affected 

11.3 versions via 

specially crafted 

requests. 

 

CVE ID : CVE-

2023-40545 

N/A 
A-PIN-PING-

200224/666 

Vendor: pixee 

Product: java_code_security_toolkit 

Affected Version(s): * Up to (excluding) 1.1.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

01-Feb-2024 4.8 

The Pixee Java 

Code Security 

Toolkit is a set of 

security APIs 

meant to help 

secure Java code. 

`ZipSecurity#isBel

https://github.c

om/pixee/java-

security-

toolkit/commit

/b885b03c9cfa

e53d62d23903

7f9654d973dd5

A-PIX-JAVA-

200224/667 
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('Path 

Traversal') 

owCurrentDirector

y` is vulnerable to a 

partial-path 

traversal bypass. 

To be vulnerable to 

the bypass, the 

application must 

use toolkit version 

<=1.1.1, use 

ZipSecurity as a 

guard against path 

traversal, and have 

an exploit path. 

Although the 

control still 

protects attackers 

from escaping the 

application path 

into higher level 

directories (e.g., 

/etc/), it will allow 

"escaping" into 

sibling paths. For 

example, if your 

running path is 

/my/app/path you 

an attacker could 

navigate into 

/my/app/path-

something-else. 

This vulnerability 

is patched in 1.1.2. 

 

 

CVE ID : CVE-

2024-24569 

4d9, 

https://github.c

om/pixee/java-

security-

toolkit/security

/advisories/GH

SA-qh4g-4m4w-

jgv2 

Vendor: Plone 

Product: plone 

Affected Version(s): 5.2.13 

N/A 08-Feb-2024 7.5 
The HTTP PUT and 

DELETE methods 

are enabled in the 

N/A 
A-PLO-PLON-

200224/668 
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Plone official 

Docker version 

5.2.13 (5221), 

allowing 

unauthenticated 

attackers to 

execute dangerous 

actions such as 

uploading files to 

the server or 

deleting them. 

CVE ID : CVE-

2024-23756 

Product: plone_docker_official_image 

Affected Version(s): 5.2.13 

Uncontroll

ed Search 

Path 

Element 

05-Feb-2024 9.8 

An issue in Plone 

Docker Official 

Image 5.2.13 

(5221) open-

source software 

that could allow for 

remote code 

execution due to a 

package listed in 

++plone++static/c

omponents not 

existing in the 

public package 

index (npm). 

CVE ID : CVE-

2024-23054 

N/A 
A-PLO-PLON-

200224/669 

Vendor: plotly 

Product: dash 

Affected Version(s): * Up to (excluding) 2.13.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

02-Feb-2024 5.4 

Versions of the 

package dash-core-

components before 

2.13.0; all versions 

of the package 

dash-core-

components; 

https://github.c

om/plotly/dash

/commit/99200

73c9a8619ae8f

90fcec1924f2f3

a4332a8c, 

https://github.c

A-PLO-DASH-

200224/670 
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('Cross-site 

Scripting') 

versions of the 

package dash 

before 2.15.0; all 

versions of the 

package dash-html-

components; 

versions of the 

package dash-html-

components before 

2.0.16 are 

vulnerable to 

Cross-site Scripting 

(XSS) when the 

href of the a tag is 

controlled by an 

adversary. An 

authenticated 

attacker who 

stores a view that 

exploits this 

vulnerability could 

steal the data that's 

visible to another 

user who opens 

that view - not just 

the data already 

included on the 

page, but they 

could also, in 

theory, make 

additional requests 

and access other 

data accessible to 

this user. In some 

cases, they could 

also steal the 

access tokens of 

that user, which 

would allow the 

attacker to act as 

that user, including 

viewing other apps 

and resources 

om/plotly/dash

/pull/2732 
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hosted on the same 

server. 

 

**Note:** 

 

This is only 

exploitable in Dash 

apps that include 

some mechanism 

to store user input 

to be reloaded by a 

different user. 

CVE ID : CVE-

2024-21485 

Affected Version(s): From (including) 2.14.0 Up to (excluding) 2.15.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 5.4 

Versions of the 

package dash-core-

components before 

2.13.0; all versions 

of the package 

dash-core-

components; 

versions of the 

package dash 

before 2.15.0; all 

versions of the 

package dash-html-

components; 

versions of the 

package dash-html-

components before 

2.0.16 are 

vulnerable to 

Cross-site Scripting 

(XSS) when the 

href of the a tag is 

controlled by an 

adversary. An 

authenticated 

attacker who 

stores a view that 

exploits this 

https://github.c

om/plotly/dash

/commit/99200

73c9a8619ae8f

90fcec1924f2f3

a4332a8c, 

https://github.c

om/plotly/dash

/pull/2732 

A-PLO-DASH-

200224/671 
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vulnerability could 

steal the data that's 

visible to another 

user who opens 

that view - not just 

the data already 

included on the 

page, but they 

could also, in 

theory, make 

additional requests 

and access other 

data accessible to 

this user. In some 

cases, they could 

also steal the 

access tokens of 

that user, which 

would allow the 

attacker to act as 

that user, including 

viewing other apps 

and resources 

hosted on the same 

server. 

 

**Note:** 

 

This is only 

exploitable in Dash 

apps that include 

some mechanism 

to store user input 

to be reloaded by a 

different user. 

CVE ID : CVE-

2024-21485 

Vendor: pluginsandsnippets 

Product: simple_page_access_restriction 

Affected Version(s): * Up to (including) 1.0.21 
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N/A 08-Feb-2024 5.3 

The Simple Page 

Access Restriction 

plugin for 

WordPress is 

vulnerable to 

Sensitive 

Information 

Exposure in all 

versions up to, and 

including, 1.0.21 

via the REST API. 

This makes it 

possible for 

unauthenticated 

attackers to bypass 

the plugin's page 

restriction and 

view page content. 

CVE ID : CVE-

2024-0965 

https://plugins.

trac.wordpress.

org/changeset/

3030099/simpl

e-page-access-

restriction 

A-PLU-SIMP-

200224/672 

Vendor: pluginus 

Product: bear_-_woocommerce_bulk_editor_and_products_manager_professional 

Affected Version(s): * Up to (excluding) 1.1.4.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Feb-2024 4.8 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

realmag777 BEAR 

– Bulk Editor and 

Products Manager 

Professional for 

WooCommerce by 

Pluginus.Net 

allows Stored 

XSS.This issue 

affects BEAR – Bulk 

Editor and 

Products Manager 

Professional for 

N/A 
A-PLU-BEAR-

200224/673 
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WooCommerce by 

Pluginus.Net: from 

n/a through 1.1.4. 

 

 

CVE ID : CVE-

2024-24834 

Product: wolf_-_wordpress_posts_bulk_editor_and_products_manager_professional 

Affected Version(s): * Up to (including) 1.0.8.1 

Cross-Site 

Request 

Forgery 

(CSRF) 

05-Feb-2024 4.3 

The WOLF – 

WordPress Posts 

Bulk Editor and 

Manager 

Professional plugin 

for WordPress is 

vulnerable to 

Cross-Site Request 

Forgery in all 

versions up to, and 

including, 1.0.8.1. 

This is due to 

missing or 

incorrect nonce 

validation on the 

wpbe_create_new_t

erm, 

wpbe_update_tax_t

erm, and 

wpbe_delete_tax_te

rm functions. This 

makes it possible 

for 

unauthenticated 

attackers to create, 

modify and delete 

taxonomy terms 

via a forged 

request granted 

they can trick a site 

administrator into 

performing an 

action such as 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&new=30

28699%40bulk-

editor%2Ftrunk

&old=3012874

%40bulk-

editor%2Ftrunk

&sfp_email=&sf

ph_mail= 

A-PLU-WOLF-

200224/674 
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clicking on a link. 

Furthermore, the 

functions 

wpbe_save_options

, 

wpbe_bulk_delete_

posts_count, 

wpbe_bulk_delete_

posts, and 

wpbe_save_meta 

are vulnerable to 

Cross-Site Request 

Forgery allowing 

for plugin options 

update, post count 

deletion, post 

deletion and 

modification of 

post metadata via 

forged request. 

CVE ID : CVE-

2024-0790 

Missing 

Authorizati

on 

05-Feb-2024 4.3 

The WOLF – 

WordPress Posts 

Bulk Editor and 

Manager 

Professional plugin 

for WordPress is 

vulnerable to 

unauthorized 

access, 

modification or 

loss of data due to 

a missing 

capability check on 

the 

wpbe_create_new_t

erm, 

wpbe_update_tax_t

erm, and 

wpbe_delete_tax_te

rm functions in all 

versions up to, and 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&new=30

28699%40bulk-

editor%2Ftrunk

&old=3012874

%40bulk-

editor%2Ftrunk

&sfp_email=&sf

ph_mail= 

A-PLU-WOLF-

200224/675 
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including, 1.0.8.1. 

This makes it 

possible for 

authenticated 

attackers, with 

subscriber access 

or higher, to create, 

delete or modify 

taxonomy terms. 

CVE ID : CVE-

2024-0791 

Product: woot 

Affected Version(s): * Up to (including) 1.0.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

realmag777 Active 

Products Tables for 

WooCommerce. 

Professional 

products tables for 

WooCommerce 

store allows Stored 

XSS.This issue 

affects Active 

Products Tables for 

WooCommerce. 

Professional 

products tables for 

WooCommerce 

store : from n/a 

through 1.0.6. 

 

 

CVE ID : CVE-

2023-51480 

N/A 
A-PLU-WOOT-

200224/676 

Affected Version(s): * Up to (including) 1.0.6.2 
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Cross-Site 

Request 

Forgery 

(CSRF) 

05-Feb-2024 4.3 

The Active 

Products Tables for 

WooCommerce. 

Professional 

products tables for 

WooCommerce 

store plugin for 

WordPress is 

vulnerable to 

Cross-Site Request 

Forgery in all 

versions up to, and 

including, 1.0.6.1. 

This is due to 

missing or 

incorrect nonce 

validation on 

several functions 

corresponding to 

AJAX actions. This 

makes it possible 

for 

unauthenticated 

attackers to invoke 

those functions via 

a forged request 

granted they can 

trick a site 

administrator into 

performing an 

action such as 

clicking on a link. 

CVE ID : CVE-

2024-0796 

https://plugins.

trac.wordpress.

org/changeset/

3029488/profit

-products-

tables-for-

woocommerce/

trunk?contextal

l=1&old=30050

88&old_path=%

2Fprofit-

products-

tables-for-

woocommerce

%2Ftrunk 

A-PLU-WOOT-

200224/677 

Missing 

Authorizati

on 

05-Feb-2024 4.3 

The Active 

Products Tables for 

WooCommerce. 

Professional 

products tables for 

WooCommerce 

store plugin for 

WordPress is 

vulnerable to 

https://plugins.

trac.wordpress.

org/changeset/

3029488/profit

-products-

tables-for-

woocommerce/

trunk?contextal

l=1&old=30050

A-PLU-WOOT-

200224/678 
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unauthorized 

access of 

functionality due to 

a missing 

capability check on 

several functions in 

all versions up to, 

and including, 

1.0.6.1. This makes 

it possible for 

subscribers and 

higher to execute 

functions intended 

for admin use. 

CVE ID : CVE-

2024-0797 

88&old_path=%

2Fprofit-

products-

tables-for-

woocommerce

%2Ftrunk 

Product: wordpress_currency_switcher 

Affected Version(s): * Up to (including) 1.2.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

realmag777 WPCS 

– WordPress 

Currency Switcher 

Professional allows 

Stored XSS.This 

issue affects WPCS 

– WordPress 

Currency Switcher 

Professional: from 

n/a through 1.2.0. 

 

 

CVE ID : CVE-

2023-51506 

N/A 
A-PLU-WORD-

200224/679 

Vendor: podlove 

Product: podlove_podcast_publisher 
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Affected Version(s): * Up to (including) 4.0.11 

Missing 

Authorizati

on 

07-Feb-2024 5.3 

The Podlove 

Podcast Publisher 

plugin for 

WordPress is 

vulnerable to 

unauthorized 

access of data due 

to a missing 

capability check on 

the 

init_download() 

and init() functions 

in all versions up 

to, and including, 

4.0.11. This makes 

it possible for 

unauthenticated 

attackers to export 

the plugin's 

tracking data and 

podcast 

information. 

CVE ID : CVE-

2024-1109 

https://github.c

om/podlove/po

dlove-

publisher/com

mit/0ac83d195

5aa964a358833

b1b5ce790fff45

b3f4 

A-POD-PODL-

200224/680 

Missing 

Authorizati

on 

07-Feb-2024 5.3 

The Podlove 

Podcast Publisher 

plugin for 

WordPress is 

vulnerable to 

unauthorized 

modification of 

data due to a 

missing capability 

check on the init() 

function in all 

versions up to, and 

including, 4.0.11. 

This makes it 

possible for 

unauthenticated 

attackers to import 

https://github.c

om/podlove/po

dlove-

publisher/com

mit/7873ff5206

31087e2f10737

860cdcd64d531

87ba 

A-POD-PODL-

200224/681 
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the plugin's 

settings. 

CVE ID : CVE-

2024-1110 

Product: podlove_subscribe_button 

Affected Version(s): * Up to (including) 1.3.10 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

07-Feb-2024 8.8 

The Podlove 

Subscribe button 

plugin for 

WordPress is 

vulnerable to 

UNION-based SQL 

Injection via the 

'button' attribute 

of the podlove-

subscribe-button 

shortcode in all 

versions up to, and 

including, 1.3.10 

due to insufficient 

escaping on the 

user supplied 

parameter and lack 

of sufficient 

preparation on the 

existing SQL query.  

This makes it 

possible for 

authenticated 

attackers, with 

contributor-level 

access and above, 

to append 

additional SQL 

queries into 

already existing 

queries that can be 

used to extract 

sensitive 

information from 

the database. 

https://github.c

om/podlove/po

dlove-

subscribe-

button-wp-

plugin/commit/

b16b7a2e98db

4c642ca671b0a

ede4dbfce4578

b3 

A-POD-PODL-

200224/682 
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CVE ID : CVE-

2024-1118 

Vendor: Postgresql 

Product: postgresql 

Affected Version(s): 15.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

08-Feb-2024 9.8 

Supabase 

PostgreSQL v15.1 

was discovered to 

contain a SQL 

injection 

vulnerability via 

the component 

/pg_meta/default/

query. 

CVE ID : CVE-

2024-24213 

N/A 
A-POS-POST-

200224/683 

Affected Version(s): From (including) 12.0 Up to (excluding) 12.18 

N/A 08-Feb-2024 8 

Late privilege drop 

in REFRESH 

MATERIALIZED 

VIEW 

CONCURRENTLY in 

PostgreSQL allows 

an object creator to 

execute arbitrary 

SQL functions as 

the command 

issuer. The 

command intends 

to run SQL 

functions as the 

owner of the 

materialized view, 

enabling safe 

refresh of 

untrusted 

materialized views. 

The victim is a 

superuser or 

member of one of 

the attacker's roles. 

The attack requires 

https://www.p

ostgresql.org/s

upport/security

/CVE-2024-

0985/ 

A-POS-POST-

200224/684 
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luring the victim 

into running 

REFRESH 

MATERIALIZED 

VIEW 

CONCURRENTLY 

on the attacker's 

materialized view. 

As part of 

exploiting this 

vulnerability, the 

attacker creates 

functions that use 

CREATE RULE to 

convert the 

internally-built 

temporary table to 

a view. Versions 

before PostgreSQL 

15.6, 14.11, 13.14, 

and 12.18 are 

affected. The only 

known exploit does 

not work in 

PostgreSQL 16 and 

later. For defense 

in depth, 

PostgreSQL 16.2 

adds the 

protections that 

older branches are 

using to fix their 

vulnerability. 

CVE ID : CVE-

2024-0985 

Affected Version(s): From (including) 13.0 Up to (excluding) 13.14 

N/A 08-Feb-2024 8 

Late privilege drop 

in REFRESH 

MATERIALIZED 

VIEW 

CONCURRENTLY in 

PostgreSQL allows 

an object creator to 

https://www.p

ostgresql.org/s

upport/security

/CVE-2024-

0985/ 

A-POS-POST-

200224/685 
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execute arbitrary 

SQL functions as 

the command 

issuer. The 

command intends 

to run SQL 

functions as the 

owner of the 

materialized view, 

enabling safe 

refresh of 

untrusted 

materialized views. 

The victim is a 

superuser or 

member of one of 

the attacker's roles. 

The attack requires 

luring the victim 

into running 

REFRESH 

MATERIALIZED 

VIEW 

CONCURRENTLY 

on the attacker's 

materialized view. 

As part of 

exploiting this 

vulnerability, the 

attacker creates 

functions that use 

CREATE RULE to 

convert the 

internally-built 

temporary table to 

a view. Versions 

before PostgreSQL 

15.6, 14.11, 13.14, 

and 12.18 are 

affected. The only 

known exploit does 

not work in 

PostgreSQL 16 and 

later. For defense 
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in depth, 

PostgreSQL 16.2 

adds the 

protections that 

older branches are 

using to fix their 

vulnerability. 

CVE ID : CVE-

2024-0985 

Affected Version(s): From (including) 14.0 Up to (excluding) 14.11 

N/A 08-Feb-2024 8 

Late privilege drop 

in REFRESH 

MATERIALIZED 

VIEW 

CONCURRENTLY in 

PostgreSQL allows 

an object creator to 

execute arbitrary 

SQL functions as 

the command 

issuer. The 

command intends 

to run SQL 

functions as the 

owner of the 

materialized view, 

enabling safe 

refresh of 

untrusted 

materialized views. 

The victim is a 

superuser or 

member of one of 

the attacker's roles. 

The attack requires 

luring the victim 

into running 

REFRESH 

MATERIALIZED 

VIEW 

CONCURRENTLY 

on the attacker's 

materialized view. 

https://www.p

ostgresql.org/s

upport/security

/CVE-2024-

0985/ 

A-POS-POST-

200224/686 
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As part of 

exploiting this 

vulnerability, the 

attacker creates 

functions that use 

CREATE RULE to 

convert the 

internally-built 

temporary table to 

a view. Versions 

before PostgreSQL 

15.6, 14.11, 13.14, 

and 12.18 are 

affected. The only 

known exploit does 

not work in 

PostgreSQL 16 and 

later. For defense 

in depth, 

PostgreSQL 16.2 

adds the 

protections that 

older branches are 

using to fix their 

vulnerability. 

CVE ID : CVE-

2024-0985 

Affected Version(s): From (including) 15.0 Up to (excluding) 15.6 

N/A 08-Feb-2024 8 

Late privilege drop 

in REFRESH 

MATERIALIZED 

VIEW 

CONCURRENTLY in 

PostgreSQL allows 

an object creator to 

execute arbitrary 

SQL functions as 

the command 

issuer. The 

command intends 

to run SQL 

functions as the 

owner of the 

https://www.p

ostgresql.org/s

upport/security

/CVE-2024-

0985/ 

A-POS-POST-

200224/687 
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materialized view, 

enabling safe 

refresh of 

untrusted 

materialized views. 

The victim is a 

superuser or 

member of one of 

the attacker's roles. 

The attack requires 

luring the victim 

into running 

REFRESH 

MATERIALIZED 

VIEW 

CONCURRENTLY 

on the attacker's 

materialized view. 

As part of 

exploiting this 

vulnerability, the 

attacker creates 

functions that use 

CREATE RULE to 

convert the 

internally-built 

temporary table to 

a view. Versions 

before PostgreSQL 

15.6, 14.11, 13.14, 

and 12.18 are 

affected. The only 

known exploit does 

not work in 

PostgreSQL 16 and 

later. For defense 

in depth, 

PostgreSQL 16.2 

adds the 

protections that 

older branches are 

using to fix their 

vulnerability. 
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CVE ID : CVE-

2024-0985 

Vendor: pquic 

Product: pquic 

Affected Version(s): * Up to (excluding) 2023-10-30 

N/A 09-Feb-2024 6.5 

In PQUIC before 

5bde5bb, retention 

of unused initial 

encryption keys 

allows attackers to 

disrupt a 

connection with a 

PSK configuration 

by sending a 

CONNECTION_CLO

SE frame that is 

encrypted via the 

initial key 

computed. 

Network traffic 

sniffing is needed 

as part of 

exploitation. 

CVE ID : CVE-

2024-25679 

https://github.c

om/p-

quic/pquic/pull

/39 

A-PQU-PQUI-

200224/688 

Vendor: presta_monster 

Product: multi_accessories_pro 

Affected Version(s): * Up to (excluding) 5.3.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Feb-2024 9.8 

SQL injection 

vulnerability in 

Presta Monster 

"Multi Accessories 

Pro" 

(hsmultiaccessorie

spro) module for 

PrestaShop 

versions 5.1.1 and 

before, allows 

remote attackers to 

escalate privileges 

and obtain 

https://security

.friendsofpresta.

org/modules/2

024/02/08/hs

multiaccessorie

spro.html 

A-PRE-MULT-

200224/689 
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sensitive 

information via the 

method 

HsAccessoriesGrou

pProductAbstract::

getAccessoriesById

Products(). 

CVE ID : CVE-

2023-50026 

Vendor: properfraction 

Product: profilepress 

Affected Version(s): * Up to (including) 4.14.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

The Paid 

Membership 

Plugin, 

Ecommerce, User 

Registration Form, 

Login Form, User 

Profile & Restrict 

Content – 

ProfilePress plugin 

for WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

plugin 'reg-

number-field' 

shortcode in all 

versions up to, and 

including, 4.14.3 

due to insufficient 

input sanitization 

and output 

escaping on user 

supplied attributes. 

This makes it 

possible for 

authenticated 

attackers with 

contributor-level 

and above 

permissions to 

https://plugins.

trac.wordpress.

org/changeset/

3030229/wp-

user-

avatar/trunk/sr

c/ShortcodePar

ser/Builder/Fie

ldsShortcodeCal

lback.php 

A-PRO-PROF-

200224/690 
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inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2024-1046 

Vendor: pyload 

Product: pyload 

Affected Version(s): * Up to (including) 0.5.0 

URL 

Redirectio

n to 

Untrusted 

Site ('Open 

Redirect') 

06-Feb-2024 6.1 

pyLoad is an open-

source Download 

Manager written in 

pure Python. There 

is an open redirect 

vulnerability due 

to incorrect 

validation of input 

values when 

redirecting users 

after login. pyLoad 

is validating URLs 

via the 

`get_redirect_url` 

function when 

redirecting users at 

login. This 

vulnerability has 

been patched with 

commit fe94451. 

CVE ID : CVE-

2024-24808 

https://github.c

om/pyload/pyl

oad/commit/fe

94451dcc2be90

b3889e2fd9d07

b483c8a6dccd, 

https://github.c

om/pyload/pyl

oad/security/a

dvisories/GHSA

-g3cm-qg2v-

2hj5 

A-PYL-PYLO-

200224/691 

Vendor: python-cryptography_project 

Product: python-cryptography 

Affected Version(s): * Up to (excluding) 42.0.0 

Observable 

Discrepanc

y 

05-Feb-2024 7.5 

A flaw was found in 

the python-

cryptography 

package. This issue 

may allow a 

https://access.r

edhat.com/secu

rity/cve/CVE-

2023-50782, 

https://bugzilla

A-PYT-PYTH-

200224/692 
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remote attacker to 

decrypt captured 

messages in TLS 

servers that use 

RSA key exchanges, 

which may lead to 

exposure of 

confidential or 

sensitive data. 

CVE ID : CVE-

2023-50782 

.redhat.com/sh

ow_bug.cgi?id=

2254432 

Vendor: Qibosoft 

Product: qibocms_x1 

Affected Version(s): * Up to (including) 1.0.6 

Deserializa

tion of 

Untrusted 

Data 

05-Feb-2024 9.8 

A vulnerability 

classified as critical 

was found in 

QiboSoft QiboCMS 

X1 up to 1.0.6. 

Affected by this 

vulnerability is the 

function rmb_pay 

of the file 

/application/index

/controller/Pay.ph

p. The 

manipulation of the 

argument 

callback_class leads 

to deserialization. 

The attack can be 

launched remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

associated 

identifier of this 

vulnerability is 

VDB-252847. 

NOTE: The vendor 

was contacted 

N/A 
A-QIB-QIBO-

200224/693 
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early about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2024-1225 

Vendor: Qnap 

Product: photo_station 

Affected Version(s): From (including) 6.4.0 Up to (excluding) 6.4.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect Photo 

Station. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following version: 

Photo Station 6.4.2 

( 2023/12/15 ) 

and later 

 

CVE ID : CVE-

2023-47562 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-08 

A-QNA-PHOT-

200224/694 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

02-Feb-2024 5.4 

A cross-site 

scripting (XSS) 

vulnerability has 

been reported to 

affect Photo 

Station. If 

exploited, the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-08 

A-QNA-PHOT-

200224/695 
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('Cross-site 

Scripting') 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following version: 

Photo Station 6.4.2 

( 2023/12/15 ) 

and later 

 

CVE ID : CVE-

2023-47561 

Product: qsync_central 

Affected Version(s): From (including) 4.3.0.0 Up to (excluding) 4.3.0.11 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

02-Feb-2024 8.1 

An incorrect 

permission 

assignment for 

critical resource 

vulnerability has 

been reported to 

affect Qsync 

Central. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to read or 

modify the 

resource via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-03 

A-QNA-QSYN-

200224/696 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 424 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Qsync Central 

4.4.0.15 ( 

2024/01/04 ) and 

later 

Qsync Central 

4.3.0.11 ( 

2024/01/11 ) and 

later 

 

CVE ID : CVE-

2023-47564 

Affected Version(s): From (including) 4.4.0.0 Up to (excluding) 4.4.0.15 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

02-Feb-2024 8.1 

An incorrect 

permission 

assignment for 

critical resource 

vulnerability has 

been reported to 

affect Qsync 

Central. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to read or 

modify the 

resource via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

Qsync Central 

4.4.0.15 ( 

2024/01/04 ) and 

later 

Qsync Central 

4.3.0.11 ( 

2024/01/11 ) and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-03 

A-QNA-QSYN-

200224/697 
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CVE ID : CVE-

2023-47564 

Vendor: rapidscada 

Product: rapid_scada 

Affected Version(s): * Up to (including) 5.8.4 

Use of 

Hard-

coded 

Credentials 

02-Feb-2024 9.8 

In Rapid Software 

LLC's Rapid SCADA 

versions prior 

to Version 5.8.4, 

the product uses 

hard-coded 

credentials, which 

may allow an 

attacker to connect 

to a specific port. 

 

CVE ID : CVE-

2024-21764 

N/A 
A-RAP-RAPI-

200224/698 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

01-Feb-2024 8.8 

In Rapid Software 

LLC's Rapid SCADA 

versions prior 

to Version 5.8.4, an 

attacker can supply 

a malicious 

configuration file 

by utilizing a Zip 

Slip vulnerability in 

the unpacking 

routine to achieve 

remote code 

execution. 

 

CVE ID : CVE-

2024-21852 

N/A 
A-RAP-RAPI-

200224/699 

Incorrect 

Permission 

Assignmen

t for 

02-Feb-2024 7.8 

In Rapid Software 

LLC's Rapid SCADA 

versions prior 

to Version 5.8.4, an 

authorized user 

N/A 
A-RAP-RAPI-

200224/700 
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Critical 

Resource 

can write directly 

to the Scada 

directory. This may 

allow privilege 

escalation. 

 

CVE ID : CVE-

2024-22016 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 6.5 

In Rapid Software 

LLC's Rapid SCADA 

versions prior 

to Version 5.8.4, an 

attacker can 

append path 

traversal 

characters to the 

filename when 

using a specific 

command, allowing 

them to read 

arbitrary files from 

the system. 

 

CVE ID : CVE-

2024-22096 

N/A 
A-RAP-RAPI-

200224/701 

Insufficient

ly 

Protected 

Credentials 

02-Feb-2024 5.5 

In Rapid Software 

LLC's Rapid SCADA 

versions prior 

to Version 5.8.4, 

the affected 

product stores 

plaintext 

credentials in 

various places. This 

may allow an 

attacker with local 

access to see them. 

 

CVE ID : CVE-

2024-21869 

N/A 
A-RAP-RAPI-

200224/702 
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URL 

Redirectio

n to 

Untrusted 

Site ('Open 

Redirect') 

02-Feb-2024 5.4 

In Rapid Software 

LLC's Rapid SCADA 

versions prior 

to Version 5.8.4, an 

attacker can 

redirect users to 

malicious pages 

through the login 

page. 

 

CVE ID : CVE-

2024-21794 

N/A 
A-RAP-RAPI-

200224/703 

Generation 

of Error 

Message 

Containing 

Sensitive 

Informatio

n 

02-Feb-2024 5.3 

In Rapid Software 

LLC's Rapid SCADA 

versions prior 

to Version 5.8.4, 

the affected 

product responds 

back with an error 

message 

containing 

sensitive data if it 

receives a specific 

malformed 

request. 

 

CVE ID : CVE-

2024-21866 

N/A 
A-RAP-RAPI-

200224/704 

Vendor: rdkcentral 

Product: rdk-b 

Affected Version(s): 2022q3 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In da, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

A-RDK-RDK--

200224/705 
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User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08477148; 

Issue ID: 

ALPS08477148. 

CVE ID : CVE-

2024-20006 

Vendor: Redhat 

Product: ansible 

Affected Version(s): * Up to (excluding) 2.14.4 

Improper 

Encoding 

or 

Escaping of 

Output 

06-Feb-2024 5.5 

An information 

disclosure flaw was 

found in ansible-

core due to a 

failure to respect 

the 

ANSIBLE_NO_LOG 

configuration in 

some scenarios. It 

was discovered 

that information is 

still included in the 

output in certain 

tasks, such as loop 

items. Depending 

on the task, this 

issue may include 

sensitive 

information, such 

as decrypted secret 

values. 

CVE ID : CVE-

2024-0690 

https://access.r

edhat.com/erra

ta/RHSA-

2024:0733, 

https://access.r

edhat.com/secu

rity/cve/CVE-

2024-0690, 

https://github.c

om/ansible/ans

ible/pull/82565 

A-RED-ANSI-

200224/706 

Affected Version(s): From (including) 2.15.0 Up to (excluding) 2.15.9 

Improper 

Encoding 

or 

Escaping of 

Output 

06-Feb-2024 5.5 

An information 

disclosure flaw was 

found in ansible-

core due to a 

failure to respect 

the 

https://access.r

edhat.com/erra

ta/RHSA-

2024:0733, 

https://access.r

edhat.com/secu

A-RED-ANSI-

200224/707 
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ANSIBLE_NO_LOG 

configuration in 

some scenarios. It 

was discovered 

that information is 

still included in the 

output in certain 

tasks, such as loop 

items. Depending 

on the task, this 

issue may include 

sensitive 

information, such 

as decrypted secret 

values. 

CVE ID : CVE-

2024-0690 

rity/cve/CVE-

2024-0690, 

https://github.c

om/ansible/ans

ible/pull/82565 

Affected Version(s): From (including) 2.16.0 Up to (excluding) 2.16.3 

Improper 

Encoding 

or 

Escaping of 

Output 

06-Feb-2024 5.5 

An information 

disclosure flaw was 

found in ansible-

core due to a 

failure to respect 

the 

ANSIBLE_NO_LOG 

configuration in 

some scenarios. It 

was discovered 

that information is 

still included in the 

output in certain 

tasks, such as loop 

items. Depending 

on the task, this 

issue may include 

sensitive 

information, such 

as decrypted secret 

values. 

CVE ID : CVE-

2024-0690 

https://access.r

edhat.com/erra

ta/RHSA-

2024:0733, 

https://access.r

edhat.com/secu

rity/cve/CVE-

2024-0690, 

https://github.c

om/ansible/ans

ible/pull/82565 

A-RED-ANSI-

200224/708 

Product: ansible_automation_platform 
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Affected Version(s): 2.0 

Observable 

Discrepanc

y 

05-Feb-2024 7.5 

A flaw was found in 

the python-

cryptography 

package. This issue 

may allow a 

remote attacker to 

decrypt captured 

messages in TLS 

servers that use 

RSA key exchanges, 

which may lead to 

exposure of 

confidential or 

sensitive data. 

CVE ID : CVE-

2023-50782 

https://access.r

edhat.com/secu

rity/cve/CVE-

2023-50782, 

https://bugzilla

.redhat.com/sh

ow_bug.cgi?id=

2254432 

A-RED-ANSI-

200224/709 

Affected Version(s): 2.4 

Improper 

Encoding 

or 

Escaping of 

Output 

06-Feb-2024 5.5 

An information 

disclosure flaw was 

found in ansible-

core due to a 

failure to respect 

the 

ANSIBLE_NO_LOG 

configuration in 

some scenarios. It 

was discovered 

that information is 

still included in the 

output in certain 

tasks, such as loop 

items. Depending 

on the task, this 

issue may include 

sensitive 

information, such 

as decrypted secret 

values. 

CVE ID : CVE-

2024-0690 

https://access.r

edhat.com/erra

ta/RHSA-

2024:0733, 

https://access.r

edhat.com/secu

rity/cve/CVE-

2024-0690, 

https://github.c

om/ansible/ans

ible/pull/82565 

A-RED-ANSI-

200224/710 

Product: ansible_developer 
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Affected Version(s): 1.1 

Improper 

Encoding 

or 

Escaping of 

Output 

06-Feb-2024 5.5 

An information 

disclosure flaw was 

found in ansible-

core due to a 

failure to respect 

the 

ANSIBLE_NO_LOG 

configuration in 

some scenarios. It 

was discovered 

that information is 

still included in the 

output in certain 

tasks, such as loop 

items. Depending 

on the task, this 

issue may include 

sensitive 

information, such 

as decrypted secret 

values. 

CVE ID : CVE-

2024-0690 

https://access.r

edhat.com/erra

ta/RHSA-

2024:0733, 

https://access.r

edhat.com/secu

rity/cve/CVE-

2024-0690, 

https://github.c

om/ansible/ans

ible/pull/82565 

A-RED-ANSI-

200224/711 

Product: ansible_inside 

Affected Version(s): 1.2 

Improper 

Encoding 

or 

Escaping of 

Output 

06-Feb-2024 5.5 

An information 

disclosure flaw was 

found in ansible-

core due to a 

failure to respect 

the 

ANSIBLE_NO_LOG 

configuration in 

some scenarios. It 

was discovered 

that information is 

still included in the 

output in certain 

tasks, such as loop 

items. Depending 

on the task, this 

https://access.r

edhat.com/erra

ta/RHSA-

2024:0733, 

https://access.r

edhat.com/secu

rity/cve/CVE-

2024-0690, 

https://github.c

om/ansible/ans

ible/pull/82565 

A-RED-ANSI-

200224/712 
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issue may include 

sensitive 

information, such 

as decrypted secret 

values. 

CVE ID : CVE-

2024-0690 

Product: codeready_linux_builder_eus 

Affected Version(s): 9.2 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

N/A 
A-RED-CODE-

200224/713 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

N/A 
A-RED-CODE-

200224/714 
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dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

N/A 
A-RED-CODE-

200224/715 

Affected Version(s): 8.6 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

N/A 
A-RED-CODE-

200224/716 
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NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

N/A 
A-RED-CODE-

200224/717 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

N/A 
A-RED-CODE-

200224/718 
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panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

Product: codeready_linux_builder_eus_for_power_little_endian_eus 

Affected Version(s): 8.6_ppc64le 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

N/A 
A-RED-CODE-

200224/719 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

N/A 
A-RED-CODE-

200224/720 
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panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

N/A 
A-RED-CODE-

200224/721 

Affected Version(s): 9.2_ppc64le 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

N/A 
A-RED-CODE-

200224/722 
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panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

N/A 
A-RED-CODE-

200224/723 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

N/A 
A-RED-CODE-

200224/724 
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CVE ID : CVE-

2023-6536 

Product: codeready_linux_builder_for_arm64_eus 

Affected Version(s): 8.6_aarch64 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

N/A 
A-RED-CODE-

200224/725 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

N/A 
A-RED-CODE-

200224/726 
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CVE ID : CVE-

2023-6535 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

N/A 
A-RED-CODE-

200224/727 

Affected Version(s): 9.2_aarch64 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

N/A 
A-RED-CODE-

200224/728 
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CVE ID : CVE-

2023-6356 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

N/A 
A-RED-CODE-

200224/729 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

N/A 
A-RED-CODE-

200224/730 
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Product: codeready_linux_builder_for_ibm_z_systems_eus 

Affected Version(s): 9.2_s390x 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

N/A 
A-RED-CODE-

200224/731 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

N/A 
A-RED-CODE-

200224/732 
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NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

N/A 
A-RED-CODE-

200224/733 

Product: jboss_enterprise_application_platform 

Affected Version(s): - 

Improper 

Initializatio

n 

06-Feb-2024 7.5 

An improper 

initialization 

vulnerability was 

found in Galleon. 

When using 

Galleon to 

provision custom 

EAP or EAP-XP 

servers, the servers 

are created 

unsecured. This 

issue could allow 

an attacker to 

access remote 

HTTP services 

available from the 

server. 

CVE ID : CVE-

2023-4503 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7637, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7638, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7639, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7641, 

https://access.r

edhat.com/secu

rity/cve/CVE-

2023-4503 

A-RED-JBOS-

200224/734 
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Affected Version(s): 7.4 

Improper 

Initializatio

n 

06-Feb-2024 7.5 

An improper 

initialization 

vulnerability was 

found in Galleon. 

When using 

Galleon to 

provision custom 

EAP or EAP-XP 

servers, the servers 

are created 

unsecured. This 

issue could allow 

an attacker to 

access remote 

HTTP services 

available from the 

server. 

CVE ID : CVE-

2023-4503 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7637, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7638, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7639, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7641, 

https://access.r

edhat.com/secu

rity/cve/CVE-

2023-4503 

A-RED-JBOS-

200224/735 

Product: jboss_enterprise_application_platform_expansion_pack 

Affected Version(s): - 

Improper 

Initializatio

n 

06-Feb-2024 7.5 

An improper 

initialization 

vulnerability was 

found in Galleon. 

When using 

Galleon to 

provision custom 

EAP or EAP-XP 

servers, the servers 

are created 

unsecured. This 

issue could allow 

an attacker to 

access remote 

HTTP services 

available from the 

server. 

CVE ID : CVE-

2023-4503 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7637, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7638, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7639, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7641, 

https://access.r

edhat.com/secu

A-RED-JBOS-

200224/736 
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rity/cve/CVE-

2023-4503 

Product: update_infrastructure 

Affected Version(s): 4 

Observable 

Discrepanc

y 

05-Feb-2024 7.5 

A flaw was found in 

m2crypto. This 

issue may allow a 

remote attacker to 

decrypt captured 

messages in TLS 

servers that use 

RSA key exchanges, 

which may lead to 

exposure of 

confidential or 

sensitive data. 

CVE ID : CVE-

2023-50781 

N/A 
A-RED-UPDA-

200224/737 

Observable 

Discrepanc

y 

05-Feb-2024 7.5 

A flaw was found in 

the python-

cryptography 

package. This issue 

may allow a 

remote attacker to 

decrypt captured 

messages in TLS 

servers that use 

RSA key exchanges, 

which may lead to 

exposure of 

confidential or 

sensitive data. 

CVE ID : CVE-

2023-50782 

https://access.r

edhat.com/secu

rity/cve/CVE-

2023-50782, 

https://bugzilla

.redhat.com/sh

ow_bug.cgi?id=

2254432 

A-RED-UPDA-

200224/738 

Product: virtualization_host 

Affected Version(s): 4.0 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

N/A 
A-RED-VIRT-

200224/739 
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malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

N/A 
A-RED-VIRT-

200224/740 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

N/A 
A-RED-VIRT-

200224/741 
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packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

Vendor: relic_project 

Product: relic 

Affected Version(s): 0.6.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

in Output 

Used by a 

Downstrea

m 

Componen

t 

('Injection'

) 

01-Feb-2024 8.8 

An issue in the 

cp_bbs_sig function 

in 

relic/src/cp/relic_c

p_bbs.c of Relic 

relic-toolkit 0.6.0 

allows a remote 

attacker to obtain 

sensitive 

information and 

escalate privileges 

via the cp_bbs_sig 

function. 

CVE ID : CVE-

2023-51939 

https://github.c

om/liang-

junkai/Relic-

bbs-fault-

injection, 

https://github.c

om/relic-

toolkit/relic/iss

ues/284 

A-REL-RELI-

200224/742 

Vendor: rems 

Product: daily_habit_tracker 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

08-Feb-2024 9.8 

SQL Injection 

vulnerability in 

delete-tracker.php 

in Daily Habit 

Tracker v.1.0 

allows a remote 

attacker to execute 

arbitrary code via 

N/A 
A-REM-DAIL-

200224/743 
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('SQL 

Injection') 

crafted GET 

request. 

CVE ID : CVE-

2024-24495 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An issue in Daily 

Habit Tracker v.1.0 

allows a remote 

attacker to 

manipulate 

trackers via the 

home.php, add-

tracker.php, delete-

tracker.php, 

update-tracker.php 

components. 

CVE ID : CVE-

2024-24496 

N/A 
A-REM-DAIL-

200224/744 

Product: event_student_attendance_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

09-Feb-2024 9.8 

Sourcecodester 

Event Student 

Attendance System 

1.0, allows SQL 

Injection via the 

'student' 

parameter. 

CVE ID : CVE-

2024-25302 

N/A 
A-REM-EVEN-

200224/745 

Vendor: remyandrade 

Product: product_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

07-Feb-2024 6.1 

A vulnerability has 

been found in 

SourceCodester 

Product 

Management 

System 1.0 and 

classified as 

problematic. This 

vulnerability 

N/A 
A-REM-PROD-

200224/746 
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('Cross-site 

Scripting') 

affects unknown 

code of the file 

/supplier.php. The 

manipulation of the 

argument 

supplier_name/sup

plier_contact leads 

to cross site 

scripting. The 

attack can be 

initiated remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

identifier of this 

vulnerability is 

VDB-253012. 

CVE ID : CVE-

2024-1269 

Product: testimonial_page_manager 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 9.8 

A vulnerability, 

which was 

classified as 

critical, has been 

found in 

SourceCodester 

Testimonial Page 

Manager 1.0. This 

issue affects some 

unknown 

processing of the 

file delete-

testimonial.php of 

the component 

HTTP GET Request 

Handler. The 

manipulation of the 

argument 

testimony leads to 

sql injection. The 

attack may be 

N/A 
A-REM-TEST-

200224/747 
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initiated remotely. 

The associated 

identifier of this 

vulnerability is 

VDB-252695. 

CVE ID : CVE-

2024-1197 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 6.1 

A vulnerability 

classified as 

problematic was 

found in 

SourceCodester 

Testimonial Page 

Manager 1.0. This 

vulnerability 

affects unknown 

code of the file add-

testimonial.php of 

the component 

HTTP POST 

Request Handler. 

The manipulation 

of the argument 

name/description/

testimony leads to 

cross site scripting. 

The attack can be 

initiated remotely. 

VDB-252694 is the 

identifier assigned 

to this 

vulnerability. 

CVE ID : CVE-

2024-1196 

N/A 
A-REM-TEST-

200224/748 

Product: travel_journal_using_php_and_mysql_with_source_code 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

01-Feb-2024 6.1 

A stored cross-site 

scripting (XSS) 

vulnerability in 

Travel Journal 

Using PHP and 

MySQL with Source 

N/A 
A-REM-TRAV-

200224/749 
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Generation 

('Cross-site 

Scripting') 

Code v1.0 allows 

attackers to 

execute arbitrary 

web scripts or 

HTML via a crafted 

payload injected 

into the location 

parameter at 

/travel-

journal/write-

journal.php. 

CVE ID : CVE-

2024-24041 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 6.1 

A stored cross-site 

scripting (XSS) 

vulnerability in 

Travel Journal 

Using PHP and 

MySQL with Source 

Code v1.0 allows 

attackers to 

execute arbitrary 

web scripts or 

HTML via a crafted 

payload injected 

into the Share Your 

Moments 

parameter at 

/travel-

journal/write-

journal.php. 

CVE ID : CVE-

2024-24945 

N/A 
A-REM-TRAV-

200224/750 

Vendor: reprise 

Product: license_manager 

Affected Version(s): 15.1 

N/A 03-Feb-2024 8.8 

Incorrect access 

control in Reprise 

License 

Management 

Software Reprise 

License Manager 

N/A 
A-REP-LICE-

200224/751 
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v15.1 allows read-

only users to 

arbitrarily change 

the password of an 

admin and hijack 

their account. 

CVE ID : CVE-

2023-43183 

N/A 03-Feb-2024 7.5 

Incorrect access 

control in Reprise 

License 

Management 

Software Reprise 

License Manager 

v15.1 allows 

attackers to 

arbitrarily save 

sensitive files in 

insecure locations 

via a crafted POST 

request. 

CVE ID : CVE-

2023-44031 

N/A 
A-REP-LICE-

200224/752 

Vendor: reputeinfosystems 

Product: armember 

Affected Version(s): * Up to (including) 4.0.24 

N/A 05-Feb-2024 5.3 

The ARMember 

plugin for 

WordPress is 

vulnerable to 

Sensitive 

Information 

Exposure in all 

versions up to, and 

including, 1.0.21 

via the REST API. 

This makes it 

possible for 

unauthenticated 

attackers to bypass 

the plugin's 

"Default 

https://plugins.

trac.wordpress.

org/changeset/

3030044/arme

mber-

membership/tr

unk/core/class

es/class.arm_re

striction.php 

A-REP-ARME-

200224/753 
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Restriction" 

feature and view 

restricted post 

content. 

CVE ID : CVE-

2024-0969 

Vendor: restaurant_pos_system_project 

Product: restaurant_pos_system 

Affected Version(s): 1.0 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

07-Feb-2024 9.8 

A vulnerability, 

which was 

classified as 

critical, was found 

in CodeAstro 

Restaurant POS 

System 1.0. This 

affects an unknown 

part of the file 

update_product.ph

p. The 

manipulation leads 

to unrestricted 

upload. It is 

possible to initiate 

the attack 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. The 

associated 

identifier of this 

vulnerability is 

VDB-253011. 

CVE ID : CVE-

2024-1268 

N/A 
A-RES-REST-

200224/754 

Vendor: richplugins 

Product: plugin_for_google_reviews 

Affected Version(s): * Up to (including) 3.1 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

This plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

plugin's shortcode 

in all versions up 

to, and including, 

3.1 due to 

insufficient input 

sanitization and 

output escaping on 

the 'place_id' 

attribute. This 

makes it possible 

for authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2023-6884 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=301

8964%40widge

t-google-

reviews&new=3

018964%40wid

get-google-

reviews&sfp_e

mail=&sfph_mai

l= 

A-RIC-PLUG-

200224/755 

Vendor: rizonesoft 

Product: notepad3 

Affected Version(s): 1.0.2.350 

Improper 

Resource 

Shutdown 

or Release 

02-Feb-2024 5.5 

A vulnerability, 

which was 

classified as 

problematic, was 

found in Rizone 

Soft Notepad3 

1.0.2.350. Affected 

is an unknown 

function of the 

component 

Encryption 

N/A 
A-RIZ-NOTE-

200224/756 
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Passphrase 

Handler. The 

manipulation leads 

to denial of service. 

Attacking locally is 

a requirement. The 

exploit has been 

disclosed to the 

public and may be 

used. VDB-252678 

is the identifier 

assigned to this 

vulnerability. 

NOTE: The vendor 

was contacted 

early about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2024-1188 

Vendor: royal-elementor-addons 

Product: royal_elementor_addons 

Affected Version(s): * Up to (excluding) 1.3.88 

Cross-Site 

Request 

Forgery 

(CSRF) 

08-Feb-2024 4.3 

The Royal 

Elementor Addons 

and Templates 

plugin for 

WordPress is 

vulnerable to 

Cross-Site Request 

Forgery in all 

versions up to, and 

including, 1.3.87. 

This is due to 

missing or 

incorrect nonce 

validation on the 

wpr_update_form_

action_meta 

function. This 

makes it possible 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=302

6824%40royal-

elementor-

addons%2Ftags

%2F1.3.87&ne

w=3032004%4

0royal-

elementor-

addons%2Ftags

%2F1.3.88 

A-ROY-ROYA-

200224/757 
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for 

unauthenticated 

attackers to post 

metadata via a 

forged request 

granted they can 

trick a site 

administrator into 

performing an 

action such as 

clicking on a link. 

CVE ID : CVE-

2024-0511 

Product: royal_elementor_kit 

Affected Version(s): * Up to (including) 1.0.116 

Missing 

Authorizati

on 

05-Feb-2024 4.3 

The Royal 

Elementor Kit 

theme for 

WordPress is 

vulnerable to 

unauthorized 

arbitrary transient 

update due to a 

missing capability 

check on the 

dismissed_handler 

function in all 

versions up to, and 

including, 1.0.116. 

This makes it 

possible for 

authenticated 

attackers, with 

subscriber access 

or higher, to 

update arbitrary 

transients. Note, 

that these 

transients can only 

be updated to true 

and not arbitrary 

values. 

https://themes.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=216

524%40royal-

elementor-

kit&new=21652

4%40royal-

elementor-

kit&sfp_email=

&sfph_mail= 

A-ROY-ROYA-

200224/758 
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CVE ID : CVE-

2024-0835 

Vendor: russelljamieson 

Product: footer_putter 

Affected Version(s): * Up to (including) 1.17 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Russell Jamieson 

Footer Putter 

allows Stored 

XSS.This issue 

affects Footer 

Putter: from n/a 

through 1.17. 

 

 

CVE ID : CVE-

2023-52188 

N/A 
A-RUS-FOOT-

200224/759 

Vendor: rustdesk 

Product: rustdesk 

Affected Version(s): 1.2.3 

Improper 

Certificate 

Validation 

06-Feb-2024 9.8 

A default 

installation of 

RustDesk 1.2.3 on 

Windows places a 

WDKTestCert 

certificate under 

Trusted Root 

Certification 

Authorities with 

Enhanced Key 

Usage of Code 

Signing 

(1.3.6.1.5.5.7.3.3), 

valid from 2023 

N/A 
A-RUS-RUST-

200224/760 
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until 2033. This is 

potentially 

unwanted, e.g., 

because there is no 

public 

documentation of 

security measures 

for the private key, 

and arbitrary 

software could be 

signed if the 

private key were to 

be compromised. 

NOTE: the vendor's 

position is "we do 

not have EV cert, so 

we use test cert as 

a workaround." 

Insertion into 

Trusted Root 

Certification 

Authorities was the 

originally intended 

behavior, and the 

UI ensured that the 

certificate 

installation step 

(checked by 

default) was visible 

to the user before 

proceeding with 

the product 

installation. 

CVE ID : CVE-

2024-25140 

Vendor: salesagility 

Product: suitecrm 

Affected Version(s): 7.14.2 

Server-

Side 

Request 

07-Feb-2024 5 
Suite CRM version 

7.14.2 allows 

making arbitrary 

N/A 
A-SAL-SUIT-

200224/761 
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Forgery 

(SSRF) 

HTTP requests 

through 

 

the vulnerable 

server. This is 

possible because 

the application is 

vulnerable 

 

to SSRF. 

 

 

 

 

 

CVE ID : CVE-

2023-6388 

Vendor: Samsung 

Product: galaxy_store 

Affected Version(s): * Up to (excluding) 4.5.63.6 

N/A 06-Feb-2024 5.5 

Implicit intent 

hijacking 

vulnerability in 

AccountActivity of 

Galaxy Store prior 

to version 4.5.63.6 

allows local 

attackers to access 

sensitive 

information via 

implicit intent. 

CVE ID : CVE-

2024-20822 

https://security

.samsungmobile

.com/serviceWe

b.smsb?year=20

24&month=02 

A-SAM-GALA-

200224/762 

N/A 06-Feb-2024 5.5 

Implicit intent 

hijacking 

vulnerability in 

SamsungAccount of 

Galaxy Store prior 

to version 4.5.63.6 

https://security

.samsungmobile

.com/serviceWe

b.smsb?year=20

24&month=02 

A-SAM-GALA-

200224/763 
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allows local 

attackers to access 

sensitive 

information via 

implicit intent. 

CVE ID : CVE-

2024-20823 

N/A 06-Feb-2024 5.5 

Implicit intent 

hijacking 

vulnerability in 

VoiceSearch of 

Galaxy Store prior 

to version 4.5.63.6 

allows local 

attackers to access 

sensitive 

information via 

implicit intent. 

CVE ID : CVE-

2024-20824 

https://security

.samsungmobile

.com/serviceWe

b.smsb?year=20

24&month=02 

A-SAM-GALA-

200224/764 

N/A 06-Feb-2024 5.5 

Implicit intent 

hijacking 

vulnerability in IAP 

of Galaxy Store 

prior to version 

4.5.63.6 allows 

local attackers to 

access sensitive 

information via 

implicit intent. 

CVE ID : CVE-

2024-20825 

https://security

.samsungmobile

.com/serviceWe

b.smsb?year=20

24&month=02 

A-SAM-GALA-

200224/765 

Product: gallery 

Affected Version(s): * Up to (excluding) 14.5.04.4 

N/A 06-Feb-2024 4.6 

Improper access 

control 

vulnerability in 

Samsung Gallery 

prior to version 

14.5.04.4 allows 

physical attackers 

https://security

.samsungmobile

.com/serviceWe

b.smsb?year=20

24&month=02 

A-SAM-GALL-

200224/766 
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to access the 

picture using 

physical keyboard 

on the lockscreen. 

CVE ID : CVE-

2024-20827 

Product: internet 

Affected Version(s): * Up to (excluding) 24.0 

Incorrect 

Authorizati

on 

06-Feb-2024 4.6 

Improper 

authorization 

verification 

vulnerability in 

Samsung Internet 

prior to version 

24.0 allows 

physical attackers 

to access files 

downloaded in 

SecretMode 

without proper 

authentication. 

CVE ID : CVE-

2024-20828 

https://security

.samsungmobile

.com/serviceWe

b.smsb?year=20

24&month=02 

A-SAM-INTE-

200224/767 

Product: magician 

Affected Version(s): 8.0.0 

N/A 07-Feb-2024 5.5 

Improper privilege 

control for the 

named pipe in 

Samsung Magician 

PC Software 8.0.0 

(for Windows) 

allows a local 

attacker to read 

privileged data. 

CVE ID : CVE-

2024-23769 

https://semicon

ductor.samsung

.com/support/q

uality-

support/produc

t-security-

updates/ 

A-SAM-MAGI-

200224/768 

Product: uphelper_library 

Affected Version(s): * Up to (excluding) 4.0.0 

N/A 06-Feb-2024 5.5 Implicit intent 

hijacking 

https://security

.samsungmobile

A-SAM-UPHE-

200224/769 
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vulnerability in 

UPHelper library 

prior to version 

4.0.0 allows local 

attackers to access 

sensitive 

information via 

implicit intent. 

CVE ID : CVE-

2024-20826 

.com/serviceWe

b.smsb?year=20

24&month=02 

Vendor: samwilson 

Product: planet-freo 

Affected Version(s): * Up to (including) 20150116 

Incorrect 

Compariso

n 

04-Feb-2024 5.9 

A vulnerability was 

found in planet-

freo up to 

20150116 and 

classified as 

problematic. 

Affected by this 

issue is some 

unknown 

functionality of the 

file 

admin/inc/auth.inc

.php. The 

manipulation of the 

argument auth 

leads to incorrect 

comparison. The 

attack may be 

launched remotely. 

The complexity of 

an attack is rather 

high. The 

exploitation is 

known to be 

difficult. The 

exploit has been 

disclosed to the 

public and may be 

used. This product 

https://github.c

om/samwilson/

planet-

freo/commit/6a

d38c58a45642e

b8c7844e2f272

ef199f59550d 

A-SAM-PLAN-

200224/770 
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is using a rolling 

release to provide 

continious 

delivery. 

Therefore, no 

version details for 

affected nor 

updated releases 

are available. The 

name of the patch 

is 

6ad38c58a45642e

b8c7844e2f272ef1

99f59550d. It is 

recommended to 

apply a patch to fix 

this issue. The 

identifier of this 

vulnerability is 

VDB-252716. 

CVE ID : CVE-

2015-10129 

Vendor: sandhillsdev 

Product: easy_digital_downloads 

Affected Version(s): * Up to (including) 3.2.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Easy Digital 

Downloads Easy 

Digital Downloads 

– Sell Digital Files 

(eCommerce Store 

& Payments Made 

Easy) allows 

Stored XSS.This 

issue affects Easy 

Digital Downloads 

N/A 
A-SAN-EASY-

200224/771 
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– Sell Digital Files 

(eCommerce Store 

& Payments Made 

Easy): from n/a 

through 3.2.5. 

 

 

CVE ID : CVE-

2023-51684 

Affected Version(s): * Up to (including) 3.2.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 4.8 

The Easy Digital 

Downloads – Sell 

Digital Files 

(eCommerce Store 

& Payments Made 

Easy) plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

variable pricing 

option title in all 

versions up to, and 

including, 3.2.6 due 

to insufficient 

input sanitization 

and output 

escaping. This 

makes it possible 

for authenticated 

attackers, with 

shop manger-level 

access, to inject 

arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an 

injected page. 

CVE ID : CVE-

2024-0659 

https://plugins.

trac.wordpress.

org/changeset?

old_path=/easy-

digital-

downloads/tags

/3.2.6&old=303

0600&new_pat

h=/easy-digital-

downloads/tags

/3.2.7&new=30

30600&sfp_ema

il=&sfph_mail= 

A-SAN-EASY-

200224/772 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 464 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Vendor: scribit 

Product: shortcodes_finder 

Affected Version(s): * Up to (including) 1.5.5 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 6.1 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Scribit Shortcodes 

Finder allows 

Reflected XSS.This 

issue affects 

Shortcodes Finder: 

from n/a through 

1.5.5. 

 

 

CVE ID : CVE-

2024-21750 

N/A 
A-SCR-SHOR-

200224/773 

Vendor: seedprod 

Product: website_builder_by_seedprod 

Affected Version(s): * Up to (including) 6.15.21 

Missing 

Authorizati

on 

05-Feb-2024 7.5 

The Website 

Builder by 

SeedProd — 

Theme Builder, 

Landing Page 

Builder, Coming 

Soon Page, 

Maintenance Mode 

plugin for 

WordPress is 

vulnerable to 

unauthorized 

modification of 

data due to a 

missing capability 

check on the 

seedprod_lite_new_

https://plugins.

trac.wordpress.

org/changeset/

3029567/comin

g-

soon/trunk/ap

p/lpage.php 

A-SEE-WEBS-

200224/774 
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lpage function in all 

versions up to, and 

including, 6.15.21. 

This makes it 

possible for 

unauthenticated 

attackers to change 

the contents of 

coming-soon, 

maintenance 

pages, login and 

404 pages set up 

with the plugin. 

Version 6.15.22 

addresses this 

issue but 

introduces a bug 

affecting admin 

pages. We suggest 

upgrading to 

6.15.23. 

CVE ID : CVE-

2024-1072 

Vendor: sepidz 

Product: sepidzdigitalmenu 

Affected Version(s): * Up to (including) 7.1.0728.1 

Exposure 

of Sensitive 

Informatio

n to an 

Unauthoriz

ed Actor 

06-Feb-2024 7.5 

A vulnerability has 

been found in 

sepidz 

SepidzDigitalMenu 

up to 7.1.0728.1 

and classified as 

problematic. This 

vulnerability 

affects unknown 

code of the file 

/Waiters. The 

manipulation leads 

to information 

disclosure. The 

attack can be 

initiated remotely. 

N/A 
A-SEP-SEPI-

200224/775 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 466 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

The exploit has 

been disclosed to 

the public and may 

be used. VDB-

252994 is the 

identifier assigned 

to this 

vulnerability. 

NOTE: The vendor 

was contacted 

early about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2024-1255 

Vendor: seweurodrive 

Product: movitools_motionstudio 

Affected Version(s): 6.5.0.2 

Improper 

Restriction 

of XML 

External 

Entity 

Reference 

01-Feb-2024 7.5 

 

When SEW-

EURODRIVE 

MOVITOOLS 

MotionStudio 

processes XML 

information 

unrestricted file 

access can occur. 

 

 

CVE ID : CVE-

2024-1167 

N/A 
A-SEW-MOVI-

200224/776 

Vendor: sherlock 

Product: employee_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

14-Feb-2024 9.8 

An issue in 

Employee 

Managment System 

v1.0 allows 

attackers to bypass 

N/A 
A-SHE-EMPL-

200224/777 
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used in an 

SQL 

Command 

('SQL 

Injection') 

authentication via 

injecting a crafted 

payload into the E-

mail and Password 

parameters at 

/alogin.html. 

CVE ID : CVE-

2024-25214 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

14-Feb-2024 9.8 

Employee 

Managment System 

v1.0 was 

discovered to 

contain a SQL 

injection 

vulnerability via 

the pwd parameter 

at /aprocess.php. 

CVE ID : CVE-

2024-25215 

N/A 
A-SHE-EMPL-

200224/778 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

14-Feb-2024 9.8 

Employee 

Managment System 

v1.0 was 

discovered to 

contain a SQL 

injection 

vulnerability via 

the mailud 

parameter at 

/aprocess.php. 

CVE ID : CVE-

2024-25216 

N/A 
A-SHE-EMPL-

200224/779 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

14-Feb-2024 7.2 

Employee 

Managment System 

v1.0 was 

discovered to 

contain a SQL 

injection 

vulnerability via 

the id parameter at 

/delete.php. 

N/A 
A-SHE-EMPL-

200224/780 
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CVE ID : CVE-

2024-25212 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

14-Feb-2024 7.2 

Employee 

Managment System 

v1.0 was 

discovered to 

contain a SQL 

injection 

vulnerability via 

the id parameter at 

/edit.php. 

CVE ID : CVE-

2024-25213 

N/A 
A-SHE-EMPL-

200224/781 

Vendor: shooflysolutions 

Product: \(simply\)_guest_author_name 

Affected Version(s): * Up to (including) 4.34 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

The (Simply) Guest 

Author Name 

plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

plugin's post meta 

in all versions up 

to, and including, 

4.34 due to 

insufficient input 

sanitization and 

output escaping on 

user supplied 

attributes. This 

makes it possible 

for authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=302

7723%40guest-

author-

name&new=30

27723%40gues

t-author-

name&sfp_emai

l=&sfph_mail= 

A-SHO-\(SI-

200224/782 
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a user accesses an 

injected page. 

CVE ID : CVE-

2024-0254 

Vendor: Siemens 

Product: tecnomatix_plant_simulation 

Affected Version(s): * Up to (excluding) 2201.0012 

Out-of-

bounds 

Write 

13-Feb-2024 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0012), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0006). The 

affected 

application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing a 

specially crafted 

WRL file. This 

could allow an 

attacker to execute 

code in the context 

of the current 

process. 

CVE ID : CVE-

2024-23795 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/783 

Out-of-

bounds 

Write 

13-Feb-2024 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0012), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/784 
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V2302.0006). The 

affected 

application is 

vulnerable to heap-

based buffer 

overflow while 

parsing specially 

crafted WRL files. 

This could allow an 

attacker to execute 

code in the context 

of the current 

process. 

CVE ID : CVE-

2024-23796 

Out-of-

bounds 

Write 

13-Feb-2024 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0012), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0006). The 

affected 

applications 

contain a stack 

overflow 

vulnerability while 

parsing specially 

crafted WRL files. 

This could allow an 

attacker to execute 

code in the context 

of the current 

process. 

CVE ID : CVE-

2024-23797 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/785 

Out-of-

bounds 

Write 

13-Feb-2024 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

https://cert-

portal.siemens.c

om/productcert

A-SIE-TECN-

200224/786 
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(All versions < 

V2201.0012), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0006). The 

affected 

applications 

contain a stack 

overflow 

vulnerability while 

parsing specially 

crafted WRL files. 

This could allow an 

attacker to execute 

code in the context 

of the current 

process. 

CVE ID : CVE-

2024-23798 

/html/ssa-

017796.html 

Out-of-

bounds 

Read 

13-Feb-2024 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0012), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0006). The 

affected 

applications 

contain an out of 

bounds read past 

the end of an 

allocated structure 

while parsing 

specially crafted 

SPP files. This 

could allow an 

attacker to execute 

code in the context 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/787 
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of the current 

process. 

CVE ID : CVE-

2024-23802 

Out-of-

bounds 

Write 

13-Feb-2024 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0012), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0006). The 

affected 

applications 

contain a stack 

overflow 

vulnerability while 

parsing specially 

crafted PSOBJ files. 

This could allow an 

attacker to execute 

code in the context 

of the current 

process. 

CVE ID : CVE-

2024-23804 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/788 

Affected Version(s): 2201.0 

Out-of-

bounds 

Write 

13-Feb-2024 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0007). The 

affected 

application 

contains an out of 

bounds write past 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/789 
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the end of an 

allocated buffer 

while parsing a 

specially crafted 

SPP file. This could 

allow an attacker 

to execute code in 

the context of the 

current process. 

CVE ID : CVE-

2024-23803 

NULL 

Pointer 

Dereferenc

e 

13-Feb-2024 5.5 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0007). The 

affected 

applications 

contain a null 

pointer 

dereference 

vulnerability while 

parsing specially 

crafted SPP files. 

An attacker could 

leverage this 

vulnerability to 

crash the 

application causing 

denial of service 

condition. 

CVE ID : CVE-

2024-23799 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/790 

NULL 

Pointer 

Dereferenc

e 

13-Feb-2024 5.5 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions), 

Tecnomatix Plant 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/791 
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Simulation V2302 

(All versions < 

V2302.0007). The 

affected 

applications 

contain a null 

pointer 

dereference 

vulnerability while 

parsing specially 

crafted SPP files. 

An attacker could 

leverage this 

vulnerability to 

crash the 

application causing 

denial of service 

condition. 

CVE ID : CVE-

2024-23800 

NULL 

Pointer 

Dereferenc

e 

13-Feb-2024 5.5 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0007). The 

affected 

applications 

contain a null 

pointer 

dereference 

vulnerability while 

parsing specially 

crafted SPP files. 

An attacker could 

leverage this 

vulnerability to 

crash the 

application causing 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/792 
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denial of service 

condition. 

CVE ID : CVE-

2024-23801 

Affected Version(s): From (including) 2302.0 Up to (excluding) 2302.0006 

Out-of-

bounds 

Write 

13-Feb-2024 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0012), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0006). The 

affected 

application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing a 

specially crafted 

WRL file. This 

could allow an 

attacker to execute 

code in the context 

of the current 

process. 

CVE ID : CVE-

2024-23795 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/793 

Out-of-

bounds 

Write 

13-Feb-2024 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0012), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0006). The 

affected 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/794 
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application is 

vulnerable to heap-

based buffer 

overflow while 

parsing specially 

crafted WRL files. 

This could allow an 

attacker to execute 

code in the context 

of the current 

process. 

CVE ID : CVE-

2024-23796 

Out-of-

bounds 

Write 

13-Feb-2024 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0012), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0006). The 

affected 

applications 

contain a stack 

overflow 

vulnerability while 

parsing specially 

crafted WRL files. 

This could allow an 

attacker to execute 

code in the context 

of the current 

process. 

CVE ID : CVE-

2024-23797 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/795 

Out-of-

bounds 

Write 

13-Feb-2024 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0012), 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/796 
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Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0006). The 

affected 

applications 

contain a stack 

overflow 

vulnerability while 

parsing specially 

crafted WRL files. 

This could allow an 

attacker to execute 

code in the context 

of the current 

process. 

CVE ID : CVE-

2024-23798 

Out-of-

bounds 

Read 

13-Feb-2024 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0012), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0006). The 

affected 

applications 

contain an out of 

bounds read past 

the end of an 

allocated structure 

while parsing 

specially crafted 

SPP files. This 

could allow an 

attacker to execute 

code in the context 

of the current 

process. 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/797 
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CVE ID : CVE-

2024-23802 

Out-of-

bounds 

Write 

13-Feb-2024 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions < 

V2201.0012), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0006). The 

affected 

applications 

contain a stack 

overflow 

vulnerability while 

parsing specially 

crafted PSOBJ files. 

This could allow an 

attacker to execute 

code in the context 

of the current 

process. 

CVE ID : CVE-

2024-23804 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/798 

Affected Version(s): From (including) 2302.0 Up to (excluding) 2302.0007 

Out-of-

bounds 

Write 

13-Feb-2024 7.8 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0007). The 

affected 

application 

contains an out of 

bounds write past 

the end of an 

allocated buffer 

while parsing a 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/799 
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specially crafted 

SPP file. This could 

allow an attacker 

to execute code in 

the context of the 

current process. 

CVE ID : CVE-

2024-23803 

NULL 

Pointer 

Dereferenc

e 

13-Feb-2024 5.5 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0007). The 

affected 

applications 

contain a null 

pointer 

dereference 

vulnerability while 

parsing specially 

crafted SPP files. 

An attacker could 

leverage this 

vulnerability to 

crash the 

application causing 

denial of service 

condition. 

CVE ID : CVE-

2024-23799 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/800 

NULL 

Pointer 

Dereferenc

e 

13-Feb-2024 5.5 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0007). The 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/801 
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affected 

applications 

contain a null 

pointer 

dereference 

vulnerability while 

parsing specially 

crafted SPP files. 

An attacker could 

leverage this 

vulnerability to 

crash the 

application causing 

denial of service 

condition. 

CVE ID : CVE-

2024-23800 

NULL 

Pointer 

Dereferenc

e 

13-Feb-2024 5.5 

A vulnerability has 

been identified in 

Tecnomatix Plant 

Simulation V2201 

(All versions), 

Tecnomatix Plant 

Simulation V2302 

(All versions < 

V2302.0007). The 

affected 

applications 

contain a null 

pointer 

dereference 

vulnerability while 

parsing specially 

crafted SPP files. 

An attacker could 

leverage this 

vulnerability to 

crash the 

application causing 

denial of service 

condition. 

CVE ID : CVE-

2024-23801 

https://cert-

portal.siemens.c

om/productcert

/html/ssa-

017796.html 

A-SIE-TECN-

200224/802 
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Vendor: sigmaplugin 

Product: advanced_database_cleaner 

Affected Version(s): * Up to (including) 3.1.3 

Deserializa

tion of 

Untrusted 

Data 

05-Feb-2024 7.2 

The Advanced 

Database Cleaner 

plugin for 

WordPress is 

vulnerable to PHP 

Object Injection in 

all versions up to, 

and including, 3.1.3 

via deserialization 

of untrusted input 

in the 

'process_bulk_actio

n' function. This 

makes it possible 

for authenticated 

attacker, with 

administrator 

access and above, 

to inject a PHP 

Object. No POP 

chain is present in 

the vulnerable 

plugin. If a POP 

chain is present via 

an additional 

plugin or theme 

installed on the 

target system, it 

could allow the 

attacker to delete 

arbitrary files, 

retrieve sensitive 

data, or execute 

code. 

CVE ID : CVE-

2024-0668 

https://plugins.

trac.wordpress.

org/changeset/

3025980/ 

A-SIG-ADVA-

200224/803 

Vendor: silabs 

Product: gecko_software_development_kit 
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Affected Version(s): * Up to (excluding) 4.4.0 

Incorrect 

Calculation 

of Buffer 

Size 

02-Feb-2024 7.5 

A potential buffer 

overflow exists in 

the Bluetooth LE 

HCI CPC sample 

application in the 

Gecko SDK which 

may result in a 

denial of service or 

remote code 

execution 

CVE ID : CVE-

2023-6387 

N/A 
A-SIL-GECK-

200224/804 

Improper 

Check for 

Unusual or 

Exceptiona

l 

Conditions 

05-Feb-2024 7.5 

Prior to v7.4.0, 

Ember ZNet is 

vulnerable to a 

denial of service 

attack through 

manipulation of the 

NWK sequence 

number 

CVE ID : CVE-

2023-6874 

N/A 
A-SIL-GECK-

200224/805 

Vendor: simgesel 

Product: hearing_tracking_system 

Affected Version(s): * Up to (including) 1.0 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

09-Feb-2024 8.8 

Authorization 

Bypass Through 

User-Controlled 

Key vulnerability in 

Software 

Engineering 

Consultancy 

Machine 

Equipment Limited 

Company Hearing 

Tracking System 

allows 

Authentication 

Abuse.This issue 

affects Hearing 

N/A 
A-SIM-HEAR-

200224/806 
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Tracking System: 

before for IOS 7.0, 

for Android Latest 

release 1.0. 

 

 

CVE ID : CVE-

2023-6724 

Affected Version(s): * Up to (excluding) 7.0 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

09-Feb-2024 8.8 

Authorization 

Bypass Through 

User-Controlled 

Key vulnerability in 

Software 

Engineering 

Consultancy 

Machine 

Equipment Limited 

Company Hearing 

Tracking System 

allows 

Authentication 

Abuse.This issue 

affects Hearing 

Tracking System: 

before for IOS 7.0, 

for Android Latest 

release 1.0. 

 

 

CVE ID : CVE-

2023-6724 

N/A 
A-SIM-HEAR-

200224/807 

Vendor: sinch 

Product: mailjet 

Affected Version(s): * Up to (excluding) 3.5.1 

N/A 07-Feb-2024 7.5 

In the module 

"Mailjet" (mailjet) 

from Mailjet for 

PrestaShop before 

versions 3.5.1, a 

https://security

.friendsofpresta.

org/modules/2

024/02/06/mai

ljet.html 

A-SIN-MAIL-

200224/808 
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guest can 

download technical 

information 

without restriction. 

CVE ID : CVE-

2024-24304 

Vendor: siteorigin 

Product: siteorigin_widgets_bundle 

Affected Version(s): * Up to (including) 1.58.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

The SiteOrigin 

Widgets Bundle 

plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

code editor in all 

versions up to, and 

including, 1.58.1 

due to insufficient 

input sanitization 

and output 

escaping. This 

makes it possible 

for authenticated 

attackers, with 

contributor access 

or higher, to inject 

arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an 

injected page. 

CVE ID : CVE-

2024-0961 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&new=30

27675%40so-

widgets-

bundle%2Ftrun

k&old=3027506

%40so-widgets-

bundle%2Ftrun

k&sfp_email=&s

fph_mail= 

A-SIT-SITE-

200224/809 

Vendor: snowsoftware 

Product: snow_inventory_agent 

Affected Version(s): * Up to (excluding) 7.0 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 485 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Authentica

tion 

Bypass by 

Spoofing 

08-Feb-2024 5.5 

Authentication 

Bypass by Spoofing 

vulnerability in 

Snow Software 

Snow Inventory 

Agent on Windows 

allows Signature 

Spoof.This issue 

affects Snow 

Inventory Agent: 

through 6.14.5. 

Customers advised 

to upgrade to 

version 7.0 

 

 

CVE ID : CVE-

2023-7169 

https://commu

nity.snowsoftw

are.com/s/feed

/0D5Td000004

YtMcKAK 

A-SNO-SNOW-

200224/810 

Affected Version(s): * Up to (excluding) 6.7.2 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

08-Feb-2024 5.5 

Improper 

Verification of 

Cryptographic 

Signature 

vulnerability in 

Snow Software 

Inventory Agent on 

MacOS, Snow 

Software Inventory 

Agent on Windows, 

Snow Software 

Inventory Agent on 

Linux allows File 

Manipulation 

through Snow 

Update 

Packages.This issue 

affects Inventory 

Agent: through 

6.12.0; Inventory 

Agent: through 

6.14.5; Inventory 

https://commu

nity.snowsoftw

are.com/s/feed

/0D5Td000004

YtMcKAK 

A-SNO-SNOW-

200224/811 
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Agent: through 

6.7.2. 

 

 

CVE ID : CVE-

2024-1149 

Affected Version(s): * Up to (excluding) 7.3.1 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

08-Feb-2024 5.5 

Improper 

Verification of 

Cryptographic 

Signature 

vulnerability in 

Snow Software 

Inventory Agent on 

Unix allows File 

Manipulation 

through Snow 

Update 

Packages.This issue 

affects Inventory 

Agent: through 

7.3.1. 

 

 

CVE ID : CVE-

2024-1150 

https://commu

nity.snowsoftw

are.com/s/feed

/0D5Td000004

YtMcKAK 

A-SNO-SNOW-

200224/812 

Affected Version(s): 6.12.0 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

08-Feb-2024 5.5 

Improper 

Verification of 

Cryptographic 

Signature 

vulnerability in 

Snow Software 

Inventory Agent on 

MacOS, Snow 

Software Inventory 

Agent on Windows, 

Snow Software 

Inventory Agent on 

Linux allows File 

Manipulation 

https://commu

nity.snowsoftw

are.com/s/feed

/0D5Td000004

YtMcKAK 

A-SNO-SNOW-

200224/813 
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through Snow 

Update 

Packages.This issue 

affects Inventory 

Agent: through 

6.12.0; Inventory 

Agent: through 

6.14.5; Inventory 

Agent: through 

6.7.2. 

 

 

CVE ID : CVE-

2024-1149 

Affected Version(s): From (including) 6.14.0 Up to (excluding) 6.14.5 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

08-Feb-2024 5.5 

Improper 

Verification of 

Cryptographic 

Signature 

vulnerability in 

Snow Software 

Inventory Agent on 

MacOS, Snow 

Software Inventory 

Agent on Windows, 

Snow Software 

Inventory Agent on 

Linux allows File 

Manipulation 

through Snow 

Update 

Packages.This issue 

affects Inventory 

Agent: through 

6.12.0; Inventory 

Agent: through 

6.14.5; Inventory 

Agent: through 

6.7.2. 

 

 

https://commu

nity.snowsoftw

are.com/s/feed

/0D5Td000004

YtMcKAK 

A-SNO-SNOW-

200224/814 
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CVE ID : CVE-

2024-1149 

Vendor: Softaculous 

Product: backuply 

Affected Version(s): * Up to (excluding) 1.2.6 

Excessive 

Iteration 
09-Feb-2024 7.5 

The Backuply – 

Backup, Restore, 

Migrate and Clone 

plugin for 

WordPress is 

vulnerable to 

Denial of Service in 

all versions up to, 

and including, 

1.2.5. This is due to 

direct access of the 

backuply/restore_i

ns.php file and. 

This makes it 

possible for 

unauthenticated 

attackers to make 

excessive requests 

that result in the 

server running out 

of resources. 

CVE ID : CVE-

2024-0842 

https://plugins.

trac.wordpress.

org/changeset/

3033242/backu

ply/trunk/resto

re_ins.php 

A-SOF-BACK-

200224/815 

Vendor: softwarefx 

Product: chart_fx 

Affected Version(s): 7.0.4962.20829 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 7.5 

An issue in 

Software FX Chart 

FX 7 version 

7.0.4962.20829 

allows attackers to 

enumerate and 

read files from the 

local filesystem by 

sending crafted 

web requests. 

N/A 
A-SOF-CHAR-

200224/816 
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CVE ID : CVE-

2023-39611 

Vendor: softwarepublico 

Product: e-sic_livre 

Affected Version(s): * Up to (including) 2.0 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

08-Feb-2024 8.8 

File Upload 

vulnerability in 

Software Publico e-

Sic Livre v.2.0 and 

before allows a 

remote attacker to 

execute arbitrary 

code via the 

extension filtering 

component. 

CVE ID : CVE-

2024-24350 

N/A 
A-SOF-E-SI-

200224/817 

Vendor: Solarwinds 

Product: solarwinds_platform 

Affected Version(s): * Up to (excluding) 2024.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Feb-2024 8.8 

 

SQL Injection 

Remote Code 

Execution 

Vulnerability was 

found using a 

create statement in 

the SolarWinds 

Platform. This 

vulnerability 

requires user 

authentication to 

be exploited. 

CVE ID : CVE-

2023-35188 

https://www.so

larwinds.com/t

rust-

center/security-

advisories/CVE-

2023-35188 

A-SOL-SOLA-

200224/818 

Improper 

Neutralizat

ion of 

Special 

Elements 

06-Feb-2024 8.8 

 

SQL Injection 

Remote Code 

Execution 

Vulnerability was 

https://www.so

larwinds.com/t

rust-

center/security-

A-SOL-SOLA-

200224/819 
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used in an 

SQL 

Command 

('SQL 

Injection') 

found using an 

update statement 

in the SolarWinds 

Platform. This 

vulnerability 

requires user 

authentication to 

be exploited 

CVE ID : CVE-

2023-50395 

advisories/CVE-

2023-50395 

Vendor: sorenfriis 

Product: opendroneid_osm 

Affected Version(s): 3.5.1 

Authentica

tion 

Bypass by 

Spoofing 

06-Feb-2024 8.2 

An issue 

discovered in 

OpenDroneID OSM 

3.5.1 allows 

attackers to 

impersonate other 

drones via 

transmission of 

crafted data 

packets. 

CVE ID : CVE-

2024-22519 

N/A 
A-SOR-OPEN-

200224/820 

Vendor: squirrly 

Product: seo_plugin_by_squirrly_seo 

Affected Version(s): * Up to (including) 12.3.15 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 4.8 

The SEO Plugin by 

Squirrly SEO plugin 

for WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via admin 

settings in all 

versions up to and 

including 12.3.15 

due to insufficient 

input sanitization 

and output 

escaping. This 

https://plugins.

trac.wordpress.

org/changeset/

3023398/ 

A-SQU-SEO_-

200224/821 
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makes it possible 

for authenticated 

attackers, with 

administrator-level 

permissions and 

above, to inject 

arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an 

injected page. This 

only affects multi-

site installations 

and installations 

where 

unfiltered_html has 

been disabled. 

CVE ID : CVE-

2024-0597 

Product: starbox 

Affected Version(s): * Up to (excluding) 3.5.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 5.4 

The Starbox plugin 

for WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

Profile Display 

Name and Social 

Settings in all 

versions up to, and 

including, 3.4.8 due 

to insufficient 

input sanitization 

and output 

escaping. This 

makes it possible 

for authenticated 

attackers, with 

subscriber-level 

access and above, 

to inject arbitrary 

web scripts in 

https://plugins.

trac.wordpress.

org/changeset/

3029599/starb

ox 

A-SQU-STAR-

200224/822 
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pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2024-0256 

Affected Version(s): * Up to (including) 3.4.7 

Authorizati

on Bypass 

Through 

User-

Controlled 

Key 

05-Feb-2024 4.3 

The Starbox – the 

Author Box for 

Humans plugin for 

WordPress is 

vulnerable to 

Insecure Direct 

Object Reference in 

all versions up to, 

and including, 3.4.7 

via the action 

function due to 

missing validation 

on a user 

controlled key. 

This makes it 

possible for 

subscribers to view 

plugin preferences 

and potentially 

other user settings. 

CVE ID : CVE-

2024-0366 

N/A 
A-SQU-STAR-

200224/823 

Vendor: statamic 

Product: statamic 

Affected Version(s): * Up to (excluding) 3.4.17 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 6.1 

Statamic is a 

Laravel and Git 

powered CMS. 

HTML files crafted 

to look like jpg files 

are able to be 

uploaded, allowing 

for XSS. This affects 

the front-end 

https://github.c

om/statamic/c

ms/security/ad

visories/GHSA-

vqxq-hvxw-

9mv9 

A-STA-STAT-

200224/824 
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forms with asset 

fields without any 

mime type 

validation, asset 

fields in the control 

panel, and asset 

browser in the 

control panel. 

Additionally, if the 

XSS is crafted in a 

specific way, the 

"copy password 

reset link" feature 

may be exploited to 

gain access to a 

user's password 

reset token and 

gain access to their 

account. The 

authorized user is 

required to execute 

the XSS in order for 

the vulnerability to 

occur. In versions 

4.46.0 and 3.4.17, 

the XSS 

vulnerability has 

been patched, and 

the copy password 

reset link 

functionality has 

been disabled.  

CVE ID : CVE-

2024-24570 

Affected Version(s): From (including) 4.0.0 Up to (excluding) 4.46.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

01-Feb-2024 6.1 

Statamic is a 

Laravel and Git 

powered CMS. 

HTML files crafted 

to look like jpg files 

are able to be 

uploaded, allowing 

for XSS. This affects 

https://github.c

om/statamic/c

ms/security/ad

visories/GHSA-

vqxq-hvxw-

9mv9 

A-STA-STAT-

200224/825 
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('Cross-site 

Scripting') 

the front-end 

forms with asset 

fields without any 

mime type 

validation, asset 

fields in the control 

panel, and asset 

browser in the 

control panel. 

Additionally, if the 

XSS is crafted in a 

specific way, the 

"copy password 

reset link" feature 

may be exploited to 

gain access to a 

user's password 

reset token and 

gain access to their 

account. The 

authorized user is 

required to execute 

the XSS in order for 

the vulnerability to 

occur. In versions 

4.46.0 and 3.4.17, 

the XSS 

vulnerability has 

been patched, and 

the copy password 

reset link 

functionality has 

been disabled.  

CVE ID : CVE-

2024-24570 

Vendor: stimulsoft 

Product: dashboard.js 

Affected Version(s): * Up to (excluding) 2024.1.2 

Improper 

Neutralizat

ion of 

Input 

05-Feb-2024 6.1 

Cross Site Scripting 

vulnerability in 

Stimulsoft GmbH 

Stimulsoft 

N/A 
A-STI-DASH-

200224/826 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Dashboard.JS 

before v.2024.1.2 

allows a remote 

attacker to execute 

arbitrary code via a 

crafted payload to 

the search bar 

component. 

CVE ID : CVE-

2024-24396 

Product: dashboards 

Affected Version(s): * Up to (excluding) 2024.1.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

Cross Site Scripting 

vulnerability in 

Stimulsoft GmbH 

Stimulsoft 

Dashboard.JS 

before v.2024.1.2 

allows a remote 

attacker to execute 

arbitrary code via a 

crafted payload to 

the ReportName 

field. 

CVE ID : CVE-

2024-24397 

N/A 
A-STI-DASH-

200224/827 

Product: dashboards.php 

Affected Version(s): * Up to (excluding) 2024.1.2 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

06-Feb-2024 9.8 

Directory Traversal 

vulnerability in 

Stimulsoft GmbH 

Stimulsoft 

Dashboard.JS 

before v.2024.1.2 

allows a remote 

attacker to execute 

arbitrary code via a 

crafted payload to 

the fileName 

parameter of the 

Save function. 

N/A 
A-STI-DASH-

200224/828 
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CVE ID : CVE-

2024-24398 

Vendor: stock_management_system_project 

Product: stock_management_system 

Affected Version(s): 1.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

05-Feb-2024 9.8 

SQL Injection 

vulnerability in 

Stock Management 

System 1.0 allows a 

remote attacker to 

execute arbitrary 

code via the id 

parameter in the 

manage_bo.php 

file. 

CVE ID : CVE-

2023-51951 

N/A 
A-STO-STOC-

200224/829 

Vendor: store-opart 

Product: op\'art_easy_redirect 

Affected Version(s): From (including) 1.3.8 Up to (including) 1.3.12 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

08-Feb-2024 9.8 

PrestaShop Op'art 

Easy Redirect >= 

1.3.8 and <= 1.3.12 

is vulnerable to 

SQL Injection via 

Oparteasyredirect::

hookActionDispatc

her(). 

CVE ID : CVE-

2023-50061 

https://security

.friendsofpresta.

org/modules/2

024/02/08/opa

rteasyredirect.h

tml 

A-STO-OP\'-

200224/830 

Vendor: strategy11 

Product: formidable_forms 

Affected Version(s): * Up to (including) 6.7.2 

Cross-Site 

Request 

Forgery 

(CSRF) 

05-Feb-2024 4.3 

The Formidable 

Forms – Contact 

Form, Survey, Quiz, 

Payment, 

Calculator Form & 

Custom Form 

https://plugins.

trac.wordpress.

org/changeset/

3026901/formi

dable/tags/6.8/

classes/controll

A-STR-FORM-

200224/831 
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Builder plugin for 

WordPress is 

vulnerable to 

Cross-Site Request 

Forgery in all 

versions up to, and 

including, 6.7.2. 

This is due to 

missing or 

incorrect nonce 

validation on the 

update_settings 

function. This 

makes it possible 

for 

unauthenticated 

attackers to change 

form settings and 

add malicious 

JavaScript via a 

forged request 

granted they can 

trick a site 

administrator into 

performing an 

action such as 

clicking on a link. 

CVE ID : CVE-

2024-0660 

ers/FrmFormsC

ontroller.php 

Vendor: structured-data-for-wp 

Product: download_schema_\&_structured_data_for_wp_\&_amp 

Affected Version(s): * Up to (including) 1.23 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Magazine3 Schema 

& Structured Data 

for WP & AMP 

N/A 
A-STR-DOWN-

200224/832 
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allows Stored 

XSS.This issue 

affects Schema & 

Structured Data for 

WP & AMP: from 

n/a through 1.23. 

 

 

CVE ID : CVE-

2023-51677 

Vendor: sulu 

Product: sulu 

Affected Version(s): From (including) 2.0.0 Up to (excluding) 2.4.16 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 4.8 

Sulu is a highly 

extensible open-

source PHP content 

management 

system based on 

the Symfony 

framework. There 

is an issue when 

inputting HTML 

into the Tag name. 

The HTML is 

executed when the 

tag name is listed 

in the auto 

complete form. 

Only admin users 

can create tags so 

they are the only 

ones affected. The 

problem is patched 

with version(s) 

2.4.16 and 2.5.12. 

CVE ID : CVE-

2024-24807 

https://github.c

om/sulu/sulu/s

ecurity/advisori

es/GHSA-gfrh-

gwqc-63cv 

A-SUL-SULU-

200224/833 

Affected Version(s): From (including) 2.5.0 Up to (excluding) 2.5.12 

Improper 

Neutralizat

ion of 

05-Feb-2024 4.8 
Sulu is a highly 

extensible open-

source PHP content 

https://github.c

om/sulu/sulu/s

ecurity/advisori

A-SUL-SULU-

200224/834 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

management 

system based on 

the Symfony 

framework. There 

is an issue when 

inputting HTML 

into the Tag name. 

The HTML is 

executed when the 

tag name is listed 

in the auto 

complete form. 

Only admin users 

can create tags so 

they are the only 

ones affected. The 

problem is patched 

with version(s) 

2.4.16 and 2.5.12. 

CVE ID : CVE-

2024-24807 

es/GHSA-gfrh-

gwqc-63cv 

Vendor: Superwebmailer 

Product: superwebmailer 

Affected Version(s): 9.31.0.01799 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 6.1 

SuperWebMailer 

v9.31.0.01799 was 

discovered to 

contain a reflected 

cross-site scripting 

(XSS) vulenrability 

via the component 

api.php. 

CVE ID : CVE-

2024-24131 

N/A 
A-SUP-SUPE-

200224/835 

Vendor: takayukimiyauchi 

Product: oembed_gist 

Affected Version(s): * Up to (including) 4.9.1 

Improper 

Neutralizat

ion of 

Input 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

N/A 
A-TAK-OEMB-

200224/836 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

('Cross-site 

Scripting') 

vulnerability in 

Takayuki Miyauchi 

oEmbed Gist allows 

Stored XSS.This 

issue affects 

oEmbed Gist: from 

n/a through 4.9.1. 

 

 

CVE ID : CVE-

2023-52194 

Vendor: tarassych 

Product: anonymous_restricted_content 

Affected Version(s): * Up to (including) 1.6.2 

N/A 03-Feb-2024 7.5 

The Anonymous 

Restricted Content 

plugin for 

WordPress is 

vulnerable to 

information 

disclosure in all 

versions up to, and 

including, 1.6.2. 

This is due to 

insufficient 

restrictions 

through the REST 

API on the 

posts/pages that 

protections are 

being place on. 

This makes it 

possible for 

unauthenticated 

attackers to access 

protected content. 

CVE ID : CVE-

2024-0909 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=303

0199%40anony

mous-

restricted-

content&new=3

030199%40ano

nymous-

restricted-

content&sfp_em

ail=&sfph_mail= 

A-TAR-ANON-

200224/837 

Vendor: Tenable 
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Product: nessus 

Affected Version(s): * Up to (excluding) 10.7.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

07-Feb-2024 8.8 

 

A SQL injection 

vulnerability exists 

where an 

authenticated, low-

privileged remote 

attacker could 

potentially alter 

scan DB content. 

 

 

CVE ID : CVE-

2024-0971 

https://www.te

nable.com/secu

rity/tns-2024-

01 

A-TEN-NESS-

200224/838 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 4.8 

 

A stored XSS 

vulnerability exists 

where an 

authenticated, 

remote attacker 

with administrator 

privileges on the 

Nessus application 

could alter Nessus 

proxy settings, 

which could lead to 

the execution of 

remote arbitrary 

scripts.  

 

 

CVE ID : CVE-

2024-0955 

https://www.te

nable.com/secu

rity/tns-2024-

01 

A-TEN-NESS-

200224/839 

Vendor: themeisle 

Product: orbit_fox 

Affected Version(s): * Up to (including) 2.10.27 

Improper 

Neutralizat
05-Feb-2024 5.4 The Orbit Fox by 

ThemeIsle plugin 

https://plugins.

trac.wordpress.

A-THE-ORBI-

200224/840 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

for WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

plugin's Pricing 

Table Elementor 

Widget in all 

versions up to, and 

including, 2.10.27 

due to insufficient 

input sanitization 

and output 

escaping on the 

user supplied link 

URL. This makes it 

possible for 

authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2024-0508 

org/browser/th

emeisle-

companion/tru

nk/vendor/cod

einwp/element

or-extra-

widgets/widget

s/elementor/pr

icing-

table.php#L101

0, 

https://plugins.

trac.wordpress.

org/changeset/

3021959/ 

Affected Version(s): * Up to (including) 2.10.28 

Missing 

Authorizati

on 

02-Feb-2024 5.3 

The Orbit Fox by 

ThemeIsle plugin 

for WordPress is 

vulnerable to 

unauthorized 

modification of 

data due to a 

missing capability 

check on the 

register_reference(

) function in all 

versions up to, and 

including, 2.10.28. 

https://plugins.

trac.wordpress.

org/browser/th

emeisle-

companion/tru

nk/vendor/cod

einwp/themeisl

e-

sdk/src/Module

s/Promotions.p

hp#L175 

A-THE-ORBI-

200224/841 
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This makes it 

possible for 

unauthenticated 

attackers to update 

the connected API 

keys. 

CVE ID : CVE-

2024-1047 

Affected Version(s): * Up to (including) 2.10.29 

Cross-Site 

Request 

Forgery 

(CSRF) 

02-Feb-2024 4.3 

The Orbit Fox by 

ThemeIsle plugin 

for WordPress is 

vulnerable to 

Cross-Site Request 

Forgery in all 

versions up to, and 

including, 2.10.29. 

This is due to 

missing or 

incorrect nonce 

validation on the 

register_reference(

) function. This 

makes it possible 

for 

unauthenticated 

attackers  to 

update the 

connected API keys 

via a forged 

request granted 

they can trick a site 

administrator into 

performing an 

action such as 

clicking on a link. 

CVE ID : CVE-

2024-1162 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=303

0173%40theme

isle-

companion&ne

w=3030173%4

0themeisle-

companion&sfp

_email=&sfph_m

ail= 

A-THE-ORBI-

200224/842 

Product: rss_aggregator_by_feedzy 

Affected Version(s): * Up to (including) 4.4.1 
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Missing 

Authorizati

on 

05-Feb-2024 4.3 

The RSS 

Aggregator by 

Feedzy – Feed to 

Post, Autoblogging, 

News & YouTube 

Video Feeds 

Aggregator plugin 

for WordPress is 

vulnerable to 

unauthorized data 

modification due to 

a missing 

capability check on 

the feedzy 

dashboard in all 

versions up to, and 

including, 4.4.1. 

This makes it 

possible for 

authenticated 

attackers, with 

contributor access 

or higher, to create, 

edit or delete feed 

categories created 

by them. 

CVE ID : CVE-

2024-1092 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&new=30

30538%40feed

zy-rss-

feeds%2Ftrunk

&old=3028200

%40feedzy-rss-

feeds%2Ftrunk

&sfp_email=&sf

ph_mail= 

A-THE-RSS_-

200224/843 

Vendor: themewinter 

Product: eventin 

Affected Version(s): * Up to (excluding) 3.3.51 

Missing 

Authorizati

on 

09-Feb-2024 5.3 

The Event 

Manager, Events 

Calendar, Events 

Tickets for 

WooCommerce – 

Eventin plugin for 

WordPress is 

vulnerable to 

unauthorized 

access of data due 

to a missing 

https://plugins.

trac.wordpress.

org/changeset/

3033231/wp-

event-

solution/tags/3.

3.51/core/admi

n/hooks.php 

A-THE-EVEN-

200224/844 
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capability check on 

the export_data() 

function in all 

versions up to, and 

including, 3.3.50. 

This makes it 

possible for 

unauthenticated 

attackers to export 

event data. 

CVE ID : CVE-

2024-1122 

Vendor: themify 

Product: icons 

Affected Version(s): * Up to (including) 2.0.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Themify Icons 

allows Stored 

XSS.This issue 

affects Themify 

Icons: from n/a 

through 2.0.1. 

 

 

CVE ID : CVE-

2023-51693 

N/A 
A-THE-ICON-

200224/845 

Vendor: tiangolo 

Product: fastapi 

Affected Version(s): * Up to (excluding) 1.109.1 

N/A 05-Feb-2024 7.5 

FastAPI is a web 

framework for 

building APIs with 

Python 3.8+ based 

on standard 

https://github.c

om/tiangolo/fa

stapi/commit/9

d34ad0ee8a0df

bbcce06f76c2d

A-TIA-FAST-

200224/846 
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Python type hints. 

When using form 

data, `python-

multipart` uses a 

Regular Expression 

to parse the HTTP 

`Content-Type` 

header, including 

options. An 

attacker could send 

a custom-made 

`Content-Type` 

option that is very 

difficult for the 

RegEx to process, 

consuming CPU 

resources and 

stalling indefinitely 

(minutes or more) 

while holding the 

main event loop. 

This means that 

process can't 

handle any more 

requests. It's a 

ReDoS(Regular 

expression Denial 

of Service), it only 

applies to those 

reading form data, 

using `python-

multipart`. This 

vulnerability has 

been patched in 

version 0.109.1. 

CVE ID : CVE-

2024-24762 

5d851085024fc

, 

https://github.c

om/tiangolo/fa

stapi/security/a

dvisories/GHSA

-qf9m-vfgh-

m389 

Vendor: Tinywebgallery 

Product: advanced_iframe 

Affected Version(s): * Up to (excluding) 2024.0 

Improper 

Neutralizat
05-Feb-2024 5.4 Improper 

Neutralization of 
N/A 

A-TIN-ADVA-

200224/847 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Michael Dempfle 

Advanced iFrame 

allows Stored 

XSS.This issue 

affects Advanced 

iFrame: from n/a 

through 2023.10. 

 

 

CVE ID : CVE-

2024-24870 

Affected Version(s): * Up to (including) 2023.8 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Advanced iFrame 

allows Stored 

XSS.This issue 

affects Advanced 

iFrame: from n/a 

through 2023.8. 

 

 

CVE ID : CVE-

2023-51690 

N/A 
A-TIN-ADVA-

200224/848 

Vendor: tms-outsource 

Product: amelia 

Affected Version(s): * Up to (including) 1.0.93 

Improper 

Neutralizat

ion of 

05-Feb-2024 5.4 
The Booking for 

Appointments and 

Events Calendar – 

https://plugins.

trac.wordpress.

org/changeset/

A-TMS-AMEL-

200224/849 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Amelia plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

plugin's 

shortcode(s) in all 

versions up to, and 

including, 1.0.93 

due to insufficient 

input sanitization 

and output 

escaping on user 

supplied attributes. 

This makes it 

possible for 

authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2023-6808 

3015149/ameli

abooking/trunk

/view/frontend

/events.inc.php 

Vendor: tongda2000 

Product: office_anywhere_2017 

Affected Version(s): * Up to (including) 11.10 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Feb-2024 9.8 

A vulnerability 

classified as critical 

has been found in 

Tongda OA 2017 

up to 11.10. 

Affected is an 

unknown function 

of the file 

/general/email/ou

tbox/delete.php. 

N/A 
A-TON-OFFI-

200224/850 
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The manipulation 

of the argument 

DELETE_STR leads 

to sql injection. The 

exploit has been 

disclosed to the 

public and may be 

used. VDB-252990 

is the identifier 

assigned to this 

vulnerability. 

NOTE: The vendor 

was contacted 

early about this 

disclosure but did 

not respond in any 

way. 

CVE ID : CVE-

2024-1251 

Product: tongda_office_anywhere 

Affected Version(s): * Up to (excluding) 11.10 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Feb-2024 9.8 

A vulnerability 

classified as critical 

was found in 

Tongda OA 2017 

up to 11.9. Affected 

by this 

vulnerability is an 

unknown 

functionality of the 

file 

/general/attendan

ce/manage/ask_du

ty/delete.php. The 

manipulation of the 

argument 

ASK_DUTY_ID 

leads to sql 

injection. The 

exploit has been 

disclosed to the 

public and may be 

used. Upgrading to 

N/A 
A-TON-TONG-

200224/851 
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version 11.10 is 

able to address this 

issue. It is 

recommended to 

upgrade the 

affected 

component. The 

associated 

identifier of this 

vulnerability is 

VDB-252991. 

CVE ID : CVE-

2024-1252 

Vendor: torbjon 

Product: infogram 

Affected Version(s): * Up to (including) 1.6.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Torbjon Infogram – 

Add charts, maps 

and infographics 

allows Stored 

XSS.This issue 

affects Infogram – 

Add charts, maps 

and infographics: 

from n/a through 

1.6.1. 

 

 

CVE ID : CVE-

2023-52191 

N/A 
A-TOR-INFO-

200224/852 

Vendor: tri 

Product: the_events_calendar 

Affected Version(s): * Up to (including) 6.2.8.2 
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N/A 05-Feb-2024 5.3 

The The Events 

Calendar plugin for 

WordPress is 

vulnerable to 

Sensitive 

Information 

Exposure in all 

versions up to, and 

including, 6.2.8.2 

via the route 

function hooked 

into 

wp_ajax_nopriv_tri

be_dropdown. This 

makes it possible 

for 

unauthenticated 

attackers to extract 

potentially 

sensitive data 

including post 

titles and IDs of 

pending, private 

and draft posts. 

CVE ID : CVE-

2023-6557 

N/A 
A-TRI-THE_-

200224/853 

Vendor: tychesoftwares 

Product: order_delivery_date_for_wp_e-commerce 

Affected Version(s): * Up to (including) 1.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 6.1 

The Order Delivery 

Date for WP e-

Commerce plugin 

for WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

'available-days-tf' 

parameter in all 

versions up to, and 

including, 1.2 due 

to insufficient 

input sanitization 

N/A 
A-TYC-ORDE-

200224/854 
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and output 

escaping. This 

makes it possible 

for 

unauthenticated 

attackers to inject 

arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an 

injected page. 

CVE ID : CVE-

2024-0678 

Vendor: ujcms 

Product: jspxcms 

Affected Version(s): 10.2.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Feb-2024 6.1 

A vulnerability was 

found in Jspxcms 

10.2.0. It has been 

classified as 

problematic. 

Affected is an 

unknown function 

of the file 

/ext/collect/find_t

ext.do. The 

manipulation leads 

to cross site 

scripting. It is 

possible to launch 

the attack 

remotely. The 

exploit has been 

disclosed to the 

public and may be 

used. The identifier 

of this vulnerability 

is VDB-252996. 

CVE ID : CVE-

2024-1257 

N/A 
A-UJC-JSPX-

200224/855 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Feb-2024 4.3 

A vulnerability was 

found in Jspxcms 

10.2.0 and 

classified as 

problematic. This 

issue affects some 

unknown 

processing of the 

file 

/ext/collect/filter_t

ext.do. The 

manipulation leads 

to cross site 

scripting. The 

attack may be 

initiated remotely. 

The exploit has 

been disclosed to 

the public and may 

be used. The 

associated 

identifier of this 

vulnerability is 

VDB-252995. 

CVE ID : CVE-

2024-1256 

N/A 
A-UJC-JSPX-

200224/856 

Vendor: Unify 

Product: openscape_voice_trace_manager_v8 

Affected Version(s): * Up to (excluding) r0.9.11 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

08-Feb-2024 8.8 

An issue was 

discovered in Atos 

Unify OpenScape 

Voice Trace 

Manager V8 before 

V8 R0.9.11. It 

allows 

authenticated 

command injection 

via ftp. 

CVE ID : CVE-

2023-40263 

https://networ

ks.unify.com/se

curity/advisorie

s/OBSO-2305-

02.pdf 

A-UNI-OPEN-

200224/857 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Feb-2024 6.1 

An issue was 

discovered in Atos 

Unify OpenScape 

Voice Trace 

Manager V8 before 

V8 R0.9.11. It 

allows 

unauthenticated 

Stored Cross-Site 

Scripting (XSS) in 

the administration 

component via 

Access Request. 

CVE ID : CVE-

2023-40262 

https://networ

ks.unify.com/se

curity/advisorie

s/OBSO-2305-

02.pdf 

A-UNI-OPEN-

200224/858 

Vendor: unitecms 

Product: unlimited_addons_for_wpbakery_page_builder 

Affected Version(s): * Up to (including) 1.0.42 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

05-Feb-2024 7.2 

The Unlimited 

Addons for 

WPBakery Page 

Builder plugin for 

WordPress is 

vulnerable to 

arbitrary file 

uploads due to 

insufficient file 

type validation on 

the 'importZipFile' 

function in 

versions up to, and 

including, 1.0.42. 

This makes it 

possible for 

authenticated 

attackers with a 

role that the 

administrator 

previously granted 

access to the plugin 

(the default is 

editor role, but 

N/A 
A-UNI-UNLI-

200224/859 
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access can also be 

granted to 

contributor role), 

to upload arbitrary 

files on the affected 

site's server which 

may make remote 

code execution 

possible. 

CVE ID : CVE-

2023-6925 

Vendor: updraftplus 

Product: all-in-one_security 

Affected Version(s): * Up to (excluding) 5.2.6 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

07-Feb-2024 6.1 

The All-In-One 

Security (AIOS) – 

Security and 

Firewall plugin for 

WordPress is 

vulnerable to 

Reflected Cross-

Site Scripting via 

the 'tab' parameter 

in all versions up 

to, and including, 

5.2.5 due to 

insufficient input 

sanitization and 

output escaping. 

This makes it 

possible for 

unauthenticated 

attackers to inject 

arbitrary web 

scripts in pages 

that execute if they 

can successfully 

trick a user into 

performing an 

action such as 

clicking on a link. 

https://plugins.

trac.wordpress.

org/changeset/

3032127/all-in-

one-wp-

security-and-

firewall/tags/5.

2.6/admin/wp-

security-list-

404.php 

A-UPD-ALL--

200224/860 
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CVE ID : CVE-

2024-1037 

Vendor: userproplugin 

Product: userpro 

Affected Version(s): * Up to (including) 5.1.6 

N/A 05-Feb-2024 5.3 

The UserPro plugin 

for WordPress is 

vulnerable to 

Security Feature 

Bypass in all 

versions up to, and 

including, 5.1.6. 

This is due to the 

use of client-side 

restrictions to 

enforce the 

'Disabled 

registration' 

Membership 

feature within the 

plugin's General 

settings. This 

makes it possible 

for 

unauthenticated 

attackers to 

register an account 

even when account 

registration has 

been disabled by 

an administrator. 

CVE ID : CVE-

2024-0701 

https://codecan

yon.net/item/u

serpro-user-

profiles-with-

social-

login/5958681 

A-USE-USER-

200224/861 

Vendor: vasyltech 

Product: advanced_access_manager 

Affected Version(s): * Up to (including) 6.9.18 

Improper 

Neutralizat

ion of 

Input 

During 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

N/A 
A-VAS-ADVA-

200224/862 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 517 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Web Page 

Generation 

('Cross-site 

Scripting') 

Scripting') 

vulnerability in 

AAM Advanced 

Access Manager – 

Restricted Content, 

Users & Roles, 

Enhanced Security 

and More allows 

Stored XSS.This 

issue affects 

Advanced Access 

Manager – 

Restricted Content, 

Users & Roles, 

Enhanced Security 

and More: from n/a 

through 6.9.18. 

 

 

CVE ID : CVE-

2023-51674 

Vendor: Veeam 

Product: availability_orchestrator 

Affected Version(s): 4.0 

N/A 07-Feb-2024 4.3 

Vulnerability?CVE-

2024-22021 

allows?a?Veeam 

Recovery 

Orchestrator user 

with a 

low?privileged?rol

e (Plan?Author)?to 

retrieve?plans?fro

m?a?Scope other 

than the one they 

are assigned to.  

 

CVE ID : CVE-

2024-22021 

https://veeam.c

om/kb4541 

A-VEE-AVAI-

200224/863 

Product: disaster_recovery_orchestrator 
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Affected Version(s): 5.0 

N/A 07-Feb-2024 4.3 

Vulnerability?CVE-

2024-22021 

allows?a?Veeam 

Recovery 

Orchestrator user 

with a 

low?privileged?rol

e (Plan?Author)?to 

retrieve?plans?fro

m?a?Scope other 

than the one they 

are assigned to.  

 

CVE ID : CVE-

2024-22021 

https://veeam.c

om/kb4541 

A-VEE-DISA-

200224/864 

Product: recovery_orchestrator 

Affected Version(s): * Up to (excluding) 7.0 

N/A 07-Feb-2024 8.8 

Vulnerability CVE-

2024-22022 allows 

a Veeam Recovery 

Orchestrator user 

that has been 

assigned a low-

privileged role to 

access the NTLM 

hash of the service 

account used by 

the Veeam 

Orchestrator 

Server Service. 

CVE ID : CVE-

2024-22022 

https://veeam.c

om/kb4541 

A-VEE-RECO-

200224/865 

Affected Version(s): 6.0 

N/A 07-Feb-2024 4.3 

Vulnerability?CVE-

2024-22021 

allows?a?Veeam 

Recovery 

Orchestrator user 

with a 

low?privileged?rol

https://veeam.c

om/kb4541 

A-VEE-RECO-

200224/866 
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e (Plan?Author)?to 

retrieve?plans?fro

m?a?Scope other 

than the one they 

are assigned to.  

 

CVE ID : CVE-

2024-22021 

Vendor: vegacorp 

Product: display_custom_fields_in_the_frontend_-_post_and_user_profile_fields 

Affected Version(s): * Up to (excluding) 1.3.0 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

The Display custom 

fields in the 

frontend – Post and 

User Profile Fields 

plugin for 

WordPress is 

vulnerable to Code 

Injection via the 

plugin's 

vg_display_data 

shortcode in all 

versions up to, and 

including, 1.2.1 due 

to insufficient 

input validation 

and restriction on 

access to that 

shortcode. This 

makes it possible 

for authenticated 

attackers with 

contributor-level 

and above 

permissions to call 

arbitrary functions 

and execute code. 

CVE ID : CVE-

2023-6996 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=302

1133%40shortc

ode-to-display-

post-and-user-

data&new=302

1133%40shortc

ode-to-display-

post-and-user-

data&sfp_email

=&sfph_mail= 

A-VEG-DISP-

200224/867 

Improper 

Neutralizat
05-Feb-2024 5.4 The Display custom 

fields in the 

https://plugins.

trac.wordpress.

A-VEG-DISP-

200224/868 
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ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

frontend – Post and 

User Profile Fields 

plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

plugin's shortcode 

and postmeta in all 

versions up to, and 

including, 1.2.1 due 

to insufficient 

input sanitization 

and output 

escaping on user 

supplied attributes. 

This makes it 

possible for 

authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2023-6982 

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=302

1133%40shortc

ode-to-display-

post-and-user-

data&new=302

1133%40shortc

ode-to-display-

post-and-user-

data&sfp_email

=&sfph_mail= 

Vendor: VIM 

Product: vim 

Affected Version(s): * Up to (excluding) 9.0.2142 

Out-of-

bounds 

Write 

05-Feb-2024 7.8 

Vim before 

9.0.2142 has a 

stack-based buffer 

overflow because 

did_set_langmap in 

map.c calls sprintf 

to write to the 

error buffer that is 

https://github.c

om/vim/vim/c

ommit/b39b24

0c386a5a29241

415541f1c99e2

e6b8ce47 

A-VIM-VIM-

200224/869 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 521 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

passed down to the 

option callback 

functions. 

CVE ID : CVE-

2024-22667 

Vendor: vinchin 

Product: vinchin_backup_and_recovery 

Affected Version(s): * Up to (including) 7.2 

N/A 02-Feb-2024 9.8 

Vinchin Backup & 

Recovery v7.2 was 

discovered to use 

default MYSQL 

credentials. 

CVE ID : CVE-

2024-22901 

N/A 
A-VIN-VINC-

200224/870 

N/A 02-Feb-2024 9.8 

Vinchin Backup & 

Recovery v7.2 was 

discovered to be 

configured with 

default root 

credentials. 

CVE ID : CVE-

2024-22902 

N/A 
A-VIN-VINC-

200224/871 

N/A 02-Feb-2024 8.8 

Vinchin Backup & 

Recovery v7.2 was 

discovered to 

contain an 

authenticated 

remote code 

execution (RCE) 

vulnerability via 

the syncNtpTime 

function. 

CVE ID : CVE-

2024-22899 

N/A 
A-VIN-VINC-

200224/872 

Improper 

Neutralizat

ion of 

Special 

Elements 

02-Feb-2024 8.8 

Vinchin Backup & 

Recovery v7.2 was 

discovered to 

contain an 

authenticated 

N/A 
A-VIN-VINC-

200224/873 
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used in a 

Command 

('Comman

d 

Injection') 

remote code 

execution (RCE) 

vulnerability via 

the 

setNetworkCardInf

o function. 

CVE ID : CVE-

2024-22900 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 8.8 

Vinchin Backup & 

Recovery v7.2 was 

discovered to 

contain an 

authenticated 

remote code 

execution (RCE) 

vulnerability via 

the 

deleteUpdateAPK 

function. 

CVE ID : CVE-

2024-22903 

N/A 
A-VIN-VINC-

200224/874 

Vendor: Vmware 

Product: aria_operations_for_networks 

Affected Version(s): From (including) 6.0.0 Up to (including) 6.12.0 

Improper 

Privilege 

Manageme

nt 

06-Feb-2024 7.8 

Aria Operations for 

Networks contains 

a local privilege 

escalation 

vulnerability. A 

console user with 

access to Aria 

Operations for 

Networks may 

exploit this 

vulnerability to 

escalate privileges 

to gain root access 

to the system.  

CVE ID : CVE-

2024-22237 

https://www.v

mware.com/sec

urity/advisories

/VMSA-2024-

0002.html 

A-VMW-ARIA-

200224/875 
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Improper 

Privilege 

Manageme

nt 

06-Feb-2024 7.8 

Aria Operations for 

Networks contains 

a local privilege 

escalation 

vulnerability. A 

console user with 

access to Aria 

Operations for 

Networks may 

exploit this 

vulnerability to 

escalate privileges 

to gain regular 

shell access.    

CVE ID : CVE-

2024-22239 

https://www.v

mware.com/sec

urity/advisories

/VMSA-2024-

0002.html 

A-VMW-ARIA-

200224/876 

Files or 

Directories 

Accessible 

to External 

Parties 

06-Feb-2024 4.9 

Aria Operations for 

Networks contains 

a local file read 

vulnerability. A 

malicious actor 

with admin 

privileges may 

exploit this 

vulnerability 

leading to 

unauthorized 

access to sensitive 

information.     

CVE ID : CVE-

2024-22240 

https://www.v

mware.com/sec

urity/advisories

/VMSA-2024-

0002.html 

A-VMW-ARIA-

200224/877 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Feb-2024 4.8 

Aria Operations for 

Networks contains 

a cross site 

scripting 

vulnerability. A 

malicious actor 

with admin 

privileges may be 

able to inject 

malicious code into 

user profile 

configurations due 

https://www.v

mware.com/sec

urity/advisories

/VMSA-2024-

0002.html 

A-VMW-ARIA-

200224/878 
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to improper input 

sanitization.   

CVE ID : CVE-

2024-22238 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Feb-2024 4.8 

Aria Operations for 

Networks contains 

a cross site 

scripting 

vulnerability. A 

malicious actor 

with admin 

privileges can 

inject a malicious 

payload into the 

login banner and 

takeover the user 

account.       

CVE ID : CVE-

2024-22241 

https://www.v

mware.com/sec

urity/advisories

/VMSA-2024-

0002.html 

A-VMW-ARIA-

200224/879 

Product: spring_security 

Affected Version(s): 5.7.10 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

05-Feb-2024 5.5 

The spring-

security.xsd file 

inside the  

spring-security-

config jar is world 

writable which 

means that if it 

were 

 extracted it could 

be written by 

anyone with access 

to the file system. 

 

 

While there are no 

known exploits, 

this is an example 

of “CWE-732:  

https://spring.i

o/security/cve-

2023-34042 

A-VMW-SPRI-

200224/880 
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Incorrect 

Permission 

Assignment for 

Critical Resource” 

and could result  

in an exploit. Users 

should update to 

the latest version 

of Spring  

Security to mitigate 

any future exploits 

found around this 

issue. 

 

 

 

 

 

 

CVE ID : CVE-

2023-34042 

Affected Version(s): 5.7.9 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

05-Feb-2024 5.5 

The spring-

security.xsd file 

inside the  

spring-security-

config jar is world 

writable which 

means that if it 

were 

 extracted it could 

be written by 

anyone with access 

to the file system. 

 

 

While there are no 

known exploits, 

https://spring.i

o/security/cve-

2023-34042 

A-VMW-SPRI-

200224/881 
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this is an example 

of “CWE-732:  

Incorrect 

Permission 

Assignment for 

Critical Resource” 

and could result  

in an exploit. Users 

should update to 

the latest version 

of Spring  

Security to mitigate 

any future exploits 

found around this 

issue. 

 

 

 

 

 

 

CVE ID : CVE-

2023-34042 

Affected Version(s): From (including) 5.8.4 Up to (excluding) 5.8.7 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

05-Feb-2024 5.5 

The spring-

security.xsd file 

inside the  

spring-security-

config jar is world 

writable which 

means that if it 

were 

 extracted it could 

be written by 

anyone with access 

to the file system. 

 

 

https://spring.i

o/security/cve-

2023-34042 

A-VMW-SPRI-

200224/882 
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While there are no 

known exploits, 

this is an example 

of “CWE-732:  

Incorrect 

Permission 

Assignment for 

Critical Resource” 

and could result  

in an exploit. Users 

should update to 

the latest version 

of Spring  

Security to mitigate 

any future exploits 

found around this 

issue. 

 

 

 

 

 

 

CVE ID : CVE-

2023-34042 

Affected Version(s): From (including) 6.0.4 Up to (excluding) 6.0.7 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

05-Feb-2024 5.5 

The spring-

security.xsd file 

inside the  

spring-security-

config jar is world 

writable which 

means that if it 

were 

 extracted it could 

be written by 

anyone with access 

to the file system. 

 

https://spring.i

o/security/cve-

2023-34042 

A-VMW-SPRI-

200224/883 
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While there are no 

known exploits, 

this is an example 

of “CWE-732:  

Incorrect 

Permission 

Assignment for 

Critical Resource” 

and could result  

in an exploit. Users 

should update to 

the latest version 

of Spring  

Security to mitigate 

any future exploits 

found around this 

issue. 

 

 

 

 

 

 

CVE ID : CVE-

2023-34042 

Affected Version(s): From (including) 6.1.1 Up to (excluding) 6.1.4 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

05-Feb-2024 5.5 

The spring-

security.xsd file 

inside the  

spring-security-

config jar is world 

writable which 

means that if it 

were 

 extracted it could 

be written by 

anyone with access 

to the file system. 

https://spring.i

o/security/cve-

2023-34042 

A-VMW-SPRI-

200224/884 
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While there are no 

known exploits, 

this is an example 

of “CWE-732:  

Incorrect 

Permission 

Assignment for 

Critical Resource” 

and could result  

in an exploit. Users 

should update to 

the latest version 

of Spring  

Security to mitigate 

any future exploits 

found around this 

issue. 

 

 

 

 

 

 

CVE ID : CVE-

2023-34042 

Vendor: vyperlang 

Product: vyper 

Affected Version(s): * Up to (including) 0.3.10 

Out-of-

bounds 

Write 

01-Feb-2024 9.8 

Vyper is a pythonic 

Smart Contract 

Language for the 

ethereum virtual 

machine. In 

versions 0.3.10 and 

earlier, the bounds 

check for slices 

does not account 

https://github.c

om/vyperlang/

vyper/security/

advisories/GHS

A-9x7f-gwxq-

6f2c 

A-VYP-VYPE-

200224/885 
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for the ability for 

start + length to 

overflow when the 

values aren't 

literals. If a slice() 

function uses a 

non-literal 

argument for the 

start or length 

variable, this 

creates the ability 

for an attacker to 

overflow the 

bounds check. This 

issue can be used 

to do OOB access to 

storage, memory or 

calldata addresses. 

It can also be used 

to corrupt the 

length slot of the 

respective array. 

 

 

CVE ID : CVE-

2024-24561 

Improper 

Validation 

of Array 

Index 

07-Feb-2024 9.8 

Vyper is a Pythonic 

Smart Contract 

Language for the 

Ethereum Virtual 

Machine. Arrays 

can be keyed by a 

signed integer, 

while they are 

defined for 

unsigned integers 

only. The 

typechecker 

doesn't throw 

when spotting the 

usage of an `int` as 

an index for an 

array. The 

https://github.c

om/vyperlang/

vyper/security/

advisories/GHS

A-52xq-j7v9-

v4v2 

A-VYP-VYPE-

200224/886 
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typechecker allows 

the usage of signed 

integers to be used 

as indexes to 

arrays. The 

vulnerability is 

present in different 

forms in all 

versions, including 

`0.3.10`. For ints, 

the 2's complement 

representation is 

used. Because the 

array was declared 

very large, the 

bounds checking 

will pass Negative 

values will simply 

be represented as 

very large 

numbers. As of 

time of publication, 

a fixed version 

does not exist. 

 

There are three 

potential 

vulnerability 

classes: 

unpredictable 

behavior, accessing 

inaccessible 

elements and 

denial of service. 

Class 1: If it is 

possible to index 

an array with a 

negative integer 

without reverting, 

this is most likely 

not anticipated by 

the developer and 

such accesses can 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 532 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

cause 

unpredictable 

behavior for the 

contract. Class 2: If 

a contract has an 

invariant in the 

form `assert index 

< x`, the developer 

will suppose that 

no elements on 

indexes `y | y >= x` 

are accessible. 

However, by using 

negative indexes, 

this can be 

bypassed. Class 3: 

If the index is 

dependent on the 

state of the 

contract, this poses 

a risk of denial of 

service. If the state 

of the contract can 

be manipulated in 

such way that the 

index will be forced 

to be negative, the 

array access can 

always revert 

(because most 

likely the array 

won't be declared 

extremely large). 

However, all these 

the scenarios are 

highly unlikely. 

Most likely 

behavior is a revert 

on the bounds 

check. 

CVE ID : CVE-

2024-24563 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

02-Feb-2024 5.3 

Vyper is a Pythonic 

Smart Contract 

Language for the 

Ethereum Virtual 

Machine. When 

calls to external 

contracts are made, 

we write the input 

buffer starting at 

byte 28, and 

allocate the return 

buffer to start at 

byte 0 (overlapping 

with the input 

buffer). When 

checking 

RETURNDATASIZE 

for dynamic types, 

the size is 

compared only to 

the minimum 

allowed size for 

that type, and not 

to the returned 

value's length. As a 

result, malformed 

return data can 

cause the contract 

to mistake data 

from the input 

buffer for 

returndata.  When 

the called contract 

returns invalid 

ABIv2 encoded 

data, the calling 

contract can read 

different invalid 

data (from the 

dirty buffer) than 

the called contract 

returned. 

https://github.c

om/vyperlang/

vyper/security/

advisories/GHS

A-gp3w-2v2m-

p686 

A-VYP-VYPE-

200224/887 
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CVE ID : CVE-

2024-24560 

Use of a 

Broken or 

Risky 

Cryptograp

hic 

Algorithm 

05-Feb-2024 5.3 

Vyper is a Pythonic 

Smart Contract 

Language for the 

EVM. There is an 

error in the stack 

management when 

compiling the `IR` 

for `sha3_64`. 

Concretely, the 

`height` variable is 

miscalculated. The 

vulnerability can't 

be triggered 

without writing the 

`IR` by hand (that 

is, it cannot be 

triggered from 

regular vyper 

code). `sha3_64` is 

used for retrieval 

in mappings. No 

flow that would 

cache the `key` was 

found so the issue 

shouldn't be 

possible to trigger 

when compiling 

the compiler-

generated `IR`. This 

issue isn't 

triggered during 

normal 

compilation of 

vyper code so the 

impact is low. At 

the time of 

publication there is 

no patch available. 

CVE ID : CVE-

2024-24559 

https://github.c

om/vyperlang/

vyper/security/

advisories/GHS

A-6845-xw22-

ffxv 

A-VYP-VYPE-

200224/888 

Vendor: webdados 
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Product: portugal_ctt_tracking_for_woocommerce 

Affected Version(s): * Up to (excluding) 2.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Feb-2024 6.1 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in PT 

Woo Plugins (by 

Webdados) 

Portugal CTT 

Tracking for 

WooCommerce 

allows Reflected 

XSS.This issue 

affects Portugal 

CTT Tracking for 

WooCommerce: 

from n/a through 

2.1. 

 

 

CVE ID : CVE-

2024-24878 

N/A 
A-WEB-PORT-

200224/889 

Vendor: webdesi9 

Product: file_manager 

Affected Version(s): * Up to (including) 7.2.1 

Use of 

Insufficient

ly Random 

Values 

05-Feb-2024 7.5 

The File Manager 

plugin for 

WordPress is 

vulnerable to 

Sensitive 

Information 

Exposure in all 

versions up to, and 

including, 7.2.1 due 

to insufficient 

randomness in the 

backup filenames, 

which use a 

https://plugins.

trac.wordpress.

org/changeset/

3023403/wp-

file-

manager/trunk

/file_folder_man

ager.php?old=2

984933&old_pa

th=wp-file-

manager%2Ftr

unk%2Ffile_fold

er_manager.php 

A-WEB-FILE-

200224/890 
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timestamp plus 4 

random digits. This 

makes it possible 

for 

unauthenticated 

attackers, to 

extract sensitive 

data including site 

backups in 

configurations 

where the .htaccess 

file in the directory 

does not block 

access. 

CVE ID : CVE-

2024-0761 

Vendor: webfactoryltd 

Product: minimal_coming_soon_\&_maintenance_mode 

Affected Version(s): * Up to (including) 2.37 

N/A 05-Feb-2024 5.3 

The Minimal 

Coming Soon – 

Coming Soon Page 

plugin for 

WordPress is 

vulnerable to 

maintenance mode 

bypass and 

information 

disclosure in all 

versions up to, and 

including, 2.37. 

This is due to the 

plugin improperly 

validating the 

request path. This 

makes it possible 

for 

unauthenticated 

attackers to bypass 

maintenance mode 

and view pages 

https://plugins.

trac.wordpress.

org/changeset/

3031149/mini

mal-coming-

soon-

maintenance-

mode/trunk/fra

mework/public

/init.php 

A-WEB-MINI-

200224/891 
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that should be 

hidden. 

CVE ID : CVE-

2024-1075 

Vendor: webtechstreet 

Product: elementor_addon_elements 

Affected Version(s): * Up to (including) 1.12.11 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

The Elementor 

Addon Elements 

plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

link_to parameter 

in all versions up 

to, and including, 

1.12.11 due to 

insufficient input 

sanitization and 

output escaping. 

This makes it 

possible for 

authenticated 

attackers, with 

contributor access 

or higher, to inject 

arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an 

injected page. 

CVE ID : CVE-

2024-0834 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=303

1349%40addon

-elements-for-

elementor-

page-

builder&new=3

031349%40add

on-elements-

for-elementor-

page-

builder&sfp_em

ail=&sfph_mail= 

A-WEB-ELEM-

200224/892 

Vendor: whodunit 

Product: gdpr_data_request_form 

Affected Version(s): * Up to (excluding) 1.7 

Improper 

Neutralizat

ion of 

08-Feb-2024 5.4 
Improper 

Neutralization of 

Input During Web 

N/A 
A-WHO-GDPR-

200224/893 
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Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Audrasjb GDPR 

Data Request Form 

allows Stored 

XSS.This issue 

affects GDPR Data 

Request Form: 

from n/a through 

1.6. 

 

 

CVE ID : CVE-

2024-24836 

Vendor: withsecure 

Product: client_security 

Affected Version(s): 15 

Improper 

Privilege 

Manageme

nt 

08-Feb-2024 6.7 

Certain WithSecure 

products allow 

Local Privilege 

Escalation. This 

affects WithSecure 

Client Security 15 

and later, 

WithSecure Server 

Security 15 and 

later, WithSecure 

Email and Server 

Security 15 and 

later, and 

WithSecure 

Elements Endpoint 

Protection 17 and 

later. 

CVE ID : CVE-

2024-23764 

https://www.w

ithsecure.com/e

n/support/secu

rity-

advisories/cve-

2024-23764 

A-WIT-CLIE-

200224/894 

Product: elements_endpoint_protection 

Affected Version(s): 17 
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Improper 

Privilege 

Manageme

nt 

08-Feb-2024 6.7 

Certain WithSecure 

products allow 

Local Privilege 

Escalation. This 

affects WithSecure 

Client Security 15 

and later, 

WithSecure Server 

Security 15 and 

later, WithSecure 

Email and Server 

Security 15 and 

later, and 

WithSecure 

Elements Endpoint 

Protection 17 and 

later. 

CVE ID : CVE-

2024-23764 

https://www.w

ithsecure.com/e

n/support/secu

rity-

advisories/cve-

2024-23764 

A-WIT-ELEM-

200224/895 

Product: email_and_server_security 

Affected Version(s): 15 

Improper 

Privilege 

Manageme

nt 

08-Feb-2024 6.7 

Certain WithSecure 

products allow 

Local Privilege 

Escalation. This 

affects WithSecure 

Client Security 15 

and later, 

WithSecure Server 

Security 15 and 

later, WithSecure 

Email and Server 

Security 15 and 

later, and 

WithSecure 

Elements Endpoint 

Protection 17 and 

later. 

CVE ID : CVE-

2024-23764 

https://www.w

ithsecure.com/e

n/support/secu

rity-

advisories/cve-

2024-23764 

A-WIT-EMAI-

200224/896 

Product: server_security 
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Affected Version(s): 15 

Improper 

Privilege 

Manageme

nt 

08-Feb-2024 6.7 

Certain WithSecure 

products allow 

Local Privilege 

Escalation. This 

affects WithSecure 

Client Security 15 

and later, 

WithSecure Server 

Security 15 and 

later, WithSecure 

Email and Server 

Security 15 and 

later, and 

WithSecure 

Elements Endpoint 

Protection 17 and 

later. 

CVE ID : CVE-

2024-23764 

https://www.w

ithsecure.com/e

n/support/secu

rity-

advisories/cve-

2024-23764 

A-WIT-SERV-

200224/897 

Vendor: Wonderplugin 

Product: wonder_slider_lite 

Affected Version(s): * Up to (excluding) 14.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

08-Feb-2024 6.1 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Magic Hills Pty Ltd 

Wonder Slider Lite 

allows Reflected 

XSS.This issue 

affects Wonder 

Slider Lite: from 

n/a through 13.9. 

 

 

CVE ID : CVE-

2024-24877 

N/A 
A-WON-WOND-

200224/898 
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Vendor: wp-eventmanager 

Product: wp_event_manager 

Affected Version(s): * Up to (including) 1.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in WP 

Event Manager WP 

User Profile Avatar 

allows Stored 

XSS.This issue 

affects WP User 

Profile Avatar: 

from n/a through 

1.0. 

 

 

CVE ID : CVE-

2023-52118 

N/A 
A-WP--WP_E-

200224/899 

Vendor: wp-hosting 

Product: pay_with_vipps_and_mobilepay_for_woocommerce 

Affected Version(s): * Up to (including) 1.14.13 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

10-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in WP 

Hosting Pay with 

Vipps and 

MobilePay for 

WooCommerce 

allows Stored 

XSS.This issue 

affects Pay with 

Vipps and 

MobilePay for 

N/A 
A-WP--PAY_-

200224/900 
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WooCommerce: 

from n/a through 

1.14.13. 

 

 

CVE ID : CVE-

2023-51485 

Vendor: wp-slimstat 

Product: slimstat_analytics 

Affected Version(s): * Up to (including) 5.1.3 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 5.4 

The SlimStat 

Analytics plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

'filter_array' 

parameter in all 

versions up to, and 

including, 5.1.3 due 

to insufficient 

input sanitization 

and output 

escaping. This 

makes it possible 

for authenticated 

attackers, with 

subscriber-level 

access and above, 

to inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2024-1073 

https://plugins.

trac.wordpress.

org/browser/w

p-

slimstat/trunk/

admin/index.ph

p#L1004, 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=302

9858%40wp-

slimstat&new=

3029858%40w

p-

slimstat&sfp_e

mail=&sfph_mai

l= 

A-WP--SLIM-

200224/901 

Vendor: wp3dprinting 

Product: 3dprint_lite 

Affected Version(s): * Up to (excluding) 1.9.1.5 
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Unrestricte

d Upload of 

File with 

Dangerous 

Type 

05-Feb-2024 9.8 

The 3DPrint Lite 

WordPress plugin 

before 1.9.1.5 does 

not have any 

authorisation and 

does not check the 

uploaded file in its 

p3dlite_handle_upl

oad AJAX action , 

allowing 

unauthenticated 

users to upload 

arbitrary file to the 

web server. 

However, there is a 

.htaccess, 

preventing the file 

to be accessed on 

Web servers such 

as Apache. 

CVE ID : CVE-

2021-4436 

N/A 
A-WP3-3DPR-

200224/902 

Vendor: wpaffiliatemanager 

Product: affiliates_manager 

Affected Version(s): * Up to (including) 2.9.34 

Cross-Site 

Request 

Forgery 

(CSRF) 

05-Feb-2024 4.3 

The Affiliates 

Manager plugin for 

WordPress is 

vulnerable to 

Cross-Site Request 

Forgery in all 

versions up to, and 

including, 2.9.34. 

This is due to 

missing or 

incorrect nonce 

validation on the 

process_bulk_actio

n function in 

ListAffiliatesTable.

php. This makes it 

possible for 

https://plugins.

trac.wordpress.

org/changeset/

3028484/affilia

tes-

manager/trunk

?contextall=1&o

ld=3015278&ol

d_path=%2Faffi

liates-

manager%2Ftr

unk 

A-WPA-AFFI-

200224/903 
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unauthenticated 

attackers to delete 

affiliates via a 

forged request 

granted they can 

trick a site 

administrator into 

performing an 

action such as 

clicking on a link. 

CVE ID : CVE-

2024-0859 

Vendor: wpbeaches 

Product: slicknav_mobile_menu 

Affected Version(s): * Up to (including) 1.9.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 4.8 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Neil Gee SlickNav 

Mobile Menu 

allows Stored 

XSS.This issue 

affects SlickNav 

Mobile Menu: from 

n/a through 1.9.2. 

 

 

CVE ID : CVE-

2023-51548 

N/A 
A-WPB-SLIC-

200224/904 

Vendor: wpbookingcalendar 

Product: booking_calendar 

Affected Version(s): * Up to (excluding) 9.7.4 

Improper 

Neutralizat

ion of 

Input 

01-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

N/A 
A-WPB-BOOK-

200224/905 
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During 

Web Page 

Generation 

('Cross-site 

Scripting') 

('Cross-site 

Scripting') 

vulnerability in 

WPdevelop / 

Oplugins WP 

Booking Calendar 

allows Stored 

XSS.This issue 

affects WP Booking 

Calendar: from n/a 

before 9.7.4. 

 

 

CVE ID : CVE-

2023-51520 

Affected Version(s): * Up to (excluding) 9.9.1 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

08-Feb-2024 9.8 

The WP Booking 

Calendar plugin for 

WordPress is 

vulnerable to SQL 

Injection via the 

'calendar_request_

params[dates_ddm

myy_csv]' 

parameter in all 

versions up to, and 

including, 9.9 due 

to insufficient 

escaping on the 

user supplied 

parameter and lack 

of sufficient 

preparation on the 

existing SQL query.  

This makes it 

possible for 

unauthenticated 

attackers to 

append additional 

SQL queries into 

already existing 

queries that can be 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=303

2596%40booki

ng&new=30325

96%40booking

&sfp_email=&sf

ph_mail= 

A-WPB-BOOK-

200224/906 
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used to extract 

sensitive 

information from 

the database. 

CVE ID : CVE-

2024-1207 

Vendor: wpclubmanager 

Product: wp_club_manager 

Affected Version(s): * Up to (excluding) 2.2.11 

Missing 

Authorizati

on 

05-Feb-2024 5.3 

The WP Club 

Manager – 

WordPress Sports 

Club Plugin plugin 

for WordPress is 

vulnerable to 

unauthorized 

modification of 

data due to a 

missing capability 

check on the 

settings_save() 

function in all 

versions up to, and 

including, 2.2.10. 

This makes it 

possible for 

unauthenticated 

attackers to update 

the permalink 

structure for the 

clubs 

CVE ID : CVE-

2024-1177 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&old=303

0843%40wp-

club-

manager&new=

3030843%40w

p-club-

manager&sfp_e

mail=&sfph_mai

l= 

A-WPC-WP_C-

200224/907 

Vendor: wpdeveloper 

Product: essential_addons_for_elementor 

Affected Version(s): * Up to (including) 5.9.4 

Improper 

Neutralizat

ion of 

Input 

During 

05-Feb-2024 5.4 

The Essential 

Addons for 

Elementor – Best 

Elementor 

Templates, 

https://plugins.

trac.wordpress.

org/changeset/

3022852/essen

tial-addons-for-

A-WPD-ESSE-

200224/908 
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Web Page 

Generation 

('Cross-site 

Scripting') 

Widgets, Kits & 

WooCommerce 

Builders plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

plugin's Filterable 

Gallery widget in 

all versions up to, 

and including, 5.9.4 

due to insufficient 

input sanitization 

and output 

escaping on the 

Image URL. This 

makes it possible 

for authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2024-0585 

elementor-

lite/tags/5.9.5/i

ncludes/Elemen

ts/Filterable_Ga

llery.php 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

The Essential 

Addons for 

Elementor – Best 

Elementor 

Templates, 

Widgets, Kits & 

WooCommerce 

Builders plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

Login/Register 

https://plugins.

trac.wordpress.

org/changeset/

3022852/essen

tial-addons-for-

elementor-

lite/tags/5.9.5/i

ncludes/Elemen

ts/Login_Regist

er.php 

A-WPD-ESSE-

200224/909 
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Element in all 

versions up to, and 

including, 5.9.4 due 

to insufficient 

input sanitization 

and output 

escaping on the 

custom login URL. 

This makes it 

possible for 

authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2024-0586 

Affected Version(s): * Up to (including) 5.9.7 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

The Essential 

Addons for 

Elementor – Best 

Elementor 

Templates, 

Widgets, Kits & 

WooCommerce 

Builders plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting through 

editing context via 

the 'data-eael-

wrapper-link' 

wrapper in all 

versions up to, and 

including, 5.9.7 due 

to insufficient 

https://plugins.

trac.wordpress.

org/changeset/

3029928/essen

tial-addons-for-

elementor-

lite/tags/5.9.8/

assets/front-

end/js/view/wr

apper-link.js 

A-WPD-ESSE-

200224/910 
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input sanitization 

and output 

escaping on user 

supplied protocols. 

This makes it 

possible for 

authenticated 

attackers with 

contributor-level 

and above 

permissions to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. 

CVE ID : CVE-

2024-0954 

Vendor: wpengine 

Product: better_search_replace 

Affected Version(s): * Up to (excluding) 1.4.5 

Deserializa

tion of 

Untrusted 

Data 

05-Feb-2024 9.8 

The Better Search 

Replace plugin for 

WordPress is 

vulnerable to PHP 

Object Injection in 

all versions up to, 

and including, 1.4.4 

via deserialization 

of untrusted input. 

This makes it 

possible for 

unauthenticated 

attackers to inject a 

PHP Object. No 

POP chain is 

present in the 

vulnerable plugin. 

If a POP chain is 

present via an 

additional plugin 

https://plugins.

trac.wordpress.

org/changeset/

3023674/better

-search-

replace/trunk/i

ncludes/class-

bsr-db.php 

A-WPE-BETT-

200224/911 
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or theme installed 

on the target 

system, it could 

allow the attacker 

to delete arbitrary 

files, retrieve 

sensitive data, or 

execute code. 

CVE ID : CVE-

2023-6933 

Vendor: wpeverest 

Product: everest_forms 

Affected Version(s): * Up to (including) 2.0.4.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

01-Feb-2024 4.8 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

WPEverest Everest 

Forms – Build 

Contact Forms, 

Surveys, Polls, 

Application Forms, 

and more with 

Ease! allows Stored 

XSS.This issue 

affects Everest 

Forms – Build 

Contact Forms, 

Surveys, Polls, 

Application Forms, 

and more with 

Ease!: from n/a 

through 2.0.4.1. 

 

 

CVE ID : CVE-

2023-51695 

N/A 
A-WPE-EVER-

200224/912 

Vendor: wpmanageninja 
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Product: pdf_generator 

Affected Version(s): * Up to (excluding) 1.1.8 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

The PDF Generator 

For Fluent Forms – 

The Contact Form 

Plugin plugin for 

WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

header, PDF body 

and footer content 

parameters in all 

versions up to, and 

including, 1.1.7 due 

to insufficient 

input sanitization 

and output 

escaping. This 

makes it possible 

for attackers to 

inject arbitrary 

web scripts in 

pages that will 

execute whenever 

a user accesses an 

injected page. The 

exploitation level 

depends on who is 

granted the right to 

create forms by an 

administrator. This 

level can be as low 

as contributor, but 

by default is admin. 

CVE ID : CVE-

2023-6953 

https://plugins.

trac.wordpress.

org/changeset?

sfp_email=&sfp

h_mail=&repon

ame=&new=30

23486%40fluen

tforms-

pdf%2Ftrunk&o

ld=2929799%4

0fluentforms-

pdf%2Ftrunk&s

fp_email=&sfph

_mail= 

A-WPM-PDF_-

200224/913 

Vendor: wprssaggregator 

Product: wp_rss_aggregator 

Affected Version(s): * Up to (including) 4.23.4 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 4.8 

The WP RSS 

Aggregator plugin 

for WordPress is 

vulnerable to 

Stored Cross-Site 

Scripting via the 

RSS feed source in 

all versions up to, 

and including, 

4.23.4 due to 

insufficient input 

sanitization and 

output escaping. 

This makes it 

possible for 

authenticated 

attackers, with 

administrator-level 

access, to inject 

arbitrary web 

scripts in pages 

that will execute 

whenever a user 

accesses an 

injected page. This 

only affects multi-

site installations 

and installations 

where 

unfiltered_html has 

been disabled. 

CVE ID : CVE-

2024-0630 

https://plugins.

trac.wordpress.

org/changeset/

3026269/wp-

rss-aggregator 

A-WPR-WP_R-

200224/914 

Affected Version(s): * Up to (including) 4.23.5 

Server-

Side 

Request 

Forgery 

(SSRF) 

07-Feb-2024 3.8 

The WP RSS 

Aggregator plugin 

for WordPress is 

vulnerable to 

Server-Side 

Request Forgery in 

all versions up to, 

and including, 

4.23.5 via the RSS 

https://plugins.

trac.wordpress.

org/changeset/

3029525/wp-

rss-aggregator 

A-WPR-WP_R-

200224/915 
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feed source in 

admin settings. 

This makes it 

possible for 

authenticated 

attackers, with 

administrator-level 

access and above, 

to make web 

requests to 

arbitrary locations 

originating from 

the web 

application and can 

be used to query 

and modify 

information from 

internal services. 

CVE ID : CVE-

2024-0628 

Vendor: wpsc-plugin 

Product: structured_content 

Affected Version(s): * Up to (including) 1.6.1 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

05-Feb-2024 5.4 

Improper 

Neutralization of 

Input During Web 

Page Generation 

('Cross-site 

Scripting') 

vulnerability in 

Gordon Böhme, 

Antonio Leutsch 

Structured Content 

(JSON-LD) #wpsc 

allows Stored 

XSS.This issue 

affects Structured 

Content (JSON-LD) 

#wpsc: from n/a 

through 1.6.1. 

 

N/A 
A-WPS-STRU-

200224/916 
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CVE ID : CVE-

2024-24839 

Vendor: wpvivid 

Product: migration\,_backup\,_staging 

Affected Version(s): * Up to (including) 0.9.94 

Missing 

Authorizati

on 

05-Feb-2024 5.3 

The WPvivid plugin 

for WordPress is 

vulnerable to 

unauthorized 

access of data due 

to a missing 

capability check on 

the restore() and 

get_restore_progre

ss() function in 

versions up to, and 

including, 0.9.94. 

This makes it 

possible for 

unauthenticated 

attackers to invoke 

these functions and 

obtain full file 

paths if they have 

access to a back-up 

ID. 

CVE ID : CVE-

2023-4637 

N/A 
A-WPV-MIGR-

200224/917 

Vendor: xiandafu 

Product: beetl 

Affected Version(s): 3.15.12 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

02-Feb-2024 9.8 

Before Beetl 

v3.15.12, the 

rendering template 

has a server-side 

template injection 

(SSTI) 

vulnerability. 

When the incoming 

template is 

https://gitee.co

m/xiandafu/be

etl/issues/I8RU

01 

A-XIA-BEET-

200224/918 
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controllable, it will 

be filtered by the 

DefaultNativeSecur

ityManager 

blacklist. Because 

blacklist filtering is 

not strict, the 

blacklist can be 

bypassed, leading 

to arbitrary code 

execution. 

CVE ID : CVE-

2024-22533 

Vendor: Xmlsoft 

Product: libxml2 

Affected Version(s): * Up to (excluding) 2.11.7 

Use After 

Free 
04-Feb-2024 7.5 

An issue was 

discovered in 

libxml2 before 

2.11.7 and 2.12.x 

before 2.12.5. 

When using the 

XML Reader 

interface with DTD 

validation and 

XInclude expansion 

enabled, 

processing crafted 

XML documents 

can lead to an 

xmlValidatePopEle

ment use-after-

free. 

CVE ID : CVE-

2024-25062 

N/A 
A-XML-LIBX-

200224/919 

Affected Version(s): From (including) 2.12.0 Up to (excluding) 2.12.5 

Use After 

Free 
04-Feb-2024 7.5 

An issue was 

discovered in 

libxml2 before 

2.11.7 and 2.12.x 

before 2.12.5. 

N/A 
A-XML-LIBX-

200224/920 
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When using the 

XML Reader 

interface with DTD 

validation and 

XInclude expansion 

enabled, 

processing crafted 

XML documents 

can lead to an 

xmlValidatePopEle

ment use-after-

free. 

CVE ID : CVE-

2024-25062 

Vendor: xunruicms 

Product: xunruicms 

Affected Version(s): * Up to (including) 4.6.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 6.1 

Cross-site scripting 

(XSS) vulnerability 

in XunRuiCMS 

versions v4.6.2 and 

before, allows 

remote attackers to 

obtain sensitive 

information via 

crafted malicious 

requests to the 

background login. 

CVE ID : CVE-

2024-24388 

N/A 
A-XUN-XUNR-

200224/921 

Vendor: xuxueli 

Product: xxl-job 

Affected Version(s): * Up to (including) 2.4.1 

Server-

Side 

Request 

Forgery 

(SSRF) 

08-Feb-2024 8.8 

xxl-job =< 2.4.1 has 

a Server-Side 

Request Forgery 

(SSRF) 

vulnerability, 

which causes low-

privileged users to 

N/A 
A-XUX-XXL--

200224/922 
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control executor to 

RCE. 

CVE ID : CVE-

2024-24113 

Vendor: xxyopen 

Product: novel-plus 

Affected Version(s): * Up to (including) 4.2.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Feb-2024 9.8 

A SQL injection 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior versions. An 

attacker can pass 

crafted offset, limit, 

and sort 

parameters to 

perform SQL 

injection via 

/novel/pay/list 

CVE ID : CVE-

2024-24013 

N/A 
A-XXY-NOVE-

200224/923 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Feb-2024 9.8 

A SQL injection 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior versions. An 

attacker can pass 

in crafted offset, 

limit, and sort 

parameters to 

perform SQL via 

/sys/user/exit 

CVE ID : CVE-

2024-24015 

N/A 
A-XXY-NOVE-

200224/924 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

07-Feb-2024 9.8 

A SQL injection 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior versions. An 

attacker can pass 

in crafted offset, 

N/A 
A-XXY-NOVE-

200224/925 
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Command 

('SQL 

Injection') 

limit, and sort 

parameters to 

perform SQL 

injection via 

/system/roleDataP

erm/list 

CVE ID : CVE-

2024-24019 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

08-Feb-2024 9.8 

A SQL injection 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior versions. An 

attacker can pass 

in crafted offset, 

limit, and sort 

parameters to 

perform SQL 

injection via 

/system/dataPerm

/list 

CVE ID : CVE-

2024-24018 

N/A 
A-XXY-NOVE-

200224/926 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

08-Feb-2024 9.8 

A SQL injection 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior. An attacker 

can pass specially 

crafted offset, limit, 

and sort 

parameters to 

perform SQL 

injection via 

/novel/bookConte

nt/list. 

CVE ID : CVE-

2024-24023 

N/A 
A-XXY-NOVE-

200224/927 

Unrestricte

d Upload of 

File with 

08-Feb-2024 9.8 

An arbitrary File 

download 

vulnerability exists 

in Novel-Plus 

N/A 
A-XXY-NOVE-

200224/928 
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Dangerous 

Type 

v4.3.0-RC1 and 

prior at 

com.java2nb.comm

on.controller.FileC

ontroller: 

fileDownload(). An 

attacker can pass 

in specially crafted 

filePath and 

fieName 

parameters to 

perform arbitrary 

File download. 

CVE ID : CVE-

2024-24024 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

08-Feb-2024 9.8 

An arbitrary File 

upload 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior at 

com.java2nb.comm

on.controller.FileC

ontroller: upload(). 

An attacker can 

pass in specially 

crafted filename 

parameter to 

perform arbitrary 

File download. 

CVE ID : CVE-

2024-24025 

N/A 
A-XXY-NOVE-

200224/929 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

08-Feb-2024 9.8 

An arbitrary File 

upload 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior versions at 

com.java2nb.syste

m.controller.SysUs

erController: 

uploadImg(). An 

attacker can pass 

N/A 
A-XXY-NOVE-

200224/930 
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in specially crafted 

filename 

parameter to 

perform arbitrary 

File download. 

CVE ID : CVE-

2024-24026 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

08-Feb-2024 9.8 

A SQL injection 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior versions. An 

attacker can pass 

crafted offset, limit, 

and sort 

parameters to 

perform SQL 

injection via 

/novel/author/list 

CVE ID : CVE-

2024-24014 

N/A 
A-XXY-NOVE-

200224/931 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

08-Feb-2024 9.8 

A SQL injection 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior versions. An 

attacker can pass 

crafted offset, limit, 

and sort 

parameters to 

perform SQL 

injection via 

/common/dict/list 

CVE ID : CVE-

2024-24017 

N/A 
A-XXY-NOVE-

200224/932 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

08-Feb-2024 9.8 

A SQL injection 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior. An attacker 

can pass specially 

crafted offset, limit, 

N/A 
A-XXY-NOVE-

200224/933 
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Command 

('SQL 

Injection') 

and sort 

parameters to 

perform SQL 

injection via 

/novel/userFeedba

ck/list. 

CVE ID : CVE-

2024-24021 

Affected Version(s): 4.3.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Feb-2024 9.8 

A SQL injection 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior versions. An 

attacker can pass 

crafted offset, limit, 

and sort 

parameters to 

perform SQL 

injection via 

/novel/pay/list 

CVE ID : CVE-

2024-24013 

N/A 
A-XXY-NOVE-

200224/934 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

06-Feb-2024 9.8 

A SQL injection 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior versions. An 

attacker can pass 

in crafted offset, 

limit, and sort 

parameters to 

perform SQL via 

/sys/user/exit 

CVE ID : CVE-

2024-24015 

N/A 
A-XXY-NOVE-

200224/935 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

07-Feb-2024 9.8 

A SQL injection 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior versions. An 

attacker can pass 

N/A 
A-XXY-NOVE-

200224/936 
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SQL 

Command 

('SQL 

Injection') 

in crafted offset, 

limit, and sort 

parameters to 

perform SQL 

injection via 

/system/roleDataP

erm/list 

CVE ID : CVE-

2024-24019 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

08-Feb-2024 9.8 

A SQL injection 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior versions. An 

attacker can pass 

in crafted offset, 

limit, and sort 

parameters to 

perform SQL 

injection via 

/system/dataPerm

/list 

CVE ID : CVE-

2024-24018 

N/A 
A-XXY-NOVE-

200224/937 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

08-Feb-2024 9.8 

A SQL injection 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior. An attacker 

can pass specially 

crafted offset, limit, 

and sort 

parameters to 

perform SQL 

injection via 

/novel/bookConte

nt/list. 

CVE ID : CVE-

2024-24023 

N/A 
A-XXY-NOVE-

200224/938 

Unrestricte

d Upload of 

File with 

08-Feb-2024 9.8 
An arbitrary File 

download 

vulnerability exists 

N/A 
A-XXY-NOVE-

200224/939 
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Dangerous 

Type 

in Novel-Plus 

v4.3.0-RC1 and 

prior at 

com.java2nb.comm

on.controller.FileC

ontroller: 

fileDownload(). An 

attacker can pass 

in specially crafted 

filePath and 

fieName 

parameters to 

perform arbitrary 

File download. 

CVE ID : CVE-

2024-24024 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

08-Feb-2024 9.8 

An arbitrary File 

upload 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior at 

com.java2nb.comm

on.controller.FileC

ontroller: upload(). 

An attacker can 

pass in specially 

crafted filename 

parameter to 

perform arbitrary 

File download. 

CVE ID : CVE-

2024-24025 

N/A 
A-XXY-NOVE-

200224/940 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

08-Feb-2024 9.8 

An arbitrary File 

upload 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior versions at 

com.java2nb.syste

m.controller.SysUs

erController: 

uploadImg(). An 

N/A 
A-XXY-NOVE-

200224/941 
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attacker can pass 

in specially crafted 

filename 

parameter to 

perform arbitrary 

File download. 

CVE ID : CVE-

2024-24026 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

08-Feb-2024 9.8 

A SQL injection 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior versions. An 

attacker can pass 

crafted offset, limit, 

and sort 

parameters to 

perform SQL 

injection via 

/novel/author/list 

CVE ID : CVE-

2024-24014 

N/A 
A-XXY-NOVE-

200224/942 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

08-Feb-2024 9.8 

A SQL injection 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior versions. An 

attacker can pass 

crafted offset, limit, 

and sort 

parameters to 

perform SQL 

injection via 

/common/dict/list 

CVE ID : CVE-

2024-24017 

N/A 
A-XXY-NOVE-

200224/943 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

08-Feb-2024 9.8 

A SQL injection 

vulnerability exists 

in Novel-Plus 

v4.3.0-RC1 and 

prior. An attacker 

can pass specially 

N/A 
A-XXY-NOVE-

200224/944 
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SQL 

Command 

('SQL 

Injection') 

crafted offset, limit, 

and sort 

parameters to 

perform SQL 

injection via 

/novel/userFeedba

ck/list. 

CVE ID : CVE-

2024-24021 

Vendor: yarnpkg 

Product: yarn 

Affected Version(s): * Up to (excluding) 1.22.13 

Untrusted 

Search 

Path 

04-Feb-2024 7.8 

An untrusted 

search path 

vulnerability was 

found in Yarn. 

When a victim runs 

certain Yarn 

commands in a 

directory with 

attacker-controlled 

content, malicious 

commands could 

be executed in 

unexpected ways. 

CVE ID : CVE-

2021-4435 

https://github.c

om/yarnpkg/ya

rn/commit/67f

cce88935e4509

2ffa2674c0805

3f1ef5268a1 

A-YAR-YARN-

200224/945 

Vendor: Yzmcms 

Product: Yzmcms 

Affected Version(s): 7.0 

URL 

Redirectio

n to 

Untrusted 

Site ('Open 

Redirect') 

06-Feb-2024 6.1 

An issue in the 

component 

/member/index/lo

gin of yzmcms v7.0 

allows attackers to 

direct users to 

malicious sites via 

a crafted URL. 

CVE ID : CVE-

2024-24291 

N/A 
A-YZM-YZMC-

200224/946 
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Vendor: Zabbix 

Product: Zabbix 

Affected Version(s): 7.0.0 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Feb-2024 5.4 

The cause of 

vulnerability is 

improper 

validation of form 

input field “Name” 

on Graph page in 

Items section. 

CVE ID : CVE-

2024-22119 

https://support

.zabbix.com/bro

wse/ZBX-24070 

A-ZAB-ZABB-

200224/947 

Affected Version(s): From (including) 5.0.0 Up to (excluding) 5.0.40 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Feb-2024 5.4 

The cause of 

vulnerability is 

improper 

validation of form 

input field “Name” 

on Graph page in 

Items section. 

CVE ID : CVE-

2024-22119 

https://support

.zabbix.com/bro

wse/ZBX-24070 

A-ZAB-ZABB-

200224/948 

Affected Version(s): From (including) 6.0.0 Up to (excluding) 6.0.24 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Feb-2024 5.4 

The cause of 

vulnerability is 

improper 

validation of form 

input field “Name” 

on Graph page in 

Items section. 

CVE ID : CVE-

2024-22119 

https://support

.zabbix.com/bro

wse/ZBX-24070 

A-ZAB-ZABB-

200224/949 

Affected Version(s): From (including) 6.4.0 Up to (excluding) 6.4.9 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

09-Feb-2024 5.4 

The cause of 

vulnerability is 

improper 

validation of form 

input field “Name” 

on Graph page in 

Items section. 

https://support

.zabbix.com/bro

wse/ZBX-24070 

A-ZAB-ZABB-

200224/950 
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('Cross-site 

Scripting') 

CVE ID : CVE-

2024-22119 

Vendor: zalify 

Product: easy_email 

Affected Version(s): * Up to (including) 4.12.2 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

09-Feb-2024 6.1 

Cross Site Scripting 

(XSS) vulnerability 

in EasyEmail 

v.4.12.2 and before 

allows a local 

attacker to execute 

arbitrary code via 

the user input 

parameter(s). 

NOTE: Researcher 

claims issue is 

present in all 

versions prior and 

later than tested 

version. 

CVE ID : CVE-

2023-39683 

N/A 
A-ZAL-EASY-

200224/951 

Vendor: zihanggao 

Product: php-jwt 

Affected Version(s): 1.0.0 

Observable 

Discrepanc

y 

08-Feb-2024 9.8 

php-jwt 1.0.0 uses 

strcmp (which is 

not constant time) 

to verify 

authentication, 

which makes it 

easier to bypass 

authentication via 

a timing side 

channel. 

CVE ID : CVE-

2024-25191 

N/A 
A-ZIH-PHP--

200224/952 

Vendor: Zohocorp 

Product: manageengine_adaudit_plus 
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Affected Version(s): * Up to (excluding) 7.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 9.8 

Zoho 

ManageEngine 

ADAudit Plus 

through 7250 is 

vulnerable to SQL 

Injection in the 

report export 

option. 

CVE ID : CVE-

2023-48792 

https://www.m

anageengine.co

m/products/act

ive-directory-

audit/sqlfix-

7271.html 

A-ZOH-MANA-

200224/953 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 9.8 

Zoho 

ManageEngine 

ADAudit Plus 

through 7250 

allows SQL 

Injection in the 

aggregate report 

feature. 

CVE ID : CVE-

2023-48793 

https://www.m

anageengine.co

m/products/act

ive-directory-

audit/sqlfix-

7271.html 

A-ZOH-MANA-

200224/954 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

ManageEngine 

ADAudit Plus 

versions 7270 and 

below are 

vulnerable to the 

Authenticated SQL 

injection in home 

Graph-Data. 

 

CVE ID : CVE-

2024-0253 

https://www.m

anageengine.co

m/products/act

ive-directory-

audit/sqlfix-

7271.html 

A-ZOH-MANA-

200224/955 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

02-Feb-2024 8.8 

ManageEngine 

ADAudit Plus 

versions 7270 and 

below are 

vulnerable to the 

Authenticated SQL 

injection in File-

Summary 

DrillDown. This 

https://www.m

anageengine.co

m/products/act

ive-directory-

audit/sqlfix-

7271.html 

A-ZOH-MANA-

200224/956 
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('SQL 

Injection') 

issue has been 

fixed and released 

in version 7271. 

 

 

CVE ID : CVE-

2024-0269 

Affected Version(s): 7.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 9.8 

Zoho 

ManageEngine 

ADAudit Plus 

through 7250 is 

vulnerable to SQL 

Injection in the 

report export 

option. 

CVE ID : CVE-

2023-48792 

https://www.m

anageengine.co

m/products/act

ive-directory-

audit/sqlfix-

7271.html 

A-ZOH-MANA-

200224/957 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 9.8 

Zoho 

ManageEngine 

ADAudit Plus 

through 7250 

allows SQL 

Injection in the 

aggregate report 

feature. 

CVE ID : CVE-

2023-48793 

https://www.m

anageengine.co

m/products/act

ive-directory-

audit/sqlfix-

7271.html 

A-ZOH-MANA-

200224/958 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

ManageEngine 

ADAudit Plus 

versions 7270 and 

below are 

vulnerable to the 

Authenticated SQL 

injection in home 

Graph-Data. 

 

CVE ID : CVE-

2024-0253 

https://www.m

anageengine.co

m/products/act

ive-directory-

audit/sqlfix-

7271.html 

A-ZOH-MANA-

200224/959 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

ManageEngine 

ADAudit Plus 

versions 7270 and 

below are 

vulnerable to the 

Authenticated SQL 

injection in File-

Summary 

DrillDown. This 

issue has been 

fixed and released 

in version 7271. 

 

 

CVE ID : CVE-

2024-0269 

https://www.m

anageengine.co

m/products/act

ive-directory-

audit/sqlfix-

7271.html 

A-ZOH-MANA-

200224/960 

Vendor: Zope 

Product: sqlalchemyda 

Affected Version(s): * Up to (excluding) 2.2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

07-Feb-2024 9.8 

SQLAlchemyDA is a 

generic database 

adapter for ZSQL 

methods. A 

vulnerability found 

in versions prior to 

2.2 allows 

unauthenticated 

execution of 

arbitrary SQL 

statements on the 

database to which 

the SQLAlchemyDA 

instance is 

connected. All 

users are affected. 

The problem has 

been patched in 

version 2.2. There 

is no workaround 

for the problem. 

https://github.c

om/zopefounda

tion/Products.S

QLAlchemyDA/

commit/e682b9

9f8406f20bc3f0

f2c77153ed734

5fd215a, 

https://github.c

om/zopefounda

tion/Products.S

QLAlchemyDA/

security/adviso

ries/GHSA-r3jc-

3qmm-w3pw 

A-ZOP-SQLA-

200224/961 
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CVE ID : CVE-

2024-24811 

Vendor: zyx0814 

Product: pichome 

Affected Version(s): 1.1.01 

Unrestricte

d Upload of 

File with 

Dangerous 

Type 

08-Feb-2024 9.8 

File Upload 

vulnerability 

index.php in 

Pichome v.1.1.01 

allows a remote 

attacker to execute 

arbitrary code via 

crafted POST 

request. 

CVE ID : CVE-

2024-24393 

https://github.c

om/zyx0814/Pi

chome/issues/2

4 

A-ZYX-PICH-

200224/962 

Hardware 

Vendor: Axis 

Product: m3024-lve 

Affected Version(s): - 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

H-AXI-M302-

200224/963 
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account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Product: m3025-ve 

Affected Version(s): - 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

H-AXI-M302-

200224/964 
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operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Product: m7014 

Affected Version(s): - 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

H-AXI-M701-

200224/965 
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exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Product: m7016 

Affected Version(s): - 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

H-AXI-M701-

200224/966 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 575 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Product: p1214-e 

Affected Version(s): - 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

H-AXI-P121-

200224/967 
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did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Product: p7214 

Affected Version(s): - 

Improper 

Control of 

Generation 

of Code 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

H-AXI-P721-

200224/968 
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('Code 

Injection') 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

en-US-

424335.pdf 

Product: p7216 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 578 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

H-AXI-P721-

200224/969 
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Product: q7401 

Affected Version(s): - 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

H-AXI-Q740-

200224/970 
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for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Product: q7404 

Affected Version(s): - 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

H-AXI-Q740-

200224/971 
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Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Product: q7414 

Affected Version(s): - 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

H-AXI-Q741-

200224/972 
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released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Product: q7424-r_mk_ii 

Affected Version(s): - 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

H-AXI-Q742-

200224/973 
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administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Vendor: blurams 

Product: lumi_security_camera_a31c 

Affected Version(s): - 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

02-Feb-2024 9.8 

An issue in 

Blurams Lumi 

Security Camera 

(A31C) 

v23.0406.435.4120 

allows attackers to 

execute arbitrary 

code. 

CVE ID : CVE-

2023-50488 

N/A 
H-BLU-LUMI-

200224/974 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

02-Feb-2024 6.8 

An issue in 

Blurams Lumi 

Security Camera 

(A31C) 

v.2.3.38.12558 

allows a physically 

proximate 

attackers to 

execute arbitrary 

code. 

CVE ID : CVE-

2023-51820 

N/A 
H-BLU-LUMI-

200224/975 
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Vendor: Canon 

Product: i-sensys_lbp673cdw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/976 
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v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/977 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/978 
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v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/979 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/980 
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v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/981 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6234 

Product: i-sensys_mf752cdw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/982 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/983 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/984 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/985 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/986 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/987 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6234 

Product: i-sensys_mf754cdw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/988 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/989 
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3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/990 
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Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/991 
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MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/992 
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Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/993 
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Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6234 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PCFAX 

number process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary 

code.*:Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C firmware 

v03.07 and earlier 

sold in US. i-

SENSYS 

MF754Cdw/C1333

iF firmware v03.07 

and earlier sold in 

Europe. 

CVE ID : CVE-

2024-0244 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/994 

Product: i-sensys_x_c1333i 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6229 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/995 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/996 
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CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6231 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/997 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/998 
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CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/999 
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CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/1000 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: i-sensys_x_c1333if 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/1001 
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LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/1002 
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firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/1003 
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firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/1004 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 613 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/1005 
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MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/1006 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PCFAX 

number process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary 

code.*:Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

MF750C 

Series/Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/1007 
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imageCLASS X 

MF1333C firmware 

v03.07 and earlier 

sold in US. i-

SENSYS 

MF754Cdw/C1333

iF firmware v03.07 

and earlier sold in 

Europe. 

 

 

CVE ID : CVE-

2024-0244 

Product: i-sensys_x_c1333p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/1008 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 617 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/1009 
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imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/1010 
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imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/1011 
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Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/1012 
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and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-I-SE-

200224/1013 
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MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: lbp122dw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

H-CAN-LBP1-

200224/1014 
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being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

H-CAN-LBP1-

200224/1015 
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network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

H-CAN-LBP1-

200224/1016 
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network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

H-CAN-LBP1-

200224/1017 
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Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

H-CAN-LBP1-

200224/1018 
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Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

https://canon.j

p/support/supp

ort-

info/240205vul

H-CAN-LBP1-

200224/1019 
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of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Product: lbp1238_ii 
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Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP1-

200224/1020 
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CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP1-

200224/1021 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP1-

200224/1022 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP1-

200224/1023 
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MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP1-

200224/1024 
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3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP1-

200224/1025 
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US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: lbp1333c 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP1-

200224/1026 
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Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP1-

200224/1027 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP1-

200224/1028 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP1-

200224/1029 
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imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP1-

200224/1030 
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Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP1-

200224/1031 
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firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PCFAX 

number process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary 

code.*:Satera 

MF750C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP1-

200224/1032 
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firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C firmware 

v03.07 and earlier 

sold in US. i-

SENSYS 

MF754Cdw/C1333

iF firmware v03.07 

and earlier sold in 

Europe. 

 

 

CVE ID : CVE-

2024-0244 

Product: lbp236dw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP2-

200224/1033 
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Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP2-

200224/1034 
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MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

H-CAN-LBP2-

200224/1035 
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MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

H-CAN-LBP2-

200224/1036 
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arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

H-CAN-LBP2-

200224/1037 
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or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

H-CAN-LBP2-

200224/1038 
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affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

europe.com/su

pport/product-

security-latest-

news/ 

Product: lbp237dw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

H-CAN-LBP2-

200224/1039 
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Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

H-CAN-LBP2-

200224/1040 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 650 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP2-

200224/1041 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP2-

200224/1042 
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CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP2-

200224/1043 
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CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP2-

200224/1044 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: lbp671c 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1045 
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LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1046 
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firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1047 
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firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1048 
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Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1049 
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MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1050 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: lbp672c 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1051 
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and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1052 
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Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

H-CAN-LBP6-

200224/1053 
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Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

H-CAN-LBP6-

200224/1054 
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or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

H-CAN-LBP6-

200224/1055 
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being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

H-CAN-LBP6-

200224/1056 
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to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

non-

europe.com/su

pport/product-

security-latest-

news/ 

Product: lbp674c 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

H-CAN-LBP6-

200224/1057 
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Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

https://canon.j

p/support/supp

ort-

info/240205vul

H-CAN-LBP6-

200224/1058 
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Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 670 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1059 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1060 
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CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1061 
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CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1062 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: lbp674cdw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1063 
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LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1064 
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firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1065 
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firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1066 
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Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1067 
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MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-LBP6-

200224/1068 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: mf1238_ii 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF12-

200224/1069 
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and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF12-

200224/1070 
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Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

H-CAN-MF12-

200224/1071 
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Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

H-CAN-MF12-

200224/1072 
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or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

H-CAN-MF12-

200224/1073 
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being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

H-CAN-MF12-

200224/1074 
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to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

non-

europe.com/su

pport/product-

security-latest-

news/ 

Product: mf1333c 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

H-CAN-MF13-

200224/1075 
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Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

https://canon.j

p/support/supp

ort-

info/240205vul

H-CAN-MF13-

200224/1076 
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Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF13-

200224/1077 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF13-

200224/1078 
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CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF13-

200224/1079 
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CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF13-

200224/1080 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PCFAX 

number process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary 

code.*:Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C firmware 

v03.07 and earlier 

sold in US. i-

SENSYS 

MF754Cdw/C1333

iF firmware v03.07 

and earlier sold in 

Europe. 

 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF13-

200224/1081 
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CVE ID : CVE-

2024-0244 

Product: mf1643if_ii 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF16-

200224/1082 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF16-

200224/1083 
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MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF16-

200224/1084 
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MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF16-

200224/1085 
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US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF16-

200224/1086 
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and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF16-

200224/1087 
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MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: mf1643i_ii 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF16-

200224/1088 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF16-

200224/1089 
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imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF16-

200224/1090 
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imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF16-

200224/1091 
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firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF16-

200224/1092 
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MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

H-CAN-MF16-

200224/1093 
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Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

security-latest-

news/ 

Product: mf272dw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

H-CAN-MF27-

200224/1094 
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to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

H-CAN-MF27-

200224/1095 
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may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

H-CAN-MF27-

200224/1096 
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may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

H-CAN-MF27-

200224/1097 
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Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF27-

200224/1098 
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CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF27-

200224/1099 
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CVE ID : CVE-

2023-6234 

Product: mf273dw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF27-

200224/1100 
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MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF27-

200224/1101 
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US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF27-

200224/1102 
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US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF27-

200224/1103 
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MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF27-

200224/1104 
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imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF27-

200224/1105 
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MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: mf275dw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF27-

200224/1106 
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imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF27-

200224/1107 
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firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF27-

200224/1108 
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firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF27-

200224/1109 
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Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

H-CAN-MF27-

200224/1110 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 724 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

H-CAN-MF27-

200224/1111 
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being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

pport/product-

security-latest-

news/ 

Product: mf451dw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

H-CAN-MF45-

200224/1112 
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may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

H-CAN-MF45-

200224/1113 
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Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF45-

200224/1114 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF45-

200224/1115 
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CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF45-

200224/1116 
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CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF45-

200224/1117 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: mf452dw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF45-

200224/1118 
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LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF45-

200224/1119 
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firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF45-

200224/1120 
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firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF45-

200224/1121 
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Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF45-

200224/1122 
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MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF45-

200224/1123 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: mf453dw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF45-

200224/1124 
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and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF45-

200224/1125 
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Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

H-CAN-MF45-

200224/1126 
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Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

H-CAN-MF45-

200224/1127 
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or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

H-CAN-MF45-

200224/1128 
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being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

H-CAN-MF45-

200224/1129 
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to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

non-

europe.com/su

pport/product-

security-latest-

news/ 

Product: mf455dw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

H-CAN-MF45-

200224/1130 
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Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

https://canon.j

p/support/supp

ort-

info/240205vul

H-CAN-MF45-

200224/1131 
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Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF45-

200224/1132 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF45-

200224/1133 
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CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF45-

200224/1134 
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CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF45-

200224/1135 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: mf751cdw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF75-

200224/1136 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 752 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF75-

200224/1137 
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firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF75-

200224/1138 
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firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF75-

200224/1139 
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Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF75-

200224/1140 
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MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF75-

200224/1141 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PCFAX 

number process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary 

code.*:Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

MF750C 

Series/Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF75-

200224/1142 
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imageCLASS X 

MF1333C firmware 

v03.07 and earlier 

sold in US. i-

SENSYS 

MF754Cdw/C1333

iF firmware v03.07 

and earlier sold in 

Europe. 

 

 

CVE ID : CVE-

2024-0244 

Product: mf753cdw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF75-

200224/1143 
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MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF75-

200224/1144 
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imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF75-

200224/1145 
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imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF75-

200224/1146 
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Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF75-

200224/1147 
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and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF75-

200224/1148 
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MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PCFAX 

number process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary 

code.*:Satera 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

H-CAN-MF75-

200224/1149 
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MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C firmware 

v03.07 and earlier 

sold in US. i-

SENSYS 

MF754Cdw/C1333

iF firmware v03.07 

and earlier sold in 

Europe. 

 

 

CVE ID : CVE-

2024-0244 

security-latest-

news/ 

Product: mf755cdw 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF75-

200224/1150 
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and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

H-CAN-MF75-

200224/1151 
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Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

H-CAN-MF75-

200224/1152 
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Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

H-CAN-MF75-

200224/1153 
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or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

H-CAN-MF75-

200224/1154 
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being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

H-CAN-MF75-

200224/1155 
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to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PCFAX 

number process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

H-CAN-MF75-

200224/1156 
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network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary 

code.*:Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C firmware 

v03.07 and earlier 

sold in US. i-

SENSYS 

MF754Cdw/C1333

iF firmware v03.07 

and earlier sold in 

Europe. 

 

 

CVE ID : CVE-

2024-0244 

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Vendor: Dell 

Product: alienware_m15_r6 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-ALIE-

200224/1157 
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vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: alienware_m15_r7 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-ALIE-

200224/1158 

Product: chengming_3900 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-CHEN-

200224/1159 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 774 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: chengming_3901 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-CHEN-

200224/1160 

Product: chengming_3910 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

H-DEL-CHEN-

200224/1161 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

conversion-

error-

vulnerability 

Product: chengming_3911 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-CHEN-

200224/1162 

Product: chengming_3990 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

H-DEL-CHEN-

200224/1163 
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admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: chengming_3991 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-CHEN-

200224/1164 

Product: g15_5510 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

H-DEL-G15_-

200224/1165 
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malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: g15_5511 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-G15_-

200224/1166 

Product: g15_5520 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

H-DEL-G15_-

200224/1167 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: g3_3500 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-G3_3-

200224/1168 

Product: g5_15_5590 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

H-DEL-G5_1-

200224/1169 
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vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: g5_5000 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-G5_5-

200224/1170 

Product: g7_15_7500 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

H-DEL-G7_1-

200224/1171 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: g7_15_7590 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-G7_1-

200224/1172 

Product: g7_17_7700 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

H-DEL-G7_1-

200224/1173 
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Numeric 

Types 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: g7_17_7790 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-G7_1-

200224/1174 

Product: inspiron_13_5320 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4  
https://www.d

ell.com/support

/kbdoc/en-

H-DEL-INSP-

200224/1175 
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Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_14_5410 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1176 

Product: inspiron_14_5418 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1177 

Product: inspiron_14_5420 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1178 

Product: inspiron_14_7420_2-in-1 
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Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1179 

Product: inspiron_14_plus_7420 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1180 
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Product: inspiron_15_3511 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1181 

Product: inspiron_15_5510 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1182 
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CVE ID : CVE-

2023-28063 

Product: inspiron_15_5518 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1183 

Product: inspiron_16_7620_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1184 
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CVE ID : CVE-

2023-28063 

Product: inspiron_16_plus_7620 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1185 

Product: inspiron_24_5410_all-in-one 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1186 
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CVE ID : CVE-

2023-28063 

Product: inspiron_24_5411_all-in-one 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1187 

Product: inspiron_27_7710_all-in-one 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1188 
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leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

Product: inspiron_3020_desktop 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1189 

Product: inspiron_3020_small_desktop 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-INSP-

200224/1190 
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vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: inspiron_3490 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1191 

Product: inspiron_3493 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-INSP-

200224/1192 
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exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: inspiron_3501 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1193 

Product: inspiron_3511 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

H-DEL-INSP-

200224/1194 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

conversion-

error-

vulnerability 

Product: inspiron_3520 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1195 

Product: inspiron_3593 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

H-DEL-INSP-

200224/1196 
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admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_3880 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1197 

Product: inspiron_3881 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

H-DEL-INSP-

200224/1198 
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malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_3891 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1199 

Product: inspiron_3910 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

H-DEL-INSP-

200224/1200 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_5300 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1201 

Product: inspiron_5301 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

H-DEL-INSP-

200224/1202 
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vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_5310 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1203 

Product: inspiron_5391 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

H-DEL-INSP-

200224/1204 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_5400 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1205 

Product: inspiron_5400_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

H-DEL-INSP-

200224/1206 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 798 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Numeric 

Types 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_5401 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1207 

Product: inspiron_5401_aio 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4  
https://www.d

ell.com/support

/kbdoc/en-

H-DEL-INSP-

200224/1208 
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Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_5402 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1209 

Product: inspiron_5406_2-in-1 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1210 

Product: inspiron_5408 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1211 

Product: inspiron_5409 
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Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1212 

Product: inspiron_5410 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1213 
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Product: inspiron_5490 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1214 

Product: inspiron_5491_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1215 
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CVE ID : CVE-

2023-28063 

Product: inspiron_5498 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1216 

Product: inspiron_5501 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1217 
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CVE ID : CVE-

2023-28063 

Product: inspiron_5502 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1218 

Product: inspiron_5508 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1219 
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CVE ID : CVE-

2023-28063 

Product: inspiron_5509 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1220 

Product: inspiron_5590 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1221 
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leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

Product: inspiron_5591_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1222 

Product: inspiron_5598 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-INSP-

200224/1223 
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vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: inspiron_5620 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1224 

Product: inspiron_7000 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-INSP-

200224/1225 
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exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: inspiron_7300_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1226 

Product: inspiron_7306_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

H-DEL-INSP-

200224/1227 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 809 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

conversion-

error-

vulnerability 

Product: inspiron_7391 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1228 

Product: inspiron_7400 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

H-DEL-INSP-

200224/1229 
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admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_7490 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1230 

Product: inspiron_7500 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

H-DEL-INSP-

200224/1231 
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malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_7500_2-in-1_black 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1232 

Product: inspiron_7501 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

H-DEL-INSP-

200224/1233 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_7506_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1234 

Product: inspiron_7510 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

H-DEL-INSP-

200224/1235 
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vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_7590 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1236 

Product: inspiron_7591 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

H-DEL-INSP-

200224/1237 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 814 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_7610 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1238 

Product: inspiron_7700_all-in-one 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

H-DEL-INSP-

200224/1239 
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Numeric 

Types 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_7791 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-INSP-

200224/1240 

Product: latitude_3120 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4  
https://www.d

ell.com/support

/kbdoc/en-

H-DEL-LATI-

200224/1241 
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Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_3140 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1242 

Product: latitude_3190_2-in-1 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 817 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1243 

Product: latitude_3300 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1244 

Product: latitude_3310 
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Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1245 

Product: latitude_3310_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1246 
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Product: latitude_3320 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1247 

Product: latitude_3330 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1248 
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CVE ID : CVE-

2023-28063 

Product: latitude_3400 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1249 

Product: latitude_3410 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1250 
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CVE ID : CVE-

2023-28063 

Product: latitude_3420 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1251 

Product: latitude_3430 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1252 
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CVE ID : CVE-

2023-28063 

Product: latitude_3500 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1253 

Product: latitude_3510 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1254 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 823 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

Product: latitude_3520 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1255 

Product: latitude_3530 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-LATI-

200224/1256 
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vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: latitude_5290 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1257 

Product: latitude_5290_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-LATI-

200224/1258 
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exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: latitude_5300 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1259 

Product: latitude_5300_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

H-DEL-LATI-

200224/1260 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

conversion-

error-

vulnerability 

Product: latitude_5310 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1261 

Product: latitude_5310_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

H-DEL-LATI-

200224/1262 
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admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: latitude_5320 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1263 

Product: latitude_5330 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

H-DEL-LATI-

200224/1264 
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malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_5400 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1265 

Product: latitude_5401 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

H-DEL-LATI-

200224/1266 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_5410 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1267 

Product: latitude_5411 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

H-DEL-LATI-

200224/1268 
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vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_5420 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1269 

Product: latitude_5420_rugged 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

H-DEL-LATI-

200224/1270 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_5424_rugged 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1271 

Product: latitude_5430 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

H-DEL-LATI-

200224/1272 
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Numeric 

Types 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_5431 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1273 

Product: latitude_5490 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4  
https://www.d

ell.com/support

/kbdoc/en-

H-DEL-LATI-

200224/1274 
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Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_5491 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1275 

Product: latitude_5495 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1276 

Product: latitude_5500 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1277 

Product: latitude_5501 
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Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1278 

Product: latitude_5510 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1279 
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Product: latitude_5511 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1280 

Product: latitude_5520 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1281 
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CVE ID : CVE-

2023-28063 

Product: latitude_5521 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1282 

Product: latitude_5530 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1283 
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CVE ID : CVE-

2023-28063 

Product: latitude_5531 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1284 

Product: latitude_5590 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1285 
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CVE ID : CVE-

2023-28063 

Product: latitude_5591 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1286 

Product: latitude_7200_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1287 
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leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

Product: latitude_7210_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1288 

Product: latitude_7230_rugged_extreme_tablet 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-LATI-

200224/1289 
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vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: latitude_7290 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1290 

Product: latitude_7300 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-LATI-

200224/1291 
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exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: latitude_7310 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1292 

Product: latitude_7320 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

H-DEL-LATI-

200224/1293 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

conversion-

error-

vulnerability 

Product: latitude_7320_detachable 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1294 

Product: latitude_7330 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

H-DEL-LATI-

200224/1295 
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admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: latitude_7390 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1296 

Product: latitude_7390_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

H-DEL-LATI-

200224/1297 
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malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_7400 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1298 

Product: latitude_7400_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

H-DEL-LATI-

200224/1299 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_7410 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1300 

Product: latitude_7420 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

H-DEL-LATI-

200224/1301 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 847 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_7424_rugged_extreme 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1302 

Product: latitude_7430 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

H-DEL-LATI-

200224/1303 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_7490 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1304 

Product: latitude_7520 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

H-DEL-LATI-

200224/1305 
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Numeric 

Types 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_7530 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1306 

Product: latitude_9330 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4  
https://www.d

ell.com/support

/kbdoc/en-

H-DEL-LATI-

200224/1307 
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Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_9410 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1308 

Product: latitude_9420 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1309 

Product: latitude_9430 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1310 

Product: latitude_9510 
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Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1311 

Product: latitude_9520 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1312 
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Product: latitude_rugged_5430 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1313 

Product: latitude_rugged_7220 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1314 
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CVE ID : CVE-

2023-28063 

Product: latitude_rugged_7220ex 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1315 

Product: latitude_rugged_7330 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1316 
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CVE ID : CVE-

2023-28063 

Product: latitute_5421 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-LATI-

200224/1317 

Product: optiplex_3000_micro 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1318 
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CVE ID : CVE-

2023-28063 

Product: optiplex_3000_small_form_factor 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1319 

Product: optiplex_3000_thin_client 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1320 
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leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

Product: optiplex_3000_tower 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1321 

Product: optiplex_3080 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-OPTI-

200224/1322 
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vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: optiplex_3090 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1323 

Product: optiplex_3090_ultra 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-OPTI-

200224/1324 
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exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: optiplex_3280_all-in-one 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1325 

Product: optiplex_5000_micro 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

H-DEL-OPTI-

200224/1326 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

conversion-

error-

vulnerability 

Product: optiplex_5000_small_form_factor 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1327 

Product: optiplex_5000_tower 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

H-DEL-OPTI-

200224/1328 
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admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: optiplex_5080 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1329 

Product: optiplex_5090_micro 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

H-DEL-OPTI-

200224/1330 
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malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: optiplex_5090_small_form_factor 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1331 

Product: optiplex_5090_tower 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

H-DEL-OPTI-

200224/1332 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: optiplex_5400_all-in-one 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1333 

Product: optiplex_5480_all-in-one 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

H-DEL-OPTI-

200224/1334 
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vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: optiplex_5490_all-in-one 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1335 

Product: optiplex_7000_micro 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

H-DEL-OPTI-

200224/1336 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: optiplex_7000_small_form_factor 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1337 

Product: optiplex_7000_tower 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

H-DEL-OPTI-

200224/1338 
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Numeric 

Types 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: optiplex_7000_xe_micro 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1339 

Product: optiplex_7080 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4  
https://www.d

ell.com/support

/kbdoc/en-

H-DEL-OPTI-

200224/1340 
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Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: optiplex_7090 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1341 

Product: optiplex_7090_ultra 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1342 

Product: optiplex_7400_all-in-one 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1343 

Product: optiplex_7480_all-in-one 
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Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1344 

Product: optiplex_7490_all-in-one 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1345 
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Product: optiplex_7780_all-in-one 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1346 

Product: optiplex_all-in-one_7410 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1347 
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CVE ID : CVE-

2023-28063 

Product: optiplex_micro_7010 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1348 

Product: optiplex_micro_plus_7010 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1349 
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CVE ID : CVE-

2023-28063 

Product: optiplex_small_form_factor_7010 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1350 

Product: optiplex_small_form_factor_plus_7010 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1351 
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CVE ID : CVE-

2023-28063 

Product: optiplex_tower_7010 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1352 

Product: optiplex_tower_plus_7010 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1353 
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leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

Product: optiplex_xe4 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-OPTI-

200224/1354 

Product: optiplex_xe4_oemready 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-OPTI-

200224/1355 
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vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: precision_3260_compact 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1356 

Product: precision_3260_xe_compact 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-PREC-

200224/1357 
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exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: precision_3440 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1358 

Product: precision_3450 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

H-DEL-PREC-

200224/1359 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

conversion-

error-

vulnerability 

Product: precision_3460_small_form_factor 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1360 

Product: precision_3460_xe_small_form_factor 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

H-DEL-PREC-

200224/1361 
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admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: precision_3470 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1362 

Product: precision_3530 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

H-DEL-PREC-

200224/1363 
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malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: precision_3540 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1364 

Product: precision_3541 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

H-DEL-PREC-

200224/1365 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: precision_3550 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1366 

Product: precision_3551 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

H-DEL-PREC-

200224/1367 
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vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: precision_3560 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1368 

Product: precision_3561 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

H-DEL-PREC-

200224/1369 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: precision_3570 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1370 

Product: precision_3571 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

H-DEL-PREC-

200224/1371 
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Numeric 

Types 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: precision_3640_tower 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1372 

Product: precision_3650_tower 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4  
https://www.d

ell.com/support

/kbdoc/en-

H-DEL-PREC-

200224/1373 
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Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: precision_3660 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1374 

Product: precision_5470 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1375 

Product: precision_5530_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1376 

Product: precision_5550 
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Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1377 

Product: precision_5560 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1378 
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Product: precision_5570 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1379 

Product: precision_5750 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1380 
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CVE ID : CVE-

2023-28063 

Product: precision_5760 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1381 

Product: precision_5770 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1382 
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CVE ID : CVE-

2023-28063 

Product: precision_7530 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1383 

Product: precision_7540 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1384 
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CVE ID : CVE-

2023-28063 

Product: precision_7550 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1385 

Product: precision_7560 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1386 
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leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

Product: precision_7670 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1387 

Product: precision_7730 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-PREC-

200224/1388 
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vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: precision_7740 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1389 

Product: precision_7750 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-PREC-

200224/1390 
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exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: precision_7760 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1391 

Product: precision_7770 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

H-DEL-PREC-

200224/1392 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

conversion-

error-

vulnerability 

Product: precision_7865_tower 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-PREC-

200224/1393 

Product: vostro_3020_small_desktop 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

H-DEL-VOST-

200224/1394 
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admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: vostro_3020_tower_desktop 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1395 

Product: vostro_3400 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

H-DEL-VOST-

200224/1396 
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malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: vostro_3420 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1397 

Product: vostro_3500 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

H-DEL-VOST-

200224/1398 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: vostro_3510 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1399 

Product: vostro_3520 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

H-DEL-VOST-

200224/1400 
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vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: vostro_3590 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1401 

Product: vostro_3681 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

H-DEL-VOST-

200224/1402 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: vostro_3690 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1403 

Product: vostro_3710 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

H-DEL-VOST-

200224/1404 
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Numeric 

Types 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: vostro_3881 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1405 

Product: vostro_3890 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4  
https://www.d

ell.com/support

/kbdoc/en-

H-DEL-VOST-

200224/1406 
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Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: vostro_3910 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1407 

Product: vostro_5300 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1408 

Product: vostro_5301 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1409 

Product: vostro_5310 
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Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1410 

Product: vostro_5320 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1411 
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Product: vostro_5391 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1412 

Product: vostro_5401 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1413 
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CVE ID : CVE-

2023-28063 

Product: vostro_5402 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1414 

Product: vostro_5410 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1415 
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CVE ID : CVE-

2023-28063 

Product: vostro_5490 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1416 

Product: vostro_5501 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1417 
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CVE ID : CVE-

2023-28063 

Product: vostro_5502 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1418 

Product: vostro_5510 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1419 
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leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

Product: vostro_5590 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1420 

Product: vostro_5591 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-VOST-

200224/1421 
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vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: vostro_5620 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1422 

Product: vostro_5880 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

H-DEL-VOST-

200224/1423 
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exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: vostro_5890 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1424 

Product: vostro_7500 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

H-DEL-VOST-

200224/1425 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

conversion-

error-

vulnerability 

Product: vostro_7510 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1426 

Product: vostro_7590 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

H-DEL-VOST-

200224/1427 
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admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: vostro_7620 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-VOST-

200224/1428 

Product: xps_13_7390 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

H-DEL-XPS_-

200224/1429 
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malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: xps_13_7390_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-XPS_-

200224/1430 

Product: xps_13_9300 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

H-DEL-XPS_-

200224/1431 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: xps_13_9305 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-XPS_-

200224/1432 

Product: xps_13_9310 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

H-DEL-XPS_-

200224/1433 
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vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: xps_13_9310_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-XPS_-

200224/1434 

Product: xps_13_9315 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

H-DEL-XPS_-

200224/1435 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: xps_13_9315_2-in-1 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-XPS_-

200224/1436 

Product: xps_13_9380 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

H-DEL-XPS_-

200224/1437 
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Numeric 

Types 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: xps_13_plus_9320 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-XPS_-

200224/1438 

Product: xps_15_7590 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4  
https://www.d

ell.com/support

/kbdoc/en-

H-DEL-XPS_-

200224/1439 
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Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: xps_15_9500 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-XPS_-

200224/1440 

Product: xps_15_9510 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-XPS_-

200224/1441 

Product: xps_15_9520 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-XPS_-

200224/1442 

Product: xps_15_9575_2-in-1 
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Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-XPS_-

200224/1443 

Product: xps_17_9700 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-XPS_-

200224/1444 
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Product: xps_17_9710 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-XPS_-

200224/1445 

Product: xps_17_9720 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-XPS_-

200224/1446 
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CVE ID : CVE-

2023-28063 

Product: xps_8940 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

H-DEL-XPS_-

200224/1447 

Vendor: Dlink 

Product: dir-816 

Affected Version(s): a2 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

08-Feb-2024 9.8 

An issue in Dlink 

DIR-816A2 

v.1.10CNB05 

allows a remote 

attacker to execute 

arbitrary code via 

the 

wizardstep4_ssid_2 

parameter in the 

sub_42DA54 

function. 

CVE ID : CVE-

2024-24321 

N/A 
H-DLI-DIR--

200224/1448 

Product: go-rt-ac750 
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Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

D-Link Go-RT-

AC750 

GORTAC750_A1_F

W_v101b03 

contains a stack-

based buffer 

overflow via the 

function 

genacgi_main. This 

vulnerability 

allows attackers to 

enable telnet 

service via a 

specially crafted 

payload. 

CVE ID : CVE-

2024-22852 

https://www.dl

ink.com/en/sec

urity-bulletin/ 

H-DLI-GO-R-

200224/1449 

Use of 

Hard-

coded 

Credentials 

06-Feb-2024 9.8 

D-LINK Go-RT-

AC750 

GORTAC750_A1_F

W_v101b03 has a 

hardcoded 

password for the 

Alphanetworks 

account, which 

allows remote 

attackers to obtain 

root access via a 

telnet session. 

CVE ID : CVE-

2024-22853 

https://www.dl

ink.com/en/sec

urity-bulletin/ 

H-DLI-GO-R-

200224/1450 

Vendor: Emerson 

Product: gc1500xa 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

09-Feb-2024 9.8 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

H-EME-GC15-

200224/1451 
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Command 

('Comman

d 

Injection') 

unauthenticated 

user with network 

access could 

execute arbitrary 

commands in root 

context from a 

remote computer. 

 

CVE ID : CVE-

2023-46687 

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Feb-2024 9.8 

 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

authenticated user 

with network 

access could run 

arbitrary 

commands from a 

remote computer. 

CVE ID : CVE-

2023-49716 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

H-EME-GC15-

200224/1452 

N/A 09-Feb-2024 9.1 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

unauthenticated 

user with network 

access could obtain 

access to sensitive 

information or 

cause a denial-of-

service condition. 

CVE ID : CVE-

2023-43609 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

H-EME-GC15-

200224/1453 
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Improper 

Authentica

tion 

09-Feb-2024 8.1 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

unauthenticated 

user with network 

access could 

bypass 

authentication and 

acquire admin 

capabilities. 

CVE ID : CVE-

2023-51761 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

H-EME-GC15-

200224/1454 

Product: gc370xa 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Feb-2024 9.8 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

unauthenticated 

user with network 

access could 

execute arbitrary 

commands in root 

context from a 

remote computer. 

CVE ID : CVE-

2023-46687 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

H-EME-GC37-

200224/1455 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Feb-2024 9.8 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

authenticated user 

with network 

access could run 

arbitrary 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

H-EME-GC37-

200224/1456 
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commands from a 

remote computer. 

CVE ID : CVE-

2023-49716 

icsa-24-030-01-

en-

10103910.pdf 

N/A 09-Feb-2024 9.1 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

unauthenticated 

user with network 

access could obtain 

access to sensitive 

information or 

cause a denial-of-

service condition. 

CVE ID : CVE-

2023-43609 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

H-EME-GC37-

200224/1457 

Improper 

Authentica

tion 

09-Feb-2024 8.1 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

unauthenticated 

user with network 

access could 

bypass 

authentication and 

acquire admin 

capabilities. 

CVE ID : CVE-

2023-51761 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

H-EME-GC37-

200224/1458 

Product: gc700xa 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

09-Feb-2024 9.8 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

H-EME-GC70-

200224/1459 
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used in a 

Command 

('Comman

d 

Injection') 

products, an 

unauthenticated 

user with network 

access could 

execute arbitrary 

commands in root 

context from a 

remote computer. 

CVE ID : CVE-

2023-46687 

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Feb-2024 9.8 

 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

authenticated user 

with network 

access could run 

arbitrary 

commands from a 

remote computer. 

CVE ID : CVE-

2023-49716 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

H-EME-GC70-

200224/1460 

N/A 09-Feb-2024 9.1 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

unauthenticated 

user with network 

access could obtain 

access to sensitive 

information or 

cause a denial-of-

service condition. 

CVE ID : CVE-

2023-43609 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

H-EME-GC70-

200224/1461 
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Improper 

Authentica

tion 

09-Feb-2024 8.1 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

unauthenticated 

user with network 

access could 

bypass 

authentication and 

acquire admin 

capabilities. 

CVE ID : CVE-

2023-51761 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

H-EME-GC70-

200224/1462 

Vendor: gesslergmbh 

Product: web-master 

Affected Version(s): - 

Improper 

Authentica

tion 

01-Feb-2024 9.8 

 

Gessler GmbH 

WEB-MASTER has 

a restoration 

account that uses 

weak hard coded 

credentials and if 

exploited could 

allow an attacker 

control over the 

web management 

of the device. 

CVE ID : CVE-

2024-1039 

N/A 
H-GES-WEB--

200224/1463 

Use of a 

Broken or 

Risky 

Cryptograp

hic 

Algorithm 

01-Feb-2024 4.4 

Gessler GmbH 

WEB-MASTER user 

account is stored 

using a weak 

hashing algorithm. 

The attacker can 

restore the 

passwords by 

breaking the 

N/A 
H-GES-WEB--

200224/1464 
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hashes stored on 

the device. 

CVE ID : CVE-

2024-1040 

Vendor: hardy-barth 

Product: cph2_echarge 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Feb-2024 9.8 

An OS command 

injection 

vulnerability in 

Hardy Barth cPH2 

eCharge 

Ladestation v1.87.0 

and earlier, may 

allow an 

unauthenticated 

remote attacker to 

execute arbitrary 

commands on the 

system via a 

specifically crafted 

arguments passed 

to the connectivity 

check feature. 

CVE ID : CVE-

2023-46359 

N/A 
H-HAR-CPH2-

200224/1465 

N/A 06-Feb-2024 8.8 

Hardy Barth cPH2 

eCharge 

Ladestation v1.87.0 

and earlier is 

vulnerable to 

Execution with 

Unnecessary 

Privileges. 

CVE ID : CVE-

2023-46360 

N/A 
H-HAR-CPH2-

200224/1466 

Vendor: hidglobal 

Product: iclass_se_cp1000_encoder 

Affected Version(s): - 
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N/A 06-Feb-2024 7.8 

Certain 

configuration 

available in the 

communication 

channel for 

encoders could 

expose sensitive 

data when reader 

configuration cards 

are programmed. 

This data could 

include credential 

and device 

administration 

keys. 

CVE ID : CVE-

2024-22388 

N/A 
H-HID-ICLA-

200224/1467 

Product: iclass_se_processors 

Affected Version(s): - 

N/A 06-Feb-2024 7.8 

 

Certain 

configuration 

available in the 

communication 

channel for 

encoders could 

expose sensitive 

data when reader 

configuration cards 

are programmed. 

This data could 

include credential 

and device 

administration 

keys. 

CVE ID : CVE-

2024-22388 

N/A 
H-HID-ICLA-

200224/1468 

Product: iclass_se_readers 

Affected Version(s): - 

N/A 06-Feb-2024 7.8  N/A 
H-HID-ICLA-

200224/1469 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 931 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Certain 

configuration 

available in the 

communication 

channel for 

encoders could 

expose sensitive 

data when reader 

configuration cards 

are programmed. 

This data could 

include credential 

and device 

administration 

keys. 

CVE ID : CVE-

2024-22388 

Product: iclass_se_reader_configuration_cards 

Affected Version(s): - 

Improper 

Authentica

tion 

07-Feb-2024 5.3 

Sensitive data can 

be extracted from 

HID iCLASS SE 

reader 

configuration 

cards. This could 

include credential 

and device 

administrator keys. 

CVE ID : CVE-

2024-23806 

N/A 
H-HID-ICLA-

200224/1470 

Product: iclass_se_reader_modules 

Affected Version(s): - 

N/A 06-Feb-2024 7.8 

 

Certain 

configuration 

available in the 

communication 

channel for 

encoders could 

expose sensitive 

data when reader 

N/A 
H-HID-ICLA-

200224/1471 
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configuration cards 

are programmed. 

This data could 

include credential 

and device 

administration 

keys. 

CVE ID : CVE-

2024-22388 

Product: omnikey_5023 

Affected Version(s): - 

N/A 06-Feb-2024 7.8 

 

Certain 

configuration 

available in the 

communication 

channel for 

encoders could 

expose sensitive 

data when reader 

configuration cards 

are programmed. 

This data could 

include credential 

and device 

administration 

keys. 

 

 

CVE ID : CVE-

2024-22388 

N/A 
H-HID-OMNI-

200224/1472 

Product: omnikey_5027 

Affected Version(s): - 

N/A 06-Feb-2024 7.8 

 

Certain 

configuration 

available in the 

communication 

channel for 

encoders could 

N/A 
H-HID-OMNI-

200224/1473 
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expose sensitive 

data when reader 

configuration cards 

are programmed. 

This data could 

include credential 

and device 

administration 

keys. 

 

 

CVE ID : CVE-

2024-22388 

Product: omnikey_5127ck 

Affected Version(s): - 

N/A 06-Feb-2024 7.8 

 

Certain 

configuration 

available in the 

communication 

channel for 

encoders could 

expose sensitive 

data when reader 

configuration cards 

are programmed. 

This data could 

include credential 

and device 

administration 

keys. 

 

 

CVE ID : CVE-

2024-22388 

N/A 
H-HID-OMNI-

200224/1474 

Product: omnikey_5427ck 

Affected Version(s): - 

N/A 06-Feb-2024 7.8  N/A 
H-HID-OMNI-

200224/1475 
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Certain 

configuration 

available in the 

communication 

channel for 

encoders could 

expose sensitive 

data when reader 

configuration cards 

are programmed. 

This data could 

include credential 

and device 

administration 

keys. 

 

 

CVE ID : CVE-

2024-22388 

Product: omnikey_secure_elements_reader_configuration_cards 

Affected Version(s): - 

Improper 

Authentica

tion 

07-Feb-2024 5.3 

Sensitive data can 

be extracted from 

HID iCLASS SE 

reader 

configuration 

cards. This could 

include credential 

and device 

administrator keys. 

CVE ID : CVE-

2024-23806 

N/A 
H-HID-OMNI-

200224/1476 

Vendor: intelbras 

Product: action_rf_1200 

Affected Version(s): - 

Insecure 

Storage of 

Sensitive 

Informatio

n 

06-Feb-2024 8.1 

Intelbras Roteador 

ACtion RF 1200 

1.2.2 esposes the 

Password in Cookie 

N/A 
H-INT-ACTI-

200224/1477 
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resulting in Login 

Bypass. 

CVE ID : CVE-

2024-22773 

Vendor: Johnsoncontrols 

Product: qolsys_iq4_hub 

Affected Version(s): - 

N/A 08-Feb-2024 9.8 

Under certain 

circumstances IQ 

Panel4 and IQ4 

Hub panel software 

prior to version 

4.4.2 could allow 

unauthorized 

access to settings. 

CVE ID : CVE-

2024-0242 

N/A 
H-JOH-QOLS-

200224/1478 

Product: qolsys_iq_panel_4 

Affected Version(s): - 

N/A 08-Feb-2024 9.8 

Under certain 

circumstances IQ 

Panel4 and IQ4 

Hub panel software 

prior to version 

4.4.2 could allow 

unauthorized 

access to settings. 

CVE ID : CVE-

2024-0242 

N/A 
H-JOH-QOLS-

200224/1479 

Vendor: Kddi 

Product: home_spot_cube_2 

Affected Version(s): - 

Out-of-

bounds 

Write 

02-Feb-2024 9.8 

Heap-based buffer 

overflow 

vulnerability exists 

in HOME SPOT 

CUBE2 V102 and 

earlier. By 

processing invalid 

https://www.a

u.com/support/

service/mobile/

guide/wlan/ho

me_spot_cube_2

/ 

H-KDD-HOME-

200224/1480 
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values, arbitrary 

code may be 

executed. Note that 

the affected 

products are no 

longer supported. 

CVE ID : CVE-

2024-23978 

Out-of-

bounds 

Write 

02-Feb-2024 7.5 

Stack-based buffer 

overflow 

vulnerability exists 

in HOME SPOT 

CUBE2 V102 and 

earlier. Processing 

a specially crafted 

command may 

result in a denial of 

service (DoS) 

condition. Note 

that the affected 

products are no 

longer supported. 

CVE ID : CVE-

2024-21780 

https://www.a

u.com/support/

service/mobile/

guide/wlan/ho

me_spot_cube_2

/ 

H-KDD-HOME-

200224/1481 

Vendor: machinesense 

Product: feverwarn 

Affected Version(s): - 

Use of 

Hard-

coded 

Credentials 

01-Feb-2024 9.8 

Multiple 

MachineSense 

devices have 

credentials unable 

to be changed by 

the user or 

administrator. 

CVE ID : CVE-

2023-46706 

N/A 
H-MAC-FEVE-

200224/1482 

Missing 

Authentica

tion for 

Critical 

Function 

01-Feb-2024 9.1 

The MachineSense 

application 

programmable 

interface (API) is 

improperly 

N/A 
H-MAC-FEVE-

200224/1483 
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protected and can 

be accessed 

without 

authentication. A 

remote attacker 

could retrieve and 

modify sensitive 

information 

without any 

authentication. 

CVE ID : CVE-

2023-49617 

N/A 01-Feb-2024 8.8 

MachineSense 

FeverWarn devices 

are configured as 

Wi-Fi hosts in a 

way that attackers 

within range could 

connect to the 

device's web 

services and 

compromise the 

device. 

CVE ID : CVE-

2023-47867 

N/A 
H-MAC-FEVE-

200224/1484 

N/A 01-Feb-2024 8.1 

MachineSense 

FeverWarn 

Raspberry Pi-based 

devices lack input 

sanitization, which 

could allow an 

attacker on an 

adjacent network 

to send a message 

running commands 

or could overflow 

the stack. 

CVE ID : CVE-

2023-49610 

N/A 
H-MAC-FEVE-

200224/1485 

Missing 

Authentica

tion for 

01-Feb-2024 7.5 
MachineSense 

devices use 

unauthenticated 

N/A 
H-MAC-FEVE-

200224/1486 
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Critical 

Function 

MQTT messaging 

to monitor devices 

and remote 

viewing of sensor 

data by users. 

CVE ID : CVE-

2023-49115 

Missing 

Authentica

tion for 

Critical 

Function 

01-Feb-2024 6.5 

 

The cloud provider 

MachineSense uses 

for integration and 

deployment for 

multiple 

MachineSense 

devices, such as the 

programmable 

logic controller 

(PLC), PumpSense, 

PowerAnalyzer, 

FeverWarn, and 

others is 

insufficiently 

protected against 

unauthorized 

access. An attacker 

with access to the 

internal 

procedures could 

view source code, 

secret credentials, 

and more. 

CVE ID : CVE-

2023-6221 

N/A 
H-MAC-FEVE-

200224/1487 

Vendor: mediatek 

Product: mt2713 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In da, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT27-

200224/1488 
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could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08477148; 

Issue ID: 

ALPS08477148. 

CVE ID : CVE-

2024-20006 

Product: mt2735 

Affected Version(s): - 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT27-

200224/1489 

Improper 

Input 

Validation 

05-Feb-2024 7.5 
In Modem NL1, 

there is a possible 

system crash due 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT27-

200224/1490 
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to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

bulletin/Februa

ry-2024 

Product: mt5583 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT55-

200224/1491 
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Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT55-

200224/1492 

Product: mt5586 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT55-

200224/1493 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT55-

200224/1494 
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bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

bulletin/Februa

ry-2024 

Product: mt5691 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT56-

200224/1495 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT56-

200224/1496 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

Product: mt5695 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT56-

200224/1497 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT56-

200224/1498 
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exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

Product: mt5696 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT56-

200224/1499 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT56-

200224/1500 
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CVE ID : CVE-

2024-20002 

Product: mt6297 

Affected Version(s): - 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT62-

200224/1501 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT62-

200224/1502 
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User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

Product: mt6580 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT65-

200224/1503 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT65-

200224/1504 
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User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT65-

200224/1505 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT65-

200224/1506 
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CVE ID : CVE-

2024-20012 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT65-

200224/1507 

Product: mt6731 

Affected Version(s): - 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1508 
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Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1509 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1510 

Product: mt6735 

Affected Version(s): - 

Access of 

Resource 

Using 

Incompatib

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT67-

200224/1511 
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le Type 

('Type 

Confusion') 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

bulletin/Februa

ry-2024 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1512 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1513 
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not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1514 

Product: mt6737 

Affected Version(s): - 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1515 
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Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1516 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1517 

Integer 

Overflow 
05-Feb-2024 4.4 In ged, there is a 

possible out of 

https://corp.me

diatek.com/pro

H-MED-MT67-

200224/1518 
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or 

Wraparoun

d 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

duct-security-

bulletin/Februa

ry-2024 

Product: mt6739 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1519 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1520 
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bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1521 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1522 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1523 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1524 
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Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1525 

Product: mt6753 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1526 
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CVE ID : CVE-

2024-20015 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1527 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1528 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT67-

200224/1529 
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bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

bulletin/Februa

ry-2024 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1530 

Product: mt6757 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1531 
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privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1532 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1533 
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ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1534 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1535 

Product: mt6757c 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 961 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): - 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1536 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1537 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1538 
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could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Product: mt6757cd 

Affected Version(s): - 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1539 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1540 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1541 

Product: mt6757ch 

Affected Version(s): - 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1542 
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ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1543 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1544 

Product: mt6761 
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Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1545 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1546 

Concurrent 

Execution 
05-Feb-2024 7.5 In mp3 decoder, 

there is a possible 

https://corp.me

diatek.com/pro

H-MED-MT67-

200224/1547 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 966 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

duct-security-

bulletin/Februa

ry-2024 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1548 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1549 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1550 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1551 
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Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

Product: mt6762 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1552 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1553 
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Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1554 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1555 
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Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1556 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1557 

Product: mt6763 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT67-

200224/1558 
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permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

bulletin/Februa

ry-2024 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1559 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1560 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1561 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1562 
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Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

Product: mt6765 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1563 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1564 
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Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1565 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1566 
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Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1567 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1568 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1569 
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with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

Product: mt6768 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1570 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1571 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1572 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1573 
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Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1574 

Product: mt6769 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1575 
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CVE ID : CVE-

2024-20015 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1576 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1577 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT67-

200224/1578 
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bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

bulletin/Februa

ry-2024 

Product: mt6771 

Affected Version(s): - 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1579 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1580 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1581 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1582 
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Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

Product: mt6779 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1583 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1584 
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CVE ID : CVE-

2024-20007 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1585 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1586 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT67-

200224/1587 
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bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

bulletin/Februa

ry-2024 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1588 

Product: mt6781 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1589 
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privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In da, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08477148; 

Issue ID: 

ALPS08477148. 

CVE ID : CVE-

2024-20006 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1590 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1591 
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ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1592 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1593 
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Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1594 

Product: mt6785 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1595 

Concurrent 

Execution 

using 

05-Feb-2024 7.5 
In mp3 decoder, 

there is a possible 

out of bounds write 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT67-

200224/1596 
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Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

bulletin/Februa

ry-2024 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1597 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1598 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1599 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1600 
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Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

Product: mt6789 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1601 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1602 
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CVE ID : CVE-

2024-20007 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1603 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT67-

200224/1604 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT67-

200224/1605 
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bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

bulletin/Februa

ry-2024 

Product: mt6833 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1606 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1607 
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escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1608 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1609 
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remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1610 

Access of 

Resource 

Using 

Incompatib

le Type 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1611 
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('Type 

Confusion') 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1612 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1613 
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ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1614 

Product: mt6835 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1615 
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CVE ID : CVE-

2024-20009 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1616 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1617 
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Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1618 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1619 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1620 
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privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Product: mt6853 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1621 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1622 
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execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1623 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1624 
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Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1625 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1626 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1627 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1628 
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Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1629 

Product: mt6853t 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1630 
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CVE ID : CVE-

2024-20009 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1631 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1632 

Access of 

Resource 

Using 

05-Feb-2024 6.7 
In keyInstall, there 

is a possible 

escalation of 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT68-

200224/1633 
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Incompatib

le Type 

('Type 

Confusion') 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

bulletin/Februa

ry-2024 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1634 

Product: mt6855 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1635 
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of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1636 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1637 
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additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1638 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1639 
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Improper 

Synchroniz

ation 

('Race 

Condition') 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1640 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1641 
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exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1642 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1643 
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Product: mt6873 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1644 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1645 
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Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1646 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1647 
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Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1648 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1649 
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Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1650 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1651 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1652 
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with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

Product: mt6875 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1653 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1654 
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Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1655 

Access of 

Resource 

Using 

Incompatib

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT68-

200224/1656 
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le Type 

('Type 

Confusion') 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

bulletin/Februa

ry-2024 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1657 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1658 
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not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Product: mt6875t 

Affected Version(s): - 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1659 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1660 
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Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

Product: mt6877 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1661 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1662 
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lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1663 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT68-

200224/1664 
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This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

bulletin/Februa

ry-2024 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1665 

Access of 

Resource 

Using 

Incompatib

le Type 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT68-

200224/1666 
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('Type 

Confusion') 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

bulletin/Februa

ry-2024 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1667 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1668 
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exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1669 

Product: mt6879 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1670 
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Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1671 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1672 
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CVE ID : CVE-

2024-20007 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1673 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1674 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT68-

200224/1675 
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bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

bulletin/Februa

ry-2024 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1676 

Product: mt6880 

Affected Version(s): - 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1677 
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invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1678 
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Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In da, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08477148; 

Issue ID: 

ALPS08477148. 

CVE ID : CVE-

2024-20006 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1679 

Product: mt6883 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1680 

N/A 05-Feb-2024 7.8 
In telephony, there 

is a possible 

escalation of 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT68-

200224/1681 
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privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

bulletin/Februa

ry-2024 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1682 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1029 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1683 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1684 
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Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1685 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1686 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1687 
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privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Product: mt6885 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1688 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1689 
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execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1690 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1691 
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Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1692 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1693 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1694 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1695 
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Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1696 

Product: mt6886 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1697 
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CVE ID : CVE-

2024-20009 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1698 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1699 
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Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1700 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1701 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1702 
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privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Product: mt6889 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1703 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1704 
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execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1705 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1706 
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Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1707 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1708 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1709 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1710 
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Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1711 

Product: mt6890 

Affected Version(s): - 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1712 
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MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1713 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In da, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1714 
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ID: ALPS08477148; 

Issue ID: 

ALPS08477148. 

CVE ID : CVE-

2024-20006 

Product: mt6891 

Affected Version(s): - 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1715 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1716 
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additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1717 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1718 
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exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1719 

Product: mt6893 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1720 
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Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1721 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1722 
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not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1723 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1724 
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Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1725 

Product: mt6895 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1726 
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CVE ID : CVE-

2024-20009 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1727 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1728 
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Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1729 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1730 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1731 
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privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT68-

200224/1732 

Product: mt6983 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT69-

200224/1733 
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User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT69-

200224/1734 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT69-

200224/1735 
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Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT69-

200224/1736 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT69-

200224/1737 
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Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT69-

200224/1738 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT69-

200224/1739 

Product: mt6985 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT69-

200224/1740 
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within the 

Bounds of 

a Memory 

Buffer 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

bulletin/Februa

ry-2024 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT69-

200224/1741 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT69-

200224/1742 
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privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT69-

200224/1743 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT69-

200224/1744 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1058 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT69-

200224/1745 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT69-

200224/1746 
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Product: mt8127 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1747 

Product: mt8135 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1748 
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CVE ID : CVE-

2024-20011 

Product: mt8163 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1749 

Product: mt8167 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1750 
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Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1751 

Product: mt8167s 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1752 
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Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1753 

Product: mt8168 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1754 
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Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1755 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1756 

Product: mt8173 
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Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1757 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1758 

Product: mt8175 

Affected Version(s): - 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1759 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1760 

Product: mt8176 

Affected Version(s): - 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1761 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1762 

Product: mt8183 

Affected Version(s): - 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1763 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1764 

Product: mt8185 

Affected Version(s): - 

Improper 

Restriction 
05-Feb-2024 9.8 In alac decoder, 

there is a possible 

https://corp.me

diatek.com/pro

H-MED-MT81-

200224/1765 
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of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

duct-security-

bulletin/Februa

ry-2024 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1766 

Access of 

Resource 

Using 

Incompatib

le Type 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1767 
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('Type 

Confusion') 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1768 

Product: mt8188 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1769 
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execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1770 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1771 
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Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

Product: mt8188t 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1772 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1773 
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Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In da, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08477148; 

Issue ID: 

ALPS08477148. 

CVE ID : CVE-

2024-20006 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1774 

Product: mt8195 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1775 
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CVE ID : CVE-

2024-20011 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1776 

Product: mt8195z 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT81-

200224/1777 
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Product: mt8312c 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT83-

200224/1778 

Product: mt8312d 

Affected Version(s): - 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT83-

200224/1779 
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CVE ID : CVE-

2024-20011 

Product: mt8321 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT83-

200224/1780 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT83-

200224/1781 
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CVE ID : CVE-

2024-20007 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT83-

200224/1782 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT83-

200224/1783 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT83-

200224/1784 
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bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

bulletin/Februa

ry-2024 

Product: mt8385 

Affected Version(s): - 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT83-

200224/1785 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT83-

200224/1786 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT83-

200224/1787 

Product: mt8666 

Affected Version(s): - 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT86-

200224/1788 
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exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT86-

200224/1789 

Product: mt8667 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT86-

200224/1790 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1080 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT86-

200224/1791 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT86-

200224/1792 

Product: mt8673 
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Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT86-

200224/1793 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT86-

200224/1794 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 
In keyInstall, there 

is a possible out of 

bounds write due 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT86-

200224/1795 
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to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

bulletin/Februa

ry-2024 

Product: mt8675 

Affected Version(s): - 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT86-

200224/1796 
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Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT86-

200224/1797 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT86-

200224/1798 
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Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT86-

200224/1799 

Product: mt8765 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1800 

Concurrent 

Execution 
05-Feb-2024 7.5 In mp3 decoder, 

there is a possible 

https://corp.me

diatek.com/pro

H-MED-MT87-

200224/1801 
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using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

duct-security-

bulletin/Februa

ry-2024 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1802 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1803 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1804 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1805 
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Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

Product: mt8766 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1806 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1807 
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Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1808 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1809 
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Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1810 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1811 

Product: mt8768 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT87-

200224/1812 
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permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

bulletin/Februa

ry-2024 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1813 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1814 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1815 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1816 
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Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1817 

Product: mt8781 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1818 
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CVE ID : CVE-

2024-20015 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1819 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1820 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT87-

200224/1821 
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bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

bulletin/Februa

ry-2024 

Product: mt8786 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1822 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1823 
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Improper 

Synchroniz

ation 

('Race 

Condition') 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1824 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1825 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1096 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1826 

Product: mt8788 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1827 
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Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1828 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1829 
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Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1830 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1831 

Product: mt8789 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT87-

200224/1832 
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permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

bulletin/Februa

ry-2024 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1833 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1834 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1835 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1836 
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Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

Product: mt8791 

Affected Version(s): - 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1837 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1838 
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execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1839 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1840 
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exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1841 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1842 
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Product: mt8791t 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1843 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1844 
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MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1845 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1846 
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Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1847 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1848 

Product: mt8797 
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Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1849 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1850 
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CVE ID : CVE-

2024-20003 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1851 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1852 
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CVE ID : CVE-

2024-20007 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1853 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1854 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT87-

200224/1855 
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bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

bulletin/Februa

ry-2024 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1856 

Product: mt8798 

Affected Version(s): - 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1857 
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privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1858 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1859 
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exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1860 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1861 
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Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT87-

200224/1862 

Product: mt9010 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1863 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT90-

200224/1864 
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bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

bulletin/Februa

ry-2024 

Product: mt9011 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1865 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1866 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

Product: mt9012 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1867 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1868 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1116 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

Product: mt9015 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1869 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1870 
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CVE ID : CVE-

2024-20002 

Product: mt9016 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1871 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1872 

Product: mt9020 
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Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1873 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1874 

Product: mt9021 

Affected Version(s): - 
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Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1875 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1876 

Product: mt9022 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT90-

200224/1877 
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bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

bulletin/Februa

ry-2024 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1878 

Product: mt9025 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1879 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1880 

Product: mt9026 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1881 
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exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT90-

200224/1882 

Product: mt9216 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1883 
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CVE ID : CVE-

2024-20001 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1884 

Product: mt9218 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1885 
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Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1886 

Product: mt9220 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1887 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT92-

200224/1888 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1125 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

bulletin/Februa

ry-2024 

Product: mt9221 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1889 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1890 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

Product: mt9222 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1891 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1892 
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exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

Product: mt9255 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1893 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1894 
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CVE ID : CVE-

2024-20002 

Product: mt9256 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1895 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1896 

Product: mt9266 
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Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1897 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1898 

Product: mt9269 

Affected Version(s): - 
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Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1899 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1900 

Product: mt9286 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT92-

200224/1901 
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bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

bulletin/Februa

ry-2024 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1902 

Product: mt9288 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1903 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT92-

200224/1904 

Product: mt9602 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1905 
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exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1906 

Product: mt9603 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1907 
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CVE ID : CVE-

2024-20001 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1908 

Product: mt9610 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1909 
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Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1910 

Product: mt9611 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1911 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT96-

200224/1912 
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bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

bulletin/Februa

ry-2024 

Product: mt9612 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1913 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1914 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

Product: mt9613 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1915 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1916 
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exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

Product: mt9615 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1917 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1918 
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CVE ID : CVE-

2024-20002 

Product: mt9617 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1919 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1920 

Product: mt9618 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1140 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1921 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1922 

Product: mt9629 

Affected Version(s): - 
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Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1923 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1924 

Product: mt9630 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT96-

200224/1925 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1142 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

bulletin/Februa

ry-2024 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1926 

Product: mt9631 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1927 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1928 

Product: mt9632 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1929 
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exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1930 

Product: mt9633 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1931 
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CVE ID : CVE-

2024-20001 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1932 

Product: mt9636 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1933 
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Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1934 

Product: mt9638 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1935 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT96-

200224/1936 
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bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

bulletin/Februa

ry-2024 

Product: mt9639 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1937 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1938 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

Product: mt9649 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1939 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1940 
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exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

Product: mt9650 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1941 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1942 
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CVE ID : CVE-

2024-20002 

Product: mt9652 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1943 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1944 

Product: mt9653 
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Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1945 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1946 

Product: mt9660 

Affected Version(s): - 
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Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1947 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1948 

Product: mt9666 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT96-

200224/1949 
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bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

bulletin/Februa

ry-2024 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1950 

Product: mt9667 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1951 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1952 

Product: mt9669 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1953 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1155 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1954 

Product: mt9671 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1955 
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CVE ID : CVE-

2024-20001 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1956 

Product: mt9675 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1957 
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Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1958 

Product: mt9679 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1959 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

https://corp.me

diatek.com/pro

duct-security-

H-MED-MT96-

200224/1960 
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bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

bulletin/Februa

ry-2024 

Product: mt9685 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1961 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1962 
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System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

Product: mt9686 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1963 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1964 
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exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

Product: mt9688 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1965 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1966 
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CVE ID : CVE-

2024-20002 

Product: mt9689 

Affected Version(s): - 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1967 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

H-MED-MT96-

200224/1968 

Vendor: Qualcomm 
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Product: 315_5g_iot_modem 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-315_-

200224/1969 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-315_-

200224/1970 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-315_-

200224/1971 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-315_-

200224/1972 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-315_-

200224/1973 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-315_-

200224/1974 

Product: 9205_lte_modem 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-9205-

200224/1975 

Product: 9206_lte_modem 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-9206-

200224/1976 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-9206-

200224/1977 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-9206-

200224/1978 

Product: apq8017 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-APQ8-

200224/1979 

Product: aqt1000 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AQT1-

200224/1980 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AQT1-

200224/1981 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AQT1-

200224/1982 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AQT1-

200224/1983 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-AQT1-

200224/1984 
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Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AQT1-

200224/1985 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AQT1-

200224/1986 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AQT1-

200224/1987 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AQT1-

200224/1988 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AQT1-

200224/1989 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AQT1-

200224/1990 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AQT1-

200224/1991 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AQT1-

200224/1992 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-AQT1-

200224/1993 
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CVE ID : CVE-

2023-33064 

ns/february-

2024-bulletin 

Product: ar8031 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/1994 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/1995 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/1996 

Product: ar8035 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 
Memory 

corruption when 

AP includes TID to 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-AR80-

200224/1997 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1169 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/1998 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/1999 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/2000 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/2001 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/2002 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/2003 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/2004 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/2005 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-AR80-

200224/2006 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/2007 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/2008 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/2009 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/2010 
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CVE ID : CVE-

2023-43523 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/2011 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/2012 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/2013 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/2014 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/2015 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR80-

200224/2016 

Product: ar9380 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR93-

200224/2017 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-AR93-

200224/2018 

Product: c-v2x_9150 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-C-V2-

200224/2019 

Buffer 

Copy 

without 

06-Feb-2024 7.8 
Memory 

corruption in 

Audio while 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-C-V2-

200224/2020 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

t-

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-C-V2-

200224/2021 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-C-V2-

200224/2022 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-C-V2-

200224/2023 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-C-V2-

200224/2024 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-C-V2-

200224/2025 

Product: csr8811 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-CSR8-

200224/2026 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-CSR8-

200224/2027 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-CSR8-

200224/2028 
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ns/february-

2024-bulletin 

Product: csra6620 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-CSRA-

200224/2029 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-CSRA-

200224/2030 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-CSRA-

200224/2031 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 
Transient DOS in 

WLAN Firmware 

when the length of 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-CSRA-

200224/2032 
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received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

t-

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-CSRA-

200224/2033 

Product: csra6640 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-CSRA-

200224/2034 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-CSRA-

200224/2035 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-CSRA-

200224/2036 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-CSRA-

200224/2037 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-CSRA-

200224/2038 

Product: csrb31024 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-CSRB-

200224/2039 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-CSRB-

200224/2040 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-CSRB-

200224/2041 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-CSRB-

200224/2042 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-CSRB-

200224/2043 

Product: fastconnect_6200 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 Memory 

corruption in video 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-FAST-

200224/2044 
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while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

t-

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2045 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2046 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2047 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2048 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2049 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2050 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2051 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2052 
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Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2053 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2054 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2055 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2056 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2057 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2058 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2059 

Product: fastconnect_6700 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2060 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2061 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2062 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2063 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2064 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2065 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2066 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-FAST-

200224/2067 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2068 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2069 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2070 

Missing 

Release of 

Memory 

after 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-FAST-

200224/2071 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1186 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2072 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2073 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2074 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2075 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-FAST-

200224/2076 
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CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2077 

Product: fastconnect_6800 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2078 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2079 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2080 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-FAST-

200224/2081 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2082 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2083 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2084 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2085 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2086 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2087 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2088 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2089 

Reachable 

Assertion 
06-Feb-2024 7.5 Transient DOS 

while processing 

https://www.q

ualcomm.com/c

H-QUA-FAST-

200224/2090 
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11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2091 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2092 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2093 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2094 

Product: fastconnect_6900 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2095 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2096 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2097 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2098 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-FAST-

200224/2099 
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CVE ID : CVE-

2023-33058 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2100 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2101 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2102 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2103 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2104 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2105 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2106 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption when 

malformed 

message payload is 

received from 

firmware. 

CVE ID : CVE-

2023-43516 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2107 
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Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2108 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2109 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2110 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2111 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2112 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2113 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2114 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2115 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2116 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2117 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2118 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2119 

Product: fastconnect_7800 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2120 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2121 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2122 
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CVE ID : CVE-

2023-43520 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2123 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2124 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2125 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2126 

Buffer 

Copy 

without 

06-Feb-2024 7.8 
Memory 

corruption in 

Audio while 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-FAST-

200224/2127 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

t-

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2128 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2129 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2130 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2131 
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may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption when 

malformed 

message payload is 

received from 

firmware. 

CVE ID : CVE-

2023-43516 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2132 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2133 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2134 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2135 
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Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2136 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2137 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2138 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2139 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2140 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2141 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2142 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2143 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FAST-

200224/2144 

Product: flight_rb5_5g_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FLIG-

200224/2145 
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CVE ID : CVE-

2023-43520 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FLIG-

200224/2146 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FLIG-

200224/2147 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FLIG-

200224/2148 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-FLIG-

200224/2149 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FLIG-

200224/2150 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FLIG-

200224/2151 

Product: fsm20055 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FSM2-

200224/2152 

Product: fsm20056 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-FSM2-

200224/2153 

Product: immersive_home_214_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2154 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2155 
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CVE ID : CVE-

2023-43522 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2156 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2157 

Product: immersive_home_216_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2158 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-IMME-

200224/2159 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2160 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2161 

Product: immersive_home_316_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2162 

NULL 

Pointer 
06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-IMME-

200224/2163 
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Dereferenc

e 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

t-

security/bulleti

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2164 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2165 

Product: immersive_home_318_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2166 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2167 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2168 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2169 

Product: immersive_home_3210_platform 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2170 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-IMME-

200224/2171 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2172 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2173 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2174 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-IMME-

200224/2175 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Product: immersive_home_326_platform 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2176 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2177 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2178 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2179 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2180 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IMME-

200224/2181 

Product: ipq4018 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ4-

200224/2182 

Product: ipq4028 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-IPQ4-

200224/2183 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: ipq4029 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ4-

200224/2184 

Product: ipq5010 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2185 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2186 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-IPQ5-

200224/2187 
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management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

t-

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2188 

Product: ipq5028 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2189 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2190 

Product: ipq5302 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-IPQ5-

200224/2191 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2192 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2193 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2194 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2195 

Product: ipq5312 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2196 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2197 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2198 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2199 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-IPQ5-

200224/2200 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: ipq5332 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2201 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2202 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2203 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2204 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ5-

200224/2205 

Product: ipq6000 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ6-

200224/2206 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ6-

200224/2207 

Product: ipq6010 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ6-

200224/2208 

Reachable 

Assertion 
06-Feb-2024 7.5 Transient DOS 

while processing 

https://www.q

ualcomm.com/c

H-QUA-IPQ6-

200224/2209 
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11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ6-

200224/2210 

Product: ipq6018 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ6-

200224/2211 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ6-

200224/2212 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ6-

200224/2213 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ6-

200224/2214 

Product: ipq6028 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ6-

200224/2215 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ6-

200224/2216 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-IPQ6-

200224/2217 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: ipq8064 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2218 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2219 

Product: ipq8065 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2220 

Product: ipq8068 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-IPQ8-

200224/2221 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Product: ipq8069 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2222 

Product: ipq8070 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2223 

Product: ipq8070a 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2224 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-IPQ8-

200224/2225 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2226 

Product: ipq8071 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2227 

Product: ipq8071a 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2228 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2229 
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Product: ipq8072 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2230 

Product: ipq8072a 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2231 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2232 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2233 

Product: ipq8074 

Affected Version(s): - 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2234 

Product: ipq8074a 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2235 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2236 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2237 
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CVE ID : CVE-

2023-43523 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2238 

Product: ipq8076 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2239 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2240 

Product: ipq8076a 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2241 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2242 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2243 

Product: ipq8078 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2244 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2245 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-IPQ8-

200224/2246 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: ipq8078a 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2247 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2248 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2249 

Product: ipq8173 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2250 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2251 

Product: ipq8174 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2252 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2253 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-IPQ8-

200224/2254 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ8-

200224/2255 

Product: ipq9008 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ9-

200224/2256 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ9-

200224/2257 

Product: ipq9554 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ9-

200224/2258 
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Buffer 

Overflow') 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ9-

200224/2259 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ9-

200224/2260 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ9-

200224/2261 

Product: ipq9570 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ9-

200224/2262 

NULL 

Pointer 
06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-IPQ9-

200224/2263 
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Dereferenc

e 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

t-

security/bulleti

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ9-

200224/2264 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ9-

200224/2265 

Product: ipq9574 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ9-

200224/2266 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ9-

200224/2267 
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passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ9-

200224/2268 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ9-

200224/2269 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-IPQ9-

200224/2270 

Product: mdm9628 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-MDM9-

200224/2271 
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the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-MDM9-

200224/2272 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-MDM9-

200224/2273 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-MDM9-

200224/2274 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 
Transient DOS in 

Audio when 

invoking callback 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-MDM9-

200224/2275 
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function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

t-

security/bulleti

ns/february-

2024-bulletin 

Product: mdm9650 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-MDM9-

200224/2276 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-MDM9-

200224/2277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-MDM9-

200224/2278 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-MDM9-

200224/2279 
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CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-MDM9-

200224/2280 

Product: msm8996au 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-MSM8-

200224/2281 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-MSM8-

200224/2282 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-MSM8-

200224/2283 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-MSM8-

200224/2284 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-MSM8-

200224/2285 

Product: pmp8074 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-PMP8-

200224/2286 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-PMP8-

200224/2287 

Product: qam8255p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QAM8-

200224/2288 
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ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2289 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2290 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2291 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2292 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2293 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2294 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2295 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2296 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QAM8-

200224/2297 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33077 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2298 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2299 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2300 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QAM8-

200224/2301 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2302 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2303 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2304 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2305 

Product: qam8295p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QAM8-

200224/2306 
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CVE ID : CVE-

2023-43518 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2307 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2308 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2309 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2310 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1242 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2311 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2312 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2313 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2314 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2315 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2316 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2317 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2318 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2319 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2320 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2321 

Product: qam8650p 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2322 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2323 

Improper 

Restriction 

of 

Operations 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QAM8-

200224/2324 
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within the 

Bounds of 

a Memory 

Buffer 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2325 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2326 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2327 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2328 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2329 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2330 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2331 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2332 
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CVE ID : CVE-

2023-43517 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2333 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2334 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2335 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2336 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QAM8-

200224/2337 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1248 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2338 

Product: qam8775p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2339 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2340 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2341 

Improper 

Restriction 

of 

Operations 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QAM8-

200224/2342 
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within the 

Bounds of 

a Memory 

Buffer 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2343 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2344 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2345 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2346 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2347 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2348 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2349 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2350 
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CVE ID : CVE-

2023-43517 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2351 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2352 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2353 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2354 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QAM8-

200224/2355 
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CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAM8-

200224/2356 

Product: qamsrv1h 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2357 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2358 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2359 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2360 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2361 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2362 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2363 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QAMS-

200224/2364 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2365 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2366 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2367 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QAMS-

200224/2368 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2369 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2370 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2371 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2372 

Product: qamsrv1m 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QAMS-

200224/2373 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2374 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2375 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2376 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QAMS-

200224/2377 
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('Classic 

Buffer 

Overflow') 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2378 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2379 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2380 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2381 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2382 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2383 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2384 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2385 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2386 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2387 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QAMS-

200224/2388 

Product: qca0000 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA0-

200224/2389 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA0-

200224/2390 
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CVE ID : CVE-

2023-43522 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA0-

200224/2391 

Product: qca1062 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA1-

200224/2392 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA1-

200224/2393 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA1-

200224/2394 

Product: qca1064 

Affected Version(s): - 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA1-

200224/2395 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA1-

200224/2396 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA1-

200224/2397 

Product: qca2062 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA2-

200224/2398 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA2-

200224/2399 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA2-

200224/2400 

Product: qca2064 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA2-

200224/2401 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA2-

200224/2402 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA2-

200224/2403 

Product: qca2065 

Affected Version(s): - 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA2-

200224/2404 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA2-

200224/2405 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA2-

200224/2406 

Product: qca2066 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA2-

200224/2407 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA2-

200224/2408 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA2-

200224/2409 

Product: qca4004 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA4-

200224/2410 

Product: qca4024 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA4-

200224/2411 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA4-

200224/2412 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA4-

200224/2413 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA4-

200224/2414 

Product: qca6174a 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2415 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA6-

200224/2416 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2417 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2418 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2419 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2420 
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CVE ID : CVE-

2023-43522 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2421 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2422 

Product: qca6310 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2423 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2424 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA6-

200224/2425 
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multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2426 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2427 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2428 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2429 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2430 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2431 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2432 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2433 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2434 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2435 

Product: qca6320 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2436 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2437 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2438 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2439 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2440 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2441 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2442 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 
Information 

disclosure in Audio 

while accessing 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-QCA6-

200224/2443 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1272 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2444 

Product: qca6335 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2445 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2446 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2447 
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address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2448 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2449 

Product: qca6391 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2450 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2451 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2452 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2453 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2454 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2455 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in 

https://www.q

ualcomm.com/c

H-QUA-QCA6-

200224/2456 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2457 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2458 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2459 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2460 
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arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2461 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2462 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2463 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2464 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2465 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2466 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2467 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2468 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2469 

Product: qca6420 
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Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2470 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2471 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2472 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2473 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA6-

200224/2474 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1279 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Input 

('Classic 

Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2475 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2476 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2477 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2478 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2479 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2480 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2481 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2482 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA6-

200224/2483 
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CVE ID : CVE-

2023-33064 

ns/february-

2024-bulletin 

Product: qca6421 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2484 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2485 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2486 

Missing 

Release of 

Memory 

after 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QCA6-

200224/2487 
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Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2488 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2489 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2490 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2491 

Product: qca6426 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2492 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2493 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2495 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA6-

200224/2496 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2497 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2498 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2499 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA6-

200224/2500 
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CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2501 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2502 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2503 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2504 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA6-

200224/2505 
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CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2506 

Product: qca6428 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2507 

Product: qca6430 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2508 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2509 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QCA6-

200224/2510 
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on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2512 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2513 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2514 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2515 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2516 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2517 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2518 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2519 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2520 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2521 

Product: qca6431 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2522 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2523 
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CVE ID : CVE-

2023-33076 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2524 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2525 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2526 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2527 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2528 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2529 

Product: qca6436 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2530 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2531 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QCA6-

200224/2532 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2533 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2534 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2535 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2536 
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address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2537 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2538 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2539 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2540 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QCA6-

200224/2541 
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less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2542 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2543 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2544 

Product: qca6438 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2545 

Product: qca6554a 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 
Memory 

corruption when 

AP includes TID to 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-QCA6-

200224/2546 
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link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2547 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2548 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2549 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA6-

200224/2550 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2551 

Product: qca6564a 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2552 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2553 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2554 
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CVE ID : CVE-

2023-33069 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2555 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2556 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2557 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2558 
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CVE ID : CVE-

2023-43533 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2559 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2560 

Product: qca6564au 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2561 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2562 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2563 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2564 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2565 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2566 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA6-

200224/2567 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2568 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2569 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2570 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 
Transient DOS in 

WLAN Firmware 

when the length of 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-QCA6-

200224/2571 
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received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

t-

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2572 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2573 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2574 

Product: qca6574 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2575 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA6-

200224/2576 
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Input 

('Classic 

Buffer 

Overflow') 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2577 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2578 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2579 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2580 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2581 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2582 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2583 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2584 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2585 

Product: qca6574a 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2586 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2587 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2588 

Improper 

Restriction 

of 

Operations 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QCA6-

200224/2589 
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within the 

Bounds of 

a Memory 

Buffer 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2590 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2591 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2592 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2593 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2594 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2595 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2596 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2597 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2598 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2599 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2600 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2601 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2602 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2603 

Product: qca6574au 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2604 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2605 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2606 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA6-

200224/2607 
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a Memory 

Buffer 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2608 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2609 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2610 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2611 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2612 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2613 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2614 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2615 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2616 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2617 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2618 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2619 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2620 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2621 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2622 

Product: qca6584au 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2623 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2624 
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Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2625 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2626 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2627 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2628 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA6-

200224/2629 
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Buffer 

Overflow') 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2630 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2631 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2632 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2633 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1315 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-33049 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2634 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2635 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2636 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2637 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA6-

200224/2638 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1316 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2639 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2640 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2641 

Product: qca6595 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2642 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2643 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1317 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Overflow') 

CVE ID : CVE-

2023-43519 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2644 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2645 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2646 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2647 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2648 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2649 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2650 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2651 
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CVE ID : CVE-

2023-43523 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2652 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2653 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2654 

Product: qca6595au 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2655 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA6-

200224/2656 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1320 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Input 

('Classic 

Buffer 

Overflow') 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2657 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2659 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2660 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2661 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2662 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2663 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2664 

Reachable 

Assertion 
06-Feb-2024 7.5 Transient DOS 

while processing 

https://www.q

ualcomm.com/c

H-QUA-QCA6-

200224/2665 
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11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2666 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2667 

Product: qca6678aq 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2668 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2669 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2670 

Product: qca6688aq 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2671 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2672 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2673 
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may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2674 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2675 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2676 

Product: qca6696 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2677 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2678 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2679 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2680 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2681 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in 

https://www.q

ualcomm.com/c

H-QUA-QCA6-

200224/2682 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2683 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2684 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2685 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2686 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2687 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2688 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2689 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2690 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2691 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2692 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2693 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2694 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2695 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2696 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2697 

Product: qca6698aq 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2698 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2699 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2700 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2701 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2702 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2703 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2704 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA6-

200224/2705 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2706 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2707 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2708 

Missing 

Release of 

Memory 

after 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA6-

200224/2709 
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Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2710 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2711 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2712 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2713 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-QCA6-

200224/2714 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2715 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2716 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2717 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2718 

Product: qca6797aq 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QCA6-

200224/2719 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2720 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2721 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2722 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QCA6-

200224/2723 
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action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2724 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA6-

200224/2725 

Product: qca8072 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2726 

NULL 

Pointer 
06-Feb-2024 7.5 Transient DOS 

while key 

https://www.q

ualcomm.com/c

H-QUA-QCA8-

200224/2727 
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Dereferenc

e 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2728 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2729 

Product: qca8075 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2730 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2731 
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and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2732 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2733 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2734 

Product: qca8081 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA8-

200224/2735 
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STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

ns/february-

2024-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2736 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2737 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2738 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2739 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2740 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2741 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2742 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2743 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2744 
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and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2745 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2746 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2747 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2748 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2749 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2750 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2751 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2752 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2753 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2754 

Product: qca8082 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2755 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2756 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2757 

Product: qca8084 

Affected Version(s): - 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

H-QUA-QCA8-

200224/2758 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2759 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2760 

Product: qca8085 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2761 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA8-

200224/2762 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2763 

Product: qca8337 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2764 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2765 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA8-

200224/2766 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1345 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-33058 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2767 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2768 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2769 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2770 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2771 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2772 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2773 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2774 
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Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2775 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2776 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2777 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2778 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2779 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2780 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2781 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2782 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2783 

Product: qca8386 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2784 
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Buffer 

Overflow') 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2785 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2786 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2787 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA8-

200224/2788 

Product: qca9367 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2789 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2790 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2791 

Product: qca9377 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2792 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2793 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2794 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2795 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2796 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA9-

200224/2797 
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and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Product: qca9886 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2798 

Product: qca9888 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2799 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2800 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2801 

Product: qca9889 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2802 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2803 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2804 

Product: qca9898 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA9-

200224/2805 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: qca9980 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2806 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2807 

Product: qca9984 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2808 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2809 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2810 

Product: qca9985 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2811 

Product: qca9986 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2812 

Product: qca9990 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2813 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2814 

Product: qca9992 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2815 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2816 

Product: qca9994 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCA9-

200224/2817 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCA9-

200224/2818 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: qcc2073 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC2-

200224/2819 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC2-

200224/2820 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC2-

200224/2821 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC2-

200224/2822 
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CVE ID : CVE-

2023-43523 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC2-

200224/2823 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC2-

200224/2824 

Product: qcc2076 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC2-

200224/2825 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC2-

200224/2826 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1359 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC2-

200224/2827 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC2-

200224/2828 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC2-

200224/2829 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC2-

200224/2830 

Product: qcc710 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCC7-

200224/2831 
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STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

ns/february-

2024-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2832 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2833 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2834 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2835 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2836 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2837 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2838 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2839 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2840 
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and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2841 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2842 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2843 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2844 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2845 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2846 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2847 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2848 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2849 

Product: qcc711 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2850 

Product: qcc7225 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2851 

Product: qcc7226 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2852 

Product: qcc7228 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCC7-

200224/2853 
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Buffer 

Overflow') 

Product: qcf8000 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCF8-

200224/2854 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCF8-

200224/2855 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCF8-

200224/2856 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCF8-

200224/2857 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCF8-

200224/2858 

Product: qcf8001 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCF8-

200224/2859 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCF8-

200224/2860 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCF8-

200224/2861 

Product: qcm2290 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM2-

200224/2862 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM2-

200224/2863 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM2-

200224/2864 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM2-

200224/2865 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1368 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM2-

200224/2866 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM2-

200224/2867 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM2-

200224/2868 

Product: qcm4290 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2869 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2870 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-43519 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2871 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2872 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2873 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCM4-

200224/2874 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2875 

Product: qcm4325 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2876 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2877 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2878 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2879 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2880 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2881 

Product: qcm4490 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2882 

Buffer 

Copy 

without 

06-Feb-2024 9.8 
Memory 

corruption in video 

while parsing the 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-QCM4-

200224/2883 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2884 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2885 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2886 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2887 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2888 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2889 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2890 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2891 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCM4-

200224/2892 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM4-

200224/2893 

Product: qcm6125 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM6-

200224/2894 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM6-

200224/2895 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM6-

200224/2896 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM6-

200224/2897 

Product: qcm6490 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM6-

200224/2898 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM6-

200224/2899 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM6-

200224/2900 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCM6-

200224/2901 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM6-

200224/2902 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM6-

200224/2903 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM6-

200224/2904 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM6-

200224/2905 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM6-

200224/2906 

Product: qcm8550 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM8-

200224/2907 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM8-

200224/2908 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM8-

200224/2909 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 Information 

disclosure in 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-QCM8-

200224/2910 
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Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

t-

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM8-

200224/2911 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM8-

200224/2912 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM8-

200224/2913 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption when 

malformed 

message payload is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCM8-

200224/2914 
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received from 

firmware. 

CVE ID : CVE-

2023-43516 

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM8-

200224/2915 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM8-

200224/2916 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM8-

200224/2917 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM8-

200224/2918 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCM8-

200224/2919 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM8-

200224/2920 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM8-

200224/2921 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCM8-

200224/2922 

Product: qcn5021 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2923 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

H-QUA-QCN5-

200224/2924 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Product: qcn5022 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2925 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2926 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2927 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2928 

Product: qcn5024 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2929 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2930 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2931 
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CVE ID : CVE-

2023-43523 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2932 

Product: qcn5052 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2933 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2934 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCN5-

200224/2935 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2936 

Product: qcn5054 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2937 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2938 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-QCN5-

200224/2939 
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management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

t-

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2940 

Product: qcn5122 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2941 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2942 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2943 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2944 

Product: qcn5124 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2945 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2946 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCN5-

200224/2947 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: qcn5152 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2948 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2949 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2950 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-QCN5-

200224/2951 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Product: qcn5154 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2952 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2953 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2954 

Product: qcn5164 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2955 
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CVE ID : CVE-

2023-43522 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN5-

200224/2956 

Product: qcn6023 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2957 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2958 

Product: qcn6024 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2959 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2960 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2961 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2962 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2963 
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Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2964 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2965 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2966 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2967 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2968 
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Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2969 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2970 

Product: qcn6100 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2971 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2972 

Product: qcn6102 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QCN6-

200224/2973 
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given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2974 

Product: qcn6112 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2975 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2976 

Product: qcn6122 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2977 
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CVE ID : CVE-

2023-43522 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2978 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2979 

Product: qcn6132 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2980 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2981 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-QCN6-

200224/2982 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Product: qcn6224 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2983 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2984 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2985 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2986 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2987 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2988 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2989 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2990 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QCN6-

200224/2991 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2992 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2993 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2994 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCN6-

200224/2995 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2996 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2997 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2998 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/2999 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCN6-

200224/3000 
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CVE ID : CVE-

2023-33060 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3001 

Product: qcn6274 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3002 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3003 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3004 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3005 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3006 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3007 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3008 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCN6-

200224/3009 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3010 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3011 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3012 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCN6-

200224/3013 
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CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3014 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3015 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3016 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3017 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCN6-

200224/3018 
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CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3019 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3020 

Product: qcn6402 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3021 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3022 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCN6-

200224/3023 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3024 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3025 

Product: qcn6412 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3026 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3027 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3028 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3029 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3030 

Product: qcn6422 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3031 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCN6-

200224/3032 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3033 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3034 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3035 

Product: qcn6432 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3036 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3037 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3038 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3039 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN6-

200224/3040 

Product: qcn7605 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCN7-

200224/3041 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: qcn7606 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN7-

200224/3042 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN7-

200224/3043 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN7-

200224/3044 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN7-

200224/3045 

Product: qcn9000 

Affected Version(s): - 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

H-QUA-QCN9-

200224/3046 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3047 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3048 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3049 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3050 

Product: qcn9001 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3051 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3052 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3053 
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CVE ID : CVE-

2023-43523 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3054 

Product: qcn9002 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3055 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3056 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCN9-

200224/3057 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3058 

Product: qcn9003 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3059 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3060 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-QCN9-

200224/3061 
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management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

t-

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3062 

Product: qcn9011 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3063 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3064 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3065 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3066 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3067 

Product: qcn9012 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3068 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCN9-

200224/3069 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1415 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3070 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3071 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3072 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCN9-

200224/3073 
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Race 

Condition 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

ns/february-

2024-bulletin 

Product: qcn9013 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3074 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3075 

Product: qcn9022 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3076 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCN9-

200224/3077 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3078 

Product: qcn9024 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3079 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3080 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3081 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QCN9-

200224/3082 
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context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

security/bulleti

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3083 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3084 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3085 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCN9-

200224/3086 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3087 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3088 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3089 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3090 

Product: qcn9070 

Affected Version(s): - 

NULL 

Pointer 
06-Feb-2024 7.5 Transient DOS 

while key 

https://www.q

ualcomm.com/c

H-QUA-QCN9-

200224/3091 
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Dereferenc

e 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3092 

Product: qcn9072 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3093 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3094 

Product: qcn9074 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3095 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3096 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3097 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3098 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCN9-

200224/3099 
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Input 

('Classic 

Buffer 

Overflow') 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3100 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3101 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3102 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-QCN9-

200224/3103 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3104 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3105 

Product: qcn9100 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3106 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3107 

Product: qcn9274 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3108 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3109 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3110 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3111 
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CVE ID : CVE-

2023-43523 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3112 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCN9-

200224/3113 

Product: qcs2290 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS2-

200224/3114 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS2-

200224/3115 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCS2-

200224/3116 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS2-

200224/3117 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS2-

200224/3118 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS2-

200224/3119 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QCS2-

200224/3120 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

security/bulleti

ns/february-

2024-bulletin 

Product: qcs410 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3121 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3122 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3123 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3124 
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CVE ID : CVE-

2023-33068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3125 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3126 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3127 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCS4-

200224/3128 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3129 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3130 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3131 

Product: qcs4290 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3132 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCS4-

200224/3133 
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Buffer 

Overflow') 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3134 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3135 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3136 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QCS4-

200224/3137 
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less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3138 

Product: qcs4490 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3139 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3140 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3141 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QCS4-

200224/3142 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3143 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3144 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3145 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCS4-

200224/3146 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1433 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3147 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3148 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3149 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS4-

200224/3150 

Product: qcs610 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCS6-

200224/3151 
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CVE ID : CVE-

2023-43518 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3152 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3153 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3154 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3155 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in HLOS 

https://www.q

ualcomm.com/c

H-QUA-QCS6-

200224/3156 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3157 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3158 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3159 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 
Information 

disclosure in Audio 

while accessing 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-QCS6-

200224/3160 
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AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3161 

Product: qcs6125 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3162 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3163 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCS6-

200224/3164 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3165 

Product: qcs6490 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3166 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3167 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3168 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 
Memory 

corruption while 

processing the 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-QCS6-

200224/3169 
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event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

t-

security/bulleti

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3170 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3171 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3172 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCS6-

200224/3173 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS6-

200224/3174 

Product: qcs7230 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS7-

200224/3175 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS7-

200224/3176 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS7-

200224/3177 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS7-

200224/3178 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS7-

200224/3179 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS7-

200224/3180 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS7-

200224/3181 

Product: qcs8155 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3182 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3183 

Product: qcs8250 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3184 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QCS8-

200224/3185 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1442 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

ns/february-

2024-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3186 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3187 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3188 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-QCS8-

200224/3189 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3190 

Product: qcs8550 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3191 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3192 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3193 
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CVE ID : CVE-

2023-43534 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3194 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3195 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3196 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3197 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption when 

malformed 

message payload is 

received from 

firmware. 

CVE ID : CVE-

2023-43516 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3198 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3199 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3200 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3201 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3202 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3203 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3204 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3205 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QCS8-

200224/3206 

Product: qdu1000 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QDU1-

200224/3207 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QDU1-

200224/3208 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QDU1-

200224/3209 

Product: qdu1010 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QDU1-

200224/3210 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QDU1-

200224/3211 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QDU1-

200224/3212 

Product: qdu1110 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QDU1-

200224/3213 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QDU1-

200224/3214 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QDU1-

200224/3215 

Product: qdu1210 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QDU1-

200224/3216 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QDU1-

200224/3217 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QDU1-

200224/3218 
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and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Product: qdx1010 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QDX1-

200224/3219 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QDX1-

200224/3220 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QDX1-

200224/3221 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Product: qdx1011 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QDX1-

200224/3222 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QDX1-

200224/3223 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QDX1-

200224/3224 

Product: qep8111 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QEP8-

200224/3225 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QEP8-

200224/3226 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QEP8-

200224/3227 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QEP8-

200224/3228 
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Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QEP8-

200224/3229 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QEP8-

200224/3230 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QEP8-

200224/3231 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QEP8-

200224/3232 

Product: qfw7114 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3233 
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beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3234 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3235 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3236 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3237 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3238 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3239 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3240 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3241 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3242 
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and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3243 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3244 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3245 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3246 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3247 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3248 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3249 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3250 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3251 

Product: qfw7124 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3252 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3253 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3254 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3255 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QFW7-

200224/3256 
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Input 

('Classic 

Buffer 

Overflow') 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3257 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3258 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3259 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3260 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3261 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3262 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3263 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3264 

Reachable 

Assertion 
06-Feb-2024 7.5 Transient DOS 

while processing 

https://www.q

ualcomm.com/c

H-QUA-QFW7-

200224/3265 
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11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3266 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3267 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3268 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QFW7-

200224/3269 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 
Transient DOS in 

Audio when 

invoking callback 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QFW7-

200224/3270 
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function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

security/bulleti

ns/february-

2024-bulletin 

Product: qrb5165m 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRB5-

200224/3271 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRB5-

200224/3272 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRB5-

200224/3273 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRB5-

200224/3274 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRB5-

200224/3275 

Product: qrb5165n 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRB5-

200224/3276 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRB5-

200224/3277 

Buffer 

Copy 

without 

06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-QRB5-

200224/3278 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRB5-

200224/3279 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRB5-

200224/3280 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRB5-

200224/3281 

Time-of-

check 

Time-of-

use 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-QRB5-

200224/3282 
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(TOCTOU) 

Race 

Condition 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

security/bulleti

ns/february-

2024-bulletin 

Product: qru1032 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRU1-

200224/3283 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRU1-

200224/3284 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRU1-

200224/3285 

Product: qru1052 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRU1-

200224/3286 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRU1-

200224/3287 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRU1-

200224/3288 

Product: qru1062 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QRU1-

200224/3289 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRU1-

200224/3290 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QRU1-

200224/3291 

Product: qsm8250 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QSM8-

200224/3292 

NULL 

Pointer 
06-Feb-2024 7.5 Transient DOS 

while key 

https://www.q

ualcomm.com/c

H-QUA-QSM8-

200224/3293 
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Dereferenc

e 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QSM8-

200224/3294 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QSM8-

200224/3295 

Product: qsm8350 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QSM8-

200224/3296 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QSM8-

200224/3297 
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CVE ID : CVE-

2023-33076 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QSM8-

200224/3298 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QSM8-

200224/3299 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QSM8-

200224/3300 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QSM8-

200224/3301 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: qualcomm_205_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3302 

Product: qualcomm_215_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3303 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3304 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Product: qualcomm_video_collaboration_vc1_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3305 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3306 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3307 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3308 
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CVE ID : CVE-

2023-33068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3309 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3310 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3311 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QUAL-

200224/3312 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3313 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3314 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3315 

Product: qualcomm_video_collaboration_vc3_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3316 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QUAL-

200224/3317 
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Buffer 

Overflow') 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3318 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3319 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3321 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1475 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3322 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3323 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3324 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3325 

NULL 

Pointer 
06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-QUAL-

200224/3326 
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Dereferenc

e 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3327 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3328 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3329 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3330 

Product: qualcomm_video_collaboration_vc5_platform 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3331 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3332 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3333 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3334 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-QUAL-

200224/3335 
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untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3336 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-QUAL-

200224/3337 

Product: robotics_rb3_platform 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-ROBO-

200224/3338 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-ROBO-

200224/3339 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-ROBO-

200224/3340 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-ROBO-

200224/3341 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-ROBO-

200224/3342 

Product: robotics_rb5_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 
Memory 

corruption when 

AP includes TID to 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-ROBO-

200224/3343 
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link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-ROBO-

200224/3344 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-ROBO-

200224/3345 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-ROBO-

200224/3346 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1481 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-ROBO-

200224/3347 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-ROBO-

200224/3348 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-ROBO-

200224/3349 

Product: sa4150p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA41-

200224/3350 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA41-

200224/3351 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-43519 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA41-

200224/3352 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA41-

200224/3353 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA41-

200224/3354 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SA41-

200224/3355 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA41-

200224/3356 

Product: sa4155p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA41-

200224/3357 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA41-

200224/3358 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA41-

200224/3359 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 
Memory 

corruption while 

processing the 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SA41-

200224/3360 
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event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

t-

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA41-

200224/3361 

Product: sa6145p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3362 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3363 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 
Memory 

corruption when 

AP includes TID to 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SA61-

200224/3364 
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link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3365 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3366 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3367 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SA61-

200224/3368 
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('Classic 

Buffer 

Overflow') 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3369 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3370 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3371 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SA61-

200224/3372 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3373 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3374 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3375 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3376 

Product: sa6150p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SA61-

200224/3377 
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CVE ID : CVE-

2023-43518 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3378 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3379 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3380 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3381 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3382 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3383 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3384 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3385 
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CVE ID : CVE-

2023-43522 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3386 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3387 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3388 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3389 

Product: sa6155 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SA61-

200224/3390 
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Buffer 

Overflow') 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3391 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3392 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3393 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SA61-

200224/3394 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3395 

Product: sa6155p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3396 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3397 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3398 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3399 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3400 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3401 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3402 

Buffer 

Copy 

without 

06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SA61-

200224/3403 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3404 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3405 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3406 

NULL 

Pointer 
06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SA61-

200224/3407 
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Dereferenc

e 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3408 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3409 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3410 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA61-

200224/3411 

Product: sa8145p 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3412 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3413 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3414 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3415 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SA81-

200224/3416 
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('Classic 

Buffer 

Overflow') 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3417 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3418 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3419 

NULL 

Pointer 
06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SA81-

200224/3420 
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Dereferenc

e 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3421 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3422 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3423 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3424 

Product: sa8150p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 Memory 

corruption in video 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SA81-

200224/3425 
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while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

t-

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3426 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3427 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3428 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3429 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3430 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3431 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3432 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3433 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SA81-

200224/3434 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3435 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3436 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3437 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SA81-

200224/3438 
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CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3439 

Product: sa8155 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3440 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3441 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3442 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3443 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3444 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3445 

Product: sa8155p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3446 

Buffer 

Copy 

without 

06-Feb-2024 9.8 
Memory 

corruption in video 

while parsing the 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SA81-

200224/3447 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1504 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3448 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3449 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3450 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SA81-

200224/3451 
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Input 

('Classic 

Buffer 

Overflow') 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3452 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3453 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3454 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3455 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3456 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3457 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3458 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3459 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3460 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3461 

Product: sa8195p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3462 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3463 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3464 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1508 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-43520 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3465 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3466 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3467 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3468 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3469 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3470 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3471 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3472 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1510 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3473 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3474 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA81-

200224/3475 

Product: sa8255p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3476 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3477 
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CVE ID : CVE-

2023-43519 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3478 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3479 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3480 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3481 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3482 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3483 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3484 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3485 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3486 
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and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3487 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3488 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3489 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SA82-

200224/3490 
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ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3491 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3492 

Product: sa8295p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3493 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3494 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SA82-

200224/3495 
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the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3496 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3497 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3498 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3499 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in HLOS 

https://www.q

ualcomm.com/c

H-QUA-SA82-

200224/3500 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3501 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3502 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3503 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3504 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3505 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3506 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3507 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA82-

200224/3508 

Product: sa8540p 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA85-

200224/3509 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA85-

200224/3510 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA85-

200224/3511 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA85-

200224/3512 

Product: sa8650p 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SA86-

200224/3513 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA86-

200224/3514 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA86-

200224/3515 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA86-

200224/3516 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SA86-

200224/3517 
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('Classic 

Buffer 

Overflow') 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA86-

200224/3518 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA86-

200224/3519 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA86-

200224/3520 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA86-

200224/3521 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA86-

200224/3522 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA86-

200224/3523 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA86-

200224/3524 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA86-

200224/3525 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA86-

200224/3526 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA86-

200224/3527 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA86-

200224/3528 

Product: sa8770p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3529 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3530 
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CVE ID : CVE-

2023-43519 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3531 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3532 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3533 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3534 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3535 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3536 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3537 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3538 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3539 
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and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3540 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3541 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3542 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SA87-

200224/3543 
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ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3544 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3545 

Product: sa8775p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3546 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3547 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SA87-

200224/3548 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1527 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

ns/february-

2024-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3549 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3550 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3551 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3552 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33069 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3553 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3554 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3555 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3556 
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CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3557 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3558 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3559 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3560 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SA87-

200224/3561 
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CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA87-

200224/3562 

Product: sa9000p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3563 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3564 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3565 

Improper 

Restriction 

of 

Operations 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SA90-

200224/3566 
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within the 

Bounds of 

a Memory 

Buffer 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3567 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3568 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3569 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3570 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3571 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3572 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3573 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3574 
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CVE ID : CVE-

2023-43517 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3575 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3576 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3577 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3578 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3579 
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CVE ID : CVE-

2023-33046 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SA90-

200224/3580 

Product: sc8180x\+sdx55 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SC81-

200224/3581 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SC81-

200224/3582 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SC81-

200224/3583 

Product: sc8380xp 

Affected Version(s): - 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

H-QUA-SC83-

200224/3584 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SC83-

200224/3585 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SC83-

200224/3586 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SC83-

200224/3587 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SC83-

200224/3588 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SC83-

200224/3589 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SC83-

200224/3590 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SC83-

200224/3591 

Product: sd460 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD46-

200224/3592 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SD46-

200224/3593 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD46-

200224/3594 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD46-

200224/3595 

Product: sd626 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD62-

200224/3596 

Product: sd660 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD66-

200224/3597 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD66-

200224/3598 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD66-

200224/3599 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD66-

200224/3600 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD66-

200224/3601 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD66-

200224/3602 

Product: sd662 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD66-

200224/3603 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD66-

200224/3604 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SD66-

200224/3605 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD66-

200224/3606 

Product: sd670 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD67-

200224/3607 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD67-

200224/3608 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD67-

200224/3609 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SD67-

200224/3610 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD67-

200224/3611 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD67-

200224/3612 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD67-

200224/3613 

Product: sd675 

Affected Version(s): - 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

H-QUA-SD67-

200224/3614 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD67-

200224/3615 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD67-

200224/3616 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD67-

200224/3617 

Product: sd730 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD73-

200224/3618 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD73-

200224/3619 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD73-

200224/3620 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD73-

200224/3621 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD73-

200224/3622 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD73-

200224/3623 

Product: sd835 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD83-

200224/3624 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD83-

200224/3625 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD83-

200224/3626 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SD83-

200224/3627 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD83-

200224/3628 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD83-

200224/3629 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD83-

200224/3630 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD83-

200224/3631 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1546 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD83-

200224/3632 

Product: sd855 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD85-

200224/3633 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD85-

200224/3634 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD85-

200224/3635 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SD85-

200224/3636 
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('Classic 

Buffer 

Overflow') 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD85-

200224/3637 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD85-

200224/3638 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD85-

200224/3639 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD85-

200224/3640 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD85-

200224/3641 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD85-

200224/3642 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD85-

200224/3643 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD85-

200224/3644 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD85-

200224/3645 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD85-

200224/3646 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD85-

200224/3647 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD85-

200224/3648 

Product: sd865_5g 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD86-

200224/3649 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD86-

200224/3650 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD86-

200224/3651 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD86-

200224/3652 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD86-

200224/3653 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SD86-

200224/3654 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD86-

200224/3655 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD86-

200224/3656 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD86-

200224/3657 

Missing 

Release of 

Memory 

after 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SD86-

200224/3658 
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Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD86-

200224/3659 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD86-

200224/3660 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD86-

200224/3661 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD86-

200224/3662 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SD86-

200224/3663 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD86-

200224/3664 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD86-

200224/3665 

Product: sd888 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD88-

200224/3666 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD88-

200224/3667 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SD88-

200224/3668 
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on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD88-

200224/3669 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD88-

200224/3670 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD88-

200224/3671 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD88-

200224/3672 
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arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD88-

200224/3673 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD88-

200224/3674 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD88-

200224/3675 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD88-

200224/3676 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD88-

200224/3677 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD88-

200224/3678 

Product: sdm429w 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SDM4-

200224/3679 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SDM4-

200224/3680 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SDM4-

200224/3681 
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('Classic 

Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SDM4-

200224/3682 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SDM4-

200224/3683 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SDM4-

200224/3684 

Product: sdx55 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SDX5-

200224/3685 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SDX5-

200224/3686 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SDX5-

200224/3687 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SDX5-

200224/3688 

Missing 

Release of 

Memory 

after 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SDX5-

200224/3689 
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Effective 

Lifetime 

CVE ID : CVE-

2023-33049 

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SDX5-

200224/3690 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SDX5-

200224/3691 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SDX5-

200224/3692 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SDX5-

200224/3693 

Product: sdx57m 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SDX5-

200224/3694 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SDX5-

200224/3695 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SDX5-

200224/3696 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SDX5-

200224/3697 

Product: sdx65m 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SDX6-

200224/3698 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SDX6-

200224/3699 
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action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

security/bulleti

ns/february-

2024-bulletin 

Product: sd_455 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD_4-

200224/3700 

Product: sd_675 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD_6-

200224/3701 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD_6-

200224/3702 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SD_6-

200224/3703 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD_6-

200224/3704 

Product: sd_8cx 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD_8-

200224/3705 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD_8-

200224/3706 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD_8-

200224/3707 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD_8-

200224/3708 

Product: sd_8_gen1_5g 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD_8-

200224/3709 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD_8-

200224/3710 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD_8-

200224/3711 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD_8-

200224/3712 
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CVE ID : CVE-

2023-33076 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD_8-

200224/3713 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD_8-

200224/3714 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD_8-

200224/3715 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SD_8-

200224/3716 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SD_8-

200224/3717 

Product: sg4150p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SG41-

200224/3718 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SG41-

200224/3719 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SG41-

200224/3720 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SG41-

200224/3721 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SG41-

200224/3722 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SG41-

200224/3723 

Product: sg8275p 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SG82-

200224/3724 

Buffer 

Copy 

without 

06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SG82-

200224/3725 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1567 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SG82-

200224/3726 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SG82-

200224/3727 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SG82-

200224/3728 

Improper 

Input 

Validation 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor while 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SG82-

200224/3729 
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processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SG82-

200224/3730 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SG82-

200224/3731 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SG82-

200224/3732 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SG82-

200224/3733 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 
Transient DOS in 

Core when DDR 

memory check is 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SG82-

200224/3734 
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called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

t-

security/bulleti

ns/february-

2024-bulletin 

Product: sm4125 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM41-

200224/3735 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM41-

200224/3736 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM41-

200224/3737 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM41-

200224/3738 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM41-

200224/3739 

Product: sm6250 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM62-

200224/3740 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM62-

200224/3741 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM62-

200224/3742 
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and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM62-

200224/3743 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM62-

200224/3744 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM62-

200224/3745 

Product: sm6250p 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SM62-

200224/3746 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM62-

200224/3747 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM62-

200224/3748 

Product: sm7250p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM72-

200224/3749 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM72-

200224/3750 

Buffer 

Copy 

without 

06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SM72-

200224/3751 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM72-

200224/3752 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM72-

200224/3753 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM72-

200224/3754 

Improper 

Input 

Validation 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor while 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SM72-

200224/3755 
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processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM72-

200224/3756 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM72-

200224/3757 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM72-

200224/3758 

Product: sm7315 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3759 

Buffer 

Copy 

without 

06-Feb-2024 9.8 
Memory 

corruption in video 

while parsing the 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SM73-

200224/3760 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3761 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3762 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3763 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3764 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3765 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3766 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3767 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3768 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3769 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3770 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3771 

Product: sm7325p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3772 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3773 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3774 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3775 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3776 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3777 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SM73-

200224/3778 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3779 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3780 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3781 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3782 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1580 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3783 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM73-

200224/3784 

Product: sm8550p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM85-

200224/3785 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM85-

200224/3786 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SM85-

200224/3787 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1581 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

a Memory 

Buffer 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM85-

200224/3788 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM85-

200224/3789 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM85-

200224/3790 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM85-

200224/3791 
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CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM85-

200224/3792 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM85-

200224/3793 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM85-

200224/3794 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM85-

200224/3795 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM85-

200224/3796 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM85-

200224/3797 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM85-

200224/3798 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SM85-

200224/3799 

Product: smart_audio_200_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SMAR-

200224/3800 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SMAR-

200224/3801 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SMAR-

200224/3802 

Product: smart_audio_400_platform 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SMAR-

200224/3803 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SMAR-

200224/3804 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SMAR-

200224/3805 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SMAR-

200224/3806 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SMAR-

200224/3807 

Product: smart_display_200_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SMAR-

200224/3808 
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CVE ID : CVE-

2023-43513 

Product: snapdragon_1200_wearable_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3809 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3810 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3811 

Product: snapdragon_210_processor 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/3812 
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untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Product: snapdragon_212_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3813 

Product: snapdragon_425_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3814 
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address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Product: snapdragon_429_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3815 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3816 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3817 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/3818 
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untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3819 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3820 

Product: snapdragon_439_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3821 
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CVE ID : CVE-

2023-43513 

Product: snapdragon_460_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3822 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3823 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3824 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3825 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3826 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3827 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3828 

Product: snapdragon_480\+_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3829 

Buffer 

Copy 

without 

06-Feb-2024 9.8 
Memory 

corruption in video 

while parsing the 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SNAP-

200224/3830 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

t-

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3831 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3832 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3833 

Improper 

Input 

Validation 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor while 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SNAP-

200224/3834 
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processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

security/bulleti

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3835 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3836 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3837 

Product: snapdragon_480_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3838 

Buffer 

Copy 

without 

06-Feb-2024 9.8 
Memory 

corruption in video 

while parsing the 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SNAP-

200224/3839 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

t-

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3840 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3841 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3842 

Improper 

Input 

Validation 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor while 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SNAP-

200224/3843 
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processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

security/bulleti

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3844 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3845 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3846 

Product: snapdragon_4_gen_1_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3847 

Buffer 

Copy 

without 

06-Feb-2024 9.8 
Memory 

corruption in video 

while parsing the 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SNAP-

200224/3848 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

t-

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3849 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3850 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3851 

Improper 

Input 

Validation 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor while 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SNAP-

200224/3852 
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processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

security/bulleti

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3853 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3854 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3855 

Product: snapdragon_4_gen_2_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3856 

Buffer 

Copy 

without 

06-Feb-2024 9.8 
Memory 

corruption in video 

while parsing the 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SNAP-

200224/3857 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3858 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3859 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3860 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3861 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3862 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3863 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3864 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3865 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/3866 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3867 

Product: snapdragon_625_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3868 

Product: snapdragon_626_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3869 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Product: snapdragon_630_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3870 

Product: snapdragon_632_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3871 

Product: snapdragon_636_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/3872 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

Product: snapdragon_660_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3873 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3874 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3875 

NULL 

Pointer 
06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SNAP-

200224/3876 
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Dereferenc

e 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3877 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3878 

Product: snapdragon_662_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3879 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3880 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3881 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3882 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3883 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3884 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3885 

Product: snapdragon_665_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3886 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3887 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3888 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/3889 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3890 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3891 

Product: snapdragon_670_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3892 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/3893 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3894 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3895 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3896 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/3897 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3898 

Product: snapdragon_675_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3899 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3900 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3901 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 
Memory 

corruption in Core 

when updating 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SNAP-

200224/3902 
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rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3903 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3904 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3905 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

H-QUA-SNAP-

200224/3906 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Product: snapdragon_678_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3907 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3908 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3909 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3910 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3911 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3912 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3913 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3914 
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Product: snapdragon_680_4g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3915 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3916 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3917 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3918 
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CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3919 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3920 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3921 

Product: snapdragon_685_4g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3922 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/3923 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1614 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Input 

('Classic 

Buffer 

Overflow') 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3924 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3925 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3926 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SNAP-

200224/3927 
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less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3928 

Product: snapdragon_690_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3929 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3930 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3931 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3932 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3933 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3934 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3935 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3936 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3937 

Product: snapdragon_695_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3938 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3939 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3940 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3941 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3942 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3943 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3944 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3945 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3946 

Product: snapdragon_710_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3947 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3948 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3949 
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passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3950 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3951 

Product: snapdragon_712_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3952 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/3953 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: snapdragon_720g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3954 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3955 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3956 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/3957 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3958 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3959 

Product: snapdragon_730g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3960 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3961 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3962 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3963 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3964 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3965 
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Product: snapdragon_730_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3966 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3967 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3968 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3969 
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CVE ID : CVE-

2023-43522 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3970 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3971 

Product: snapdragon_732g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3972 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3973 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/3974 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3975 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3976 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3977 

Product: snapdragon_750g_5g_mobile_platform 

Affected Version(s): - 

Buffer 

Copy 

without 

06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SNAP-

200224/3978 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3979 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3980 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3981 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/3982 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3983 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3984 

Product: snapdragon_765g_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3985 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3986 

Buffer 

Copy 

without 

06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SNAP-

200224/3987 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3988 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3989 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3990 

Improper 

Input 

Validation 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor while 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/3991 
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processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3992 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3993 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3994 

Product: snapdragon_765_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3995 

Buffer 

Copy 

without 

06-Feb-2024 9.8 
Memory 

corruption in video 

while parsing the 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SNAP-

200224/3996 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

t-

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3997 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3998 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/3999 

Missing 

Release of 

Memory 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SNAP-

200224/4000 
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after 

Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4001 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4002 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4003 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4004 

Product: snapdragon_768g_5g_mobile_platform 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4005 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4006 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4007 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4008 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4009 
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arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4010 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4011 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4012 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4013 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4014 

Product: snapdragon_778g\+_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4015 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4016 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4017 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4018 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1636 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

('Classic 

Buffer 

Overflow') 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4019 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4020 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4021 

Missing 

Release of 

Memory 

after 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SNAP-

200224/4022 
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Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4023 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4024 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4025 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4026 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4027 
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CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Product: snapdragon_778g_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4028 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4029 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4030 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4031 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4032 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4033 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4034 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4035 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1640 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4036 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4037 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4038 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4039 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4040 

Product: snapdragon_780g_5g_mobile_platform 
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Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4041 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4042 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4043 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4044 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4045 
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Input 

('Classic 

Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4046 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4047 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4048 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4049 
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CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4050 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4051 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4052 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4053 

Product: snapdragon_782g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4054 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1644 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-43518 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4055 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4056 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4057 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4058 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

H-QUA-SNAP-

200224/4059 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4060 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4061 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4062 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4063 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4064 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4065 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4066 

Product: snapdragon_7c\+_gen_3_compute 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4067 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4068 
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Input 

('Classic 

Buffer 

Overflow') 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4069 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4070 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4071 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4072 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4073 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4074 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4075 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4076 
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Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4077 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4078 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4079 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4080 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4081 

Product: snapdragon_7c_compute_platform 
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Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4082 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4083 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4084 

Product: snapdragon_7c_gen_2_compute_platform 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4085 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SNAP-

200224/4086 
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less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4087 

Product: snapdragon_820_automotive_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4088 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4089 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4090 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33069 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4091 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4092 

Product: snapdragon_835_mobile_pc_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4093 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4094 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4095 
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the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4096 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4097 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4098 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4099 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4100 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4101 

Product: snapdragon_845_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4102 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4103 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4104 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4105 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4106 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4107 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4108 

Product: snapdragon_850_mobile_compute_platform 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4109 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4110 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4111 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4112 

Product: snapdragon_855\+\/860_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4113 
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CVE ID : CVE-

2023-43518 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4114 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4115 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4116 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4117 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

H-QUA-SNAP-

200224/4118 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4119 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4120 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4121 

Missing 

Release of 
06-Feb-2024 7.5 Transient DOS in 

Multi-Mode Call 

https://www.q

ualcomm.com/c

H-QUA-SNAP-

200224/4122 
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Memory 

after 

Effective 

Lifetime 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4123 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4124 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4125 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4126 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 
Information 

disclosure in Audio 

while accessing 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SNAP-

200224/4127 
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AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4128 

Product: snapdragon_855_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4129 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4130 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4131 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4132 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4133 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4134 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4135 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4136 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33077 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4137 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4138 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4139 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4140 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4141 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4142 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4143 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4144 

Product: snapdragon_865\+_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4145 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4146 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4147 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4148 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4149 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SNAP-

200224/4150 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4151 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4152 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4153 

Missing 

Release of 

Memory 

after 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SNAP-

200224/4154 
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Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4155 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4156 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4157 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4158 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SNAP-

200224/4159 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4160 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4161 

Product: snapdragon_865_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4162 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4163 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SNAP-

200224/4164 
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on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4165 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4166 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4167 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4168 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4169 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4170 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4171 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4172 

NULL 

Pointer 
06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SNAP-

200224/4173 
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Dereferenc

e 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

t-

security/bulleti

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4174 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4175 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4176 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4177 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 
Transient DOS in 

Audio when 

invoking callback 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SNAP-

200224/4178 
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function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

t-

security/bulleti

ns/february-

2024-bulletin 

Product: snapdragon_870_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4179 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4180 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4181 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4182 
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CVE ID : CVE-

2023-33068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4183 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4184 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4185 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4186 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4187 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4188 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4189 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4190 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4191 
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CVE ID : CVE-

2023-43523 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4192 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4193 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4194 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4195 

Product: snapdragon_888\+_5g_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4196 
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ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4197 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4198 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4199 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4200 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

H-QUA-SNAP-

200224/4201 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4202 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4203 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4204 

Improper 

Input 

Validation 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor while 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SNAP-

200224/4205 
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processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

security/bulleti

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4206 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4207 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4208 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4209 

Product: snapdragon_888_5g_mobile_platform 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4210 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4211 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4212 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4213 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4214 
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Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4215 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4216 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4217 

Missing 

Release of 

Memory 

after 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4218 
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Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4219 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4220 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4221 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4222 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4223 
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CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Product: snapdragon_8cx_compute_platform 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4224 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4225 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4226 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4227 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4228 

Product: snapdragon_8cx_gen_2_5g_compute_platform 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4229 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4230 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4231 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4232 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4233 

Product: snapdragon_8cx_gen_3_compute_platform 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4234 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4235 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4236 

Improper 

Validation 
06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SNAP-

200224/4237 
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of Array 

Index 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

security/bulleti

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4238 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4239 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4240 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4241 

Product: snapdragon_8c_compute_platform 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4242 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4243 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4244 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4245 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4246 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: snapdragon_8\+_gen_1_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4247 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4248 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4249 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4250 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4251 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4252 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4253 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4254 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4255 
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CVE ID : CVE-

2023-43522 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4256 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4257 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4258 

Product: snapdragon_8\+_gen_2_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4259 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4260 
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beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4261 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4262 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4263 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4264 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 
Memory 

corruption while 

processing the 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SNAP-

200224/4265 
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event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

t-

security/bulleti

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4266 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4267 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4268 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4269 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4270 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4271 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4272 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4273 

Product: snapdragon_8_gen_1_mobile_platform 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4274 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4275 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4276 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4277 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4278 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4279 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4280 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption when 

malformed 

message payload is 

received from 

firmware. 

CVE ID : CVE-

2023-43516 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4281 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4282 
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Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4283 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4284 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4285 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4286 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4287 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4288 

Product: snapdragon_8_gen_2_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4289 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4290 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4291 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4292 
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CVE ID : CVE-

2023-33058 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4293 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4294 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4295 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4296 
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CVE ID : CVE-

2023-33049 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4297 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4298 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4299 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4300 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4301 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4302 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4303 

Product: snapdragon_8_gen_3_mobile_platform 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4304 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4305 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4306 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4307 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4308 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4309 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4310 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4311 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4312 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4313 

Product: snapdragon_ar2_gen_1_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4314 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4315 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4316 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4317 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4318 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4319 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4320 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4321 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4322 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4323 

Product: snapdragon_auto_4g_modem 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4324 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4325 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4326 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4327 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SNAP-

200224/4328 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

security/bulleti

ns/february-

2024-bulletin 

Product: snapdragon_auto_5g_modem-rf 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4329 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4330 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4331 

Improper 

Input 

Validation 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor while 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SNAP-

200224/4332 
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processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

t-

security/bulleti

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4333 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4334 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4335 

Product: snapdragon_auto_5g_modem-rf_gen_2 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4336 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4337 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4338 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4339 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4340 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4341 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4342 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4343 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4344 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4345 
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CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4346 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4347 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4348 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4349 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4350 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4351 

Product: snapdragon_w5\+_gen_1_wearable_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4352 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4353 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4354 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4355 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33077 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4356 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4357 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4358 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4359 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: snapdragon_wear_1300_platform 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4360 

Product: snapdragon_wear_4100\+_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4361 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4362 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4363 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4364 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4365 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4366 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4367 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4368 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4369 

Product: snapdragon_x12_lte_modem 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4370 

Product: snapdragon_x24_lte_modem 

Affected Version(s): - 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

H-QUA-SNAP-

200224/4371 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4372 

Product: snapdragon_x35_5g_modem-rf_system 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4373 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4374 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4375 
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and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4376 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4377 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4378 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4379 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4380 

Product: snapdragon_x50_5g_modem-rf_system 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4381 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4382 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4383 
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CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4384 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4385 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4386 

Product: snapdragon_x55_5g_modem-rf_system 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4387 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4388 
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Input 

('Classic 

Buffer 

Overflow') 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4389 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4390 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4391 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4392 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4393 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4394 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4395 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4396 
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Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4397 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4398 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4399 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4400 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4401 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4402 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4403 

Product: snapdragon_x5_lte_modem 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4404 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4405 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4406 
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('Classic 

Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Product: snapdragon_x65_5g_modem-rf_system 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4407 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4408 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4409 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4410 
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address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4411 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4412 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4413 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4414 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SNAP-

200224/4415 
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less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4416 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4417 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4418 

Product: snapdragon_x70_modem-rf_system 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4419 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SNAP-

200224/4420 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4421 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4422 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4423 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4424 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4425 
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CVE ID : CVE-

2023-33060 

ns/february-

2024-bulletin 

Product: snapdragon_x75_5g_modem-rf_system 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4426 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4427 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4428 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4429 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4430 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4431 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4432 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4433 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4434 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1728 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33077 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4435 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4436 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4437 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4438 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4439 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4440 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4441 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4442 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4443 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4444 

Product: snapdragon_xr1_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4445 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4446 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4447 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4448 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4449 

Product: snapdragon_xr2\+_gen_1_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4450 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4451 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4452 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4453 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4454 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4455 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4456 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4457 

Product: snapdragon_xr2_5g_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4458 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4459 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4460 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4461 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4462 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4463 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4464 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SNAP-

200224/4465 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33077 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4466 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4467 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4468 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4469 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4470 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4471 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4472 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4473 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SNAP-

200224/4474 

Product: srv1h 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4475 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4476 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4477 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4478 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4479 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4480 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4481 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4482 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SRV1-

200224/4483 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33077 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4484 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4485 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4486 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SRV1-

200224/4487 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4488 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4489 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4490 

Product: srv1m 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4491 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SRV1-

200224/4492 
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the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

security/bulleti

ns/february-

2024-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4493 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4494 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4495 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SRV1-

200224/4496 
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('Classic 

Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4497 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4498 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4499 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4500 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4501 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4502 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4503 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4504 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 
Information 

disclosure in Audio 

while accessing 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SRV1-

200224/4505 
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AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SRV1-

200224/4506 

Product: ssg2115p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4507 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4508 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4509 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4510 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4511 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4512 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4513 
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CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4514 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4515 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4516 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4517 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SSG2-

200224/4518 
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Race 

Condition 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

ns/february-

2024-bulletin 

Product: ssg2125p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4519 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4520 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4521 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4522 
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CVE ID : CVE-

2023-43534 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4523 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4524 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4525 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4526 
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CVE ID : CVE-

2023-43522 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4527 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4528 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4529 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SSG2-

200224/4530 

Product: sw5100 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SW51-

200224/4531 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SW51-

200224/4532 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SW51-

200224/4533 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SW51-

200224/4534 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SW51-

200224/4535 
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passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SW51-

200224/4536 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SW51-

200224/4537 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SW51-

200224/4538 

Product: sw5100p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SW51-

200224/4539 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1752 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-43518 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SW51-

200224/4540 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SW51-

200224/4541 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SW51-

200224/4542 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SW51-

200224/4543 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1753 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SW51-

200224/4544 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SW51-

200224/4545 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SW51-

200224/4546 

Product: sxr1120 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR1-

200224/4547 

Buffer 

Copy 

without 

06-Feb-2024 7.8 
Memory 

corruption in HLOS 

while converting 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-SXR1-

200224/4548 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR1-

200224/4549 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR1-

200224/4550 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR1-

200224/4551 

Product: sxr1230p 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR1-

200224/4552 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR1-

200224/4553 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR1-

200224/4554 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR1-

200224/4555 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SXR1-

200224/4556 
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('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR1-

200224/4557 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR1-

200224/4558 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR1-

200224/4559 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SXR1-

200224/4560 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR1-

200224/4561 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR1-

200224/4562 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR1-

200224/4563 

Product: sxr2130 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4564 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4565 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4566 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4567 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4568 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-SXR2-

200224/4569 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4570 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4571 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4572 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SXR2-

200224/4573 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4574 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4575 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4576 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4577 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-SXR2-

200224/4578 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1761 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-33064 

ns/february-

2024-bulletin 

Product: sxr2230p 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4579 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4580 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4581 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4582 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4583 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4584 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4585 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4586 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4587 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4588 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4589 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-SXR2-

200224/4590 

Product: vision_intelligence_100_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-VISI-

200224/4591 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Product: vision_intelligence_200_platform 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-VISI-

200224/4592 

Product: vision_intelligence_300_platform 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-VISI-

200224/4593 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-VISI-

200224/4594 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-VISI-

200224/4595 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-VISI-

200224/4596 

Product: vision_intelligence_400_platform 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-VISI-

200224/4597 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-VISI-

200224/4598 
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CVE ID : CVE-

2023-33076 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-VISI-

200224/4599 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-VISI-

200224/4600 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-VISI-

200224/4601 

Product: wcd9306 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCD9-

200224/4602 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

Product: wcd9326 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4603 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4604 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4605 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4606 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4607 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4608 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4609 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4610 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4611 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4612 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4613 

Product: wcd9330 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4614 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-WCD9-

200224/4615 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4616 

Product: wcd9335 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4617 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4618 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4619 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4620 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4621 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4622 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4623 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-WCD9-

200224/4624 
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context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

security/bulleti

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4625 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4626 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4627 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 
Information 

disclosure in Audio 

while accessing 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCD9-

200224/4628 
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AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4629 

Product: wcd9340 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4630 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4631 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4632 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4633 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4634 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4635 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4636 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCD9-

200224/4637 
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('Classic 

Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4638 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4639 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4640 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4641 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4642 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4643 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4644 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4645 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCD9-

200224/4646 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4647 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4648 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4649 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4650 

Product: wcd9341 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCD9-

200224/4651 
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ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4652 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4653 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4654 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4655 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

H-QUA-WCD9-

200224/4656 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4657 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4658 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4659 

Missing 

Release of 
06-Feb-2024 7.5 Transient DOS in 

Multi-Mode Call 

https://www.q

ualcomm.com/c

H-QUA-WCD9-

200224/4660 
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Memory 

after 

Effective 

Lifetime 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4661 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4662 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4663 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4664 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 
Information 

disclosure in Audio 

while accessing 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-WCD9-

200224/4665 
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AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4666 

Product: wcd9360 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4667 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4668 

Missing 

Release of 

Memory 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-WCD9-

200224/4669 
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after 

Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4670 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4671 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4672 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4673 

Product: wcd9370 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4674 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4675 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4676 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4677 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4678 
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CVE ID : CVE-

2023-33068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4679 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4680 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4681 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4682 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCD9-

200224/4683 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4684 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4685 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4686 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4687 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4688 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4689 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4690 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4691 

Product: wcd9371 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4692 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4693 

Product: wcd9375 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4694 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4695 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4696 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-WCD9-

200224/4697 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4698 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4699 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4700 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4701 
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address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4702 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4703 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4704 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4705 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-WCD9-

200224/4706 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4707 

Product: wcd9380 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4708 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4709 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4710 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4711 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4712 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4713 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4714 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCD9-

200224/4715 
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('Classic 

Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4716 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4717 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4718 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4719 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption when 

malformed 

message payload is 

received from 

firmware. 

CVE ID : CVE-

2023-43516 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4720 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4721 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4722 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4723 

Improper 

Input 

Validation 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor while 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCD9-

200224/4724 
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processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4725 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4726 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4727 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4728 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 
Information 

disclosure in Audio 

while accessing 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-WCD9-

200224/4729 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1795 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

t-

security/bulleti

ns/february-

2024-bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4730 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4731 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4732 

Product: wcd9385 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4733 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-WCD9-

200224/4734 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4735 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4736 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4737 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4738 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4739 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4740 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4741 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4742 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-WCD9-

200224/4743 
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context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

security/bulleti

ns/february-

2024-bulletin 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4744 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4745 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4746 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCD9-

200224/4747 
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CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4748 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4749 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4750 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4751 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCD9-

200224/4752 
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CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4753 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4754 

Product: wcd9390 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4755 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4756 

Improper 

Restriction 

of 

Operations 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-WCD9-

200224/4757 
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within the 

Bounds of 

a Memory 

Buffer 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4758 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4759 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4760 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4761 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4762 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4763 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4764 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4765 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCD9-

200224/4766 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4767 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4768 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4769 

Product: wcd9395 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4770 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCD9-

200224/4771 
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STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

ns/february-

2024-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4772 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4773 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4774 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4775 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4776 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4777 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4778 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4779 

Reachable 

Assertion 
06-Feb-2024 7.5 Transient DOS 

while processing 

https://www.q

ualcomm.com/c

H-QUA-WCD9-

200224/4780 
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11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4781 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4782 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4783 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCD9-

200224/4784 

Product: wcn3610 
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Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4785 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4786 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4787 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4788 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCN3-

200224/4789 
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Input 

('Classic 

Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4790 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4791 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4792 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCN3-

200224/4793 
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CVE ID : CVE-

2023-33064 

ns/february-

2024-bulletin 

Product: wcn3615 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4794 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4795 

Product: wcn3620 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4796 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4797 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4798 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4799 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4800 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4801 

Product: wcn3660b 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4802 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4803 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4804 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCN3-

200224/4805 
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('Classic 

Buffer 

Overflow') 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4806 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4807 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4808 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 
Information 

disclosure in Audio 

while accessing 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-WCN3-

200224/4809 
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AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4810 

Product: wcn3680 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4811 

Product: wcn3680b 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4812 

Buffer 

Copy 
06-Feb-2024 9.8 Memory 

corruption in video 

https://www.q

ualcomm.com/c

H-QUA-WCN3-

200224/4813 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4814 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4815 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4816 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCN3-

200224/4817 
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('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33077 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4818 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4819 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4820 

Product: wcn3910 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCN3-

200224/4821 
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CVE ID : CVE-

2023-43518 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4822 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4823 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4824 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCN3-

200224/4825 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4826 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4827 

Product: wcn3950 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4828 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4829 
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Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4830 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4831 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4832 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4833 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCN3-

200224/4834 
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Buffer 

Overflow') 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4835 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4836 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4837 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4838 
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CVE ID : CVE-

2023-33049 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4839 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4840 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4841 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4842 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4843 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4844 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4845 

Product: wcn3980 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4846 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4847 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4848 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4849 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4850 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4851 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4852 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-WCN3-

200224/4853 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4854 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4855 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4856 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-WCN3-

200224/4857 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4858 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4859 

Product: wcn3988 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4860 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4861 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-WCN3-

200224/4862 
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CVE ID : CVE-

2023-33058 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4863 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4864 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4865 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4866 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4867 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4868 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4869 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4870 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCN3-

200224/4871 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4872 

Product: wcn3990 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4873 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4874 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4875 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-WCN3-

200224/4876 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4877 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4878 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4879 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4880 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4881 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4882 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4883 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4884 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4885 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4886 

Product: wcn3999 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4887 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN3-

200224/4888 

Product: wcn6740 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCN6-

200224/4889 
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ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN6-

200224/4890 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN6-

200224/4891 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN6-

200224/4892 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN6-

200224/4893 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

H-QUA-WCN6-

200224/4894 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN6-

200224/4895 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN6-

200224/4896 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN6-

200224/4897 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WCN6-

200224/4898 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN6-

200224/4899 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN6-

200224/4900 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN6-

200224/4901 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WCN6-

200224/4902 

Product: wsa8810 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4903 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4904 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4905 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4906 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4907 
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CVE ID : CVE-

2023-33068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4908 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4909 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4910 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4911 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WSA8-

200224/4912 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4913 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4914 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4915 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4916 
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CVE ID : CVE-

2023-43523 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4917 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4918 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4919 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4920 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4921 

Product: wsa8815 
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Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4922 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4923 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4924 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4925 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4926 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4927 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4928 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4929 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4930 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WSA8-

200224/4931 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4932 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4933 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4934 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4935 
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CVE ID : CVE-

2023-43523 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4936 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4937 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4938 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4939 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4940 

Product: wsa8830 
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Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4941 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4942 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4943 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4944 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-WSA8-

200224/4945 
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CVE ID : CVE-

2023-33058 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4946 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4947 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4948 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4949 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4950 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4951 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4952 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption when 

malformed 

message payload is 

received from 

firmware. 

CVE ID : CVE-

2023-43516 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4953 
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Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4954 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4955 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4956 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4957 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4958 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4959 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4960 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4961 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4962 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4963 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4964 

Product: wsa8832 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4965 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4966 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4967 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WSA8-

200224/4968 
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a Memory 

Buffer 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4969 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4970 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4971 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4972 
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CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4973 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4974 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4975 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4976 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4977 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4978 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4979 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4980 

Product: wsa8835 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4981 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4982 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-43519 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4983 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4984 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4985 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4986 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in 

https://www.q

ualcomm.com/c

H-QUA-WSA8-

200224/4987 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1852 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4988 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4989 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4990 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4991 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4992 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption when 

malformed 

message payload is 

received from 

firmware. 

CVE ID : CVE-

2023-43516 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4993 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4994 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4995 
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CVE ID : CVE-

2023-43535 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4996 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4997 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4998 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/4999 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5000 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5001 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5002 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5003 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5004 

Product: wsa8840 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

H-QUA-WSA8-

200224/5005 
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ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5006 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5007 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5008 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5009 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-WSA8-

200224/5010 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5011 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5012 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5013 

Missing 

Release of 

Memory 

after 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

t-

H-QUA-WSA8-

200224/5014 
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Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5015 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5016 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5017 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5018 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-WSA8-

200224/5019 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5020 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5021 

Product: wsa8845 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5022 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5023 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5024 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5025 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5026 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5027 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5028 
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passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5029 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5030 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5031 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5032 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5033 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5034 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5035 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5036 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5037 
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CVE ID : CVE-

2023-33046 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5038 

Product: wsa8845h 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5039 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5040 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5041 
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Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5042 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5043 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5044 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5045 

Release of 

Invalid 
06-Feb-2024 7.8 Memory 

corruption while 

https://www.q

ualcomm.com/c

H-QUA-WSA8-

200224/5046 
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Pointer or 

Reference 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5047 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5048 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5049 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5050 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

https://www.q

ualcomm.com/c

ompany/produc

H-QUA-WSA8-

200224/5051 
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management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5052 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5053 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5054 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

H-QUA-WSA8-

200224/5055 

Vendor: Sharp 

Product: nec_e705 
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Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5056 

Product: nec_e805 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5057 
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E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_e905 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5058 
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parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_md551c8 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5059 

Product: nec_p403 

Affected Version(s): - 

Improper 

Limitation 
05-Feb-2024 9.8 Sharp NEC Displays 

(P403, P463, P553, 

https://www.sh

arp-nec-

H-SHA-NEC_-

200224/5060 
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of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

Product: nec_p463 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5061 
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X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_p553 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5062 
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CVE ID : CVE-

2023-7077 

Product: nec_p703 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5063 

Product: nec_p801 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

H-SHA-NEC_-

200224/5064 
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Directory 

('Path 

Traversal') 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

nfo/A4_vulnera

bility.html 

Product: nec_un551s 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5065 
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an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_un551vs 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5066 
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Product: nec_x464un 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5067 

Product: nec_x464uns 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5068 
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X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_x464unv 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5069 
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unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_x474hb 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5070 

Product: nec_x551uhd 

Affected Version(s): - 
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Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5071 

Product: nec_x554hb 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5072 
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UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_x554un 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5073 
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CVE ID : CVE-

2023-7077 

Product: nec_x554uns 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5074 

Product: nec_x554unv 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

H-SHA-NEC_-

200224/5075 
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to a 

Restricted 

Directory 

('Path 

Traversal') 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

nfo/A4_vulnera

bility.html 

Product: nec_x555uns 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5076 
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X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_x555unv 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5077 
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CVE ID : CVE-

2023-7077 

Product: nec_x651uhd 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5078 

Product: nec_x754hb 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5079 
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('Path 

Traversal') 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_x841uhd 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5080 
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remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_x981uhd 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

H-SHA-NEC_-

200224/5081 

Vendor: solar-log 
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Product: 2000_pm\+ 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 5.4 

A vulnerability in 

Solar-Log Base 15 

Firmware 6.0.1 

Build 161, and 

possibly other 

Solar-Log Base 

products, allows an 

attacker to escalate 

their privileges by 

exploiting a stored 

cross-site scripting 

(XSS) vulnerability 

in the switch group 

function under 

/#ilang=DE&b=c_s

martenergy_swgro

ups in the web 

portal. The 

vulnerability can 

be exploited to gain 

the rights of an 

installer or PM, 

which can then be 

used to gain 

administrative 

access to the web 

portal and execute 

further attacks. 

CVE ID : CVE-

2023-46344 

N/A 
H-SOL-2000-

200224/5082 

Vendor: Sonicwall 

Product: nsa_2700 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-NSA_-

200224/5083 
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conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

Product: nsa_3700 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-NSA_-

200224/5084 

Product: nsa_4700 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-NSA_-

200224/5085 
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attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

Product: nsa_5700 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-NSA_-

200224/5086 

Product: nsa_6700 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-NSA_-

200224/5087 
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This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

Product: nssp_10700 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-NSSP-

200224/5088 

Product: nssp_11700 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-NSSP-

200224/5089 
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version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

Product: nssp_13700 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-NSSP-

200224/5090 

Product: nsv_270 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-NSV_-

200224/5091 
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CVE ID : CVE-

2024-22394 

Product: nsv_470 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-NSV_-

200224/5092 

Product: nsv_870 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-NSV_-

200224/5093 
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Product: t2270 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-T227-

200224/5094 

Product: tz270w 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-TZ27-

200224/5095 

Product: tz370 

Affected Version(s): - 
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Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-TZ37-

200224/5096 

Product: tz370w 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-TZ37-

200224/5097 

Product: tz470 

Affected Version(s): - 
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Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-TZ47-

200224/5098 

Product: tz470w 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-TZ47-

200224/5099 

Product: tz570 

Affected Version(s): - 
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Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-TZ57-

200224/5100 

Product: tz570p 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-TZ57-

200224/5101 

Product: tz570w 

Affected Version(s): - 
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Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-TZ57-

200224/5102 

Product: tz670 

Affected Version(s): - 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

H-SON-TZ67-

200224/5103 

Vendor: Tenda 

Product: ac9 

Affected Version(s): 3.0 
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Out-of-

bounds 

Write 

05-Feb-2024 9.8 

Buffer Overflow 

vulnerability in the 

function 

setSchedWifi in 

Tenda AC9 v.3.0, 

firmware version 

v.15.03.06.42_mult

i allows a remote 

attacker to cause a 

denial of service or 

run arbitrary code 

via crafted 

overflow data. 

CVE ID : CVE-

2024-24543 

N/A 
H-TEN-AC9-

200224/5104 

Vendor: Tendacn 

Product: cp3 

Affected Version(s): 2.0 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

07-Feb-2024 5.5 

An issue in 

Shenzen Tenda 

Technology 

CP3V2.0 

V11.10.00.231109

0948 allows a local 

attacker to obtain 

sensitive 

information via the 

password 

component. 

CVE ID : CVE-

2024-24488 

N/A 
H-TEN-CP3-

200224/5105 

Vendor: Tp-link 

Product: er7206 

Affected Version(s): - 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

06-Feb-2024 7.2 

A post-

authentication 

command injection 

vulnerability exists 

in the PPTP client 

functionality of Tp-

Link ER7206 

N/A 
H-TP--ER72-

200224/5106 
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Command 

('OS 

Command 

Injection') 

Omada Gigabit VPN 

Router 1.3.0 build 

20230322 

Rel.70591. A 

specially crafted 

HTTP request can 

lead to arbitrary 

command 

injection. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability and 

gain access to an 

unrestricted shell. 

CVE ID : CVE-

2023-36498 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Feb-2024 7.2 

A post 

authentication 

command injection 

vulnerability exists 

when setting up 

the PPTP global 

configuration of 

Tp-Link ER7206 

Omada Gigabit VPN 

Router 1.3.0 build 

20230322 

Rel.70591. A 

specially crafted 

HTTP request can 

lead to arbitrary 

command 

injection. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-42664 

N/A 
H-TP--ER72-

200224/5107 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Feb-2024 7.2 

A command 

execution 

vulnerability exists 

in the guest 

resource 

functionality of Tp-

Link ER7206 

Omada Gigabit VPN 

Router 1.3.0 build 

20230322 

Rel.70591. A 

specially crafted 

HTTP request can 

lead to arbitrary 

command 

execution. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-43482 

N/A 
H-TP--ER72-

200224/5108 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Feb-2024 7.2 

A  post 

authentication 

command injection 

vulnerability exists 

when configuring 

the wireguard VPN 

functionality of Tp-

Link ER7206 

Omada Gigabit VPN 

Router 1.3.0 build 

20230322 

Rel.70591. A 

specially crafted 

HTTP request can 

lead to arbitrary 

command injection 

. An attacker can 

make an 

authenticated 

HTTP request to 

N/A 
H-TP--ER72-

200224/5109 
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trigger this 

vulnerability. 

CVE ID : CVE-

2023-46683 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Feb-2024 7.2 

A post 

authentication 

command injection 

vulnerability exists 

in the GRE policy 

functionality of Tp-

Link ER7206 

Omada Gigabit VPN 

Router 1.3.0 build 

20230322 

Rel.70591. A 

specially crafted 

HTTP request can 

lead to arbitrary 

command 

injection. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-47167 

N/A 
H-TP--ER72-

200224/5110 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Feb-2024 7.2 

A post 

authentication 

command injection 

vulnerability exists 

in the ipsec policy 

functionality of Tp-

Link ER7206 

Omada Gigabit VPN 

Router 1.3.0 build 

20230322 

Rel.70591. A 

specially crafted 

HTTP request can 

lead to arbitrary 

command 

injection. An 

N/A 
H-TP--ER72-

200224/5111 
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attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-47209 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Feb-2024 7.2 

A post 

authentication 

command injection 

vulnerability exists 

when configuring 

the web group 

member of Tp-Link 

ER7206 Omada 

Gigabit VPN Router 

1.3.0 build 

20230322 

Rel.70591. A 

specially crafted 

HTTP request can 

lead to arbitrary 

command 

injection. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-47617 

N/A 
H-TP--ER72-

200224/5112 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Feb-2024 7.2 

A post 

authentication 

command 

execution 

vulnerability exists 

in the web filtering 

functionality of Tp-

Link ER7206 

Omada Gigabit VPN 

Router 1.3.0 build 

20230322 

Rel.70591. A 

N/A 
H-TP--ER72-

200224/5113 
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specially crafted 

HTTP request can 

lead to arbitrary 

command 

execution. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-47618 

Vendor: Westermo 

Product: l206-f2g 

Affected Version(s): - 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Feb-2024 8.8 

The cross-site 

request forgery 

token in the 

request may be 

predictable or 

easily guessable 

allowing attackers 

to craft a malicious 

request, which 

could be triggered 

by a victim 

unknowingly. In a 

successful CSRF 

attack, the attacker 

could lead the 

victim user to carry 

out an action 

unintentionally. 

CVE ID : CVE-

2023-38579 

N/A 
H-WES-L206-

200224/5114 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

06-Feb-2024 8 

A potential 

attacker with 

access to the 

Westermo Lynx 

device may be able 

to execute 

malicious code that 

N/A 
H-WES-L206-

200224/5115 
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could affect the 

correct functioning 

of the device. 

CVE ID : CVE-

2023-45735 

Incorrect 

Compariso

n 

06-Feb-2024 6.5 

A potential 

attacker with 

access to the 

Westermo Lynx 

device would be 

able to execute 

malicious code that 

could affect the 

correct functioning 

of the device. 

CVE ID : CVE-

2023-45213 

N/A 
H-WES-L206-

200224/5116 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-Feb-2024 5.7 

An attacker with 

access to the 

network where the 

affected devices 

are located could 

maliciously actions 

to obtain, via a 

sniffer, sensitive 

information 

exchanged via TCP 

communications. 

CVE ID : CVE-

2023-40544 

N/A 
H-WES-L206-

200224/5117 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Feb-2024 5.4 

 

An attacker with 

access to the 

Westermo Lynx 

web application 

that has the 

vulnerable 

software could 

introduce arbitrary 

JavaScript by 

injecting a cross-

site scripting 

N/A 
H-WES-L206-

200224/5118 
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payload into the 

"forward.0.domain

" parameter. 

CVE ID : CVE-

2023-40143 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Feb-2024 5.4 

An attacker with 

access to the 

vulnerable 

software could 

introduce arbitrary 

JavaScript by 

injecting a cross-

site scripting 

payload into the 

"username" 

parameter in the 

SNMP 

configuration. 

CVE ID : CVE-

2023-42765 

N/A 
H-WES-L206-

200224/5119 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Feb-2024 5.4 

An attacker with 

access to the web 

application that 

has the vulnerable 

software could 

introduce arbitrary 

JavaScript by 

injecting a cross-

site scripting 

payload into the 

"autorefresh" 

parameter. 

CVE ID : CVE-

2023-45222 

N/A 
H-WES-L206-

200224/5120 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

06-Feb-2024 5.4 

An attacker with 

access to the web 

application with 

vulnerable 

software could 

introduce arbitrary 

JavaScript by 

injecting a cross-

N/A 
H-WES-L206-

200224/5121 
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('Cross-site 

Scripting') 

site scripting 

payload into the 

"dns.0.server" 

parameter. 

CVE ID : CVE-

2023-45227 

Vendor: westerndigital 

Product: my_cloud_dl2100 

Affected Version(s): - 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

 

CVE ID : CVE-

2023-22817 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-MY_C-

200224/5122 
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Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-MY_C-

200224/5123 

Product: my_cloud_dl4100 

Affected Version(s): - 

Server-

Side 

Request 

05-Feb-2024 5.5 
Server-side request 

forgery (SSRF) 

vulnerability that 

https://www.w

esterndigital.co

m/support/pro

H-WES-MY_C-

200224/5124 
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Forgery 

(SSRF) 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

 

CVE ID : CVE-

2023-22817 

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-MY_C-

200224/5125 
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discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

Product: my_cloud_ex2100 

Affected Version(s): - 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-MY_C-

200224/5126 
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DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

 

CVE ID : CVE-

2023-22817 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-MY_C-

200224/5127 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1910 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

Product: my_cloud_ex2_ultra 

Affected Version(s): - 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

CVE ID : CVE-

2023-22817 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-MY_C-

200224/5128 

Uncontroll

ed 
05-Feb-2024 4.9 An uncontrolled 

resource 

https://www.w

esterndigital.co

H-WES-MY_C-

200224/5129 
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Resource 

Consumpti

on 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

Product: my_cloud_ex4100 

Affected Version(s): - 

Server-

Side 

Request 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

H-WES-MY_C-

200224/5130 
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Forgery 

(SSRF) 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

CVE ID : CVE-

2023-22817 

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-MY_C-

200224/5131 
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Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

Product: my_cloud_glacier 

Affected Version(s): - 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-MY_C-

200224/5132 
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My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

CVE ID : CVE-

2023-22817 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-MY_C-

200224/5133 
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Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

Product: my_cloud_home 

Affected Version(s): - 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

CVE ID : CVE-

2023-22817 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-MY_C-

200224/5134 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

H-WES-MY_C-

200224/5135 
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requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

Product: my_cloud_home_duo 

Affected Version(s): - 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

H-WES-MY_C-

200224/5136 
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back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

CVE ID : CVE-

2023-22817 

duo-and-

sandisk-ibi-

firmware-

update 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-MY_C-

200224/5137 
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This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

Product: my_cloud_mirror_g2 

Affected Version(s): - 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-MY_C-

200224/5138 
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Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

CVE ID : CVE-

2023-22817 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-MY_C-

200224/5139 
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Product: my_cloud_pr2100 

Affected Version(s): - 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

CVE ID : CVE-

2023-22817 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-MY_C-

200224/5140 

Product: my_cloud_pr4100 

Affected Version(s): - 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

H-WES-MY_C-

200224/5141 
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address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

CVE ID : CVE-

2023-22817 

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-MY_C-

200224/5142 
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Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

Product: sandisk_ibi 

Affected Version(s): - 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-SAND-

200224/5143 
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Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

 

CVE ID : CVE-

2023-22817 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-SAND-

200224/5144 
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CVE ID : CVE-

2023-22819 

Product: wd_cloud 

Affected Version(s): - 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

 

CVE ID : CVE-

2023-22817 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

H-WES-WD_C-

200224/5145 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

H-WES-WD_C-

200224/5146 
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service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

Operating System 

Vendor: Apple 

Product: macos 

Affected Version(s): - 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

02-Feb-2024 9.8 

Miro Desktop 

0.8.18 on macOS 

allows Electron 

code injection. 

CVE ID : CVE-

2024-23746 

N/A 
O-APP-MACO-

210224/5147 
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Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

08-Feb-2024 5.5 

Improper 

Verification of 

Cryptographic 

Signature 

vulnerability in 

Snow Software 

Inventory Agent on 

MacOS, Snow 

Software Inventory 

Agent on Windows, 

Snow Software 

Inventory Agent on 

Linux allows File 

Manipulation 

through Snow 

Update 

Packages.This issue 

affects Inventory 

Agent: through 

6.12.0; Inventory 

Agent: through 

6.14.5; Inventory 

Agent: through 

6.7.2. 

CVE ID : CVE-

2024-1149 

https://commu

nity.snowsoftw

are.com/s/feed

/0D5Td000004

YtMcKAK 

O-APP-MACO-

210224/5148 

Vendor: Axis 

Product: axis_os 

Affected Version(s): * Up to (excluding) 11.8.61 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Vintage, 

member of the 

AXIS OS Bug 

Bounty Program, 

has found that the 

VAPIX API 

create_overlay.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

https://www.ax

is.com/dam/pu

blic/89/d9/99/

cve-2023-5800-

en-US-

424339.pdf 

O-AXI-AXIS-

210224/5149 
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execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution. 

CVE ID : CVE-

2023-5800 

Product: axis_os_2020 

Affected Version(s): * Up to (excluding) 9.80.55 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Vintage, 

member of the 

AXIS OS Bug 

Bounty Program, 

has found that the 

VAPIX API 

create_overlay.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

https://www.ax

is.com/dam/pu

blic/89/d9/99/

cve-2023-5800-

en-US-

424339.pdf 

O-AXI-AXIS-

210224/5150 
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operator- or 

administrator-

privileged service 

account. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution. 

CVE ID : CVE-

2023-5800 

Product: axis_os_2022 

Affected Version(s): * Up to (excluding) 10.12.220 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Vintage, 

member of the 

AXIS OS Bug 

Bounty Program, 

has found that the 

VAPIX API 

create_overlay.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. Axis has 

https://www.ax

is.com/dam/pu

blic/89/d9/99/

cve-2023-5800-

en-US-

424339.pdf 

O-AXI-AXIS-

210224/5151 
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released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution. 

CVE ID : CVE-

2023-5800 

Product: m3024-lve_firmware 

Affected Version(s): * Up to (excluding) 5.51.7.7 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

O-AXI-M302-

210224/5152 
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administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Product: m3025-ve_firmware 

Affected Version(s): * Up to (excluding) 5.51.7.7 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

O-AXI-M302-

210224/5153 
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this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Product: m7014_firmware 

Affected Version(s): * Up to (excluding) 5.51.7.7 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

O-AXI-M701-

210224/5154 
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account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Product: m7016_firmware 

Affected Version(s): * Up to (excluding) 5.51.7.7 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

O-AXI-M701-

210224/5155 
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operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Product: p1214-e_firmware 

Affected Version(s): * Up to (excluding) 5.51.7.7 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

O-AXI-P121-

210224/5156 
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exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Product: p7214_firmware 

Affected Version(s): * Up to (excluding) 5.51.7.7 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

O-AXI-P721-

210224/5157 
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for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Product: p7216_firmware 

Affected Version(s): * Up to (excluding) 5.51.7.7 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

O-AXI-P721-

210224/5158 
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did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Product: q7401_firmware 

Affected Version(s): * Up to (excluding) 5.51.7.7 

Improper 

Control of 

Generation 

of Code 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

O-AXI-Q740-

210224/5159 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1937 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

('Code 

Injection') 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

en-US-

424335.pdf 

Product: q7404_firmware 

Affected Version(s): * Up to (excluding) 5.51.7.7 
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Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

O-AXI-Q740-

210224/5160 
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Product: q7414_firmware 

Affected Version(s): * Up to (excluding) 5.51.7.7 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

Please refer to the 

Axis security 

advisory 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

O-AXI-Q741-

210224/5161 
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for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Product: q7424-r_mk_ii_firmware 

Affected Version(s): * Up to (excluding) 5.51.3.9 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

05-Feb-2024 8.8 

Brandon 

Rothel from QED 

Secure Solutions 

has found that the 

VAPIX API 

tcptest.cgi 

did not have a 

sufficient input 

validation allowing 

for a possible 

remote code 

execution. This 

flaw can only be 

exploited after 

authenticating with 

an 

operator- or 

administrator-

privileged service 

account. The 

impact of 

exploiting 

this vulnerability is 

lower with 

operator-privileges 

compared to 

administrator-

privileges service 

accounts. Axis has 

released patched 

AXIS OS 

versions for the 

highlighted flaw. 

https://www.ax

is.com/dam/pu

blic/a9/dd/f1/c

ve-2023-5677-

en-US-

424335.pdf 

O-AXI-Q742-

210224/5162 
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Please refer to the 

Axis security 

advisory 

for more 

information and 

solution.  

CVE ID : CVE-

2023-5677 

Vendor: blurams 

Product: lumi_security_camera_a31c_firmware 

Affected Version(s): 2.3.38.12558 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

02-Feb-2024 6.8 

An issue in 

Blurams Lumi 

Security Camera 

(A31C) 

v.2.3.38.12558 

allows a physically 

proximate 

attackers to 

execute arbitrary 

code. 

CVE ID : CVE-

2023-51820 

N/A 
O-BLU-LUMI-

210224/5163 

Affected Version(s): 23.0406.435.412 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

02-Feb-2024 9.8 

An issue in 

Blurams Lumi 

Security Camera 

(A31C) 

v23.0406.435.4120 

allows attackers to 

execute arbitrary 

code. 

CVE ID : CVE-

2023-50488 

N/A 
O-BLU-LUMI-

210224/5164 

Vendor: Canon 

Product: i-sensys_lbp673cdw_firmware 

Affected Version(s): * Up to (including) 03.07 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6229 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5165 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5166 
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CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6231 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5167 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5168 
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CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5169 
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CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5170 
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CVE ID : CVE-

2023-6234 

Product: i-sensys_mf752cdw_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5171 
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v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5172 
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Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5173 
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v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5174 
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Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5175 
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v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5176 
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v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6234 

Product: i-sensys_mf754cdw_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5177 
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Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5178 
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MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5179 
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Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5180 
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Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5181 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1959 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5182 
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Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6234 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PCFAX 

number process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary 

code.*:Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C firmware 

v03.07 and earlier 

sold in US. i-

SENSYS 

MF754Cdw/C1333

iF firmware v03.07 

and earlier sold in 

Europe. 

CVE ID : CVE-

2024-0244 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5183 

Product: i-sensys_x_c1333if_firmware 

Affected Version(s): * Up to (including) 03.07 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6229 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5184 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5185 
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CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6231 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5186 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5187 
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CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5188 
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CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5189 
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CVE ID : CVE-

2023-6234 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PCFAX 

number process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary 

code.*:Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C firmware 

v03.07 and earlier 

sold in US. i-

SENSYS 

MF754Cdw/C1333

iF firmware v03.07 

and earlier sold in 

Europe. 

CVE ID : CVE-

2024-0244 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5190 

Product: i-sensys_x_c1333i_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

https://canon.j

p/support/supp

ort-

info/240205vul

O-CAN-I-SE-

210224/5191 
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of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6229 

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

https://canon.j

p/support/supp

ort-

info/240205vul

O-CAN-I-SE-

210224/5192 
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Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6230 

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 
Buffer overflow in 

WSD probe request 

process of Office 

https://canon.j

p/support/supp

ort-

O-CAN-I-SE-

210224/5193 
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Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6231 

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

O-CAN-I-SE-

210224/5194 
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Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

CVE ID : CVE-

2023-6232 

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

https://canon.j

p/support/supp

ort-

info/240205vul

O-CAN-I-SE-

210224/5195 
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Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5196 
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CVE ID : CVE-

2023-6234 

Product: i-sensys_x_c1333p_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5197 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5198 
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MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5199 
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MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5200 
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US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5201 
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and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-I-SE-

210224/5202 
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MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: lbp122dw_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP1-

210224/5203 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP1-

210224/5204 
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imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP1-

210224/5205 
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imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP1-

210224/5206 
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firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP1-

210224/5207 
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MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

O-CAN-LBP1-

210224/5208 
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Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

security-latest-

news/ 

Product: lbp1238_ii_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

O-CAN-LBP1-

210224/5209 
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to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

O-CAN-LBP1-

210224/5210 
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may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

O-CAN-LBP1-

210224/5211 
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may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

O-CAN-LBP1-

210224/5212 
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Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP1-

210224/5213 
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CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP1-

210224/5214 
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CVE ID : CVE-

2023-6234 

Product: lbp1333c_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP1-

210224/5215 
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MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP1-

210224/5216 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 1995 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP1-

210224/5217 
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US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP1-

210224/5218 
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MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP1-

210224/5219 
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imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP1-

210224/5220 
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MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PCFAX 

number process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary 

code.*:Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP1-

210224/5221 
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v03.07 and earlier 

sold in US. i-

SENSYS 

MF754Cdw/C1333

iF firmware v03.07 

and earlier sold in 

Europe. 

 

 

CVE ID : CVE-

2024-0244 

Product: lbp236dw_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP2-

210224/5222 
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imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP2-

210224/5223 
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imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP2-

210224/5224 
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imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP2-

210224/5225 
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LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP2-

210224/5226 
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imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP2-

210224/5227 
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and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: lbp237dw_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

O-CAN-LBP2-

210224/5228 
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arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

O-CAN-LBP2-

210224/5229 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

O-CAN-LBP2-

210224/5230 
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affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

O-CAN-LBP2-

210224/5231 
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attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

O-CAN-LBP2-

210224/5232 
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may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

O-CAN-LBP2-

210224/5233 
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Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Product: lbp671c_firmware 

Affected Version(s): * Up to (including) 03.07 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5234 
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Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5235 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5236 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5237 
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MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5238 
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3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5239 
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US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: lbp672c_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5240 
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Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5241 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5242 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5243 
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imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5244 
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Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5245 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2025 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: lbp674cdw_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

O-CAN-LBP6-

210224/5246 
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or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

O-CAN-LBP6-

210224/5247 
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to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

O-CAN-LBP6-

210224/5248 
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to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

O-CAN-LBP6-

210224/5249 
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may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

O-CAN-LBP6-

210224/5250 
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Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

O-CAN-LBP6-

210224/5251 
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Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Product: lbp674c_firmware 

Affected Version(s): * Up to (including) 03.07 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5252 
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CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5253 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5254 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5255 
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MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5256 
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3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-LBP6-

210224/5257 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2038 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: mf1238_ii_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF12-

210224/5258 
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Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF12-

210224/5259 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF12-

210224/5260 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF12-

210224/5261 
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imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF12-

210224/5262 
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Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF12-

210224/5263 
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firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: mf1333c_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

O-CAN-MF13-

210224/5264 
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or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

O-CAN-MF13-

210224/5265 
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to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

O-CAN-MF13-

210224/5266 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2047 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

O-CAN-MF13-

210224/5267 
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may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

O-CAN-MF13-

210224/5268 
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Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

O-CAN-MF13-

210224/5269 
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Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PCFAX 

number process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary 

code.*:Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C firmware 

v03.07 and earlier 

sold in US. i-

SENSYS 

MF754Cdw/C1333

iF firmware v03.07 

and earlier sold in 

Europe. 

 

 

CVE ID : CVE-

2024-0244 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF13-

210224/5270 

Product: mf1643if_ii_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

https://canon.j

p/support/supp

ort-

info/240205vul

O-CAN-MF16-

210224/5271 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2052 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF16-

210224/5272 
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CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF16-

210224/5273 
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CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF16-

210224/5274 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF16-

210224/5275 
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Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF16-

210224/5276 
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MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: mf1643i_ii_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF16-

210224/5277 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2059 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF16-

210224/5278 
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Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF16-

210224/5279 
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Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF16-

210224/5280 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF16-

210224/5281 
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imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF16-

210224/5282 
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imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: mf272dw_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF27-

210224/5283 
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Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

O-CAN-MF27-

210224/5284 
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or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

O-CAN-MF27-

210224/5285 
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or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

O-CAN-MF27-

210224/5286 
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to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

O-CAN-MF27-

210224/5287 
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network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

O-CAN-MF27-

210224/5288 
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may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Product: mf273dw_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 
Buffer overflow in 

CPCA PDL 

Resource 

https://canon.j

p/support/supp

ort-

O-CAN-MF27-

210224/5289 
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Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF27-

210224/5290 
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CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF27-

210224/5291 
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CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF27-

210224/5292 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2075 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF27-

210224/5293 
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Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF27-

210224/5294 
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MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: mf275dw_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF27-

210224/5295 
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firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF27-

210224/5296 
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Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF27-

210224/5297 
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Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF27-

210224/5298 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF27-

210224/5299 
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imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF27-

210224/5300 
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imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: mf451dw_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF45-

210224/5301 
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Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

O-CAN-MF45-

210224/5302 
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or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

O-CAN-MF45-

210224/5303 
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or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

O-CAN-MF45-

210224/5304 
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to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

O-CAN-MF45-

210224/5305 
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network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

O-CAN-MF45-

210224/5306 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2089 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Product: mf452dw_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 
Buffer overflow in 

CPCA PDL 

Resource 

https://canon.j

p/support/supp

ort-

O-CAN-MF45-

210224/5307 
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Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF45-

210224/5308 
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CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF45-

210224/5309 
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CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF45-

210224/5310 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF45-

210224/5311 
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Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF45-

210224/5312 
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MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: mf453dw_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF45-

210224/5313 
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firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF45-

210224/5314 
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Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF45-

210224/5315 
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Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF45-

210224/5316 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF45-

210224/5317 
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imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF45-

210224/5318 
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imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Product: mf455dw_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF45-

210224/5319 
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Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

O-CAN-MF45-

210224/5320 
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or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

O-CAN-MF45-

210224/5321 
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or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

O-CAN-MF45-

210224/5322 
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to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

O-CAN-MF45-

210224/5323 
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network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

O-CAN-MF45-

210224/5324 
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may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

Product: mf751cdw_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 
Buffer overflow in 

CPCA PDL 

Resource 

https://canon.j

p/support/supp

ort-

O-CAN-MF75-

210224/5325 
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Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5326 
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CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5327 
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CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5328 
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v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5329 
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Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5330 
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MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PCFAX 

number process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary 

code.*:Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C firmware 

v03.07 and earlier 

sold in US. i-

SENSYS 

MF754Cdw/C1333

iF firmware v03.07 

and earlier sold in 

Europe. 

 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5331 
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CVE ID : CVE-

2024-0244 

Product: mf753cdw_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5332 
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Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5333 
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3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5334 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2119 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5335 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2120 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5336 
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firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5337 
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imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PCFAX 

number process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary 

code.*:Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C firmware 

v03.07 and earlier 

sold in US. i-

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5338 
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SENSYS 

MF754Cdw/C1333

iF firmware v03.07 

and earlier sold in 

Europe. 

 

 

CVE ID : CVE-

2024-0244 

Product: mf755cdw_firmware 

Affected Version(s): * Up to (including) 03.07 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PDL 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5339 
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firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6229 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

password process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5340 
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Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6230 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

WSD probe request 

process of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5341 
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Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6231 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

the Address Book 

username process 

in authentication of 

Mobile Device 

Function of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

imageCLASS X 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5342 
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LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6232 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

SLP attribute 

request process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

imageCLASS 

LBP674C/Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5343 
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imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6233 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA Color LUT 

Resource 

Download process 

of Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary code.*: 

Satera LBP670C 

Series/Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5344 
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imageCLASS 

LBP674C/Color 

imageCLASS X 

LBP1333C/Color 

imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C Series 

firmware v03.07 

and earlier sold in 

US. i-SENSYS 

LBP673Cdw/C133

3P/i-SENSYS 

MF750C 

Series/C1333i 

Series firmware 

v03.07 and earlier 

sold in Europe. 

 

 

CVE ID : CVE-

2023-6234 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Buffer overflow in 

CPCA PCFAX 

number process of 

Office 

Multifunction 

Printers and Laser 

Printers(*) which 

may allow an 

attacker on the 

network segment 

to trigger the 

affected product 

being unresponsive 

or to execute 

arbitrary 

code.*:Satera 

MF750C Series 

firmware v03.07 

and earlier sold in 

Japan. Color 

https://canon.j

p/support/supp

ort-

info/240205vul

nerability-

response, 

https://psirt.ca

non/advisory-

information/cp

2024-001/, 

https://www.ca

non-

europe.com/su

pport/product-

security-latest-

news/ 

O-CAN-MF75-

210224/5345 
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imageCLASS 

MF750C 

Series/Color 

imageCLASS X 

MF1333C firmware 

v03.07 and earlier 

sold in US. i-

SENSYS 

MF754Cdw/C1333

iF firmware v03.07 

and earlier sold in 

Europe. 

 

 

CVE ID : CVE-

2024-0244 

Vendor: Dell 

Product: alienware_m15_r6_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-ALIE-

210224/5346 

Product: alienware_m15_r7_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

https://www.d

ell.com/support

/kbdoc/en-

O-DEL-ALIE-

210224/5347 
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Numeric 

Types 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: chengming_3900_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-CHEN-

210224/5348 

Product: chengming_3901_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

O-DEL-CHEN-

210224/5349 
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admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: chengming_3910_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-CHEN-

210224/5350 

Product: chengming_3911_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-CHEN-

210224/5351 
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leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

Product: chengming_3990_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-CHEN-

210224/5352 

Product: chengming_3991_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-CHEN-

210224/5353 
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Product: g15_5510_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-G15_-

210224/5354 

Product: g15_5511_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-G15_-

210224/5355 

Product: g15_5520_firmware 

Affected Version(s): - 

Incorrect 

Conversion 
06-Feb-2024 4.4  https://www.d

ell.com/support

O-DEL-G15_-

210224/5356 
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between 

Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: g3_3500_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-G3_3-

210224/5357 

Product: g5_15_5590_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

O-DEL-G5_1-

210224/5358 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: g5_5000_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-G5_5-

210224/5359 

Product: g7_15_7500_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

O-DEL-G7_1-

210224/5360 
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vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: g7_15_7590_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-G7_1-

210224/5361 

Product: g7_17_7700_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-G7_1-

210224/5362 
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CVE ID : CVE-

2023-28063 

Product: g7_17_7790_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-G7_1-

210224/5363 

Product: inspiron_13_5320_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5364 

Product: inspiron_14_5410_firmware 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2139 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5365 

Product: inspiron_14_5418_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5366 

Product: inspiron_14_5420_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

O-DEL-INSP-

210224/5367 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_14_7420_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5368 

Product: inspiron_14_plus_7420_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

O-DEL-INSP-

210224/5369 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_15_3511_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5370 

Product: inspiron_15_5510_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5371 
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leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

Product: inspiron_15_5518_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5372 

Product: inspiron_16_7620_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5373 
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CVE ID : CVE-

2023-28063 

Product: inspiron_16_plus_7620_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5374 

Product: inspiron_24_5410_all-in-one_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5375 

Product: inspiron_24_5411_all-in-one_firmware 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5376 

Product: inspiron_27_7710_all-in-one_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5377 

Product: inspiron_3020_desktop_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

O-DEL-INSP-

210224/5378 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_3020_small_desktop_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5379 

Product: inspiron_3490_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

O-DEL-INSP-

210224/5380 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_3493_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5381 

Product: inspiron_3501_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5382 
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leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

Product: inspiron_3511_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5383 

Product: inspiron_3520_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5384 
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Product: inspiron_3593_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5385 

Product: inspiron_3880_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5386 

Product: inspiron_3881_firmware 

Affected Version(s): - 

Incorrect 

Conversion 
06-Feb-2024 4.4  https://www.d

ell.com/support

O-DEL-INSP-

210224/5387 
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between 

Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_3891_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5388 

Product: inspiron_3910_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

O-DEL-INSP-

210224/5389 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_5300_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5390 

Product: inspiron_5301_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

O-DEL-INSP-

210224/5391 
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vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: inspiron_5310_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5392 

Product: inspiron_5391_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5393 
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CVE ID : CVE-

2023-28063 

Product: inspiron_5400_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5394 

Product: inspiron_5400_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5395 

Product: inspiron_5401_aio_firmware 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5396 

Product: inspiron_5401_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5397 

Product: inspiron_5402_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

O-DEL-INSP-

210224/5398 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_5406_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5399 

Product: inspiron_5408_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

O-DEL-INSP-

210224/5400 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_5409_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5401 

Product: inspiron_5410_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5402 
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leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

Product: inspiron_5490_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5403 

Product: inspiron_5491_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5404 
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Product: inspiron_5498_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5405 

Product: inspiron_5501_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5406 

Product: inspiron_5502_firmware 

Affected Version(s): - 

Incorrect 

Conversion 
06-Feb-2024 4.4  https://www.d

ell.com/support

O-DEL-INSP-

210224/5407 
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between 

Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_5508_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5408 

Product: inspiron_5509_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

O-DEL-INSP-

210224/5409 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_5590_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5410 

Product: inspiron_5591_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

O-DEL-INSP-

210224/5411 
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vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: inspiron_5598_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5412 

Product: inspiron_5620_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5413 
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CVE ID : CVE-

2023-28063 

Product: inspiron_7000_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5414 

Product: inspiron_7300_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5415 

Product: inspiron_7306_2-in-1_firmware 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5416 

Product: inspiron_7391_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5417 

Product: inspiron_7400_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

O-DEL-INSP-

210224/5418 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_7490_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5419 

Product: inspiron_7500_2-in-1_black_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

O-DEL-INSP-

210224/5420 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_7500_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5421 

Product: inspiron_7501_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5422 
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leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

Product: inspiron_7506_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5423 

Product: inspiron_7510_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5424 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2166 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Product: inspiron_7590_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5425 

Product: inspiron_7591_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5426 

Product: inspiron_7610_firmware 

Affected Version(s): - 

Incorrect 

Conversion 
06-Feb-2024 4.4  https://www.d

ell.com/support

O-DEL-INSP-

210224/5427 
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between 

Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: inspiron_7700_all-in-one_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-INSP-

210224/5428 

Product: inspiron_7791_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

O-DEL-INSP-

210224/5429 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_3120_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5430 

Product: latitude_3140_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

O-DEL-LATI-

210224/5431 
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vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: latitude_3190_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5432 

Product: latitude_3300_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5433 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2170 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

CVE ID : CVE-

2023-28063 

Product: latitude_3310_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5434 

Product: latitude_3310_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5435 
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CVE ID : CVE-

2023-28063 

Product: latitude_3320_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5436 

Product: latitude_3330_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5437 
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leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

Product: latitude_3400_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5438 

Product: latitude_3410_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

O-DEL-LATI-

210224/5439 
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vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: latitude_3420_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5440 

Product: latitude_3430_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

O-DEL-LATI-

210224/5441 
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exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: latitude_3500_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5442 

Product: latitude_3510_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

O-DEL-LATI-

210224/5443 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

conversion-

error-

vulnerability 

Product: latitude_3520_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5444 

Product: latitude_3530_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

O-DEL-LATI-

210224/5445 
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admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: latitude_5290_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5446 

Product: latitude_5290_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

O-DEL-LATI-

210224/5447 
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malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_5300_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5448 

Product: latitude_5300_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

O-DEL-LATI-

210224/5449 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_5310_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5450 

Product: latitude_5310_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

O-DEL-LATI-

210224/5451 
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vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_5320_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5452 

Product: latitude_5330_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

O-DEL-LATI-

210224/5453 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_5400_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5454 

Product: latitude_5401_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

O-DEL-LATI-

210224/5455 
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Numeric 

Types 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_5410_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5456 

Product: latitude_5411_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4  
https://www.d

ell.com/support

/kbdoc/en-

O-DEL-LATI-

210224/5457 
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Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_5420_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5458 

Product: latitude_5420_rugged_firmware 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5459 

Product: latitude_5424_rugged_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5460 

Product: latitude_5430_firmware 
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Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5461 

Product: latitude_5431_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5462 
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Product: latitude_5490_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5463 

Product: latitude_5491_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5464 
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CVE ID : CVE-

2023-28063 

Product: latitude_5495_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5465 

Product: latitude_5500_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5466 
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CVE ID : CVE-

2023-28063 

Product: latitude_5501_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5467 

Product: latitude_5510_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5468 
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CVE ID : CVE-

2023-28063 

Product: latitude_5511_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5469 

Product: latitude_5520_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5470 
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leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

Product: latitude_5521_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5471 

Product: latitude_5530_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

O-DEL-LATI-

210224/5472 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2190 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: latitude_5531_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5473 

Product: latitude_5590_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

O-DEL-LATI-

210224/5474 
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exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: latitude_5591_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5475 

Product: latitude_7200_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

O-DEL-LATI-

210224/5476 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

conversion-

error-

vulnerability 

Product: latitude_7210_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5477 

Product: latitude_7230_rugged_extreme_tablet_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

O-DEL-LATI-

210224/5478 
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admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: latitude_7290_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5479 

Product: latitude_7300_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

O-DEL-LATI-

210224/5480 
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malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_7310_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5481 

Product: latitude_7320_detachable_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

O-DEL-LATI-

210224/5482 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_7320_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5483 

Product: latitude_7330_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

O-DEL-LATI-

210224/5484 
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vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_7390_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5485 

Product: latitude_7390_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

O-DEL-LATI-

210224/5486 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_7400_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5487 

Product: latitude_7400_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

O-DEL-LATI-

210224/5488 
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Numeric 

Types 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_7410_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5489 

Product: latitude_7420_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4  
https://www.d

ell.com/support

/kbdoc/en-

O-DEL-LATI-

210224/5490 
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Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: latitude_7424_rugged_extreme_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5491 

Product: latitude_7430_firmware 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5492 

Product: latitude_7490_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5493 

Product: latitude_7520_firmware 
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Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5494 

Product: latitude_7530_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5495 
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Product: latitude_9330_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5496 

Product: latitude_9410_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5497 
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CVE ID : CVE-

2023-28063 

Product: latitude_9420_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5498 

Product: latitude_9430_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5499 
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CVE ID : CVE-

2023-28063 

Product: latitude_9510_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5500 

Product: latitude_9520_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5501 
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CVE ID : CVE-

2023-28063 

Product: latitude_rugged_5430_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5502 

Product: latitude_rugged_7220ex_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5503 
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leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

Product: latitude_rugged_7220_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5504 

Product: latitude_rugged_7330_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

O-DEL-LATI-

210224/5505 
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vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: latitute_5421_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-LATI-

210224/5506 

Product: optiplex_3000_micro_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

O-DEL-OPTI-

210224/5507 
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exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: optiplex_3000_small_form_factor_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5508 

Product: optiplex_3000_thin_client_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

O-DEL-OPTI-

210224/5509 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

conversion-

error-

vulnerability 

Product: optiplex_3000_tower_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5510 

Product: optiplex_3080_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

O-DEL-OPTI-

210224/5511 
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admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: optiplex_3090_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5512 

Product: optiplex_3090_ultra_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

O-DEL-OPTI-

210224/5513 
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malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: optiplex_3280_all-in-one_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5514 

Product: optiplex_5000_micro_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

O-DEL-OPTI-

210224/5515 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: optiplex_5000_small_form_factor_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5516 

Product: optiplex_5000_tower_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

O-DEL-OPTI-

210224/5517 
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vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: optiplex_5080_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5518 

Product: optiplex_5090_micro_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

O-DEL-OPTI-

210224/5519 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: optiplex_5090_small_form_factor_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5520 

Product: optiplex_5090_tower_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

O-DEL-OPTI-

210224/5521 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2215 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Numeric 

Types 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: optiplex_5400_all-in-one_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5522 

Product: optiplex_5480_all-in-one_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4  
https://www.d

ell.com/support

/kbdoc/en-

O-DEL-OPTI-

210224/5523 
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Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: optiplex_5490_all-in-one_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5524 

Product: optiplex_7000_micro_firmware 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5525 

Product: optiplex_7000_small_form_factor_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5526 

Product: optiplex_7000_tower_firmware 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2218 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5527 

Product: optiplex_7000_xe_micro_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5528 
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Product: optiplex_7080_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5529 

Product: optiplex_7090_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5530 
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CVE ID : CVE-

2023-28063 

Product: optiplex_7090_ultra_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5531 

Product: optiplex_7400_all-in-one_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5532 
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CVE ID : CVE-

2023-28063 

Product: optiplex_7480_all-in-one_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5533 

Product: optiplex_7490_all-in-one_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5534 
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CVE ID : CVE-

2023-28063 

Product: optiplex_7780_all-in-one_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5535 

Product: optiplex_all-in-one_7410_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5536 
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leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

Product: optiplex_micro_7010_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5537 

Product: optiplex_micro_plus_7010_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

O-DEL-OPTI-

210224/5538 
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vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: optiplex_small_form_factor_7010_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5539 

Product: optiplex_small_form_factor_plus_7010_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

O-DEL-OPTI-

210224/5540 
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exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: optiplex_tower_7010_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5541 

Product: optiplex_tower_plus_7010_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

O-DEL-OPTI-

210224/5542 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

conversion-

error-

vulnerability 

Product: optiplex_xe4_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-OPTI-

210224/5543 

Product: optiplex_xe4_oemready_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

O-DEL-OPTI-

210224/5544 
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admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: precision_3260_compact_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5545 

Product: precision_3260_xe_compact_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

O-DEL-PREC-

210224/5546 
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malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: precision_3440_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5547 

Product: precision_3450_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

O-DEL-PREC-

210224/5548 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: precision_3460_small_form_factor_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5549 

Product: precision_3460_xe_small_form_factor_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

O-DEL-PREC-

210224/5550 
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vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: precision_3470_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5551 

Product: precision_3530_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

O-DEL-PREC-

210224/5552 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: precision_3540_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5553 

Product: precision_3541_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

O-DEL-PREC-

210224/5554 
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Numeric 

Types 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: precision_3550_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5555 

Product: precision_3551_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4  
https://www.d

ell.com/support

/kbdoc/en-

O-DEL-PREC-

210224/5556 
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Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: precision_3560_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5557 

Product: precision_3561_firmware 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5558 

Product: precision_3570_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5559 

Product: precision_3571_firmware 
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Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5560 

Product: precision_3640_tower_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5561 
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Product: precision_3650_tower_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5562 

Product: precision_3660_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5563 
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CVE ID : CVE-

2023-28063 

Product: precision_5470_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5564 

Product: precision_5530_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5565 
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CVE ID : CVE-

2023-28063 

Product: precision_5550_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5566 

Product: precision_5560_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5567 
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CVE ID : CVE-

2023-28063 

Product: precision_5570_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5568 

Product: precision_5750_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5569 
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leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

Product: precision_5760_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5570 

Product: precision_5770_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

O-DEL-PREC-

210224/5571 
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vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: precision_7530_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5572 

Product: precision_7540_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

O-DEL-PREC-

210224/5573 
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exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: precision_7550_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5574 

Product: precision_7560_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

O-DEL-PREC-

210224/5575 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

conversion-

error-

vulnerability 

Product: precision_7670_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5576 

Product: precision_7730_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

O-DEL-PREC-

210224/5577 
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admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: precision_7740_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5578 

Product: precision_7750_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

O-DEL-PREC-

210224/5579 
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malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: precision_7760_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5580 

Product: precision_7770_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

O-DEL-PREC-

210224/5581 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: precision_7865_tower_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-PREC-

210224/5582 

Product: vostro_3020_small_desktop_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

O-DEL-VOST-

210224/5583 
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vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: vostro_3020_tower_desktop_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5584 

Product: vostro_3400_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

O-DEL-VOST-

210224/5585 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: vostro_3420_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5586 

Product: vostro_3500_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

O-DEL-VOST-

210224/5587 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2249 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Numeric 

Types 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: vostro_3510_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5588 

Product: vostro_3520_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4  
https://www.d

ell.com/support

/kbdoc/en-

O-DEL-VOST-

210224/5589 
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Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: vostro_3590_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5590 

Product: vostro_3681_firmware 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5591 

Product: vostro_3690_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5592 

Product: vostro_3710_firmware 
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Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5593 

Product: vostro_3881_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5594 
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Product: vostro_3890_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5595 

Product: vostro_3910_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5596 
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CVE ID : CVE-

2023-28063 

Product: vostro_5300_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5597 

Product: vostro_5301_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5598 
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CVE ID : CVE-

2023-28063 

Product: vostro_5310_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5599 

Product: vostro_5320_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5600 
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CVE ID : CVE-

2023-28063 

Product: vostro_5391_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5601 

Product: vostro_5401_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5602 
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leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

Product: vostro_5402_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5603 

Product: vostro_5410_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

O-DEL-VOST-

210224/5604 
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vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: vostro_5490_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5605 

Product: vostro_5501_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

O-DEL-VOST-

210224/5606 
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exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

error-

vulnerability 

Product: vostro_5502_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5607 

Product: vostro_5510_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

O-DEL-VOST-

210224/5608 
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could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

conversion-

error-

vulnerability 

Product: vostro_5590_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5609 

Product: vostro_5591_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

O-DEL-VOST-

210224/5610 
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admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

unsigned-

conversion-

error-

vulnerability 

Product: vostro_5620_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5611 

Product: vostro_5880_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

O-DEL-VOST-

210224/5612 
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malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: vostro_5890_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5613 

Product: vostro_7500_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

O-DEL-VOST-

210224/5614 
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local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: vostro_7510_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5615 

Product: vostro_7590_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

O-DEL-VOST-

210224/5616 
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vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: vostro_7620_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-VOST-

210224/5617 

Product: xps_13_7390_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

O-DEL-XPS_-

210224/5618 
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Numeric 

Types 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: xps_13_7390_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-XPS_-

210224/5619 

Product: xps_13_9300_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

O-DEL-XPS_-

210224/5620 
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Numeric 

Types 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: xps_13_9305_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-XPS_-

210224/5621 

Product: xps_13_9310_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

06-Feb-2024 4.4  
https://www.d

ell.com/support

/kbdoc/en-

O-DEL-XPS_-

210224/5622 
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Numeric 

Types 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

Product: xps_13_9310_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-XPS_-

210224/5623 

Product: xps_13_9315_2-in-1_firmware 

Affected Version(s): - 
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Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-XPS_-

210224/5624 

Product: xps_13_9315_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-XPS_-

210224/5625 

Product: xps_13_9380_firmware 
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Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-XPS_-

210224/5626 

Product: xps_13_plus_9320_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-XPS_-

210224/5627 
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Product: xps_15_7590_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-XPS_-

210224/5628 

Product: xps_15_9500_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-XPS_-

210224/5629 
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CVE ID : CVE-

2023-28063 

Product: xps_15_9510_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-XPS_-

210224/5630 

Product: xps_15_9520_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-XPS_-

210224/5631 
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CVE ID : CVE-

2023-28063 

Product: xps_15_9575_2-in-1_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-XPS_-

210224/5632 

Product: xps_17_9700_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-XPS_-

210224/5633 
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CVE ID : CVE-

2023-28063 

Product: xps_17_9710_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-XPS_-

210224/5634 

Product: xps_17_9720_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-XPS_-

210224/5635 
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leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

Product: xps_8940_firmware 

Affected Version(s): - 

Incorrect 

Conversion 

between 

Numeric 

Types 

06-Feb-2024 4.4 

 

Dell BIOS contains 

a Signed to 

Unsigned 

Conversion Error 

vulnerability. A 

local authenticated 

malicious user with 

admin privileges 

could potentially 

exploit this 

vulnerability, 

leading to denial of 

service. 

 

 

CVE ID : CVE-

2023-28063 

https://www.d

ell.com/support

/kbdoc/en-

us/000214780/

dsa-2023-176-

dell-client-bios-

security-

update-for-a-

signed-to-

unsigned-

conversion-

error-

vulnerability 

O-DEL-XPS_-

210224/5636 

Vendor: Dlink 

Product: dir-816_firmware 

Affected Version(s): 1.10cnb05 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

08-Feb-2024 9.8 

An issue in Dlink 

DIR-816A2 

v.1.10CNB05 

allows a remote 

attacker to execute 

arbitrary code via 

the 

wizardstep4_ssid_2 

parameter in the 

N/A 
O-DLI-DIR--

210224/5637 
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sub_42DA54 

function. 

CVE ID : CVE-

2024-24321 

Product: go-rt-ac750_firmware 

Affected Version(s): 101b03 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

D-Link Go-RT-

AC750 

GORTAC750_A1_F

W_v101b03 

contains a stack-

based buffer 

overflow via the 

function 

genacgi_main. This 

vulnerability 

allows attackers to 

enable telnet 

service via a 

specially crafted 

payload. 

CVE ID : CVE-

2024-22852 

https://www.dl

ink.com/en/sec

urity-bulletin/ 

O-DLI-GO-R-

210224/5638 

Use of 

Hard-

coded 

Credentials 

06-Feb-2024 9.8 

D-LINK Go-RT-

AC750 

GORTAC750_A1_F

W_v101b03 has a 

hardcoded 

password for the 

Alphanetworks 

account, which 

allows remote 

attackers to obtain 

root access via a 

telnet session. 

CVE ID : CVE-

2024-22853 

https://www.dl

ink.com/en/sec

urity-bulletin/ 

O-DLI-GO-R-

210224/5639 

Vendor: Emerson 

Product: gc1500xa_firmware 

Affected Version(s): 4.1.5 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Feb-2024 9.8 

 

 

 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

unauthenticated 

user with network 

access could 

execute arbitrary 

commands in root 

context from a 

remote computer. 

 

 

 

 

CVE ID : CVE-

2023-46687 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

O-EME-GC15-

210224/5640 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Feb-2024 9.8 

 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

authenticated user 

with network 

access could run 

arbitrary 

commands from a 

remote computer. 

 

 

CVE ID : CVE-

2023-49716 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

O-EME-GC15-

210224/5641 
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N/A 09-Feb-2024 9.1 

 

 

 

 

 

 

 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

unauthenticated 

user with network 

access could obtain 

access to sensitive 

information or 

cause a denial-of-

service condition. 

 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-43609 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

O-EME-GC15-

210224/5642 

Improper 

Authentica

tion 

09-Feb-2024 8.1 

 

 

 

 

 

In Emerson 

Rosemount 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

O-EME-GC15-

210224/5643 
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GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

unauthenticated 

user with network 

access could 

bypass 

authentication and 

acquire admin 

capabilities. 

 

 

 

 

 

 

CVE ID : CVE-

2023-51761 

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

Product: gc370xa_firmware 

Affected Version(s): 4.1.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Feb-2024 9.8 

 

 

 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

unauthenticated 

user with network 

access could 

execute arbitrary 

commands in root 

context from a 

remote computer. 

 

 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

O-EME-GC37-

210224/5644 
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CVE ID : CVE-

2023-46687 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Feb-2024 9.8 

 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

authenticated user 

with network 

access could run 

arbitrary 

commands from a 

remote computer. 

 

 

CVE ID : CVE-

2023-49716 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

O-EME-GC37-

210224/5645 

N/A 09-Feb-2024 9.1 

 

 

 

 

 

 

 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

unauthenticated 

user with network 

access could obtain 

access to sensitive 

information or 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

O-EME-GC37-

210224/5646 
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cause a denial-of-

service condition. 

 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-43609 

Improper 

Authentica

tion 

09-Feb-2024 8.1 

 

 

 

 

 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

unauthenticated 

user with network 

access could 

bypass 

authentication and 

acquire admin 

capabilities. 

 

 

 

 

 

 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

O-EME-GC37-

210224/5647 
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CVE ID : CVE-

2023-51761 

Product: gc700xa_firmware 

Affected Version(s): 4.1.5 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Feb-2024 9.8 

 

 

 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

unauthenticated 

user with network 

access could 

execute arbitrary 

commands in root 

context from a 

remote computer. 

 

 

 

 

CVE ID : CVE-

2023-46687 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

O-EME-GC70-

210224/5648 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

09-Feb-2024 9.8 

 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

authenticated user 

with network 

access could run 

arbitrary 

commands from a 

remote computer. 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

O-EME-GC70-

210224/5649 
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CVE ID : CVE-

2023-49716 

N/A 09-Feb-2024 9.1 

 

 

 

 

 

 

 

In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

unauthenticated 

user with network 

access could obtain 

access to sensitive 

information or 

cause a denial-of-

service condition. 

 

 

 

 

 

 

 

 

CVE ID : CVE-

2023-43609 

https://www.e

merson.com/do

cuments/autom

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

O-EME-GC70-

210224/5650 

Improper 

Authentica

tion 

09-Feb-2024 8.1 
 

 

https://www.e

merson.com/do

cuments/autom

O-EME-GC70-

210224/5651 
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In Emerson 

Rosemount 

GC370XA, 

GC700XA, and 

GC1500XA 

products, an 

unauthenticated 

user with network 

access could 

bypass 

authentication and 

acquire admin 

capabilities. 

 

 

 

 

 

 

CVE ID : CVE-

2023-51761 

ation/security-

notification-

emerson-gas-

chromatograph

s-cyber-

security-

notification-

icsa-24-030-01-

en-

10103910.pdf 

Vendor: espruino 

Product: espruino 

Affected Version(s): 2.20 

Out-of-

bounds 

Write 

07-Feb-2024 7.5 

Espruino 2v20 

(commit fcc9ba4) 

was discovered to 

contain a Stack 

Overflow via the 

jspeFactorFunction

Call at 

src/jsparse.c. 

CVE ID : CVE-

2024-25200 

https://github.c

om/espruino/E

spruino/issues/

2457 

O-ESP-ESPR-

210224/5652 
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Out-of-

bounds 

Read 

07-Feb-2024 7.5 

Espruino 2v20 

(commit fcc9ba4) 

was discovered to 

contain an Out-of-

bounds Read via 

jsvStringIteratorPri

ntfCallback at 

src/jsvar.c. 

CVE ID : CVE-

2024-25201 

https://github.c

om/espruino/E

spruino/issues/

2456 

O-ESP-ESPR-

210224/5653 

Vendor: Fedoraproject 

Product: fedora 

Affected Version(s): 38 

Out-of-

bounds 

Write 

07-Feb-2024 9.8 

Heap buffer 

overflow in Skia in 

Google Chrome 

prior to 

121.0.6167.160 

allowed a remote 

attacker to 

potentially exploit 

heap corruption 

via a crafted HTML 

page. (Chromium 

security severity: 

High) 

CVE ID : CVE-

2024-1283 

https://chrome

releases.google

blog.com/2024

/02/stable-

channel-update-

for-

desktop.html 

O-FED-FEDO-

210224/5654 

Use After 

Free 
07-Feb-2024 9.8 

Use after free in 

Mojo in Google 

Chrome prior to 

121.0.6167.160 

allowed a remote 

attacker to 

potentially exploit 

heap corruption 

via a crafted HTML 

page. (Chromium 

security severity: 

High) 

https://chrome

releases.google

blog.com/2024

/02/stable-

channel-update-

for-

desktop.html 

O-FED-FEDO-

210224/5655 
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CVE ID : CVE-

2024-1284 

Out-of-

bounds 

Read 

07-Feb-2024 7.5 

A vulnerability in 

the OLE2 file 

format parser of 

ClamAV could 

allow an 

unauthenticated, 

remote attacker to 

cause a denial of 

service (DoS) 

condition on an 

affected device. 

 

 This vulnerability 

is due to an 

incorrect check for 

end-of-string 

values during 

scanning, which 

may result in a 

heap buffer over-

read. An attacker 

could exploit this 

vulnerability by 

submitting a 

crafted file 

containing OLE2 

content to be 

scanned by ClamAV 

on an affected 

device. A successful 

exploit could allow 

the attacker to 

cause the ClamAV 

scanning process 

to terminate, 

resulting in a DoS 

condition on the 

affected software 

and consuming 

available system 

resources. 

https://sec.clou

dapps.cisco.com

/security/cente

r/content/Cisco

SecurityAdvisor

y/cisco-sa-

clamav-hDffu6t 

O-FED-FEDO-

210224/5656 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2286 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

 

 For a description 

of this 

vulnerability, see 

the ClamAV blog . 

CVE ID : CVE-

2024-20290 

Improper 

Encoding 

or 

Escaping of 

Output 

06-Feb-2024 5.5 

An information 

disclosure flaw was 

found in ansible-

core due to a 

failure to respect 

the 

ANSIBLE_NO_LOG 

configuration in 

some scenarios. It 

was discovered 

that information is 

still included in the 

output in certain 

tasks, such as loop 

items. Depending 

on the task, this 

issue may include 

sensitive 

information, such 

as decrypted secret 

values. 

CVE ID : CVE-

2024-0690 

https://access.r

edhat.com/erra

ta/RHSA-

2024:0733, 

https://access.r

edhat.com/secu

rity/cve/CVE-

2024-0690, 

https://github.c

om/ansible/ans

ible/pull/82565 

O-FED-FEDO-

210224/5657 

Affected Version(s): 39 

Out-of-

bounds 

Write 

07-Feb-2024 9.8 

Heap buffer 

overflow in Skia in 

Google Chrome 

prior to 

121.0.6167.160 

allowed a remote 

attacker to 

potentially exploit 

heap corruption 

via a crafted HTML 

page. (Chromium 

https://chrome

releases.google

blog.com/2024

/02/stable-

channel-update-

for-

desktop.html 

O-FED-FEDO-

210224/5658 
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security severity: 

High) 

CVE ID : CVE-

2024-1283 

Use After 

Free 
07-Feb-2024 9.8 

Use after free in 

Mojo in Google 

Chrome prior to 

121.0.6167.160 

allowed a remote 

attacker to 

potentially exploit 

heap corruption 

via a crafted HTML 

page. (Chromium 

security severity: 

High) 

CVE ID : CVE-

2024-1284 

https://chrome

releases.google

blog.com/2024

/02/stable-

channel-update-

for-

desktop.html 

O-FED-FEDO-

210224/5659 

Out-of-

bounds 

Read 

07-Feb-2024 7.5 

A vulnerability in 

the OLE2 file 

format parser of 

ClamAV could 

allow an 

unauthenticated, 

remote attacker to 

cause a denial of 

service (DoS) 

condition on an 

affected device. 

 

 This vulnerability 

is due to an 

incorrect check for 

end-of-string 

values during 

scanning, which 

may result in a 

heap buffer over-

read. An attacker 

could exploit this 

vulnerability by 

submitting a 

https://sec.clou

dapps.cisco.com

/security/cente

r/content/Cisco

SecurityAdvisor

y/cisco-sa-

clamav-hDffu6t 

O-FED-FEDO-

210224/5660 
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crafted file 

containing OLE2 

content to be 

scanned by ClamAV 

on an affected 

device. A successful 

exploit could allow 

the attacker to 

cause the ClamAV 

scanning process 

to terminate, 

resulting in a DoS 

condition on the 

affected software 

and consuming 

available system 

resources. 

 

 For a description 

of this 

vulnerability, see 

the ClamAV blog . 

CVE ID : CVE-

2024-20290 

Improper 

Encoding 

or 

Escaping of 

Output 

06-Feb-2024 5.5 

An information 

disclosure flaw was 

found in ansible-

core due to a 

failure to respect 

the 

ANSIBLE_NO_LOG 

configuration in 

some scenarios. It 

was discovered 

that information is 

still included in the 

output in certain 

tasks, such as loop 

items. Depending 

on the task, this 

issue may include 

sensitive 

information, such 

https://access.r

edhat.com/erra

ta/RHSA-

2024:0733, 

https://access.r

edhat.com/secu

rity/cve/CVE-

2024-0690, 

https://github.c

om/ansible/ans

ible/pull/82565 

O-FED-FEDO-

210224/5661 
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as decrypted secret 

values. 

CVE ID : CVE-

2024-0690 

Use After 

Free 
08-Feb-2024 4.7 

A use-after-free 

flaw was found in 

the Linux kernel's 

Memory 

Management 

subsystem when a 

user wins two 

races at the same 

time with a fail in 

the mas_prev_slot 

function. This issue 

could allow a local 

user to crash the 

system. 

CVE ID : CVE-

2024-1312 

https://git.kern

el.org/pub/scm

/linux/kernel/g

it/torvalds/linu

x.git/commit/m

m/memory.c?h

=v6.8-

rc3&id=657b51

46955eba331e0

1b9a6ae89ce2e

716ba306 

O-FED-FEDO-

210224/5662 

Affected Version(s): 40 

Incomplete 

Cleanup 
06-Feb-2024 3.3 

A flaw was found in 

the grub2-set-

bootflag utility of 

grub2. After the fix 

of CVE-2019-

14865, grub2-set-

bootflag will create 

a temporary file 

with the new 

grubenv content 

and rename it to 

the original 

grubenv file. If the 

program is killed 

before the rename 

operation, the 

temporary file will 

not be removed 

and may fill the 

filesystem when 

invoked multiple 

https://access.r

edhat.com/secu

rity/cve/CVE-

2024-1048, 

https://bugzilla

.redhat.com/sh

ow_bug.cgi?id=

2256827 

O-FED-FEDO-

210224/5663 
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times, resulting in a 

filesystem out of 

free inodes or 

blocks. 

CVE ID : CVE-

2024-1048 

Vendor: Fortinet 

Product: fortios 

Affected Version(s): From (including) 6.0.0 Up to (excluding) 6.2.16 

Out-of-

bounds 

Write 

09-Feb-2024 9.8 

A out-of-bounds 

write in Fortinet 

FortiOS versions 

7.4.0 through 7.4.2, 

7.2.0 through 7.2.6, 

7.0.0 through 

7.0.13, 6.4.0 

through 6.4.14, 

6.2.0 through 

6.2.15, 6.0.0 

through 6.0.17, 

FortiProxy 

versions 7.4.0 

through 7.4.2, 7.2.0 

through 7.2.8, 7.0.0 

through 7.0.14, 

2.0.0 through 

2.0.13, 1.2.0 

through 1.2.13, 

1.1.0 through 1.1.6, 

1.0.0 through 1.0.7 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

requests 

CVE ID : CVE-

2024-21762 

https://fortigua

rd.com/psirt/F

G-IR-24-015 

O-FOR-FORT-

210224/5664 

Affected Version(s): From (including) 6.4.0 Up to (excluding) 6.4.15 
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Out-of-

bounds 

Write 

09-Feb-2024 9.8 

A out-of-bounds 

write in Fortinet 

FortiOS versions 

7.4.0 through 7.4.2, 

7.2.0 through 7.2.6, 

7.0.0 through 

7.0.13, 6.4.0 

through 6.4.14, 

6.2.0 through 

6.2.15, 6.0.0 

through 6.0.17, 

FortiProxy 

versions 7.4.0 

through 7.4.2, 7.2.0 

through 7.2.8, 7.0.0 

through 7.0.14, 

2.0.0 through 

2.0.13, 1.2.0 

through 1.2.13, 

1.1.0 through 1.1.6, 

1.0.0 through 1.0.7 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

requests 

CVE ID : CVE-

2024-21762 

https://fortigua

rd.com/psirt/F

G-IR-24-015 

O-FOR-FORT-

210224/5665 

Affected Version(s): From (including) 7.0.0 Up to (excluding) 7.0.14 

Out-of-

bounds 

Write 

09-Feb-2024 9.8 

A out-of-bounds 

write in Fortinet 

FortiOS versions 

7.4.0 through 7.4.2, 

7.2.0 through 7.2.6, 

7.0.0 through 

7.0.13, 6.4.0 

through 6.4.14, 

6.2.0 through 

6.2.15, 6.0.0 

through 6.0.17, 

FortiProxy 

versions 7.4.0 

https://fortigua

rd.com/psirt/F

G-IR-24-015 

O-FOR-FORT-

210224/5666 
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through 7.4.2, 7.2.0 

through 7.2.8, 7.0.0 

through 7.0.14, 

2.0.0 through 

2.0.13, 1.2.0 

through 1.2.13, 

1.1.0 through 1.1.6, 

1.0.0 through 1.0.7 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

requests 

CVE ID : CVE-

2024-21762 

Affected Version(s): From (including) 7.2.0 Up to (excluding) 7.2.7 

Out-of-

bounds 

Write 

09-Feb-2024 9.8 

A out-of-bounds 

write in Fortinet 

FortiOS versions 

7.4.0 through 7.4.2, 

7.2.0 through 7.2.6, 

7.0.0 through 

7.0.13, 6.4.0 

through 6.4.14, 

6.2.0 through 

6.2.15, 6.0.0 

through 6.0.17, 

FortiProxy 

versions 7.4.0 

through 7.4.2, 7.2.0 

through 7.2.8, 7.0.0 

through 7.0.14, 

2.0.0 through 

2.0.13, 1.2.0 

through 1.2.13, 

1.1.0 through 1.1.6, 

1.0.0 through 1.0.7 

allows attacker to 

execute 

unauthorized code 

or commands via 

https://fortigua

rd.com/psirt/F

G-IR-24-015 

O-FOR-FORT-

210224/5667 
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specifically crafted 

requests 

CVE ID : CVE-

2024-21762 

Affected Version(s): From (including) 7.4.0 Up to (excluding) 7.4.3 

Out-of-

bounds 

Write 

09-Feb-2024 9.8 

A out-of-bounds 

write in Fortinet 

FortiOS versions 

7.4.0 through 7.4.2, 

7.2.0 through 7.2.6, 

7.0.0 through 

7.0.13, 6.4.0 

through 6.4.14, 

6.2.0 through 

6.2.15, 6.0.0 

through 6.0.17, 

FortiProxy 

versions 7.4.0 

through 7.4.2, 7.2.0 

through 7.2.8, 7.0.0 

through 7.0.14, 

2.0.0 through 

2.0.13, 1.2.0 

through 1.2.13, 

1.1.0 through 1.1.6, 

1.0.0 through 1.0.7 

allows attacker to 

execute 

unauthorized code 

or commands via 

specifically crafted 

requests 

CVE ID : CVE-

2024-21762 

https://fortigua

rd.com/psirt/F

G-IR-24-015 

O-FOR-FORT-

210224/5668 

Vendor: gesslergmbh 

Product: web-master_firmware 

Affected Version(s): 7.9 

Improper 

Authentica

tion 

01-Feb-2024 9.8 

 

Gessler GmbH 

WEB-MASTER has 

a restoration 

N/A 
O-GES-WEB--

210224/5669 
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account that uses 

weak hard coded 

credentials and if 

exploited could 

allow an attacker 

control over the 

web management 

of the device. 

 

 

CVE ID : CVE-

2024-1039 

Use of a 

Broken or 

Risky 

Cryptograp

hic 

Algorithm 

01-Feb-2024 4.4 

 

 

 

Gessler GmbH 

WEB-MASTER user 

account is stored 

using a weak 

hashing algorithm. 

The attacker can 

restore the 

passwords by 

breaking the 

hashes stored on 

the device. 

 

 

 

 

CVE ID : CVE-

2024-1040 

N/A 
O-GES-WEB--

210224/5670 

Vendor: Google 

Product: android 

Affected Version(s): - 

Out-of-

bounds 

Write 

07-Feb-2024 7.8 

In TBD of TBD, 

there is a possible 

out of bounds write 

due to a missing 

https://source.a

ndroid.com/sec

urity/bulletin/p

O-GOO-ANDR-

210224/5671 
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bounds check. This 

could lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. 

 

 

CVE ID : CVE-

2024-22012 

ixel/2024-02-

01 

Affected Version(s): 11.0 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5672 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5673 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2296 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5674 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In da, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08477148; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5675 
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Issue ID: 

ALPS08477148. 

CVE ID : CVE-

2024-20006 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5676 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5677 

Integer 

Overflow 
05-Feb-2024 4.4 In ged, there is a 

possible out of 

https://corp.me

diatek.com/pro

O-GOO-ANDR-

210224/5678 
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or 

Wraparoun

d 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

duct-security-

bulletin/Februa

ry-2024 

Affected Version(s): 12.0 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5679 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5680 
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This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5681 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5682 
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('Race 

Condition') 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5683 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5684 
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Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5685 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5686 
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Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5687 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5688 

Affected Version(s): 13.0 

Improper 

Restriction 

of 

Operations 

within the 

05-Feb-2024 9.8 

In alac decoder, 

there is a possible 

information 

disclosure due to 

an incorrect 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5689 
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Bounds of 

a Memory 

Buffer 

bounds check. This 

could lead to 

remote code 

execution with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441146; 

Issue ID: 

ALPS08441146. 

CVE ID : CVE-

2024-20011 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5690 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5691 
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additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5692 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5693 
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ID: DTV03961601; 

Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5694 

Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358560; 

Issue ID: 

ALPS08358560. 

CVE ID : CVE-

2024-20010 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5695 
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Access of 

Resource 

Using 

Incompatib

le Type 

('Type 

Confusion') 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible 

escalation of 

privilege due to 

type confusion. 

This could lead to 

local escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08358566; 

Issue ID: 

ALPS08358566. 

CVE ID : CVE-

2024-20012 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5696 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5697 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 4.4 

In ged, there is a 

possible out of 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5698 
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with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

Affected Version(s): 14.0 

Out-of-

bounds 

Write 

05-Feb-2024 8.8 

In alac decoder, 

there is a possible 

out of bounds write 

due to an incorrect 

error handling. 

This could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441150; 

Issue ID: 

ALPS08441150. 

CVE ID : CVE-

2024-20009 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5699 

N/A 05-Feb-2024 7.8 

In telephony, there 

is a possible 

escalation of 

privilege due to a 

permissions 

bypass. This could 

lead to local 

escalation of 

privilege with no 

additional 

execution 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5700 
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privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08441419; 

Issue ID: 

ALPS08441419. 

CVE ID : CVE-

2024-20015 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 7.5 

In mp3 decoder, 

there is a possible 

out of bounds write 

due to a race 

condition. This 

could lead to 

remote escalation 

of privilege with no 

additional 

execution 

privileges needed. 

User interaction is 

needed for 

exploitation. Patch 

ID: ALPS08441369; 

Issue ID: 

ALPS08441369. 

CVE ID : CVE-

2024-20007 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5701 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961601; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5702 
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Issue ID: 

DTV03961601. 

CVE ID : CVE-

2024-20001 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In TVAPI, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: DTV03961715; 

Issue ID: 

DTV03961715. 

CVE ID : CVE-

2024-20002 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5703 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In keyInstall, there 

is a possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08471742; 

Issue ID: 

ALPS08308608. 

CVE ID : CVE-

2024-20013 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-GOO-ANDR-

210224/5704 

Integer 

Overflow 
05-Feb-2024 4.4 In ged, there is a 

possible out of 

https://corp.me

diatek.com/pro

O-GOO-ANDR-

210224/5705 
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or 

Wraparoun

d 

bounds write due 

to an integer 

overflow. This 

could lead to local 

denial of service 

with System 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation Patch 

ID: ALPS07835901; 

Issue ID: 

ALPS07835901. 

CVE ID : CVE-

2024-20016 

duct-security-

bulletin/Februa

ry-2024 

Vendor: hardy-barth 

Product: cph2_echarge_firmware 

Affected Version(s): * Up to (including) 1.87.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Feb-2024 9.8 

An OS command 

injection 

vulnerability in 

Hardy Barth cPH2 

eCharge 

Ladestation v1.87.0 

and earlier, may 

allow an 

unauthenticated 

remote attacker to 

execute arbitrary 

commands on the 

system via a 

specifically crafted 

arguments passed 

to the connectivity 

check feature. 

CVE ID : CVE-

2023-46359 

N/A 
O-HAR-CPH2-

210224/5706 

N/A 06-Feb-2024 8.8 

Hardy Barth cPH2 

eCharge 

Ladestation v1.87.0 

and earlier is 

N/A 
O-HAR-CPH2-

210224/5707 
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vulnerable to 

Execution with 

Unnecessary 

Privileges. 

CVE ID : CVE-

2023-46360 

Vendor: hidglobal 

Product: iclass_se_cp1000_encoder_firmware 

Affected Version(s): * 

N/A 06-Feb-2024 7.8 

 

Certain 

configuration 

available in the 

communication 

channel for 

encoders could 

expose sensitive 

data when reader 

configuration cards 

are programmed. 

This data could 

include credential 

and device 

administration 

keys. 

 

 

CVE ID : CVE-

2024-22388 

N/A 
O-HID-ICLA-

210224/5708 

Product: iclass_se_processors_firmware 

Affected Version(s): * 

N/A 06-Feb-2024 7.8 

 

Certain 

configuration 

available in the 

communication 

channel for 

encoders could 

expose sensitive 

data when reader 

N/A 
O-HID-ICLA-

210224/5709 
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configuration cards 

are programmed. 

This data could 

include credential 

and device 

administration 

keys. 

 

 

CVE ID : CVE-

2024-22388 

Product: iclass_se_readers_firmware 

Affected Version(s): * 

N/A 06-Feb-2024 7.8 

 

Certain 

configuration 

available in the 

communication 

channel for 

encoders could 

expose sensitive 

data when reader 

configuration cards 

are programmed. 

This data could 

include credential 

and device 

administration 

keys. 

 

 

CVE ID : CVE-

2024-22388 

N/A 
O-HID-ICLA-

210224/5710 

Product: iclass_se_reader_configuration_cards_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

07-Feb-2024 5.3 

 

 

 

N/A 
O-HID-ICLA-

210224/5711 
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Sensitive data can 

be extracted from 

HID iCLASS SE 

reader 

configuration 

cards. This could 

include credential 

and device 

administrator keys. 

 

 

 

 

CVE ID : CVE-

2024-23806 

Product: iclass_se_reader_modules_firmware 

Affected Version(s): * 

N/A 06-Feb-2024 7.8 

 

Certain 

configuration 

available in the 

communication 

channel for 

encoders could 

expose sensitive 

data when reader 

configuration cards 

are programmed. 

This data could 

include credential 

and device 

administration 

keys. 

 

 

CVE ID : CVE-

2024-22388 

N/A 
O-HID-ICLA-

210224/5712 

Product: omnikey_5023_firmware 

Affected Version(s): * 
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N/A 06-Feb-2024 7.8 

 

Certain 

configuration 

available in the 

communication 

channel for 

encoders could 

expose sensitive 

data when reader 

configuration cards 

are programmed. 

This data could 

include credential 

and device 

administration 

keys. 

 

 

CVE ID : CVE-

2024-22388 

N/A 
O-HID-OMNI-

210224/5713 

Product: omnikey_5027_firmware 

Affected Version(s): * 

N/A 06-Feb-2024 7.8 

 

Certain 

configuration 

available in the 

communication 

channel for 

encoders could 

expose sensitive 

data when reader 

configuration cards 

are programmed. 

This data could 

include credential 

and device 

administration 

keys. 

 

 

N/A 
O-HID-OMNI-

210224/5714 
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CVE ID : CVE-

2024-22388 

Product: omnikey_5127ck_firmware 

Affected Version(s): * 

N/A 06-Feb-2024 7.8 

 

Certain 

configuration 

available in the 

communication 

channel for 

encoders could 

expose sensitive 

data when reader 

configuration cards 

are programmed. 

This data could 

include credential 

and device 

administration 

keys. 

 

 

CVE ID : CVE-

2024-22388 

N/A 
O-HID-OMNI-

210224/5715 

Product: omnikey_5427ck_firmware 

Affected Version(s): * 

N/A 06-Feb-2024 7.8 

 

Certain 

configuration 

available in the 

communication 

channel for 

encoders could 

expose sensitive 

data when reader 

configuration cards 

are programmed. 

This data could 

include credential 

and device 

N/A 
O-HID-OMNI-

210224/5716 
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administration 

keys. 

 

 

CVE ID : CVE-

2024-22388 

Product: omnikey_secure_elements_reader_configuration_cards_firmware 

Affected Version(s): - 

Improper 

Authentica

tion 

07-Feb-2024 5.3 

 

 

 

Sensitive data can 

be extracted from 

HID iCLASS SE 

reader 

configuration 

cards. This could 

include credential 

and device 

administrator keys. 

 

 

 

 

CVE ID : CVE-

2024-23806 

N/A 
O-HID-OMNI-

210224/5717 

Vendor: IBM 

Product: powervm_hypervisor 

Affected Version(s): From (including) fw1020.00 Up to (including) fw1020.40 

N/A 04-Feb-2024 4.9 

IBM PowerVM 

Hypervisor 

FW950.00 through 

FW950.90, 

FW1020.00 

through 

FW1020.40, and 

FW1030.00 

through 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/257135, 

https://www.ib

m.com/support

/pages/node/7

114491 

O-IBM-POWE-

210224/5718 
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FW1030.30 could 

reveal sensitive 

partition data to a 

system 

administrator.  IBM 

X-Force ID:  

257135. 

CVE ID : CVE-

2023-33851 

N/A 06-Feb-2024 4.4 

IBM PowerVM 

Hypervisor 

FW950.00 through 

FW950.90, 

FW1020.00 

through 

FW1020.40, and 

FW1030.00 

through 

FW1030.30 could 

allow a system 

administrator to 

obtain sensitive 

partition 

information.  IBM 

X-Force ID:  

269695. 

CVE ID : CVE-

2023-46183 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/269695, 

https://www.ib

m.com/support

/pages/node/7

114982 

O-IBM-POWE-

210224/5719 

Affected Version(s): From (including) fw1030.00 Up to (including) fw1030.30 

N/A 04-Feb-2024 4.9 

IBM PowerVM 

Hypervisor 

FW950.00 through 

FW950.90, 

FW1020.00 

through 

FW1020.40, and 

FW1030.00 

through 

FW1030.30 could 

reveal sensitive 

partition data to a 

system 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/257135, 

https://www.ib

m.com/support

/pages/node/7

114491 

O-IBM-POWE-

210224/5720 
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administrator.  IBM 

X-Force ID:  

257135. 

CVE ID : CVE-

2023-33851 

N/A 06-Feb-2024 4.4 

IBM PowerVM 

Hypervisor 

FW950.00 through 

FW950.90, 

FW1020.00 

through 

FW1020.40, and 

FW1030.00 

through 

FW1030.30 could 

allow a system 

administrator to 

obtain sensitive 

partition 

information.  IBM 

X-Force ID:  

269695. 

CVE ID : CVE-

2023-46183 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/269695, 

https://www.ib

m.com/support

/pages/node/7

114982 

O-IBM-POWE-

210224/5721 

Affected Version(s): From (including) fw950 Up to (including) fw950.90 

N/A 04-Feb-2024 4.9 

IBM PowerVM 

Hypervisor 

FW950.00 through 

FW950.90, 

FW1020.00 

through 

FW1020.40, and 

FW1030.00 

through 

FW1030.30 could 

reveal sensitive 

partition data to a 

system 

administrator.  IBM 

X-Force ID:  

257135. 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/257135, 

https://www.ib

m.com/support

/pages/node/7

114491 

O-IBM-POWE-

210224/5722 
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CVE ID : CVE-

2023-33851 

N/A 06-Feb-2024 4.4 

IBM PowerVM 

Hypervisor 

FW950.00 through 

FW950.90, 

FW1020.00 

through 

FW1020.40, and 

FW1030.00 

through 

FW1030.30 could 

allow a system 

administrator to 

obtain sensitive 

partition 

information.  IBM 

X-Force ID:  

269695. 

CVE ID : CVE-

2023-46183 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/269695, 

https://www.ib

m.com/support

/pages/node/7

114982 

O-IBM-POWE-

210224/5723 

Vendor: intelbras 

Product: action_rf_1200_firmware 

Affected Version(s): 1.2.2 

Insecure 

Storage of 

Sensitive 

Informatio

n 

06-Feb-2024 8.1 

Intelbras Roteador 

ACtion RF 1200 

1.2.2 esposes the 

Password in Cookie 

resulting in Login 

Bypass. 

CVE ID : CVE-

2024-22773 

N/A 
O-INT-ACTI-

210224/5724 

Vendor: Johnsoncontrols 

Product: qolsys_iq4_hub_firmware 

Affected Version(s): * Up to (excluding) 4.4.2 

N/A 08-Feb-2024 9.8 

Under certain 

circumstances IQ 

Panel4 and IQ4 

Hub panel software 

prior to version 

N/A 
O-JOH-QOLS-

210224/5725 
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4.4.2 could allow 

unauthorized 

access to settings. 

CVE ID : CVE-

2024-0242 

Product: qolsys_iq_panel_4_firmware 

Affected Version(s): * Up to (excluding) 4.4.2 

N/A 08-Feb-2024 9.8 

Under certain 

circumstances IQ 

Panel4 and IQ4 

Hub panel software 

prior to version 

4.4.2 could allow 

unauthorized 

access to settings. 

CVE ID : CVE-

2024-0242 

N/A 
O-JOH-QOLS-

210224/5726 

Vendor: Kddi 

Product: home_spot_cube_2_firmware 

Affected Version(s): v102 

Out-of-

bounds 

Write 

02-Feb-2024 9.8 

Heap-based buffer 

overflow 

vulnerability exists 

in HOME SPOT 

CUBE2 V102 and 

earlier. By 

processing invalid 

values, arbitrary 

code may be 

executed. Note that 

the affected 

products are no 

longer supported. 

CVE ID : CVE-

2024-23978 

https://www.a

u.com/support/

service/mobile/

guide/wlan/ho

me_spot_cube_2

/ 

O-KDD-HOME-

210224/5727 

Out-of-

bounds 

Write 

02-Feb-2024 7.5 

Stack-based buffer 

overflow 

vulnerability exists 

in HOME SPOT 

CUBE2 V102 and 

https://www.a

u.com/support/

service/mobile/

guide/wlan/ho

O-KDD-HOME-

210224/5728 
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earlier. Processing 

a specially crafted 

command may 

result in a denial of 

service (DoS) 

condition. Note 

that the affected 

products are no 

longer supported. 

CVE ID : CVE-

2024-21780 

me_spot_cube_2

/ 

Vendor: Linux 

Product: linux_kernel 

Affected Version(s): - 

Missing 

Authorizati

on 

02-Feb-2024 7.5 

IBM Storage 

Protect Plus Server 

10.1.0 through 

10.1.15.2 Admin 

Console could 

allow a remote 

attacker to obtain 

sensitive 

information due to 

improper 

validation of 

unsecured 

endpoints which 

could be used in 

further attacks 

against the system.  

IBM X-Force ID:  

270599. 

CVE ID : CVE-

2023-47148 

https://exchang

e.xforce.ibmclou

d.com/vulnerab

ilities/270599, 

https://www.ib

m.com/support

/pages/node/7

096482 

O-LIN-LINU-

210224/5729 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

N/A 
O-LIN-LINU-

210224/5730 
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packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

N/A 
O-LIN-LINU-

210224/5731 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

N/A 
O-LIN-LINU-

210224/5732 
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NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

Observable 

Discrepanc

y 

04-Feb-2024 6.5 

A Marvin 

vulnerability side-

channel leakage 

was found in the 

RSA decryption 

operation in the 

Linux Kernel. This 

issue may allow a 

network attacker 

to decrypt 

ciphertexts or 

forge signatures, 

limiting the 

services that use 

that private key. 

CVE ID : CVE-

2023-6240 

N/A 
O-LIN-LINU-

210224/5733 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

08-Feb-2024 5.5 

Improper 

Verification of 

Cryptographic 

Signature 

vulnerability in 

Snow Software 

Inventory Agent on 

MacOS, Snow 

Software Inventory 

Agent on Windows, 

Snow Software 

Inventory Agent on 

Linux allows File 

Manipulation 

through Snow 

Update 

Packages.This issue 

https://commu

nity.snowsoftw

are.com/s/feed

/0D5Td000004

YtMcKAK 

O-LIN-LINU-

210224/5734 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2324 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

affects Inventory 

Agent: through 

6.12.0; Inventory 

Agent: through 

6.14.5; Inventory 

Agent: through 

6.7.2. 

CVE ID : CVE-

2024-1149 

Affected Version(s): * Up to (excluding) 6.5 

Use After 

Free 
08-Feb-2024 4.7 

A use-after-free 

flaw was found in 

the Linux kernel's 

Memory 

Management 

subsystem when a 

user wins two 

races at the same 

time with a fail in 

the mas_prev_slot 

function. This issue 

could allow a local 

user to crash the 

system. 

CVE ID : CVE-

2024-1312 

https://git.kern

el.org/pub/scm

/linux/kernel/g

it/torvalds/linu

x.git/commit/m

m/memory.c?h

=v6.8-

rc3&id=657b51

46955eba331e0

1b9a6ae89ce2e

716ba306 

O-LIN-LINU-

210224/5735 

Affected Version(s): * Up to (including) 2.6.11 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 4.7 

A race condition 

was found in the 

Linux kernel's 

media/dvb-core in 

dvbdmx_write() fu

nction. This can 

result in a null 

pointer 

dereference issue, 

possibly leading to 

a kernel panic or 

denial of service 

issue. 

N/A 
O-LIN-LINU-

210224/5736 
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CVE ID : CVE-

2024-24864 

Affected Version(s): * Up to (including) 2.6.33.20 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 4.7 

A race condition 

was found in the 

Linux kernel's scsi 

device driver in 

lpfc_unregister_fcf_

rescan() function. 

This can result in a 

null pointer 

dereference issue, 

possibly leading to 

a kernel panic or 

denial of service 

issue. 

CVE ID : CVE-

2024-24855 

N/A 
O-LIN-LINU-

210224/5737 

Affected Version(s): * Up to (including) 3.0.101 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 6.3 

A race condition 

was found in the 

Linux kernel's 

media/xc4000 

device driver in 

xc4000 

xc4000_get_freque

ncy() function. This 

can result in return 

value overflow 

issue, possibly 

leading to 

malfunction or 

denial of service 

issue. 

CVE ID : CVE-

2024-24861 

N/A 
O-LIN-LINU-

210224/5738 

Affected Version(s): * Up to (including) 3.19.8 

Integer 

Overflow 

or 

05-Feb-2024 6.8 

A race condition 

was found in the 

Linux kernel's 

net/bluetooth 

N/A 
O-LIN-LINU-

210224/5739 
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Wraparoun

d 

device driver in 

conn_info_{min,ma

x}_age_set() 

function. This can 

result in integrity 

overflow issue, 

possibly leading to 

bluetooth 

connection 

abnormality or 

denial of service. 

CVE ID : CVE-

2024-24857 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 5.3 

A race condition 

was found in the 

Linux kernel's 

net/bluetooth in 

{conn,adv}_{min,m

ax}_interval_set() 

function. This can 

result in I2cap 

connection or 

broadcast 

abnormality issue, 

possibly leading to 

denial of service. 

CVE ID : CVE-

2024-24858 

N/A 
O-LIN-LINU-

210224/5740 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 4.8 

A race condition 

was found in the 

Linux kernel's 

net/bluetooth in 

sniff_{min,max}_int

erval_set() 

function. This can 

result in a 

bluetooth sniffing 

exception issue, 

possibly leading 

denial of service. 

CVE ID : CVE-

2024-24859 

N/A 
O-LIN-LINU-

210224/5741 
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Affected Version(s): * Up to (including) 4.10.17 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 4.7 

A race condition 

was found in the 

Linux kernel's 

drm/exynos device 

driver 

in exynos_drm_crtc

_atomic_disable() 

function. This can 

result in a null 

pointer 

dereference issue, 

possibly leading to 

a kernel panic or 

denial of service 

issue. 

CVE ID : CVE-

2024-22386 

N/A 
O-LIN-LINU-

210224/5742 

Affected Version(s): * Up to (including) 5.5.19 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 5.3 

A race condition 

was found in the 

Linux kernel's 

bluetooth device 

driver in 

{min,max}_key_size

_set() function. 

This can result in a 

null pointer 

dereference issue, 

possibly leading to 

a kernel panic or 

denial of service 

issue. 

CVE ID : CVE-

2024-24860 

N/A 
O-LIN-LINU-

210224/5743 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

05-Feb-2024 4.7 

A race condition 

was found in the 

Linux kernel's 

sound/hda  device 

driver in 

snd_hdac_regmap_s

ync() function. This 

N/A 
O-LIN-LINU-

210224/5744 
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Synchroniz

ation 

('Race 

Condition') 

can result in a null 

pointer 

dereference issue, 

possibly leading to 

a kernel panic or 

denial of service 

issue. 

 

 

CVE ID : CVE-

2024-23196 

Affected Version(s): 2.6.12 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 4.7 

A race condition 

was found in the 

Linux kernel's 

media/dvb-core in 

dvbdmx_write() fu

nction. This can 

result in a null 

pointer 

dereference issue, 

possibly leading to 

a kernel panic or 

denial of service 

issue. 

CVE ID : CVE-

2024-24864 

N/A 
O-LIN-LINU-

210224/5745 

Affected Version(s): 2.6.34 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 4.7 

A race condition 

was found in the 

Linux kernel's scsi 

device driver in 

lpfc_unregister_fcf_

rescan() function. 

This can result in a 

null pointer 

dereference issue, 

possibly leading to 

a kernel panic or 

denial of service 

issue. 

N/A 
O-LIN-LINU-

210224/5746 
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CVE ID : CVE-

2024-24855 

Affected Version(s): 3.1 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 6.3 

A race condition 

was found in the 

Linux kernel's 

media/xc4000 

device driver in 

xc4000 

xc4000_get_freque

ncy() function. This 

can result in return 

value overflow 

issue, possibly 

leading to 

malfunction or 

denial of service 

issue. 

CVE ID : CVE-

2024-24861 

N/A 
O-LIN-LINU-

210224/5747 

Affected Version(s): 6.5 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 4.7 

A race condition 

was found in the 

Linux kernel's scsi 

device driver in 

lpfc_unregister_fcf_

rescan() function. 

This can result in a 

null pointer 

dereference issue, 

possibly leading to 

a kernel panic or 

denial of service 

issue. 

CVE ID : CVE-

2024-24855 

N/A 
O-LIN-LINU-

210224/5748 

Use After 

Free 
08-Feb-2024 4.7 

A use-after-free 

flaw was found in 

the Linux kernel's 

Memory 

Management 

subsystem when a 

https://git.kern

el.org/pub/scm

/linux/kernel/g

it/torvalds/linu

x.git/commit/m

m/memory.c?h

O-LIN-LINU-

210224/5749 
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user wins two 

races at the same 

time with a fail in 

the mas_prev_slot 

function. This issue 

could allow a local 

user to crash the 

system. 

CVE ID : CVE-

2024-1312 

=v6.8-

rc3&id=657b51

46955eba331e0

1b9a6ae89ce2e

716ba306 

Affected Version(s): 6.8 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 6.8 

A race condition 

was found in the 

Linux kernel's 

net/bluetooth 

device driver in 

conn_info_{min,ma

x}_age_set() 

function. This can 

result in integrity 

overflow issue, 

possibly leading to 

bluetooth 

connection 

abnormality or 

denial of service. 

CVE ID : CVE-

2024-24857 

N/A 
O-LIN-LINU-

210224/5750 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 6.3 

A race condition 

was found in the 

Linux kernel's 

media/xc4000 

device driver in 

xc4000 

xc4000_get_freque

ncy() function. This 

can result in return 

value overflow 

issue, possibly 

leading to 

malfunction or 

N/A 
O-LIN-LINU-

210224/5751 
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denial of service 

issue. 

CVE ID : CVE-

2024-24861 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 5.3 

A race condition 

was found in the 

Linux kernel's 

net/bluetooth in 

{conn,adv}_{min,m

ax}_interval_set() 

function. This can 

result in I2cap 

connection or 

broadcast 

abnormality issue, 

possibly leading to 

denial of service. 

CVE ID : CVE-

2024-24858 

N/A 
O-LIN-LINU-

210224/5752 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 4.8 

A race condition 

was found in the 

Linux kernel's 

net/bluetooth in 

sniff_{min,max}_int

erval_set() 

function. This can 

result in a 

bluetooth sniffing 

exception issue, 

possibly leading 

denial of service. 

CVE ID : CVE-

2024-24859 

N/A 
O-LIN-LINU-

210224/5753 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

05-Feb-2024 4.7 

A race condition 

was found in the 

Linux kernel's 

media/dvb-core in 

dvbdmx_write() fu

nction. This can 

result in a null 

pointer 

dereference issue, 

N/A 
O-LIN-LINU-

210224/5754 
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('Race 

Condition') 

possibly leading to 

a kernel panic or 

denial of service 

issue. 

CVE ID : CVE-

2024-24864 

Affected Version(s): From (including) 6.0 Up to (including) 6.4.16 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 4.7 

A race condition 

was found in the 

Linux kernel's 

sound/hda  device 

driver in 

snd_hdac_regmap_s

ync() function. This 

can result in a null 

pointer 

dereference issue, 

possibly leading to 

a kernel panic or 

denial of service 

issue. 

CVE ID : CVE-

2024-23196 

N/A 
O-LIN-LINU-

210224/5755 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 4.7 

A race condition 

was found in the 

Linux kernel's scsi 

device driver in 

lpfc_unregister_fcf_

rescan() function. 

This can result in a 

null pointer 

dereference issue, 

possibly leading to 

a kernel panic or 

denial of service 

issue. 

CVE ID : CVE-

2024-24855 

N/A 
O-LIN-LINU-

210224/5756 

Affected Version(s): From (including) 6.0 Up to (including) 6.5.13 

Concurrent 

Execution 
05-Feb-2024 4.7 A race condition 

was found in the 
N/A 

O-LIN-LINU-

210224/5757 
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using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

Linux kernel's 

drm/exynos device 

driver 

in exynos_drm_crtc

_atomic_disable() 

function. This can 

result in a null 

pointer 

dereference issue, 

possibly leading to 

a kernel panic or 

denial of service 

issue. 

CVE ID : CVE-

2024-22386 

Affected Version(s): From (including) 6.0 Up to (including) 6.7.2 

Integer 

Overflow 

or 

Wraparoun

d 

05-Feb-2024 6.8 

A race condition 

was found in the 

Linux kernel's 

net/bluetooth 

device driver in 

conn_info_{min,ma

x}_age_set() 

function. This can 

result in integrity 

overflow issue, 

possibly leading to 

bluetooth 

connection 

abnormality or 

denial of service. 

CVE ID : CVE-

2024-24857 

N/A 
O-LIN-LINU-

210224/5758 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

05-Feb-2024 6.3 

A race condition 

was found in the 

Linux kernel's 

media/xc4000 

device driver in 

xc4000 

xc4000_get_freque

ncy() function. This 

can result in return 

N/A 
O-LIN-LINU-

210224/5759 
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('Race 

Condition') 

value overflow 

issue, possibly 

leading to 

malfunction or 

denial of service 

issue. 

CVE ID : CVE-

2024-24861 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 5.3 

A race condition 

was found in the 

Linux kernel's 

net/bluetooth in 

{conn,adv}_{min,m

ax}_interval_set() 

function. This can 

result in I2cap 

connection or 

broadcast 

abnormality issue, 

possibly leading to 

denial of service. 

CVE ID : CVE-

2024-24858 

N/A 
O-LIN-LINU-

210224/5760 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 5.3 

A race condition 

was found in the 

Linux kernel's 

bluetooth device 

driver in 

{min,max}_key_size

_set() function. 

This can result in a 

null pointer 

dereference issue, 

possibly leading to 

a kernel panic or 

denial of service 

issue. 

CVE ID : CVE-

2024-24860 

N/A 
O-LIN-LINU-

210224/5761 

Concurrent 

Execution 

using 

05-Feb-2024 4.8 
A race condition 

was found in the 

Linux kernel's 

N/A 
O-LIN-LINU-

210224/5762 
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Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

net/bluetooth in 

sniff_{min,max}_int

erval_set() 

function. This can 

result in a 

bluetooth sniffing 

exception issue, 

possibly leading 

denial of service. 

CVE ID : CVE-

2024-24859 

Concurrent 

Execution 

using 

Shared 

Resource 

with 

Improper 

Synchroniz

ation 

('Race 

Condition') 

05-Feb-2024 4.7 

A race condition 

was found in the 

Linux kernel's 

media/dvb-core in 

dvbdmx_write() fu

nction. This can 

result in a null 

pointer 

dereference issue, 

possibly leading to 

a kernel panic or 

denial of service 

issue. 

CVE ID : CVE-

2024-24864 

N/A 
O-LIN-LINU-

210224/5763 

Vendor: machinesense 

Product: feverwarn_firmware 

Affected Version(s): - 

Use of 

Hard-

coded 

Credentials 

01-Feb-2024 9.8 

Multiple 

MachineSense 

devices have 

credentials unable 

to be changed by 

the user or 

administrator. 

CVE ID : CVE-

2023-46706 

N/A 
O-MAC-FEVE-

210224/5764 

Missing 

Authentica

tion for 

01-Feb-2024 9.1 
The MachineSense 

application 

programmable 

N/A 
O-MAC-FEVE-

210224/5765 
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Critical 

Function 

interface (API) is 

improperly 

protected and can 

be accessed 

without 

authentication. A 

remote attacker 

could retrieve and 

modify sensitive 

information 

without any 

authentication. 

CVE ID : CVE-

2023-49617 

N/A 01-Feb-2024 8.8 

MachineSense 

FeverWarn devices 

are configured as 

Wi-Fi hosts in a 

way that attackers 

within range could 

connect to the 

device's web 

services and 

compromise the 

device. 

CVE ID : CVE-

2023-47867 

N/A 
O-MAC-FEVE-

210224/5766 

N/A 01-Feb-2024 8.1 

MachineSense 

FeverWarn 

Raspberry Pi-based 

devices lack input 

sanitization, which 

could allow an 

attacker on an 

adjacent network 

to send a message 

running commands 

or could overflow 

the stack. 

CVE ID : CVE-

2023-49610 

N/A 
O-MAC-FEVE-

210224/5767 
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Missing 

Authentica

tion for 

Critical 

Function 

01-Feb-2024 7.5 

MachineSense 

devices use 

unauthenticated 

MQTT messaging 

to monitor devices 

and remote 

viewing of sensor 

data by users. 

CVE ID : CVE-

2023-49115 

N/A 
O-MAC-FEVE-

210224/5768 

Missing 

Authentica

tion for 

Critical 

Function 

01-Feb-2024 6.5 

 

The cloud provider 

MachineSense uses 

for integration and 

deployment for 

multiple 

MachineSense 

devices, such as the 

programmable 

logic controller 

(PLC), PumpSense, 

PowerAnalyzer, 

FeverWarn, and 

others is 

insufficiently 

protected against 

unauthorized 

access. An attacker 

with access to the 

internal 

procedures could 

view source code, 

secret credentials, 

and more. 

CVE ID : CVE-

2023-6221 

N/A 
O-MAC-FEVE-

210224/5769 

Vendor: mediatek 

Product: nr15 

Affected Version(s): - 
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Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

Issue ID: 

MOLY01191612 

(MSV-981). 

CVE ID : CVE-

2024-20003 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-MED-NR15-

210224/5770 

Improper 

Input 

Validation 

05-Feb-2024 7.5 

In Modem NL1, 

there is a possible 

system crash due 

to an improper 

input validation. 

This could lead to 

remote denial of 

service, if NW sent 

invalid NR RRC 

Connection Setup 

message, with no 

additional 

execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: 

MOLY01191612; 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-MED-NR15-

210224/5771 
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Issue ID: 

MOLY01195812 

(MSV-985). 

CVE ID : CVE-

2024-20004 

Vendor: meinbergglobal 

Product: lantime_firmware 

Affected Version(s): * Up to (excluding) 6.24.029 

N/A 04-Feb-2024 7.2 

An issue was 

discovered in 

LTOS-Web-

Interface in 

Meinberg 

LANTIME-

Firmware before 

6.24.029 MBGID-

9343 and 7 before 

7.04.008 MBGID-

6303. Path 

validation is 

mishandled, and 

thus an admin can 

read or delete files 

in violation of 

expected access 

controls. 

CVE ID : CVE-

2021-46902 

https://www.m

einberg.de/ger

man/news/mei

nberg-security-

advisory-

mbgsa-2021-

03-meinberg-

lantime-

firmware-v7-

04-008-und-v6-

24-029.htm 

O-MEI-LANT-

210224/5772 

N/A 04-Feb-2024 6.5 

An issue was 

discovered in 

LTOS-Web-

Interface in 

Meinberg 

LANTIME-

Firmware before 

6.24.029 MBGID-

9343 and 7 before 

7.04.008 MBGID-

6303. An admin 

can delete required 

user accounts (in 

violation of 

https://www.m

einberg.de/ger

man/news/mei

nberg-security-

advisory-

mbgsa-2021-

03-meinberg-

lantime-

firmware-v7-

04-008-und-v6-

24-029.htm 

O-MEI-LANT-

210224/5773 
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expected access 

control). 

CVE ID : CVE-

2021-46903 

Affected Version(s): From (including) 7.0.0 Up to (excluding) 7.04.008 

N/A 04-Feb-2024 7.2 

An issue was 

discovered in 

LTOS-Web-

Interface in 

Meinberg 

LANTIME-

Firmware before 

6.24.029 MBGID-

9343 and 7 before 

7.04.008 MBGID-

6303. Path 

validation is 

mishandled, and 

thus an admin can 

read or delete files 

in violation of 

expected access 

controls. 

CVE ID : CVE-

2021-46902 

https://www.m

einberg.de/ger

man/news/mei

nberg-security-

advisory-

mbgsa-2021-

03-meinberg-

lantime-

firmware-v7-

04-008-und-v6-

24-029.htm 

O-MEI-LANT-

210224/5774 

N/A 04-Feb-2024 6.5 

An issue was 

discovered in 

LTOS-Web-

Interface in 

Meinberg 

LANTIME-

Firmware before 

6.24.029 MBGID-

9343 and 7 before 

7.04.008 MBGID-

6303. An admin 

can delete required 

user accounts (in 

violation of 

expected access 

control). 

https://www.m

einberg.de/ger

man/news/mei

nberg-security-

advisory-

mbgsa-2021-

03-meinberg-

lantime-

firmware-v7-

04-008-und-v6-

24-029.htm 

O-MEI-LANT-

210224/5775 
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CVE ID : CVE-

2021-46903 

Vendor: Microsoft 

Product: windows 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 9.8 

Aprktool before 

2.9.3 on Windows 

allows ../ and /.. 

directory traversal. 

CVE ID : CVE-

2024-24482 

https://github.c

om/iBotPeache

s/Apktool/secu

rity/advisories/

GHSA-vgwr-

4w3p-xmjv 

O-MIC-WIND-

210224/5776 

Improper 

Certificate 

Validation 

06-Feb-2024 9.8 

A default 

installation of 

RustDesk 1.2.3 on 

Windows places a 

WDKTestCert 

certificate under 

Trusted Root 

Certification 

Authorities with 

Enhanced Key 

Usage of Code 

Signing 

(1.3.6.1.5.5.7.3.3), 

valid from 2023 

until 2033. This is 

potentially 

unwanted, e.g., 

because there is no 

public 

documentation of 

security measures 

for the private key, 

and arbitrary 

software could be 

signed if the 

private key were to 

be compromised. 

NOTE: the vendor's 

N/A 
O-MIC-WIND-

210224/5777 
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position is "we do 

not have EV cert, so 

we use test cert as 

a workaround." 

Insertion into 

Trusted Root 

Certification 

Authorities was the 

originally intended 

behavior, and the 

UI ensured that the 

certificate 

installation step 

(checked by 

default) was visible 

to the user before 

proceeding with 

the product 

installation. 

CVE ID : CVE-

2024-25140 

Incorrect 

Permission 

Assignmen

t for 

Critical 

Resource 

02-Feb-2024 8.8 

Incorrect 

Permission 

Assignment for 

Critical Resource 

vulnerability in 

B&R Industrial 

Automation 

Automation Studio 

allows Privilege 

Escalation.This 

issue affects 

Automation Studio: 

from 4.6.0 through 

4.6.X, from 4.7.0 

before 4.7.7 SP, 

from 4.8.0 before 

4.8.6 SP, from 4.9.0 

before 4.9.4 SP. 

 

 

https://www.br

-

automation.com

/fileadmin/202

1-14-BR-AS-

NET-PVI-

Service-Issues-

c3710fbf.pdf 

O-MIC-WIND-

210224/5778 
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CVE ID : CVE-

2020-24681 

Unquoted 

Search 

Path or 

Element 

02-Feb-2024 7.8 

Unquoted Search 

Path or Element 

vulnerability in 

B&R Industrial 

Automation 

Automation Studio, 

B&R Industrial 

Automation 

NET/PVI allows 

Target Programs 

with Elevated 

Privileges.This 

issue affects 

Automation Studio: 

from 4.0 through 

4.6, from 4.7.0 

before 4.7.7 SP, 

from 4.8.0 before 

4.8.6 SP, from 4.9.0 

before 4.9.4 SP; 

NET/PVI: from 4.0 

through 4.6, from 

4.7.0 before 4.7.7, 

from 4.8.0 before 

4.8.6, from 4.9.0 

before 4.9.4. 

 

CVE ID : CVE-

2020-24682 

https://www.br

-

automation.com

/fileadmin/202

1-14-BR-AS-

NET-PVI-

Service-Issues-

c3710fbf.pdf 

O-MIC-WIND-

210224/5779 

N/A 06-Feb-2024 7.8 

 

Dell Encryption, 

Dell Endpoint 

Security Suite 

Enterprise, and 

Dell Security 

Management 

Server versions 

prior to 11.9.0 

contain privilege 

escalation 

https://www.d

ell.com/support

/kbdoc/en-

us/000215881/

dsa-2023-260 

O-MIC-WIND-

210224/5780 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2344 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

vulnerability due 

to improper ACL of 

the non-default 

installation 

directory. A local 

malicious user 

could potentially 

exploit this 

vulnerability by 

replacing binaries 

in installed 

directory and 

taking reverse shell 

of the system 

leading to Privilege 

Escalation. 

 

 

CVE ID : CVE-

2023-32479 

N/A 07-Feb-2024 5.5 

Improper privilege 

control for the 

named pipe in 

Samsung Magician 

PC Software 8.0.0 

(for Windows) 

allows a local 

attacker to read 

privileged data. 

CVE ID : CVE-

2024-23769 

https://semicon

ductor.samsung

.com/support/q

uality-

support/produc

t-security-

updates/ 

O-MIC-WIND-

210224/5781 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

08-Feb-2024 5.5 

Improper 

Verification of 

Cryptographic 

Signature 

vulnerability in 

Snow Software 

Inventory Agent on 

MacOS, Snow 

Software Inventory 

Agent on Windows, 

Snow Software 

https://commu

nity.snowsoftw

are.com/s/feed

/0D5Td000004

YtMcKAK 

O-MIC-WIND-

210224/5782 
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Inventory Agent on 

Linux allows File 

Manipulation 

through Snow 

Update 

Packages.This issue 

affects Inventory 

Agent: through 

6.12.0; Inventory 

Agent: through 

6.14.5; Inventory 

Agent: through 

6.7.2. 

 

 

CVE ID : CVE-

2024-1149 

Vendor: opengroup 

Product: unix 

Affected Version(s): - 

Improper 

Verificatio

n of 

Cryptograp

hic 

Signature 

08-Feb-2024 5.5 

Improper 

Verification of 

Cryptographic 

Signature 

vulnerability in 

Snow Software 

Inventory Agent on 

Unix allows File 

Manipulation 

through Snow 

Update 

Packages.This issue 

affects Inventory 

Agent: through 

7.3.1. 

 

CVE ID : CVE-

2024-1150 

https://commu

nity.snowsoftw

are.com/s/feed

/0D5Td000004

YtMcKAK 

O-OPE-UNIX-

210224/5783 

Vendor: openwrt 

Product: openwrt 
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Affected Version(s): 19.07.0 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In da, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08477148; 

Issue ID: 

ALPS08477148. 

CVE ID : CVE-

2024-20006 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-OPE-OPEN-

210224/5784 

Affected Version(s): 21.02.0 

Out-of-

bounds 

Write 

05-Feb-2024 6.7 

In da, there is a 

possible out of 

bounds write due 

to a missing 

bounds check. This 

could lead to local 

escalation of 

privilege with 

System execution 

privileges needed. 

User interaction is 

not needed for 

exploitation. Patch 

ID: ALPS08477148; 

Issue ID: 

ALPS08477148. 

CVE ID : CVE-

2024-20006 

https://corp.me

diatek.com/pro

duct-security-

bulletin/Februa

ry-2024 

O-OPE-OPEN-

210224/5785 

Vendor: Qnap 

Product: qts 

Affected Version(s): 4.5.4.1715 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/5786 

Improper 

Neutralizat

ion of 

Special 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

O-QNA-QTS-

210224/5787 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2348 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

advisory/qsa-

23-30 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5788 
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SQL 

Command 

('SQL 

Injection') 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5789 
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Command 

Injection') 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Incorrect 

Authorizati

on 

02-Feb-2024 6.5 

An incorrect 

authorization 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-01 

O-QNA-QTS-

210224/5790 
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users to bypass 

intended access 

restrictions via a 

network. 

QTS 5.x, QuTS hero 

are not affected. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QuTScloud 

c5.1.5.2651 and 

later 

QTS 4.5.4.2627 

build 20231225 

and later 

 

CVE ID : CVE-

2023-32967 

Affected Version(s): 4.5.4.1723 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/5791 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2352 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5792 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5793 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5794 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Incorrect 

Authorizati

on 

02-Feb-2024 6.5 

An incorrect 

authorization 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to bypass 

intended access 

restrictions via a 

network. 

QTS 5.x, QuTS hero 

are not affected. 

 

We have already 

fixed the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-01 

O-QNA-QTS-

210224/5795 
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vulnerability in the 

following versions: 

QuTScloud 

c5.1.5.2651 and 

later 

QTS 4.5.4.2627 

build 20231225 

and later 

 

CVE ID : CVE-

2023-32967 

Affected Version(s): 4.5.4.1741 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/5796 
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QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5797 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5798 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5799 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Incorrect 

Authorizati

on 

02-Feb-2024 6.5 

An incorrect 

authorization 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to bypass 

intended access 

restrictions via a 

network. 

QTS 5.x, QuTS hero 

are not affected. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QuTScloud 

c5.1.5.2651 and 

later 

QTS 4.5.4.2627 

build 20231225 

and later 

 

CVE ID : CVE-

2023-32967 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-01 

O-QNA-QTS-

210224/5800 

Affected Version(s): 4.5.4.1787 

Improper 

Neutralizat
02-Feb-2024 9.8 An OS command 

injection 

https://www.q

nap.com/en/sec

O-QNA-QTS-

210224/5801 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

urity-

advisory/qsa-

23-47 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5802 
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OS 

Command 

('OS 

Command 

Injection') 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5803 
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('SQL 

Injection') 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5804 
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Command 

Injection') 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Incorrect 

Authorizati

on 

02-Feb-2024 6.5 

An incorrect 

authorization 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to bypass 

intended access 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-01 

O-QNA-QTS-

210224/5805 
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restrictions via a 

network. 

QTS 5.x, QuTS hero 

are not affected. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QuTScloud 

c5.1.5.2651 and 

later 

QTS 4.5.4.2627 

build 20231225 

and later 

 

CVE ID : CVE-

2023-32967 

Affected Version(s): 4.5.4.1800 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/5806 
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QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5807 
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QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5808 
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QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5809 
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QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Incorrect 

Authorizati

on 

02-Feb-2024 6.5 

An incorrect 

authorization 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to bypass 

intended access 

restrictions via a 

network. 

QTS 5.x, QuTS hero 

are not affected. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-01 

O-QNA-QTS-

210224/5810 
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QuTScloud 

c5.1.5.2651 and 

later 

QTS 4.5.4.2627 

build 20231225 

and later 

 

CVE ID : CVE-

2023-32967 

Affected Version(s): 4.5.4.1892 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/5811 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5812 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5813 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5814 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Incorrect 

Authorizati

on 

02-Feb-2024 6.5 

An incorrect 

authorization 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to bypass 

intended access 

restrictions via a 

network. 

QTS 5.x, QuTS hero 

are not affected. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QuTScloud 

c5.1.5.2651 and 

later 

QTS 4.5.4.2627 

build 20231225 

and later 

 

CVE ID : CVE-

2023-32967 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-01 

O-QNA-QTS-

210224/5815 

Affected Version(s): 4.5.4.1931 

Improper 

Neutralizat
02-Feb-2024 9.8 An OS command 

injection 

https://www.q

nap.com/en/sec

O-QNA-QTS-

210224/5816 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

urity-

advisory/qsa-

23-47 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5817 
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OS 

Command 

('OS 

Command 

Injection') 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5818 
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('SQL 

Injection') 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5819 
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Command 

Injection') 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Incorrect 

Authorizati

on 

02-Feb-2024 6.5 

An incorrect 

authorization 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to bypass 

intended access 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-01 

O-QNA-QTS-

210224/5820 
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restrictions via a 

network. 

QTS 5.x, QuTS hero 

are not affected. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QuTScloud 

c5.1.5.2651 and 

later 

QTS 4.5.4.2627 

build 20231225 

and later 

 

CVE ID : CVE-

2023-32967 

Affected Version(s): 4.5.4.2012 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/5821 
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QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5822 
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QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5823 
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QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5824 
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QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Incorrect 

Authorizati

on 

02-Feb-2024 6.5 

An incorrect 

authorization 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to bypass 

intended access 

restrictions via a 

network. 

QTS 5.x, QuTS hero 

are not affected. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-01 

O-QNA-QTS-

210224/5825 
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QuTScloud 

c5.1.5.2651 and 

later 

QTS 4.5.4.2627 

build 20231225 

and later 

 

CVE ID : CVE-

2023-32967 

Affected Version(s): 4.5.4.2117 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/5826 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5827 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5828 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5829 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Incorrect 

Authorizati

on 

02-Feb-2024 6.5 

An incorrect 

authorization 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to bypass 

intended access 

restrictions via a 

network. 

QTS 5.x, QuTS hero 

are not affected. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QuTScloud 

c5.1.5.2651 and 

later 

QTS 4.5.4.2627 

build 20231225 

and later 

 

CVE ID : CVE-

2023-32967 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-01 

O-QNA-QTS-

210224/5830 

Affected Version(s): 4.5.4.2280 

Improper 

Neutralizat
02-Feb-2024 9.8 An OS command 

injection 

https://www.q

nap.com/en/sec

O-QNA-QTS-

210224/5831 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

urity-

advisory/qsa-

23-47 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5832 
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OS 

Command 

('OS 

Command 

Injection') 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5833 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2391 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

('SQL 

Injection') 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5834 
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Command 

Injection') 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Incorrect 

Authorizati

on 

02-Feb-2024 6.5 

An incorrect 

authorization 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to bypass 

intended access 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-01 

O-QNA-QTS-

210224/5835 
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restrictions via a 

network. 

QTS 5.x, QuTS hero 

are not affected. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QuTScloud 

c5.1.5.2651 and 

later 

QTS 4.5.4.2627 

build 20231225 

and later 

 

CVE ID : CVE-

2023-32967 

Affected Version(s): 4.5.4.2374 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/5836 
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QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5837 
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QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5838 
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QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5839 
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QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Incorrect 

Authorizati

on 

02-Feb-2024 6.5 

An incorrect 

authorization 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to bypass 

intended access 

restrictions via a 

network. 

QTS 5.x, QuTS hero 

are not affected. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-01 

O-QNA-QTS-

210224/5840 
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QuTScloud 

c5.1.5.2651 and 

later 

QTS 4.5.4.2627 

build 20231225 

and later 

 

CVE ID : CVE-

2023-32967 

Affected Version(s): 4.5.4.2627 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/5841 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5842 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5843 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5844 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Incorrect 

Authorizati

on 

02-Feb-2024 6.5 

An incorrect 

authorization 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to bypass 

intended access 

restrictions via a 

network. 

QTS 5.x, QuTS hero 

are not affected. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QuTScloud 

c5.1.5.2651 and 

later 

QTS 4.5.4.2627 

build 20231225 

and later 

 

CVE ID : CVE-

2023-32967 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-01 

O-QNA-QTS-

210224/5845 

Affected Version(s): 5.1.0.2348 
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Improper 

Authentica

tion 

02-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

compromise the 

security of the 

system via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39303 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QTS-

210224/5846 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/5847 
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d 

Injection') 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5848 
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commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5849 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QTS-

210224/5850 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39302 

Out-of-

bounds 

Write 

02-Feb-2024 7.2 

A heap-based 

buffer overflow 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5851 
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20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41273 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5852 
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CVE ID : CVE-

2023-41275 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41276 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5853 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5854 
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('Classic 

Buffer 

Overflow') 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5855 
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execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41278 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5856 
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QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41279 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5857 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41280 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5858 

Improper 

Neutralizat
02-Feb-2024 7.2 An OS command 

injection 

https://www.q

nap.com/en/sec

O-QNA-QTS-

210224/5859 
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ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

urity-

advisory/qsa-

23-53 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5860 
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administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5861 
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vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5862 
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20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45035 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5863 
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CVE ID : CVE-

2023-45036 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45037 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5864 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QTS-

210224/5865 
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OS 

Command 

('OS 

Command 

Injection') 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5866 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2420 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QTS-

210224/5867 
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unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

CVE ID : CVE-

2023-50359 

NULL 

Pointer 

Dereferenc

e 

02-Feb-2024 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5868 
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QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41274 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/5869 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/5870 
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Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/5871 

Affected Version(s): 5.1.0.2399 

Improper 

Authentica

tion 

02-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been reported to 

affect several 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QTS-

210224/5872 
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QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

compromise the 

security of the 

system via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39303 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/5873 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5874 
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vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5875 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QTS-

210224/5876 
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QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39302 

Out-of-

bounds 

Write 

02-Feb-2024 7.2 

A heap-based 

buffer overflow 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5877 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41273 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41275 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5878 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41276 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5879 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5880 
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Buffer 

Overflow') 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5881 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41278 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5882 
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QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41279 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5883 
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CVE ID : CVE-

2023-41280 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5884 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5885 
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OS 

Command 

('OS 

Command 

Injection') 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5886 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5887 
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QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5888 
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CVE ID : CVE-

2023-45035 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45036 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5889 

Buffer 

Copy 

without 

Checking 

Size of 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

O-QNA-QTS-

210224/5890 
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Input 

('Classic 

Buffer 

Overflow') 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45037 

advisory/qsa-

23-46 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QTS-

210224/5891 
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execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5892 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QTS-

210224/5893 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

CVE ID : CVE-

2023-50359 

NULL 

Pointer 

Dereferenc

e 

02-Feb-2024 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5894 
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20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41274 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/5895 
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CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/5896 

Allocation 

of 

Resources 

Without 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/5897 
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Limits or 

Throttling 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

Affected Version(s): 5.1.0.2418 

Improper 

Authentica

tion 

02-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QTS-

210224/5898 
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compromise the 

security of the 

system via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39303 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/5899 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5900 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5901 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QTS-

210224/5902 
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QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39302 

Out-of-

bounds 

Write 

02-Feb-2024 7.2 

A heap-based 

buffer overflow 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5903 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41273 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41275 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5904 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41276 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5905 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5906 
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Buffer 

Overflow') 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5907 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41278 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5908 
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QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41279 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5909 
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CVE ID : CVE-

2023-41280 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5910 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5911 
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OS 

Command 

('OS 

Command 

Injection') 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5912 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5913 
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QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5914 
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CVE ID : CVE-

2023-45035 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45036 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5915 

Buffer 

Copy 

without 

Checking 

Size of 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

O-QNA-QTS-

210224/5916 
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Input 

('Classic 

Buffer 

Overflow') 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45037 

advisory/qsa-

23-46 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QTS-

210224/5917 
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execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5918 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QTS-

210224/5919 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

CVE ID : CVE-

2023-50359 

NULL 

Pointer 

Dereferenc

e 

02-Feb-2024 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5920 
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20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41274 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/5921 
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CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/5922 

Allocation 

of 

Resources 

Without 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/5923 
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Limits or 

Throttling 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

Affected Version(s): 5.1.0.2444 

Improper 

Authentica

tion 

02-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QTS-

210224/5924 
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compromise the 

security of the 

system via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39303 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/5925 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5926 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5927 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QTS-

210224/5928 
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QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39302 

Out-of-

bounds 

Write 

02-Feb-2024 7.2 

A heap-based 

buffer overflow 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5929 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41273 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41275 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5930 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41276 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5931 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5932 
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Buffer 

Overflow') 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5933 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41278 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5934 
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QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41279 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5935 
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CVE ID : CVE-

2023-41280 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5936 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5937 
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OS 

Command 

('OS 

Command 

Injection') 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5938 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5939 
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QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5940 
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CVE ID : CVE-

2023-45035 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45036 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5941 

Buffer 

Copy 

without 

Checking 

Size of 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

O-QNA-QTS-

210224/5942 
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Input 

('Classic 

Buffer 

Overflow') 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45037 

advisory/qsa-

23-46 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QTS-

210224/5943 
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execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5944 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QTS-

210224/5945 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

CVE ID : CVE-

2023-50359 

NULL 

Pointer 

Dereferenc

e 

02-Feb-2024 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5946 
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20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41274 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/5947 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2489 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/5948 

Allocation 

of 

Resources 

Without 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/5949 
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Limits or 

Throttling 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

Affected Version(s): 5.1.0.2466 

Improper 

Authentica

tion 

02-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QTS-

210224/5950 
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compromise the 

security of the 

system via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39303 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/5951 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5952 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5953 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QTS-

210224/5954 
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QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39302 

Out-of-

bounds 

Write 

02-Feb-2024 7.2 

A heap-based 

buffer overflow 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5955 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41273 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41275 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5956 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41276 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5957 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5958 
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Buffer 

Overflow') 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5959 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41278 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5960 
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QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41279 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5961 
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CVE ID : CVE-

2023-41280 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5962 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5963 
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OS 

Command 

('OS 

Command 

Injection') 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5964 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5965 
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QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5966 
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CVE ID : CVE-

2023-45035 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45036 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5967 

Buffer 

Copy 

without 

Checking 

Size of 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

O-QNA-QTS-

210224/5968 
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Input 

('Classic 

Buffer 

Overflow') 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45037 

advisory/qsa-

23-46 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QTS-

210224/5969 
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execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5970 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QTS-

210224/5971 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

CVE ID : CVE-

2023-50359 

NULL 

Pointer 

Dereferenc

e 

02-Feb-2024 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5972 
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20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41274 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/5973 
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CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/5974 

Allocation 

of 

Resources 

Without 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/5975 
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Limits or 

Throttling 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

Affected Version(s): 5.1.1.2491 

Improper 

Authentica

tion 

02-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QTS-

210224/5976 
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compromise the 

security of the 

system via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39303 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/5977 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/5978 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2515 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5979 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QTS-

210224/5980 
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QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39302 

Out-of-

bounds 

Write 

02-Feb-2024 7.2 

A heap-based 

buffer overflow 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5981 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41273 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41275 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5982 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41276 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5983 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5984 
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Buffer 

Overflow') 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5985 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41278 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5986 
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QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41279 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5987 
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CVE ID : CVE-

2023-41280 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5988 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5989 
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OS 

Command 

('OS 

Command 

Injection') 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/5990 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5991 
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QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5992 
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CVE ID : CVE-

2023-45035 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45036 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/5993 

Buffer 

Copy 

without 

Checking 

Size of 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

O-QNA-QTS-

210224/5994 
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Input 

('Classic 

Buffer 

Overflow') 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45037 

advisory/qsa-

23-46 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QTS-

210224/5995 
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execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/5996 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QTS-

210224/5997 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

CVE ID : CVE-

2023-50359 

NULL 

Pointer 

Dereferenc

e 

02-Feb-2024 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/5998 
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20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41274 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/5999 
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CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/6000 

Allocation 

of 

Resources 

Without 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/6001 
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Limits or 

Throttling 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

Affected Version(s): 5.1.2.2533 

Improper 

Authentica

tion 

02-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QTS-

210224/6002 
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compromise the 

security of the 

system via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39303 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/6003 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/6004 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/6005 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QTS-

210224/6006 
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QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39302 

Out-of-

bounds 

Write 

02-Feb-2024 7.2 

A heap-based 

buffer overflow 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/6007 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41273 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41275 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/6008 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41276 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/6009 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/6010 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2542 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Overflow') 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/6011 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41278 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/6012 
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QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41279 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/6013 
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CVE ID : CVE-

2023-41280 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/6014 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/6015 
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OS 

Command 

('OS 

Command 

Injection') 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/6016 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/6017 
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QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/6018 
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CVE ID : CVE-

2023-45035 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45036 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/6019 

Buffer 

Copy 

without 

Checking 

Size of 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

O-QNA-QTS-

210224/6020 
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Input 

('Classic 

Buffer 

Overflow') 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45037 

advisory/qsa-

23-46 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QTS-

210224/6021 
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execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/6022 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QTS-

210224/6023 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

CVE ID : CVE-

2023-50359 

NULL 

Pointer 

Dereferenc

e 

02-Feb-2024 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QTS-

210224/6024 
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20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41274 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/6025 
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CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/6026 

Allocation 

of 

Resources 

Without 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/6027 
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Limits or 

Throttling 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

Affected Version(s): 5.1.3.2578 

Improper 

Authentica

tion 

02-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QTS-

210224/6028 
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compromise the 

security of the 

system via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39303 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/6029 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/6030 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/6031 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QTS-

210224/6032 
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QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39302 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/6033 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/6034 

Improper 

Neutralizat
02-Feb-2024 7.2 An OS command 

injection 

https://www.q

nap.com/en/sec

O-QNA-QTS-

210224/6035 
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ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

urity-

advisory/qsa-

23-53 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/6036 
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authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/6037 
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vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45035 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/6038 
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20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45036 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/6039 
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CVE ID : CVE-

2023-45037 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QTS-

210224/6040 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/6041 
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Command 

('OS 

Command 

Injection') 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QTS-

210224/6042 
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allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

CVE ID : CVE-

2023-50359 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/6043 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/6044 
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QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/6045 
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20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

Affected Version(s): 5.1.4.2596 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QTS-

210224/6046 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QTS-

210224/6047 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/6048 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/6049 

Improper 

Neutralizat
02-Feb-2024 7.2 An OS command 

injection 

https://www.q

nap.com/en/sec

O-QNA-QTS-

210224/6050 
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ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

urity-

advisory/qsa-

23-53 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/6051 
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administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/6052 
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vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QTS-

210224/6053 
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20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45035 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QTS-

210224/6054 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/6055 
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Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

CVE ID : CVE-

2023-50359 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QTS-

210224/6056 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/6057 
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('Path 

Traversal') 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/6058 
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sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/6059 
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vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

Affected Version(s): 5.1.5.2645 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QTS-

210224/6060 
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QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QTS-

210224/6061 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QTS-

210224/6062 

Improper 

Neutralizat
02-Feb-2024 7.2 An OS command 

injection 

https://www.q

nap.com/en/sec

O-QNA-QTS-

210224/6063 
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ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

urity-

advisory/qsa-

24-05 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

O-QNA-QTS-

210224/6064 
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affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

CVE ID : CVE-

2023-50359 

advisory/qsa-

24-07 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/6065 
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of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/6066 
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vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QTS-

210224/6067 
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QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

Product: qutscloud 

Affected Version(s): c5.1.0.2498 

Improper 

Authentica

tion 

02-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

compromise the 

security of the 

system via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QUTS-

210224/6068 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39303 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6069 
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CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6070 
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CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6071 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39302 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QUTS-

210224/6072 

Out-of-

bounds 

Write 

02-Feb-2024 7.2 

A heap-based 

buffer overflow 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6073 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2596 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41273 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6074 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2597 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41275 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6075 
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20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41276 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6076 
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CVE ID : CVE-

2023-41277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41278 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6077 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6078 
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('Classic 

Buffer 

Overflow') 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41279 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6079 
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execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41280 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6080 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2602 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6081 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6082 

Buffer 

Copy 
02-Feb-2024 7.2 A buffer copy 

without checking 

https://www.q

nap.com/en/sec

O-QNA-QUTS-

210224/6083 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

urity-

advisory/qsa-

23-46 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6084 
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allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45035 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6085 
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vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45036 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6086 
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20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45037 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QUTS-

210224/6087 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6088 
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Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

CVE ID : CVE-

2023-50359 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QUTS-

210224/6089 

Incorrect 

Authorizati

on 

02-Feb-2024 6.5 

An incorrect 

authorization 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-01 

O-QNA-QUTS-

210224/6090 
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vulnerability could 

allow 

authenticated 

users to bypass 

intended access 

restrictions via a 

network. 

QTS 5.x, QuTS hero 

are not affected. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QuTScloud 

c5.1.5.2651 and 

later 

QTS 4.5.4.2627 

build 20231225 

and later 

 

CVE ID : CVE-

2023-32967 

NULL 

Pointer 

Dereferenc

e 

02-Feb-2024 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6091 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41274 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6092 
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QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6093 
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CVE ID : CVE-

2023-45027 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6094 

Product: quts_hero 

Affected Version(s): h4.5.4.1771 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6095 

Improper 

Neutralizat

ion of 

Special 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

O-QNA-QUTS-

210224/6096 
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Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

advisory/qsa-

23-30 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6097 
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SQL 

Command 

('SQL 

Injection') 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6098 
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Command 

Injection') 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Affected Version(s): h4.5.4.1800 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6099 
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d 

Injection') 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6100 
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commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6101 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6102 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Affected Version(s): h4.5.4.1813 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6103 
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vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6104 
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vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6105 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6106 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Affected Version(s): h4.5.4.1848 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6107 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6108 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6109 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6110 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Affected Version(s): h4.5.4.1892 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6111 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6112 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6113 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6114 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Affected Version(s): h4.5.4.1951 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6115 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6116 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6117 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6118 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Affected Version(s): h4.5.4.1971 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6119 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6120 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6121 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6122 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Affected Version(s): h4.5.4.1991 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6123 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6124 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6125 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6126 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Affected Version(s): h4.5.4.2052 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6127 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6128 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6129 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6130 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Affected Version(s): h4.5.4.2138 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6131 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6132 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6133 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6134 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Affected Version(s): h4.5.4.2217 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6135 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2654 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6136 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6137 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6138 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Affected Version(s): h4.5.4.2272 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6139 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6140 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6141 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6142 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Affected Version(s): h4.5.4.2374 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6143 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6144 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6145 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6146 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Affected Version(s): h4.5.4.2476 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6147 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6148 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6149 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6150 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Affected Version(s): h4.5.4.2626 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6151 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6152 
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QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6153 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6154 
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QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Affected Version(s): h5.1.0.2409 

Improper 

Authentica

tion 

02-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

compromise the 

security of the 

system via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QUTS-

210224/6155 
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QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39303 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6156 
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QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6157 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6158 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39302 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QUTS-

210224/6159 
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Out-of-

bounds 

Write 

02-Feb-2024 7.2 

A heap-based 

buffer overflow 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41273 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6160 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6161 
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vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41275 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6162 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2680 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41276 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6163 
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QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6164 
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CVE ID : CVE-

2023-41278 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41279 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6165 

Buffer 

Copy 

without 

Checking 

Size of 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

O-QNA-QUTS-

210224/6166 
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Input 

('Classic 

Buffer 

Overflow') 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41280 

advisory/qsa-

23-38 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6167 
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execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6168 
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QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6169 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6170 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45035 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6171 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6172 
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Buffer 

Overflow') 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45036 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6173 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45037 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QUTS-

210224/6174 
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20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6175 
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build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QUTS-

210224/6176 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2692 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-50359 

NULL 

Pointer 

Dereferenc

e 

02-Feb-2024 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41274 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6177 

Improper 

Limitation 

of a 

Pathname 

to a 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6178 
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Restricted 

Directory 

('Path 

Traversal') 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6179 
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of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6180 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2695 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

Affected Version(s): h5.1.0.2424 

Improper 

Authentica

tion 

02-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

compromise the 

security of the 

system via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QUTS-

210224/6181 
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QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39303 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6182 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2697 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6183 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2698 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6184 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39302 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QUTS-

210224/6185 
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Out-of-

bounds 

Write 

02-Feb-2024 7.2 

A heap-based 

buffer overflow 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41273 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6186 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6187 
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vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41275 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6188 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41276 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6189 
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QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6190 
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CVE ID : CVE-

2023-41278 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41279 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6191 

Buffer 

Copy 

without 

Checking 

Size of 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

O-QNA-QUTS-

210224/6192 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2705 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Input 

('Classic 

Buffer 

Overflow') 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41280 

advisory/qsa-

23-38 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6193 
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execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6194 
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QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6195 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6196 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45035 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6197 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6198 
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Buffer 

Overflow') 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45036 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6199 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45037 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QUTS-

210224/6200 
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20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6201 
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build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QUTS-

210224/6202 
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CVE ID : CVE-

2023-50359 

NULL 

Pointer 

Dereferenc

e 

02-Feb-2024 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41274 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6203 

Improper 

Limitation 

of a 

Pathname 

to a 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6204 
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Restricted 

Directory 

('Path 

Traversal') 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6205 
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of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6206 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

Affected Version(s): h5.1.0.2453 

Improper 

Authentica

tion 

02-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

compromise the 

security of the 

system via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QUTS-

210224/6207 
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QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39303 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6208 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6209 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6210 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39302 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QUTS-

210224/6211 
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Out-of-

bounds 

Write 

02-Feb-2024 7.2 

A heap-based 

buffer overflow 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41273 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6212 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6213 
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vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41275 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6214 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41276 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6215 
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QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6216 
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CVE ID : CVE-

2023-41278 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41279 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6217 

Buffer 

Copy 

without 

Checking 

Size of 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

O-QNA-QUTS-

210224/6218 
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Input 

('Classic 

Buffer 

Overflow') 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41280 

advisory/qsa-

23-38 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6219 
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execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6220 
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QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6221 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6222 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45035 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6223 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6224 
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Buffer 

Overflow') 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45036 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6225 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45037 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QUTS-

210224/6226 
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20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6227 
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build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QUTS-

210224/6228 
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CVE ID : CVE-

2023-50359 

NULL 

Pointer 

Dereferenc

e 

02-Feb-2024 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41274 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6229 

Improper 

Limitation 

of a 

Pathname 

to a 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6230 
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Restricted 

Directory 

('Path 

Traversal') 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6231 
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of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6232 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

Affected Version(s): h5.1.0.2466 

Improper 

Authentica

tion 

02-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

compromise the 

security of the 

system via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QUTS-

210224/6233 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2740 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39303 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6234 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6235 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6236 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39302 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QUTS-

210224/6237 
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Out-of-

bounds 

Write 

02-Feb-2024 7.2 

A heap-based 

buffer overflow 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41273 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6238 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6239 
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vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41275 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6240 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41276 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6241 
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QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6242 
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CVE ID : CVE-

2023-41278 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41279 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6243 

Buffer 

Copy 

without 

Checking 

Size of 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

O-QNA-QUTS-

210224/6244 
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Input 

('Classic 

Buffer 

Overflow') 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41280 

advisory/qsa-

23-38 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6245 
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execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6246 
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QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6247 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6248 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45035 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6249 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6250 
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Buffer 

Overflow') 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45036 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6251 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45037 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QUTS-

210224/6252 
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20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6253 
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build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QUTS-

210224/6254 
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CVE ID : CVE-

2023-50359 

NULL 

Pointer 

Dereferenc

e 

02-Feb-2024 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41274 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6255 

Improper 

Limitation 

of a 

Pathname 

to a 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6256 
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Restricted 

Directory 

('Path 

Traversal') 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6257 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2760 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6258 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

Affected Version(s): h5.1.1.2488 

Improper 

Authentica

tion 

02-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

compromise the 

security of the 

system via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QUTS-

210224/6259 
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QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39303 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6260 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6261 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6262 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39302 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QUTS-

210224/6263 
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Out-of-

bounds 

Write 

02-Feb-2024 7.2 

A heap-based 

buffer overflow 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41273 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6264 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6265 
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vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41275 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6266 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41276 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6267 
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QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6268 
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CVE ID : CVE-

2023-41278 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41279 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6269 

Buffer 

Copy 

without 

Checking 

Size of 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

O-QNA-QUTS-

210224/6270 
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Input 

('Classic 

Buffer 

Overflow') 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41280 

advisory/qsa-

23-38 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6271 
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execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6272 
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QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6273 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6274 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45035 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6275 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6276 
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Buffer 

Overflow') 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45036 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6277 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45037 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QUTS-

210224/6278 
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20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6279 
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build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QUTS-

210224/6280 
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CVE ID : CVE-

2023-50359 

NULL 

Pointer 

Dereferenc

e 

02-Feb-2024 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41274 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6281 

Improper 

Limitation 

of a 

Pathname 

to a 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6282 
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Restricted 

Directory 

('Path 

Traversal') 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6283 
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of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6284 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

Affected Version(s): h5.1.2.2534 

Improper 

Authentica

tion 

02-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

compromise the 

security of the 

system via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QUTS-

210224/6285 
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QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39303 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6286 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6287 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6288 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39302 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QUTS-

210224/6289 
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Out-of-

bounds 

Write 

02-Feb-2024 7.2 

A heap-based 

buffer overflow 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41273 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6290 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6291 
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vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41275 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6292 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41276 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6293 
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QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41277 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6294 
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CVE ID : CVE-

2023-41278 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41279 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6295 

Buffer 

Copy 

without 

Checking 

Size of 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

https://www.q

nap.com/en/sec

urity-

O-QNA-QUTS-

210224/6296 
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Input 

('Classic 

Buffer 

Overflow') 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41280 

advisory/qsa-

23-38 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6297 
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execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6298 
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QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6299 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6300 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45035 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6301 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6302 
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Buffer 

Overflow') 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45036 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6303 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45037 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QUTS-

210224/6304 
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20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6305 
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build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QUTS-

210224/6306 
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CVE ID : CVE-

2023-50359 

NULL 

Pointer 

Dereferenc

e 

02-Feb-2024 4.9 

A NULL pointer 

dereference 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.2.2533 

build 20230926 

and later 

QuTS hero 

h5.1.2.2534 build 

20230927 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41274 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-38 

O-QNA-QUTS-

210224/6307 

Improper 

Limitation 

of a 

Pathname 

to a 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6308 
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Restricted 

Directory 

('Path 

Traversal') 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6309 
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of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6310 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

Affected Version(s): h5.1.3.2578 

Improper 

Authentica

tion 

02-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

compromise the 

security of the 

system via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QUTS-

210224/6311 
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QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39303 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6312 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6313 
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20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6314 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39302 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-33 

O-QNA-QUTS-

210224/6315 

Improper 

Neutralizat
02-Feb-2024 7.2 An OS command 

injection 

https://www.q

nap.com/en/sec

O-QNA-QUTS-

210224/6316 
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ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

urity-

advisory/qsa-

23-53 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6317 
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administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6318 
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QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6319 
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QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45035 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6320 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45036 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6321 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6322 
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Buffer 

Overflow') 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.3.2578 

build 20231110 

and later 

QuTS hero 

h5.1.3.2578 build 

20231110 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45037 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QUTS-

210224/6323 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6324 
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QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QUTS-

210224/6325 
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QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

CVE ID : CVE-

2023-50359 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6326 
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CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6327 

Allocation 

of 

Resources 

Without 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

https://www.q

nap.com/en/sec

urity-

O-QNA-QUTS-

210224/6328 
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Limits or 

Throttling 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

advisory/qsa-

24-02 

Affected Version(s): h5.1.4.2596 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

02-Feb-2024 9.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-47 

O-QNA-QUTS-

210224/6329 
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d 

Injection') 

allow users to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45025 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 8.8 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to execute 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-30 

O-QNA-QUTS-

210224/6330 
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commands via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-39297 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

('SQL 

Injection') 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

users to inject 

malicious code via 

a network. 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6331 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6332 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41281 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6333 
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20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in a 

Command 

('Comman

d 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41283 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6334 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41292 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6335 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

02-Feb-2024 7.2 

A buffer copy 

without checking 

size of input 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-46 

O-QNA-QUTS-

210224/6336 
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Buffer 

Overflow') 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute code via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45035 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QUTS-

210224/6337 
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We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6338 
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QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QUTS-

210224/6339 
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QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

 

CVE ID : CVE-

2023-50359 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6340 
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CVE ID : CVE-

2023-45026 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6341 

Allocation 

of 

Resources 

Without 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

https://www.q

nap.com/en/sec

urity-

O-QNA-QUTS-

210224/6342 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2832 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Limits or 

Throttling 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

advisory/qsa-

24-02 

Affected Version(s): h5.1.5.2647 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

SQL 

Command 

02-Feb-2024 8.8 

A SQL injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6343 
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('SQL 

Injection') 

authenticated 

users to inject 

malicious code via 

a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTS hero 

h4.5.4.2626 build 

20231225 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47568 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

23-53 

O-QNA-QUTS-

210224/6344 
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execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.4.2596 

build 20231128 

and later 

QuTS hero 

h5.1.4.2596 build 

20231128 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-41282 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-04 

O-QNA-QUTS-

210224/6345 
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QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47566 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

02-Feb-2024 7.2 

An OS command 

injection 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

execute commands 

via a network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QTS 4.5.4.2627 

build 20231225 

and later 

QuTS hero 

h5.1.5.2647 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-05 

O-QNA-QUTS-

210224/6346 
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20240118 and 

later 

QuTS 

hero h4.5.4.2626 

build 20231225 

and later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-47567 

Unchecked 

Return 

Value 

02-Feb-2024 6.7 

An unchecked 

return value 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow local 

authenticated 

administrators to 

place the system in 

a state that could 

lead to a crash or 

other unintended 

behaviors via 

unspecified 

vectors. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-07 

O-QNA-QUTS-

210224/6347 
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20240118 and 

later 

 

CVE ID : CVE-

2023-50359 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45026 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6348 
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Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

02-Feb-2024 4.9 

A path traversal 

vulnerability has 

been reported to 

affect several 

QNAP operating 

system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

read the contents 

of unexpected files 

and expose 

sensitive data via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45027 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6349 

Allocation 

of 

Resources 

Without 

Limits or 

Throttling 

02-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability has 

been reported to 

affect several 

QNAP operating 

https://www.q

nap.com/en/sec

urity-

advisory/qsa-

24-02 

O-QNA-QUTS-

210224/6350 
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system versions. If 

exploited, the 

vulnerability could 

allow 

authenticated 

administrators to 

launch a denial-of-

service (DoS) 

attack via a 

network. 

 

We have already 

fixed the 

vulnerability in the 

following versions: 

QTS 5.1.5.2645 

build 20240116 

and later 

QuTS hero 

h5.1.5.2647 build 

20240118 and 

later 

QuTScloud 

c5.1.5.2651 and 

later 

 

CVE ID : CVE-

2023-45028 

Vendor: Qualcomm 

Product: 315_5g_iot_modem_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-315_-

210224/6351 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-315_-

210224/6352 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-315_-

210224/6353 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-315_-

210224/6354 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-315_-

210224/6355 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

O-QUA-315_-

210224/6356 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Product: 9205_lte_modem_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-9205-

210224/6357 

Product: 9206_lte_modem_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-9206-

210224/6358 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-9206-

210224/6359 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-9206-

210224/6360 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

security/bulleti

ns/february-

2024-bulletin 

Product: apq8017_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-APQ8-

210224/6361 

Product: aqt1000_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AQT1-

210224/6362 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AQT1-

210224/6363 
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CVE ID : CVE-

2023-43519 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AQT1-

210224/6364 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AQT1-

210224/6365 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AQT1-

210224/6366 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AQT1-

210224/6367 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AQT1-

210224/6368 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AQT1-

210224/6369 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AQT1-

210224/6370 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AQT1-

210224/6371 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AQT1-

210224/6372 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AQT1-

210224/6373 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AQT1-

210224/6374 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AQT1-

210224/6375 

Product: ar8031_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6376 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6377 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6378 

Product: ar8035_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6379 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-AR80-

210224/6380 
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a Memory 

Buffer 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6381 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6382 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6383 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6384 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

O-QUA-AR80-

210224/6385 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6386 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6387 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6388 

Missing 

Release of 
06-Feb-2024 7.5 Transient DOS in 

Multi-Mode Call 

https://www.q

ualcomm.com/c

O-QUA-AR80-

210224/6389 
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Memory 

after 

Effective 

Lifetime 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6390 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6391 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6392 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6393 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6394 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6395 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6396 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6397 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR80-

210224/6398 

Product: ar9380_firmware 

Affected Version(s): - 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR93-

210224/6399 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-AR93-

210224/6400 

Product: c-v2x_9150_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-C-V2-

210224/6401 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-C-V2-

210224/6402 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-C-V2-

210224/6403 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2852 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-C-V2-

210224/6404 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-C-V2-

210224/6405 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-C-V2-

210224/6406 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 
Transient DOS in 

Audio when 

invoking callback 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-C-V2-

210224/6407 
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function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

ns/february-

2024-bulletin 

Product: csr8811_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-CSR8-

210224/6408 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-CSR8-

210224/6409 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-CSR8-

210224/6410 

Product: csra6620_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-CSRA-

210224/6411 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-CSRA-

210224/6412 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-CSRA-

210224/6413 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-CSRA-

210224/6414 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-CSRA-

210224/6415 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: csra6640_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-CSRA-

210224/6416 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-CSRA-

210224/6417 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-CSRA-

210224/6418 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 
Transient DOS in 

WLAN Firmware 

when the length of 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-CSRA-

210224/6419 
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received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

t-

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-CSRA-

210224/6420 

Product: csrb31024_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-CSRB-

210224/6421 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-CSRB-

210224/6422 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-CSRB-

210224/6423 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-CSRB-

210224/6424 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-CSRB-

210224/6425 

Product: fastconnect_6200_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6426 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6427 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-43519 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6428 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6429 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6430 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6431 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6432 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6433 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6434 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6435 
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Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6436 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6437 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6438 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6439 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6440 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6441 

Product: fastconnect_6700_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6442 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6443 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6444 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6445 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6446 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6447 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6448 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6449 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-FAST-

210224/6450 
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context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

security/bulleti

ns/february-

2024-bulletin 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6451 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6452 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6453 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-FAST-

210224/6454 
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CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6455 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6456 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6457 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6458 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6459 
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Product: fastconnect_6800_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6460 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6461 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6462 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6463 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-FAST-

210224/6464 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6465 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6466 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6467 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6468 
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address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6469 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6470 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6471 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6472 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-FAST-

210224/6473 
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less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6474 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6475 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6476 

Product: fastconnect_6900_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6477 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-FAST-

210224/6478 
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('Classic 

Buffer 

Overflow') 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6479 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6480 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6481 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6482 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6483 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6484 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6485 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6486 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-FAST-

210224/6487 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33077 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6488 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption when 

malformed 

message payload is 

received from 

firmware. 

CVE ID : CVE-

2023-43516 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6489 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6490 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6491 
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CVE ID : CVE-

2023-43535 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6492 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6493 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6494 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6495 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6496 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6497 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6498 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6499 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6500 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6501 

Product: fastconnect_7800_firmware 
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Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6502 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6503 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6504 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6505 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-FAST-

210224/6506 
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CVE ID : CVE-

2023-33058 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6507 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6508 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6509 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6510 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6512 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6513 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption when 

malformed 

message payload is 

received from 

firmware. 

CVE ID : CVE-

2023-43516 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6514 
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Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6515 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6516 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6517 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6518 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6519 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6520 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6521 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6522 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6523 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6524 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2879 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6525 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FAST-

210224/6526 

Product: flight_rb5_5g_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FLIG-

210224/6527 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FLIG-

210224/6528 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-FLIG-

210224/6529 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FLIG-

210224/6530 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FLIG-

210224/6531 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FLIG-

210224/6532 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-FLIG-

210224/6533 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2881 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Race 

Condition 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

ns/february-

2024-bulletin 

Product: fsm20055_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FSM2-

210224/6534 

Product: fsm20056_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-FSM2-

210224/6535 
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Product: immersive_home_214_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6536 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6537 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6538 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-IMME-

210224/6539 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2883 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: immersive_home_216_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6540 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6541 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6542 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-IMME-

210224/6543 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2884 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Product: immersive_home_316_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6544 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6545 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6546 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6547 

Product: immersive_home_318_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6548 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6549 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6550 
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CVE ID : CVE-

2023-43523 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6551 

Product: immersive_home_3210_platform_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6552 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6553 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-IMME-

210224/6554 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6555 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6556 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6557 

Product: immersive_home_326_platform_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6558 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6559 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6560 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6561 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6562 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IMME-

210224/6563 

Product: ipq4018_firmware 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ4-

210224/6564 

Product: ipq4028_firmware 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ4-

210224/6565 

Product: ipq4029_firmware 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ4-

210224/6566 

Product: ipq5010_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6567 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6568 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6569 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6570 
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Product: ipq5028_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6571 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6572 

Product: ipq5302_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6573 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6574 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6575 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6576 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6577 

Product: ipq5312_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6578 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-IPQ5-

210224/6579 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6580 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6581 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6582 

Product: ipq5332_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6583 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6584 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6585 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6586 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ5-

210224/6587 

Product: ipq6000_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-IPQ6-

210224/6588 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ6-

210224/6589 

Product: ipq6010_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ6-

210224/6590 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ6-

210224/6591 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ6-

210224/6592 
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Product: ipq6018_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ6-

210224/6593 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ6-

210224/6594 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ6-

210224/6595 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-IPQ6-

210224/6596 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: ipq6028_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ6-

210224/6597 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ6-

210224/6598 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ6-

210224/6599 

Product: ipq8064_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6600 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6601 

Product: ipq8065_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6602 

Product: ipq8068_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6603 

Product: ipq8069_firmware 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6604 

Product: ipq8070a_firmware 
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Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6605 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6606 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6607 

Product: ipq8070_firmware 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6608 

Product: ipq8071a_firmware 

Affected Version(s): - 

NULL 

Pointer 
06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-IPQ8-

210224/6609 
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Dereferenc

e 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

t-

security/bulleti

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6610 

Product: ipq8071_firmware 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6611 

Product: ipq8072a_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6612 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-IPQ8-

210224/6613 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6614 

Product: ipq8072_firmware 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6615 

Product: ipq8074a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6616 

NULL 

Pointer 
06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-IPQ8-

210224/6617 
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Dereferenc

e 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

t-

security/bulleti

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6618 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6619 

Product: ipq8074_firmware 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6620 

Product: ipq8076a_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6621 
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CVE ID : CVE-

2023-43522 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6622 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6623 

Product: ipq8076_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6624 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6625 

Product: ipq8078a_firmware 

Affected Version(s): - 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6626 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6627 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6628 

Product: ipq8078_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6629 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-IPQ8-

210224/6630 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6631 

Product: ipq8173_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6632 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6633 

Product: ipq8174_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6634 
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and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6635 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6636 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ8-

210224/6637 

Product: ipq9008_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-IPQ9-

210224/6638 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ9-

210224/6639 

Product: ipq9554_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ9-

210224/6640 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ9-

210224/6641 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ9-

210224/6642 
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CVE ID : CVE-

2023-43523 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ9-

210224/6643 

Product: ipq9570_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ9-

210224/6644 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ9-

210224/6645 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ9-

210224/6646 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-IPQ9-

210224/6647 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Product: ipq9574_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ9-

210224/6648 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ9-

210224/6649 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ9-

210224/6650 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ9-

210224/6651 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-IPQ9-

210224/6652 

Product: mdm9628_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-MDM9-

210224/6653 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-MDM9-

210224/6654 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-MDM9-

210224/6655 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-MDM9-

210224/6656 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-MDM9-

210224/6657 

Product: mdm9650_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-MDM9-

210224/6658 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-MDM9-

210224/6659 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-MDM9-

210224/6660 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-MDM9-

210224/6661 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-MDM9-

210224/6662 

Product: msm8996au_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-MSM8-

210224/6663 
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the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-MSM8-

210224/6664 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-MSM8-

210224/6665 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-MSM8-

210224/6666 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-MSM8-

210224/6667 

Product: pmp8074_firmware 

Affected Version(s): - 

NULL 

Pointer 
06-Feb-2024 7.5 Transient DOS 

while key 

https://www.q

ualcomm.com/c

O-QUA-PMP8-

210224/6668 
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Dereferenc

e 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-PMP8-

210224/6669 

Product: qam8255p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6670 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6671 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6672 
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CVE ID : CVE-

2023-43520 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6673 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6674 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6675 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6676 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6677 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6678 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6679 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6680 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6681 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6682 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6683 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6684 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QAM8-

210224/6685 
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ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6686 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6687 

Product: qam8295p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6688 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6689 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QAM8-

210224/6690 
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the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6691 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6692 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6693 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6694 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in HLOS 

https://www.q

ualcomm.com/c

O-QUA-QAM8-

210224/6695 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6696 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6697 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6698 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6699 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6700 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6701 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6702 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6703 

Product: qam8650p_firmware 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6704 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6705 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6706 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6707 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6708 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6709 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6710 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6711 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QAM8-

210224/6712 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33077 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6713 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6714 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6715 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QAM8-

210224/6716 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6717 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6718 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6719 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6720 

Product: qam8775p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QAM8-

210224/6721 
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CVE ID : CVE-

2023-43518 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6722 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6723 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6724 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6725 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6726 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6727 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6728 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6729 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QAM8-

210224/6730 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6731 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6732 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6733 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QAM8-

210224/6734 
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action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6735 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6736 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6737 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAM8-

210224/6738 

Product: qamsrv1h_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

06-Feb-2024 9.8 
Memory 

corruption in video 

while parsing the 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QAMS-

210224/6739 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6740 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6741 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6742 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QAMS-

210224/6743 
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Input 

('Classic 

Buffer 

Overflow') 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6744 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6745 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6746 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6747 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6748 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6749 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6750 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6751 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6752 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6753 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6754 

Product: qamsrv1m_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6755 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QAMS-

210224/6756 
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beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

ns/february-

2024-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6757 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6758 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6759 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6760 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33069 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6761 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6762 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6763 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6764 
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CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6765 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6766 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6767 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6768 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QAMS-

210224/6769 
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CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QAMS-

210224/6770 

Product: qca0000_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA0-

210224/6771 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA0-

210224/6772 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA0-

210224/6773 

Product: qca1062_firmware 

Affected Version(s): - 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA1-

210224/6774 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA1-

210224/6775 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA1-

210224/6776 

Product: qca1064_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA1-

210224/6777 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA1-

210224/6778 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA1-

210224/6779 

Product: qca2062_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA2-

210224/6780 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA2-

210224/6781 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA2-

210224/6782 

Product: qca2064_firmware 

Affected Version(s): - 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA2-

210224/6783 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA2-

210224/6784 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA2-

210224/6785 

Product: qca2065_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA2-

210224/6786 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA2-

210224/6787 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA2-

210224/6788 

Product: qca2066_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA2-

210224/6789 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA2-

210224/6790 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA2-

210224/6791 

Product: qca4004_firmware 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA4-

210224/6792 

Product: qca4024_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA4-

210224/6793 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA4-

210224/6794 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA4-

210224/6795 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA4-

210224/6796 

Product: qca6174a_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6797 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6798 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6799 
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address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6800 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6801 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6802 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6803 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QCA6-

210224/6804 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

security/bulleti

ns/february-

2024-bulletin 

Product: qca6310_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6805 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6806 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6807 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6808 
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CVE ID : CVE-

2023-33068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6809 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6810 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6811 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6812 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA6-

210224/6813 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6814 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6815 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6816 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6817 
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Product: qca6320_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6818 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6819 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6820 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6821 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QCA6-

210224/6822 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6823 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6824 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6825 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6826 

Product: qca6335_firmware 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6827 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6828 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6829 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6830 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2951 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6831 

Product: qca6391_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6832 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6833 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6834 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA6-

210224/6835 
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a Memory 

Buffer 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6836 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6837 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6838 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6839 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2953 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6840 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6841 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6842 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6843 
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Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6844 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6845 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6846 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6847 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6848 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6849 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6850 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6851 

Product: qca6420_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6852 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6853 
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CVE ID : CVE-

2023-43519 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6854 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6855 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6856 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6857 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6858 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6859 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6860 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6861 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6862 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6863 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6864 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6865 

Product: qca6421_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6866 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6867 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6868 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6869 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6870 

NULL 

Pointer 
06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QCA6-

210224/6871 
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Dereferenc

e 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6872 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6873 

Product: qca6426_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6874 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6875 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6876 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6877 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6878 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6879 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA6-

210224/6880 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6881 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6882 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6883 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6884 
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CVE ID : CVE-

2023-43523 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6885 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6886 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6887 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6888 

Product: qca6428_firmware 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA6-

210224/6889 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2964 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ns/february-

2024-bulletin 

Product: qca6430_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6890 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6891 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6892 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6893 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2965 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6894 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6895 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6896 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6897 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6898 
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and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6899 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6900 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6901 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6902 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6903 

Product: qca6431_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6904 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6905 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6906 
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CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6907 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6908 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6909 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6910 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6911 
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Product: qca6436_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6912 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6913 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6914 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6915 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6916 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6917 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6918 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6919 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2971 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6920 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6921 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6922 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6923 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6924 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6925 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6926 

Product: qca6438_firmware 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6927 

Product: qca6554a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6928 

Improper 

Restriction 

of 

Operations 

within the 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA6-

210224/6929 
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Bounds of 

a Memory 

Buffer 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6930 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6931 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6932 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6933 

Product: qca6564au_firmware 
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Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6934 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6935 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6936 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6937 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6938 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6939 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6940 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6941 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6942 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6943 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6944 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6945 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6946 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6947 

Product: qca6564a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6948 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6949 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6950 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QCA6-

210224/6951 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6952 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6953 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6954 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 
Information 

disclosure in Audio 

while accessing 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QCA6-

210224/6955 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2979 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6956 

Product: qca6574au_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6957 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6958 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6959 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6960 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6961 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6962 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6963 

Buffer 

Copy 

without 

06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QCA6-

210224/6964 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6965 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6966 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6967 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 
Memory 

corruption in 

Automotive 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QCA6-

210224/6968 
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Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

t-

security/bulleti

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6969 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6970 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6971 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6972 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6973 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6974 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6975 

Product: qca6574a_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6976 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6977 
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CVE ID : CVE-

2023-43519 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6978 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6979 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6980 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6981 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2985 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6982 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6983 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6984 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6985 
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Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6986 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6987 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6988 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6989 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6990 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6991 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6992 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6993 

Product: qca6574_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6994 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6995 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6996 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6997 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6998 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/6999 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA6-

210224/7000 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7001 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7002 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7003 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QCA6-

210224/7004 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 2990 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Product: qca6584au_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7005 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7006 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7007 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7008 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7009 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7010 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7011 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7012 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QCA6-

210224/7013 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7014 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7015 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7016 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA6-

210224/7017 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7018 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7019 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7020 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7021 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA6-

210224/7022 
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CVE ID : CVE-

2023-33060 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7023 

Product: qca6595au_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7024 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7025 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7026 

Improper 

Restriction 

of 

Operations 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QCA6-

210224/7027 
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within the 

Bounds of 

a Memory 

Buffer 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7028 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7029 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7030 

Missing 

Release of 

Memory 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QCA6-

210224/7031 
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after 

Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7032 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7033 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7034 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7035 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QCA6-

210224/7036 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Product: qca6595_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7037 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7038 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7039 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7040 
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CVE ID : CVE-

2023-43534 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7041 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7042 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7043 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7044 
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CVE ID : CVE-

2023-43517 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7045 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7046 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7047 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7048 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA6-

210224/7049 
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Race 

Condition 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

ns/february-

2024-bulletin 

Product: qca6678aq_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7050 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7051 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7052 

Product: qca6688aq_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7053 
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beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7054 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7055 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7056 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7057 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7058 

Product: qca6696_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7059 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7060 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7061 
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beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7062 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7063 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7064 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7065 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33069 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7066 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7068 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7069 
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CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7070 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7071 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7072 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7073 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7074 
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CVE ID : CVE-

2023-43523 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7075 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7076 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7077 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7078 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7079 
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Product: qca6698aq_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7080 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7081 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7082 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7083 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA6-

210224/7084 
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('Classic 

Buffer 

Overflow') 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7085 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7086 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7087 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7088 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7089 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7090 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7091 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7092 

NULL 

Pointer 
06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QCA6-

210224/7093 
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Dereferenc

e 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

t-

security/bulleti

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7094 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7095 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7096 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7097 

Time-of-

check 

Time-of-

06-Feb-2024 7 
Memory 

corruption in 

Trusted Execution 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QCA6-

210224/7098 
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use 

(TOCTOU) 

Race 

Condition 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7099 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7100 

Product: qca6797aq_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7101 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7102 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7103 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7104 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7105 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7106 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA6-

210224/7107 

Product: qca8072_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7108 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7109 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA8-

210224/7110 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7111 

Product: qca8075_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7112 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7113 

NULL 

Pointer 
06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QCA8-

210224/7114 
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Dereferenc

e 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

t-

security/bulleti

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7115 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7116 

Product: qca8081_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7117 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7118 
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a Memory 

Buffer 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7119 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7120 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7121 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7122 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

O-QUA-QCA8-

210224/7123 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7124 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7125 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7126 

Missing 

Release of 
06-Feb-2024 7.5 Transient DOS in 

Multi-Mode Call 

https://www.q

ualcomm.com/c

O-QUA-QCA8-

210224/7127 
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Memory 

after 

Effective 

Lifetime 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7128 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7129 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7130 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7131 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7132 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7133 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7134 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7135 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7136 

Product: qca8082_firmware 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7137 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7138 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7139 

Product: qca8084_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7140 

NULL 

Pointer 
06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QCA8-

210224/7141 
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Dereferenc

e 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

t-

security/bulleti

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7142 

Product: qca8085_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7143 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7144 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA8-

210224/7145 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

Product: qca8337_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7146 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7147 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7148 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7149 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7150 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7151 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7152 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7153 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QCA8-

210224/7154 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7155 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7156 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7157 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA8-

210224/7158 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7159 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7160 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7161 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7162 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA8-

210224/7163 
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Race 

Condition 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7164 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7165 

Product: qca8386_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7166 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7167 

Reachable 

Assertion 
06-Feb-2024 7.5 Transient DOS 

while processing 

https://www.q

ualcomm.com/c

O-QUA-QCA8-

210224/7168 
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11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7169 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA8-

210224/7170 

Product: qca9367_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7171 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA9-

210224/7172 
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('Classic 

Buffer 

Overflow') 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7173 

Product: qca9377_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7174 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7175 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCA9-

210224/7176 
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Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7177 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7178 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7179 

Product: qca9886_firmware 

Affected Version(s): - 

NULL 

Pointer 
06-Feb-2024 7.5 Transient DOS 

while key 

https://www.q

ualcomm.com/c

O-QUA-QCA9-

210224/7180 
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Dereferenc

e 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Product: qca9888_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7181 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7182 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7183 

Product: qca9889_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QCA9-

210224/7184 
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given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

security/bulleti

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7185 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7186 

Product: qca9898_firmware 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7187 

Product: qca9980_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7188 
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CVE ID : CVE-

2023-43522 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7189 

Product: qca9984_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7190 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7191 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7192 

Product: qca9985_firmware 

Affected Version(s): - 

NULL 

Pointer 
06-Feb-2024 7.5 Transient DOS 

while key 

https://www.q

ualcomm.com/c

O-QUA-QCA9-

210224/7193 
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Dereferenc

e 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Product: qca9986_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7194 

Product: qca9990_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7195 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7196 

Product: qca9992_firmware 

Affected Version(s): - 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7197 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7198 

Product: qca9994_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7199 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCA9-

210224/7200 

Product: qcc2073_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCC2-

210224/7201 
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STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

ns/february-

2024-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC2-

210224/7202 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC2-

210224/7203 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC2-

210224/7204 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC2-

210224/7205 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC2-

210224/7206 

Product: qcc2076_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC2-

210224/7207 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC2-

210224/7208 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC2-

210224/7209 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC2-

210224/7210 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC2-

210224/7211 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC2-

210224/7212 

Product: qcc710_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7213 

Improper 

Restriction 

of 

Operations 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QCC7-

210224/7214 
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within the 

Bounds of 

a Memory 

Buffer 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7215 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7216 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7217 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7218 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7219 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7220 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7221 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7222 
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Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7223 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7224 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7225 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7226 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7227 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7228 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7229 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7230 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7231 

Product: qcc711_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7232 

Product: qcc7225_firmware 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7233 

Product: qcc7226_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7234 

Product: qcc7228_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCC7-

210224/7235 

Product: qcf8000_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCF8-

210224/7236 
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('Classic 

Buffer 

Overflow') 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCF8-

210224/7237 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCF8-

210224/7238 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCF8-

210224/7239 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCF8-

210224/7240 

Product: qcf8001_firmware 

Affected Version(s): - 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCF8-

210224/7241 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCF8-

210224/7242 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCF8-

210224/7243 

Product: qcm2290_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM2-

210224/7244 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCM2-

210224/7245 
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Input 

('Classic 

Buffer 

Overflow') 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM2-

210224/7246 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM2-

210224/7247 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM2-

210224/7248 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QCM2-

210224/7249 
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less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM2-

210224/7250 

Product: qcm4290_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7251 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7252 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7253 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7254 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7255 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7256 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7257 
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Product: qcm4325_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7258 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7259 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7260 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7261 
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CVE ID : CVE-

2023-43522 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7262 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7263 

Product: qcm4490_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7264 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7265 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCM4-

210224/7266 
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CVE ID : CVE-

2023-33058 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7267 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7268 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7269 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7270 
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CVE ID : CVE-

2023-33049 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7271 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7272 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7273 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7274 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM4-

210224/7275 
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Product: qcm6125_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM6-

210224/7276 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM6-

210224/7277 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM6-

210224/7278 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM6-

210224/7279 
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Product: qcm6490_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM6-

210224/7280 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM6-

210224/7281 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM6-

210224/7282 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM6-

210224/7283 
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CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM6-

210224/7284 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM6-

210224/7285 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM6-

210224/7286 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM6-

210224/7287 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM6-

210224/7288 
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Product: qcm8550_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM8-

210224/7289 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM8-

210224/7290 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM8-

210224/7291 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM8-

210224/7292 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCM8-

210224/7293 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM8-

210224/7294 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM8-

210224/7295 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption when 

malformed 

message payload is 

received from 

firmware. 

CVE ID : CVE-

2023-43516 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM8-

210224/7296 

Missing 

Release of 

Memory 

after 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCM8-

210224/7297 
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Effective 

Lifetime 

CVE ID : CVE-

2023-33049 

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM8-

210224/7298 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM8-

210224/7299 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM8-

210224/7300 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM8-

210224/7301 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCM8-

210224/7302 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM8-

210224/7303 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCM8-

210224/7304 

Product: qcn5021_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7305 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7306 

Product: qcn5022_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7307 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7308 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7309 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7310 
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Product: qcn5024_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7311 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7312 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7313 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCN5-

210224/7314 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: qcn5052_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7315 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7316 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7317 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QCN5-

210224/7318 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Product: qcn5054_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7319 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7320 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7321 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7322 

Product: qcn5122_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7323 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7324 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7325 
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CVE ID : CVE-

2023-43523 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7326 

Product: qcn5124_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7327 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7328 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7329 

Product: qcn5152_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7330 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7331 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7332 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7333 
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Product: qcn5154_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7334 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7335 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7336 

Product: qcn5164_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN5-

210224/7337 

Reachable 

Assertion 
06-Feb-2024 7.5 Transient DOS 

while processing 

https://www.q

ualcomm.com/c

O-QUA-QCN5-

210224/7338 
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11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Product: qcn6023_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7339 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7340 

Product: qcn6024_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7341 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QCN6-

210224/7342 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7343 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7344 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7345 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCN6-

210224/7346 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3069 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7347 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7348 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7349 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7350 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCN6-

210224/7351 
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Race 

Condition 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7352 

Product: qcn6100_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7353 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7354 

Product: qcn6102_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7355 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7356 

Product: qcn6112_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7357 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7358 

Product: qcn6122_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7359 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCN6-

210224/7360 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7361 

Product: qcn6132_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7362 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7363 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7364 

Product: qcn6224_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7365 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7366 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7367 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7368 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCN6-

210224/7369 
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Input 

('Classic 

Buffer 

Overflow') 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7370 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7371 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7372 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7373 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7374 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7375 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7376 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7377 

Reachable 

Assertion 
06-Feb-2024 7.5 Transient DOS 

while processing 

https://www.q

ualcomm.com/c

O-QUA-QCN6-

210224/7378 
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11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7379 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7380 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7381 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7382 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 
Transient DOS in 

Audio when 

invoking callback 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QCN6-

210224/7383 
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function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

security/bulleti

ns/february-

2024-bulletin 

Product: qcn6274_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7384 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7385 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7386 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7387 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7388 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7389 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7390 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7391 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QCN6-

210224/7392 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7393 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7394 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7395 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCN6-

210224/7396 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7397 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7398 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7399 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7400 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCN6-

210224/7401 
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CVE ID : CVE-

2023-33060 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7402 

Product: qcn6402_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7403 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7404 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7405 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7406 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7407 

Product: qcn6412_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7408 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7409 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCN6-

210224/7410 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7411 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7412 

Product: qcn6422_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7413 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7414 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7415 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7416 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7417 

Product: qcn6432_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7418 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCN6-

210224/7419 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7420 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7421 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN6-

210224/7422 

Product: qcn7605_firmware 

Affected Version(s): - 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN7-

210224/7423 

Product: qcn7606_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN7-

210224/7424 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN7-

210224/7425 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN7-

210224/7426 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN7-

210224/7427 

Product: qcn9000_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7428 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7429 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7430 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7431 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCN9-

210224/7432 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: qcn9001_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7433 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7434 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7435 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QCN9-

210224/7436 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Product: qcn9002_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7437 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7438 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7439 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7440 

Product: qcn9003_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7441 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7442 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7443 
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CVE ID : CVE-

2023-43523 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7444 

Product: qcn9011_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7445 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7446 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCN9-

210224/7447 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7448 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7449 

Product: qcn9012_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7450 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7451 
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may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7452 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7453 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7454 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7455 

Product: qcn9013_firmware 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7456 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7457 

Product: qcn9022_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7458 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7459 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7460 

Product: qcn9024_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7461 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7462 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7463 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7464 
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arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7465 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7466 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7467 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7468 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7469 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7470 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7471 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7472 

Product: qcn9070_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7473 
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CVE ID : CVE-

2023-43522 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7474 

Product: qcn9072_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7475 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7476 

Product: qcn9074_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7477 
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the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7478 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7479 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7480 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7481 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7482 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7483 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7484 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7485 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7486 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7487 

Product: qcn9100_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7488 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7489 

Product: qcn9274_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QCN9-

210224/7490 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7491 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7492 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7493 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7494 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCN9-

210224/7495 

Product: qcs2290_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS2-

210224/7496 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS2-

210224/7497 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS2-

210224/7498 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS2-

210224/7499 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS2-

210224/7500 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS2-

210224/7501 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCS2-

210224/7502 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: qcs410_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7503 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7504 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7505 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7506 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7507 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7508 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7509 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7510 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7511 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7512 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7513 

Product: qcs4290_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7514 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7515 
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CVE ID : CVE-

2023-43519 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7516 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7517 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7518 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCS4-

210224/7519 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7520 

Product: qcs4490_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7521 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7522 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7523 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCS4-

210224/7524 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3110 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7525 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7526 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7527 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCS4-

210224/7528 
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CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7529 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7530 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7531 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS4-

210224/7532 

Product: qcs610_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCS6-

210224/7533 
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CVE ID : CVE-

2023-43518 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7534 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7535 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7536 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7537 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in HLOS 

https://www.q

ualcomm.com/c

O-QUA-QCS6-

210224/7538 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7539 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7540 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7541 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 
Information 

disclosure in Audio 

while accessing 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QCS6-

210224/7542 
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AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7543 

Product: qcs6125_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7544 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7545 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCS6-

210224/7546 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7547 

Product: qcs6490_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7548 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7549 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7550 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 
Memory 

corruption while 

processing the 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QCS6-

210224/7551 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3116 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

t-

security/bulleti

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7552 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7553 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7554 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCS6-

210224/7555 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS6-

210224/7556 

Product: qcs7230_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS7-

210224/7557 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS7-

210224/7558 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS7-

210224/7559 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS7-

210224/7560 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS7-

210224/7561 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS7-

210224/7562 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS7-

210224/7563 

Product: qcs8155_firmware 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7564 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7565 

Product: qcs8250_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7566 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QCS8-

210224/7567 
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beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

ns/february-

2024-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7568 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7569 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7570 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QCS8-

210224/7571 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7572 

Product: qcs8550_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7573 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7574 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7575 
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CVE ID : CVE-

2023-43534 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7576 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7577 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7578 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7579 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption when 

malformed 

message payload is 

received from 

firmware. 

CVE ID : CVE-

2023-43516 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7580 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7581 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7582 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7583 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7584 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7585 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7586 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7587 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QCS8-

210224/7588 

Product: qdu1000_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QDU1-

210224/7589 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QDU1-

210224/7590 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QDU1-

210224/7591 

Product: qdu1010_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QDU1-

210224/7592 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QDU1-

210224/7593 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QDU1-

210224/7594 

Product: qdu1110_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QDU1-

210224/7595 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QDU1-

210224/7596 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QDU1-

210224/7597 

Product: qdu1210_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QDU1-

210224/7598 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QDU1-

210224/7599 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QDU1-

210224/7600 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3128 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Product: qdx1010_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QDX1-

210224/7601 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QDX1-

210224/7602 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QDX1-

210224/7603 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Product: qdx1011_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QDX1-

210224/7604 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QDX1-

210224/7605 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QDX1-

210224/7606 

Product: qep8111_firmware 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QEP8-

210224/7607 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QEP8-

210224/7608 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QEP8-

210224/7609 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QEP8-

210224/7610 
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Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QEP8-

210224/7611 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QEP8-

210224/7612 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QEP8-

210224/7613 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QEP8-

210224/7614 

Product: qfw7114_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7615 
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beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7616 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7617 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7618 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7619 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7620 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7621 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7622 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7623 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7624 
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and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7625 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7626 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7627 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7628 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7629 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7630 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7631 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7632 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7633 

Product: qfw7124_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7634 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7635 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7636 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7637 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QFW7-

210224/7638 
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Input 

('Classic 

Buffer 

Overflow') 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7639 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7640 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7641 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7642 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7643 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7644 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7645 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7646 

Reachable 

Assertion 
06-Feb-2024 7.5 Transient DOS 

while processing 

https://www.q

ualcomm.com/c

O-QUA-QFW7-

210224/7647 
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11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7648 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7649 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7650 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QFW7-

210224/7651 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 
Transient DOS in 

Audio when 

invoking callback 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QFW7-

210224/7652 
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function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

security/bulleti

ns/february-

2024-bulletin 

Product: qrb5165m_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRB5-

210224/7653 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRB5-

210224/7654 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRB5-

210224/7655 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRB5-

210224/7656 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRB5-

210224/7657 

Product: qrb5165n_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRB5-

210224/7658 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRB5-

210224/7659 

Buffer 

Copy 

without 

06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QRB5-

210224/7660 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRB5-

210224/7661 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRB5-

210224/7662 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRB5-

210224/7663 

Time-of-

check 

Time-of-

use 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-QRB5-

210224/7664 
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(TOCTOU) 

Race 

Condition 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

security/bulleti

ns/february-

2024-bulletin 

Product: qru1032_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRU1-

210224/7665 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRU1-

210224/7666 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRU1-

210224/7667 

Product: qru1052_firmware 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRU1-

210224/7668 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRU1-

210224/7669 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRU1-

210224/7670 

Product: qru1062_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QRU1-

210224/7671 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRU1-

210224/7672 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QRU1-

210224/7673 

Product: qsm8250_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QSM8-

210224/7674 

NULL 

Pointer 
06-Feb-2024 7.5 Transient DOS 

while key 

https://www.q

ualcomm.com/c

O-QUA-QSM8-

210224/7675 
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Dereferenc

e 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QSM8-

210224/7676 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QSM8-

210224/7677 

Product: qsm8350_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QSM8-

210224/7678 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QSM8-

210224/7679 
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CVE ID : CVE-

2023-33076 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QSM8-

210224/7680 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QSM8-

210224/7681 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QSM8-

210224/7682 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QSM8-

210224/7683 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: qualcomm_205_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7684 

Product: qualcomm_215_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7685 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7686 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Product: qualcomm_video_collaboration_vc1_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7687 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7688 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7689 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7690 
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CVE ID : CVE-

2023-33068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7691 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7692 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7693 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QUAL-

210224/7694 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7695 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7696 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7697 

Product: qualcomm_video_collaboration_vc3_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7698 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QUAL-

210224/7699 
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Buffer 

Overflow') 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7700 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7701 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7702 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7703 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7704 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7705 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7706 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7707 

NULL 

Pointer 
06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-QUAL-

210224/7708 
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Dereferenc

e 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7709 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7710 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7711 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7712 

Product: qualcomm_video_collaboration_vc5_platform_firmware 

Affected Version(s): - 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3155 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7713 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7714 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7715 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7716 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-QUAL-

210224/7717 
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untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7718 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-QUAL-

210224/7719 

Product: robotics_rb3_platform_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-ROBO-

210224/7720 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-ROBO-

210224/7721 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3157 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-ROBO-

210224/7722 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-ROBO-

210224/7723 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-ROBO-

210224/7724 

Product: robotics_rb5_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 
Memory 

corruption when 

AP includes TID to 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-ROBO-

210224/7725 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3158 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-ROBO-

210224/7726 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-ROBO-

210224/7727 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-ROBO-

210224/7728 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-ROBO-

210224/7729 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-ROBO-

210224/7730 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-ROBO-

210224/7731 

Product: sa4150p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA41-

210224/7732 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA41-

210224/7733 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-43519 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA41-

210224/7734 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA41-

210224/7735 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA41-

210224/7736 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SA41-

210224/7737 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA41-

210224/7738 

Product: sa4155p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA41-

210224/7739 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA41-

210224/7740 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA41-

210224/7741 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 
Memory 

corruption while 

processing the 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SA41-

210224/7742 
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event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

t-

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA41-

210224/7743 

Product: sa6145p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7744 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7745 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 
Memory 

corruption when 

AP includes TID to 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SA61-

210224/7746 
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link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7747 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7748 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7749 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SA61-

210224/7750 
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('Classic 

Buffer 

Overflow') 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7751 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7752 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7753 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SA61-

210224/7754 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7755 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7756 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7757 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7758 

Product: sa6150p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SA61-

210224/7759 
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CVE ID : CVE-

2023-43518 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7760 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7761 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7762 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7763 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7764 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7765 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7766 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7767 
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CVE ID : CVE-

2023-43522 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7768 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7769 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7770 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7771 

Product: sa6155p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SA61-

210224/7772 
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ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7773 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7774 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7775 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7776 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7777 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7778 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7779 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7780 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SA61-

210224/7781 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33077 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7782 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7783 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7784 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SA61-

210224/7785 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7786 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7787 

Product: sa6155_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7788 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7789 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SA61-

210224/7790 
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untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7791 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7792 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA61-

210224/7793 

Product: sa8145p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SA81-

210224/7794 
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CVE ID : CVE-

2023-43518 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7795 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7796 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7797 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7798 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7799 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7800 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7801 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7802 
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CVE ID : CVE-

2023-43522 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7803 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7804 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7805 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7806 

Product: sa8150p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SA81-

210224/7807 
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ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7808 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7809 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7810 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7811 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7812 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7813 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7814 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7815 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7816 
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and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7817 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7818 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7819 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7820 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7821 

Product: sa8155p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7822 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7823 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7824 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SA81-

210224/7825 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3181 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

a Memory 

Buffer 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7826 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7827 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7828 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7829 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3182 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7830 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7831 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7832 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7833 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7834 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7835 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7836 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7837 

Product: sa8155_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7838 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7839 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7840 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7841 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7842 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7843 

Product: sa8195p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7844 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7845 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7846 

Improper 

Restriction 

of 

Operations 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SA81-

210224/7847 
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within the 

Bounds of 

a Memory 

Buffer 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7848 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7849 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7850 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7851 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33077 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7852 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7853 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7854 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SA81-

210224/7855 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7856 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA81-

210224/7857 

Product: sa8255p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7858 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7859 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SA82-

210224/7860 
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beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

ns/february-

2024-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7861 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7862 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7863 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7864 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33069 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7865 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7866 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7867 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7868 
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CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7869 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7870 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7871 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7872 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SA82-

210224/7873 
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CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7874 

Product: sa8295p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7875 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7876 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7877 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SA82-

210224/7878 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7879 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7880 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7881 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7882 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7883 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7884 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7885 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7886 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7887 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7888 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7889 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA82-

210224/7890 

Product: sa8540p_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SA85-

210224/7891 
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Buffer 

Overflow') 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA85-

210224/7892 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA85-

210224/7893 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA85-

210224/7894 

Product: sa8650p_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA86-

210224/7895 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3197 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA86-

210224/7896 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA86-

210224/7897 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA86-

210224/7898 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA86-

210224/7899 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in 

https://www.q

ualcomm.com/c

O-QUA-SA86-

210224/7900 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA86-

210224/7901 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA86-

210224/7902 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA86-

210224/7903 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA86-

210224/7904 
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arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA86-

210224/7905 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA86-

210224/7906 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA86-

210224/7907 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA86-

210224/7908 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA86-

210224/7909 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA86-

210224/7910 

Product: sa8770p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7911 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7912 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7913 
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CVE ID : CVE-

2023-43520 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7914 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7915 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7916 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7917 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7918 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7919 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7920 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7921 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7922 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7923 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7924 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7925 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7926 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7927 

Product: sa8775p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7928 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7929 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7930 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SA87-

210224/7931 
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a Memory 

Buffer 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7932 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7933 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7934 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7935 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7936 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7937 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7938 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7939 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7940 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7941 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7942 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7943 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA87-

210224/7944 

Product: sa9000p_firmware 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3208 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7945 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7946 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7947 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7948 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SA90-

210224/7949 
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on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7950 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7951 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7952 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7953 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7954 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7955 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7956 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7957 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7958 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7959 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7960 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7961 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SA90-

210224/7962 

Product: sc8180x\+sdx55_firmware 
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Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SC81-

210224/7963 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SC81-

210224/7964 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SC81-

210224/7965 

Product: sc8380xp_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SC83-

210224/7966 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SC83-

210224/7967 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

security/bulleti

ns/february-

2024-bulletin 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SC83-

210224/7968 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SC83-

210224/7969 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SC83-

210224/7970 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SC83-

210224/7971 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SC83-

210224/7972 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SC83-

210224/7973 

Product: sd460_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD46-

210224/7974 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD46-

210224/7975 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SD46-

210224/7976 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD46-

210224/7977 

Product: sd626_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD62-

210224/7978 

Product: sd660_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD66-

210224/7979 

Buffer 

Copy 

without 

06-Feb-2024 9.8 
Memory 

corruption in video 

while parsing the 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SD66-

210224/7980 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD66-

210224/7981 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD66-

210224/7982 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD66-

210224/7983 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD66-

210224/7984 

Product: sd662_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD66-

210224/7985 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD66-

210224/7986 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD66-

210224/7987 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SD66-

210224/7988 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: sd670_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD67-

210224/7989 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD67-

210224/7990 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD67-

210224/7991 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD67-

210224/7992 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SD67-

210224/7993 
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context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD67-

210224/7994 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD67-

210224/7995 

Product: sd675_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD67-

210224/7996 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD67-

210224/7997 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD67-

210224/7998 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD67-

210224/7999 

Product: sd730_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD73-

210224/8000 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD73-

210224/8001 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-43519 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD73-

210224/8002 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD73-

210224/8003 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD73-

210224/8004 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SD73-

210224/8005 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: sd835_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD83-

210224/8006 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD83-

210224/8007 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD83-

210224/8008 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD83-

210224/8009 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD83-

210224/8010 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD83-

210224/8011 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD83-

210224/8012 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD83-

210224/8013 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD83-

210224/8014 
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Product: sd855_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD85-

210224/8015 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD85-

210224/8016 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD85-

210224/8017 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD85-

210224/8018 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SD85-

210224/8019 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD85-

210224/8020 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD85-

210224/8021 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD85-

210224/8022 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD85-

210224/8023 
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address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD85-

210224/8024 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD85-

210224/8025 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD85-

210224/8026 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD85-

210224/8027 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SD85-

210224/8028 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD85-

210224/8029 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD85-

210224/8030 

Product: sd865_5g_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD86-

210224/8031 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD86-

210224/8032 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SD86-

210224/8033 
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on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD86-

210224/8034 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD86-

210224/8035 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD86-

210224/8036 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD86-

210224/8037 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD86-

210224/8038 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD86-

210224/8039 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD86-

210224/8040 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD86-

210224/8041 

NULL 

Pointer 
06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SD86-

210224/8042 
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Dereferenc

e 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

t-

security/bulleti

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD86-

210224/8043 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD86-

210224/8044 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD86-

210224/8045 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD86-

210224/8046 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 
Transient DOS in 

Audio when 

invoking callback 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SD86-

210224/8047 
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function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

t-

security/bulleti

ns/february-

2024-bulletin 

Product: sd888_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD88-

210224/8048 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD88-

210224/8049 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD88-

210224/8050 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD88-

210224/8051 
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CVE ID : CVE-

2023-33068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD88-

210224/8052 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD88-

210224/8053 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD88-

210224/8054 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SD88-

210224/8055 
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CVE ID : CVE-

2023-33049 

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD88-

210224/8056 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD88-

210224/8057 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD88-

210224/8058 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD88-

210224/8059 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD88-

210224/8060 
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Product: sdm429w_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDM4-

210224/8061 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDM4-

210224/8062 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDM4-

210224/8063 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDM4-

210224/8064 
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address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDM4-

210224/8065 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDM4-

210224/8066 

Product: sdx55_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDX5-

210224/8067 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDX5-

210224/8068 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in HLOS 

https://www.q

ualcomm.com/c

O-QUA-SDX5-

210224/8069 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDX5-

210224/8070 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDX5-

210224/8071 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDX5-

210224/8072 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SDX5-

210224/8073 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDX5-

210224/8074 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDX5-

210224/8075 

Product: sdx57m_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDX5-

210224/8076 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDX5-

210224/8077 
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Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDX5-

210224/8078 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDX5-

210224/8079 

Product: sdx65m_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDX6-

210224/8080 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SDX6-

210224/8081 

Product: sd_455_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SD_4-

210224/8082 
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less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

security/bulleti

ns/february-

2024-bulletin 

Product: sd_675_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD_6-

210224/8083 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD_6-

210224/8084 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD_6-

210224/8085 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD_6-

210224/8086 
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Product: sd_8cx_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD_8-

210224/8087 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD_8-

210224/8088 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD_8-

210224/8089 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD_8-

210224/8090 

Product: sd_8_gen1_5g_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 Memory 

corruption in video 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SD_8-

210224/8091 
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while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD_8-

210224/8092 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD_8-

210224/8093 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD_8-

210224/8094 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD_8-

210224/8095 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD_8-

210224/8096 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD_8-

210224/8097 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD_8-

210224/8098 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SD_8-

210224/8099 

Product: sg4150p_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG41-

210224/8100 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG41-

210224/8101 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG41-

210224/8102 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG41-

210224/8103 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG41-

210224/8104 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG41-

210224/8105 

Product: sg8275p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG82-

210224/8106 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG82-

210224/8107 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG82-

210224/8108 
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CVE ID : CVE-

2023-33076 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG82-

210224/8109 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG82-

210224/8110 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG82-

210224/8111 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG82-

210224/8112 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG82-

210224/8113 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG82-

210224/8114 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG82-

210224/8115 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SG82-

210224/8116 

Product: sm4125_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM41-

210224/8117 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM41-

210224/8118 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM41-

210224/8119 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM41-

210224/8120 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SM41-

210224/8121 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: sm6250p_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM62-

210224/8122 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM62-

210224/8123 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM62-

210224/8124 

Product: sm6250_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM62-

210224/8125 

Buffer 

Copy 
06-Feb-2024 9.8 Memory 

corruption in video 

https://www.q

ualcomm.com/c

O-QUA-SM62-

210224/8126 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM62-

210224/8127 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM62-

210224/8128 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM62-

210224/8129 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM62-

210224/8130 

Product: sm7250p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM72-

210224/8131 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM72-

210224/8132 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM72-

210224/8133 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM72-

210224/8134 
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CVE ID : CVE-

2023-33076 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM72-

210224/8135 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM72-

210224/8136 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM72-

210224/8137 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM72-

210224/8138 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM72-

210224/8139 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM72-

210224/8140 

Product: sm7315_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8141 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8142 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8143 
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the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8144 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8145 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8146 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8147 
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address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8148 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8149 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8150 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8151 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SM73-

210224/8152 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8153 

Product: sm7325p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8154 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8155 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8156 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8157 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8158 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8159 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8160 
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CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8161 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8162 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8163 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8164 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8165 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM73-

210224/8166 

Product: sm8550p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM85-

210224/8167 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM85-

210224/8168 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM85-

210224/8169 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SM85-

210224/8170 
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CVE ID : CVE-

2023-33058 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM85-

210224/8171 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM85-

210224/8172 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM85-

210224/8173 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM85-

210224/8174 
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CVE ID : CVE-

2023-33049 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM85-

210224/8175 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM85-

210224/8176 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM85-

210224/8177 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM85-

210224/8178 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SM85-

210224/8179 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM85-

210224/8180 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SM85-

210224/8181 

Product: smart_audio_200_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SMAR-

210224/8182 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SMAR-

210224/8183 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SMAR-

210224/8184 

Product: smart_audio_400_platform_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SMAR-

210224/8185 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SMAR-

210224/8186 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SMAR-

210224/8187 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SMAR-

210224/8188 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SMAR-

210224/8189 

Product: smart_display_200_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SMAR-

210224/8190 

Product: snapdragon_1200_wearable_platform_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8191 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8192 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8193 

Product: snapdragon_210_processor_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8194 
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address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Product: snapdragon_212_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8195 

Product: snapdragon_425_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8196 
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Product: snapdragon_429_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8197 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8198 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8199 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8200 
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address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8201 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8202 

Product: snapdragon_439_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8203 

Product: snapdragon_460_mobile_platform_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8204 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8205 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8206 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8207 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8208 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8209 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8210 

Product: snapdragon_480\+_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8211 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8212 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-43519 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8213 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8214 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8215 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8216 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8217 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8218 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8219 

Product: snapdragon_480_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8220 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8221 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-43519 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8222 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8223 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8224 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8225 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8226 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8227 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8228 

Product: snapdragon_4_gen_1_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8229 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8230 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-43519 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8231 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8232 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8233 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8234 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8235 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8236 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8237 

Product: snapdragon_4_gen_2_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8238 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8239 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-43519 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8240 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8241 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8242 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8243 
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Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8244 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8245 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8246 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8247 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8248 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8249 

Product: snapdragon_625_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8250 

Product: snapdragon_626_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8251 
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CVE ID : CVE-

2023-43513 

Product: snapdragon_630_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8252 

Product: snapdragon_632_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8253 

Product: snapdragon_636_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8254 
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CVE ID : CVE-

2023-43533 

Product: snapdragon_660_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8255 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8256 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8257 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8258 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8259 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8260 

Product: snapdragon_662_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8261 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8262 

Buffer 

Copy 

without 

06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SNAP-

210224/8263 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8264 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8265 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8266 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8267 

Product: snapdragon_665_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8268 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8269 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8270 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8271 
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passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8272 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8273 

Product: snapdragon_670_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8274 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8275 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8276 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8277 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8278 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8279 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8280 

Product: snapdragon_675_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8281 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8282 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8283 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8284 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8285 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8286 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8287 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SNAP-

210224/8288 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Product: snapdragon_678_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8289 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8290 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8291 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8292 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8293 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8294 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8295 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8296 
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Product: snapdragon_680_4g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8297 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8298 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8299 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8300 
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CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8301 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8302 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8303 

Product: snapdragon_685_4g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8304 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8305 
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Input 

('Classic 

Buffer 

Overflow') 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8306 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8307 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8308 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SNAP-

210224/8309 
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less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8310 

Product: snapdragon_690_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8311 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8312 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8313 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8314 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8315 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8316 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8317 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8318 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8319 

Product: snapdragon_695_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8320 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8321 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8322 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8323 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8324 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8325 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8326 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8327 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8328 

Product: snapdragon_710_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8329 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8330 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8331 
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passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8332 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8333 

Product: snapdragon_712_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8334 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8335 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: snapdragon_720g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8336 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8337 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8338 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8339 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8340 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8341 

Product: snapdragon_730g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8342 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8343 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8344 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8345 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8346 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8347 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3302 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Product: snapdragon_730_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8348 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8349 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8350 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8351 
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CVE ID : CVE-

2023-43522 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8352 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8353 

Product: snapdragon_732g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8354 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8355 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8356 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8357 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8358 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8359 

Product: snapdragon_750g_5g_mobile_platform_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SNAP-

210224/8360 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8361 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8362 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8363 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8364 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8365 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8366 

Product: snapdragon_765g_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8367 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8368 

Buffer 

Copy 

without 

06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SNAP-

210224/8369 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8370 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8371 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8372 

Improper 

Input 

Validation 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor while 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8373 
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processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8374 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8375 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8376 

Product: snapdragon_765_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8377 

Buffer 

Copy 

without 

06-Feb-2024 9.8 
Memory 

corruption in video 

while parsing the 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SNAP-

210224/8378 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

t-

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8379 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8380 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8381 

Missing 

Release of 

Memory 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SNAP-

210224/8382 
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after 

Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8383 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8384 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8385 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8386 

Product: snapdragon_768g_5g_mobile_platform_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8387 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8388 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8389 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8390 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8391 
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arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8392 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8393 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8394 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8395 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8396 

Product: snapdragon_778g\+_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8397 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8398 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8399 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8400 
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('Classic 

Buffer 

Overflow') 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8401 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8402 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8403 

Missing 

Release of 

Memory 

after 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SNAP-

210224/8404 
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Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8405 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8406 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8407 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8408 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8409 
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CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Product: snapdragon_778g_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8410 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8411 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8412 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8413 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8414 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8415 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8416 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8417 
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Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8418 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8419 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8420 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8421 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8422 

Product: snapdragon_780g_5g_mobile_platform_firmware 
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Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8423 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8424 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8425 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8426 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8427 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3320 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Input 

('Classic 

Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8428 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8429 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8430 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8431 
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CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8432 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8433 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8434 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8435 

Product: snapdragon_782g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8436 
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CVE ID : CVE-

2023-43518 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8437 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8438 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8439 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8440 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

O-QUA-SNAP-

210224/8441 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8442 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8443 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8444 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8445 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3324 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8446 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8447 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8448 

Product: snapdragon_7c\+_gen_3_compute_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8449 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8450 
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Input 

('Classic 

Buffer 

Overflow') 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8451 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8452 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8453 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8454 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8455 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8456 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8457 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8458 
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Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8459 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8460 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8461 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8462 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8463 

Product: snapdragon_7c_compute_platform_firmware 
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Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8464 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8465 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8466 

Product: snapdragon_7c_gen_2_compute_platform_firmware 

Affected Version(s): - 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8467 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SNAP-

210224/8468 
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less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8469 

Product: snapdragon_820_automotive_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8470 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8471 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8472 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33069 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8473 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8474 

Product: snapdragon_835_mobile_pc_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8475 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8476 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8477 
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the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8478 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8479 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8480 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8481 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8482 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8483 

Product: snapdragon_845_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8484 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8485 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8486 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8487 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8488 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8489 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8490 

Product: snapdragon_850_mobile_compute_platform_firmware 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8491 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8492 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8493 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8494 

Product: snapdragon_855\+\/860_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8495 
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CVE ID : CVE-

2023-43518 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8496 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8497 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8498 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8499 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

O-QUA-SNAP-

210224/8500 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8501 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8502 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8503 

Missing 

Release of 
06-Feb-2024 7.5 Transient DOS in 

Multi-Mode Call 

https://www.q

ualcomm.com/c

O-QUA-SNAP-

210224/8504 
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Memory 

after 

Effective 

Lifetime 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8505 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8506 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8507 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8508 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 
Information 

disclosure in Audio 

while accessing 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SNAP-

210224/8509 
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AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8510 

Product: snapdragon_855_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8511 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8512 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8513 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8514 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8515 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8516 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8517 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8518 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33077 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8519 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8520 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8521 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8522 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8523 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8524 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8525 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8526 

Product: snapdragon_865\+_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8527 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8528 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8529 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8530 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8531 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SNAP-

210224/8532 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8533 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8534 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8535 

Missing 

Release of 

Memory 

after 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SNAP-

210224/8536 
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Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8537 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8538 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8539 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8540 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SNAP-

210224/8541 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8542 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8543 

Product: snapdragon_865_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8544 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8545 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SNAP-

210224/8546 
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on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8547 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8548 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8549 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8550 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8551 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8552 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8553 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8554 

NULL 

Pointer 
06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SNAP-

210224/8555 
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Dereferenc

e 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

t-

security/bulleti

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8556 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8557 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8558 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8559 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 
Transient DOS in 

Audio when 

invoking callback 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SNAP-

210224/8560 
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function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

t-

security/bulleti

ns/february-

2024-bulletin 

Product: snapdragon_870_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8561 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8562 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8563 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8564 
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CVE ID : CVE-

2023-33068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8565 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8566 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8567 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8568 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8569 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8570 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8571 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8572 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8573 
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CVE ID : CVE-

2023-43523 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8574 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8575 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8576 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8577 

Product: snapdragon_888\+_5g_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8578 
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ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8579 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8580 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8581 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8582 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

O-QUA-SNAP-

210224/8583 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8584 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8585 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8586 

Improper 

Input 

Validation 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor while 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SNAP-

210224/8587 
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processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

security/bulleti

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8588 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8589 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8590 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8591 

Product: snapdragon_888_5g_mobile_platform_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8592 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8593 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8594 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8595 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8596 
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Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8597 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8598 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8599 

Missing 

Release of 

Memory 

after 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8600 
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Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8601 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8602 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8603 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8604 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8605 
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CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Product: snapdragon_8cx_compute_platform_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8606 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8607 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8608 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8609 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8610 

Product: snapdragon_8cx_gen_2_5g_compute_platform_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8611 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8612 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8613 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8614 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8615 

Product: snapdragon_8cx_gen_3_compute_platform_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8616 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8617 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8618 

Improper 

Validation 
06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SNAP-

210224/8619 
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of Array 

Index 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

security/bulleti

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8620 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8621 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8622 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8623 

Product: snapdragon_8c_compute_platform_firmware 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8624 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8625 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8626 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8627 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8628 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: snapdragon_8\+_gen_1_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8629 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8630 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8631 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8632 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8633 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8634 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8635 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8636 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8637 
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CVE ID : CVE-

2023-43522 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8638 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8639 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8640 

Product: snapdragon_8\+_gen_2_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8641 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8642 
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beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8643 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8644 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8645 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8646 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 
Memory 

corruption while 

processing the 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SNAP-

210224/8647 
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event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

t-

security/bulleti

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8648 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8649 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8650 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8651 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8652 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8653 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8654 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8655 

Product: snapdragon_8_gen_1_mobile_platform_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8656 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8657 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8658 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8659 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8660 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8661 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8662 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption when 

malformed 

message payload is 

received from 

firmware. 

CVE ID : CVE-

2023-43516 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8663 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8664 
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Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8665 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8666 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8667 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8668 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8669 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8670 

Product: snapdragon_8_gen_2_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8671 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8672 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8673 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8674 
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CVE ID : CVE-

2023-33058 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8675 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8676 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8677 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8678 
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CVE ID : CVE-

2023-33049 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8679 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8680 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8681 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8682 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8683 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8684 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8685 

Product: snapdragon_8_gen_3_mobile_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8686 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8687 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8688 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8689 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8690 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8691 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8692 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8693 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8694 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8695 

Product: snapdragon_ar2_gen_1_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8696 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8697 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8698 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8699 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8700 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8701 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8702 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8703 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8704 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8705 

Product: snapdragon_auto_4g_modem_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8706 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8707 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8708 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8709 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SNAP-

210224/8710 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

security/bulleti

ns/february-

2024-bulletin 

Product: snapdragon_auto_5g_modem-rf_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8711 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8712 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8713 

Improper 

Input 

Validation 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor while 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SNAP-

210224/8714 
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processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

t-

security/bulleti

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8715 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8716 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8717 

Product: snapdragon_auto_5g_modem-rf_gen_2_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8718 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8719 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8720 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8721 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8722 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8723 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8724 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8725 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8726 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8727 
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CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8728 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8729 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8730 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8731 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8732 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8733 

Product: snapdragon_w5\+_gen_1_wearable_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8734 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8735 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8736 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8737 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3388 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33077 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8738 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8739 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8740 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8741 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Product: snapdragon_wear_1300_platform_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8742 

Product: snapdragon_wear_4100\+_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8743 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8744 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8745 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8746 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8747 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8748 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8749 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8750 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8751 

Product: snapdragon_x12_lte_modem_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8752 

Product: snapdragon_x24_lte_modem_firmware 

Affected Version(s): - 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

O-QUA-SNAP-

210224/8753 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8754 

Product: snapdragon_x35_5g_modem-rf_system_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8755 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8756 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8757 
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and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8758 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8759 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8760 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8761 
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N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8762 

Product: snapdragon_x50_5g_modem-rf_system_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8763 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8764 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8765 
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CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8766 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8767 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8768 

Product: snapdragon_x55_5g_modem-rf_system_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8769 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8770 
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Input 

('Classic 

Buffer 

Overflow') 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8771 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8772 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8773 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8774 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8775 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8776 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8777 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8778 
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Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8779 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8780 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8781 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8782 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8783 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8784 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8785 

Product: snapdragon_x5_lte_modem_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8786 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8787 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8788 
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('Classic 

Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Product: snapdragon_x65_5g_modem-rf_system_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8789 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8790 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8791 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8792 
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address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8793 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8794 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8795 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8796 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SNAP-

210224/8797 
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less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

security/bulleti

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8798 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8799 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8800 

Product: snapdragon_x70_modem-rf_system_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8801 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SNAP-

210224/8802 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8803 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8804 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8805 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8806 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8807 
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CVE ID : CVE-

2023-33060 

ns/february-

2024-bulletin 

Product: snapdragon_x75_5g_modem-rf_system_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8808 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8809 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8810 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8811 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8812 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8813 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8814 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8815 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8816 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33077 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8817 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8818 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8819 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8820 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8821 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8822 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8823 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8824 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8825 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3408 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8826 

Product: snapdragon_xr1_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8827 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8828 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8829 
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Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8830 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8831 

Product: snapdragon_xr2\+_gen_1_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8832 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8833 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8834 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8835 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8836 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8837 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8838 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8839 

Product: snapdragon_xr2_5g_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8840 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8841 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8842 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8843 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8844 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8845 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8846 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SNAP-

210224/8847 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33077 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8848 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8849 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8850 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8851 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8852 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8853 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8854 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8855 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SNAP-

210224/8856 

Product: srv1h_firmware 
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Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8857 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8858 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8859 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8860 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8861 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8862 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8863 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8864 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SRV1-

210224/8865 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33077 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8866 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8867 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8868 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SRV1-

210224/8869 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8870 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8871 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8872 

Product: srv1m_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8873 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SRV1-

210224/8874 
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the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

security/bulleti

ns/february-

2024-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8875 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8876 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8877 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SRV1-

210224/8878 
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('Classic 

Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8879 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8880 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8881 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8882 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Automotive 

Multimedia due to 

improper access 

control in HAB. 

CVE ID : CVE-

2023-43517 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8883 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8884 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8885 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8886 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 
Information 

disclosure in Audio 

while accessing 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SRV1-

210224/8887 
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AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SRV1-

210224/8888 

Product: ssg2115p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8889 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8890 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8891 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8892 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8893 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8894 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8895 
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CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8896 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8897 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8898 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8899 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SSG2-

210224/8900 
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Race 

Condition 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

ns/february-

2024-bulletin 

Product: ssg2125p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8901 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8902 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8903 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8904 
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CVE ID : CVE-

2023-43534 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8905 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8906 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8907 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8908 
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CVE ID : CVE-

2023-43522 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8909 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8910 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8911 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SSG2-

210224/8912 

Product: sw5100p_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SW51-

210224/8913 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SW51-

210224/8914 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SW51-

210224/8915 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SW51-

210224/8916 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SW51-

210224/8917 
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passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SW51-

210224/8918 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SW51-

210224/8919 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SW51-

210224/8920 

Product: sw5100_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SW51-

210224/8921 
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CVE ID : CVE-

2023-43518 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SW51-

210224/8922 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SW51-

210224/8923 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SW51-

210224/8924 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SW51-

210224/8925 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SW51-

210224/8926 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SW51-

210224/8927 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SW51-

210224/8928 

Product: sxr1120_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR1-

210224/8929 

Buffer 

Copy 

without 

06-Feb-2024 7.8 
Memory 

corruption in HLOS 

while converting 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-SXR1-

210224/8930 
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Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR1-

210224/8931 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR1-

210224/8932 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR1-

210224/8933 

Product: sxr1230p_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR1-

210224/8934 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR1-

210224/8935 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR1-

210224/8936 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR1-

210224/8937 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SXR1-

210224/8938 
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('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR1-

210224/8939 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR1-

210224/8940 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR1-

210224/8941 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SXR1-

210224/8942 
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received through 

OTA. 

CVE ID : CVE-

2023-43523 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR1-

210224/8943 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR1-

210224/8944 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR1-

210224/8945 

Product: sxr2130_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8946 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8947 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8948 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8949 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8950 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-SXR2-

210224/8951 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8952 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8953 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8954 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SXR2-

210224/8955 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8956 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8957 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8958 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8959 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-SXR2-

210224/8960 
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CVE ID : CVE-

2023-33064 

ns/february-

2024-bulletin 

Product: sxr2230p_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8961 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8962 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8963 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8964 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8965 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8966 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8967 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8968 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8969 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8970 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8971 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-SXR2-

210224/8972 

Product: vision_intelligence_100_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-VISI-

210224/8973 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Product: vision_intelligence_200_platform_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-VISI-

210224/8974 

Product: vision_intelligence_300_platform_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-VISI-

210224/8975 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-VISI-

210224/8976 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-VISI-

210224/8977 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-VISI-

210224/8978 

Product: vision_intelligence_400_platform_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-VISI-

210224/8979 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-VISI-

210224/8980 
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CVE ID : CVE-

2023-33076 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-VISI-

210224/8981 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-VISI-

210224/8982 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-VISI-

210224/8983 

Product: wcd9306_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCD9-

210224/8984 
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Input 

('Classic 

Buffer 

Overflow') 

CVE ID : CVE-

2023-33072 

ns/february-

2024-bulletin 

Product: wcd9326_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/8985 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/8986 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/8987 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/8988 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/8989 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/8990 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/8991 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/8992 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/8993 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/8994 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/8995 

Product: wcd9330_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/8996 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-WCD9-

210224/8997 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/8998 

Product: wcd9335_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/8999 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9000 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9001 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9002 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9003 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9004 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9005 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-WCD9-

210224/9006 
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context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

security/bulleti

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9007 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9008 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9009 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 
Information 

disclosure in Audio 

while accessing 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCD9-

210224/9010 
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AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9011 

Product: wcd9340_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9012 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9013 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9014 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9015 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9016 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9017 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9018 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCD9-

210224/9019 
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('Classic 

Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9020 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9021 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9022 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9023 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9024 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9025 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9026 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9027 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCD9-

210224/9028 
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ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9029 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9030 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9031 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9032 

Product: wcd9341_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCD9-

210224/9033 
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ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9034 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9035 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9036 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9037 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

O-QUA-WCD9-

210224/9038 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9039 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9040 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9041 

Missing 

Release of 
06-Feb-2024 7.5 Transient DOS in 

Multi-Mode Call 

https://www.q

ualcomm.com/c

O-QUA-WCD9-

210224/9042 
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Memory 

after 

Effective 

Lifetime 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9043 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9044 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9045 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9046 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 
Information 

disclosure in Audio 

while accessing 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-WCD9-

210224/9047 
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AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9048 

Product: wcd9360_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9049 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9050 

Missing 

Release of 

Memory 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-WCD9-

210224/9051 
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after 

Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9052 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9053 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9054 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9055 

Product: wcd9370_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9056 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9057 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9058 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9059 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9060 
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CVE ID : CVE-

2023-33068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9061 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9062 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9063 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9064 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCD9-

210224/9065 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9066 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9067 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9068 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9069 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9070 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9071 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9072 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9073 

Product: wcd9371_firmware 

Affected Version(s): - 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9074 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9075 

Product: wcd9375_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9076 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9077 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9078 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-WCD9-

210224/9079 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9080 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9081 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9082 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9083 
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address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9084 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9085 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9086 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9087 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-WCD9-

210224/9088 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9089 

Product: wcd9380_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9090 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9091 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9092 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9093 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9094 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9095 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9096 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCD9-

210224/9097 
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('Classic 

Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9098 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9099 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9100 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9101 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption when 

malformed 

message payload is 

received from 

firmware. 

CVE ID : CVE-

2023-43516 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9102 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9103 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9104 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9105 

Improper 

Input 

Validation 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor while 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCD9-

210224/9106 
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processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9107 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9108 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9109 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9110 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 
Information 

disclosure in Audio 

while accessing 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-WCD9-

210224/9111 
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AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

t-

security/bulleti

ns/february-

2024-bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9112 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9113 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9114 

Product: wcd9385_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9115 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-WCD9-

210224/9116 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9117 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9118 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9119 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9120 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9121 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9122 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9123 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9124 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-WCD9-

210224/9125 
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context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

security/bulleti

ns/february-

2024-bulletin 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9126 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9127 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9128 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCD9-

210224/9129 
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CVE ID : CVE-

2023-33057 

ns/february-

2024-bulletin 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9130 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9131 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9132 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9133 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCD9-

210224/9134 
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CVE ID : CVE-

2023-33065 

ns/february-

2024-bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9135 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9136 

Product: wcd9390_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9137 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9138 

Improper 

Restriction 

of 

Operations 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-WCD9-

210224/9139 
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within the 

Bounds of 

a Memory 

Buffer 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9140 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9141 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9142 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9143 
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middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9144 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9145 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9146 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9147 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCD9-

210224/9148 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3481 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

ns/february-

2024-bulletin 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9149 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9150 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9151 

Product: wcd9395_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9152 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCD9-

210224/9153 
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STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

ns/february-

2024-bulletin 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9154 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9155 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9156 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9157 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9158 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9159 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9160 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9161 

Reachable 

Assertion 
06-Feb-2024 7.5 Transient DOS 

while processing 

https://www.q

ualcomm.com/c

O-QUA-WCD9-

210224/9162 
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11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9163 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9164 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9165 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCD9-

210224/9166 

Product: wcn3610_firmware 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3485 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9167 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9168 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9169 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9170 

Buffer 

Copy 

without 

Checking 

Size of 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCN3-

210224/9171 
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Input 

('Classic 

Buffer 

Overflow') 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9172 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9173 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9174 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCN3-

210224/9175 
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CVE ID : CVE-

2023-33064 

ns/february-

2024-bulletin 

Product: wcn3615_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9176 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9177 

Product: wcn3620_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9178 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9179 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9180 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9181 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9182 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9183 

Product: wcn3660b_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9184 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9185 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9186 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCN3-

210224/9187 
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('Classic 

Buffer 

Overflow') 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9188 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9189 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9190 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 
Information 

disclosure in Audio 

while accessing 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-WCN3-

210224/9191 
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AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9192 

Product: wcn3680b_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9193 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9194 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9195 
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Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9196 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9197 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9198 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9199 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3493 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-43513 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9200 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9201 

Product: wcn3680_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9202 

Product: wcn3910_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-WCN3-

210224/9203 
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CVE ID : CVE-

2023-43518 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9204 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9205 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9206 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCN3-

210224/9207 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9208 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9209 

Product: wcn3950_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9210 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9211 
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Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9212 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9213 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9214 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9215 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCN3-

210224/9216 
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Buffer 

Overflow') 

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9217 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9218 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9219 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9220 
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CVE ID : CVE-

2023-33049 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9221 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9222 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9223 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9224 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9225 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9226 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9227 

Product: wcn3980_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9228 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9229 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9230 
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CVE ID : CVE-

2023-33067 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9231 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9232 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9233 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9234 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-WCN3-

210224/9235 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9236 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9237 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9238 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-WCN3-

210224/9239 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9240 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9241 

Product: wcn3988_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9242 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9243 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-WCN3-

210224/9244 
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CVE ID : CVE-

2023-33058 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9245 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9246 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9247 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9248 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3504 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9249 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9250 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9251 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9252 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCN3-

210224/9253 
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CVE ID : CVE-

2023-43536 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9254 

Product: wcn3990_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9255 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9256 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9257 

Buffer 

Copy 

without 

Checking 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-WCN3-

210224/9258 
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Size of 

Input 

('Classic 

Buffer 

Overflow') 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9259 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9260 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9261 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9262 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9263 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9264 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9265 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9266 
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Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9267 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9268 

Product: wcn3999_firmware 

Affected Version(s): - 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9269 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN3-

210224/9270 

Product: wcn6740_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCN6-

210224/9271 
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ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN6-

210224/9272 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN6-

210224/9273 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN6-

210224/9274 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN6-

210224/9275 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in Core 

https://www.q

ualcomm.com/c

O-QUA-WCN6-

210224/9276 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN6-

210224/9277 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN6-

210224/9278 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN6-

210224/9279 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WCN6-

210224/9280 
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key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

ns/february-

2024-bulletin 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN6-

210224/9281 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN6-

210224/9282 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN6-

210224/9283 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WCN6-

210224/9284 

Product: wsa8810_firmware 

Affected Version(s): - 
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Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9285 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9286 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9287 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9288 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9289 
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CVE ID : CVE-

2023-33068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9290 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9291 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9292 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9293 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WSA8-

210224/9294 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9295 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9296 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9297 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9298 
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CVE ID : CVE-

2023-43523 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9299 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9300 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9301 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9302 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9303 

Product: wsa8815_firmware 
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Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9304 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9305 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9306 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9307 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9308 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-33068 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9309 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9310 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9311 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9312 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WSA8-

210224/9313 
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pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

ns/february-

2024-bulletin 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9314 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9315 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9316 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9317 
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CVE ID : CVE-

2023-43523 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9318 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9319 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9320 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9321 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Audio when 

invoking callback 

function of ASM 

driver. 

CVE ID : CVE-

2023-33064 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9322 

Product: wsa8830_firmware 
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Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9323 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9324 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9325 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9326 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-WSA8-

210224/9327 
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CVE ID : CVE-

2023-33058 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9328 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9329 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9330 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9331 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9332 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9333 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9334 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption when 

malformed 

message payload is 

received from 

firmware. 

CVE ID : CVE-

2023-43516 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9335 
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Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9336 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9337 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9338 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9339 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9340 
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Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9341 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9342 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9343 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9344 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9345 
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Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9346 

Product: wsa8832_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9347 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

CVE ID : CVE-

2023-43519 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9348 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9349 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WSA8-

210224/9350 
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a Memory 

Buffer 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9351 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9352 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9353 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9354 
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CVE ID : CVE-

2023-43513 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9355 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9356 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9357 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9358 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9359 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9360 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9361 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9362 

Product: wsa8835_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9363 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing the 

Videoinfo, when 

the size of atom is 

greater than the 

videoinfo size. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9364 
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Buffer 

Overflow') 

CVE ID : CVE-

2023-43519 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9365 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9366 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9367 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while calling 

START command 

on host voice PCM 

multiple times for 

the same RX or TX 

tap points. 

CVE ID : CVE-

2023-33067 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9368 

Buffer 

Copy 
06-Feb-2024 7.8 Memory 

corruption in 

https://www.q

ualcomm.com/c

O-QUA-WSA8-

210224/9369 
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without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

Audio while 

processing IIR 

config data from 

AFE calibration 

block. 

CVE ID : CVE-

2023-33068 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in 

Audio while 

processing the 

calibration data 

returned from 

ACDB loader. 

CVE ID : CVE-

2023-33069 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9370 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9371 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9372 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

06-Feb-2024 7.8 

Memory 

corruption in HLOS 

while converting 

from authorization 

token to HIDL 

vector. 

CVE ID : CVE-

2023-33077 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9373 
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Buffer 

Overflow') 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9374 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption when 

malformed 

message payload is 

received from 

firmware. 

CVE ID : CVE-

2023-43516 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9375 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9376 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9377 
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CVE ID : CVE-

2023-43535 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9378 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9379 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9380 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9381 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9382 
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CVE ID : CVE-

2023-43533 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9383 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Information 

disclosure in Audio 

while accessing 

AVCS services from 

ADSP payload. 

CVE ID : CVE-

2023-33065 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9384 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9385 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9386 

Product: wsa8840_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

O-QUA-WSA8-

210224/9387 
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ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9388 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9389 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9390 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9391 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-WSA8-

210224/9392 
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TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9393 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9394 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9395 

Missing 

Release of 

Memory 

after 

06-Feb-2024 7.5 
Transient DOS in 

Multi-Mode Call 

Processor due to 

https://www.q

ualcomm.com/c

ompany/produc

t-

O-QUA-WSA8-

210224/9396 
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Effective 

Lifetime 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

security/bulleti

ns/february-

2024-bulletin 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9397 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9398 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9399 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9400 

N/A 06-Feb-2024 7.5 Transient DOS 

while parse fils IE 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-WSA8-

210224/9401 
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with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

t-

security/bulleti

ns/february-

2024-bulletin 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9402 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9403 

Product: wsa8845h_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9404 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9405 
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Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9406 

Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9407 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9408 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9409 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9410 
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passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

Release of 

Invalid 

Pointer or 

Reference 

06-Feb-2024 7.8 

Memory 

corruption while 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9411 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9412 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9413 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9414 
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NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9415 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9416 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9417 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9418 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9419 
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CVE ID : CVE-

2023-33046 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9420 

Product: wsa8845_firmware 

Affected Version(s): - 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption in video 

while parsing 

invalid mp2 clip. 

CVE ID : CVE-

2023-43518 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9421 

Out-of-

bounds 

Write 

06-Feb-2024 9.8 

Memory 

corruption when 

AP includes TID to 

link mapping IE in 

the beacons and 

STA is parsing the 

beacon TID to link 

mapping IE. 

CVE ID : CVE-

2023-43520 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9422 

Improper 

Restriction 

of 

Operations 

within the 

Bounds of 

a Memory 

Buffer 

06-Feb-2024 9.8 

Memory 

corruption while 

validating the TID 

to Link Mapping 

action request 

frame, when a 

station connects to 

an access point. 

CVE ID : CVE-

2023-43534 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9423 
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Out-of-

bounds 

Read 

06-Feb-2024 9.1 

Information 

disclosure in 

Modem while 

processing SIB5. 

CVE ID : CVE-

2023-33058 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9424 

Buffer 

Copy 

without 

Checking 

Size of 

Input 

('Classic 

Buffer 

Overflow') 

06-Feb-2024 7.8 

Memory 

corruption in Core 

while processing 

control functions. 

CVE ID : CVE-

2023-33072 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9425 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption in Core 

when updating 

rollback version for 

TA and OTA 

feature is enabled. 

CVE ID : CVE-

2023-33076 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9426 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Memory 

corruption while 

processing the 

event ring, the 

context read 

pointer is 

untrusted to HLOS 

and when it is 

passed with 

arbitrary values, 

may point to 

address in the 

middle of ring 

element. 

CVE ID : CVE-

2023-43513 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9427 

Release of 

Invalid 
06-Feb-2024 7.8 Memory 

corruption while 

https://www.q

ualcomm.com/c

O-QUA-WSA8-

210224/9428 
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Pointer or 

Reference 

reading ACPI 

config through the 

user mode app. 

CVE ID : CVE-

2023-43532 

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

Improper 

Validation 

of Array 

Index 

06-Feb-2024 7.8 

Memory 

corruption when 

negative display 

IDs are sent as 

input while 

processing 

DISPLAYESCAPE 

event trigger. 

CVE ID : CVE-

2023-43535 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9429 

Missing 

Release of 

Memory 

after 

Effective 

Lifetime 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor due to 

UE failure because 

of heap leakage. 

CVE ID : CVE-

2023-33049 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9430 

Improper 

Input 

Validation 

06-Feb-2024 7.5 

Transient DOS in 

Multi-Mode Call 

Processor while 

processing UE 

policy container. 

CVE ID : CVE-

2023-33057 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9431 

NULL 

Pointer 

Dereferenc

e 

06-Feb-2024 7.5 

Transient DOS 

while key 

unwrapping 

process, when the 

given encrypted 

key is empty or 

NULL. 

CVE ID : CVE-

2023-43522 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9432 

Reachable 

Assertion 
06-Feb-2024 7.5 

Transient DOS 

while processing 

11AZ RTT 

https://www.q

ualcomm.com/c

ompany/produc

O-QUA-WSA8-

210224/9433 
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management 

action frame 

received through 

OTA. 

CVE ID : CVE-

2023-43523 

t-

security/bulleti

ns/february-

2024-bulletin 

Out-of-

bounds 

Read 

06-Feb-2024 7.5 

Transient DOS in 

WLAN Firmware 

when the length of 

received beacon is 

less than length of 

ieee802.11 beacon 

frame. 

CVE ID : CVE-

2023-43533 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9434 

N/A 06-Feb-2024 7.5 

Transient DOS 

while parse fils IE 

with length equal 

to 1. 

CVE ID : CVE-

2023-43536 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9435 

Time-of-

check 

Time-of-

use 

(TOCTOU) 

Race 

Condition 

06-Feb-2024 7 

Memory 

corruption in 

Trusted Execution 

Environment while 

deinitializing an 

object used for 

license validation. 

CVE ID : CVE-

2023-33046 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9436 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Transient DOS in 

Core when DDR 

memory check is 

called while DDR is 

not initialized. 

CVE ID : CVE-

2023-33060 

https://www.q

ualcomm.com/c

ompany/produc

t-

security/bulleti

ns/february-

2024-bulletin 

O-QUA-WSA8-

210224/9437 

Vendor: Redhat 

Product: enterprise_linux 
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Affected Version(s): 7.0 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 8.8 

A path traversal 

vulnerability was 

found in the CPIO 

utility. This issue 

could allow a 

remote 

unauthenticated 

attacker to trick a 

user into opening a 

specially crafted 

archive. During the 

extraction process, 

the archiver could 

follow symlinks 

outside of the 

intended directory, 

which could be 

utilized to run 

arbitrary 

commands on the 

target system. 

CVE ID : CVE-

2023-7216 

N/A 
O-RED-ENTE-

210224/9438 

Improper 

Initializatio

n 

06-Feb-2024 7.5 

An improper 

initialization 

vulnerability was 

found in Galleon. 

When using 

Galleon to 

provision custom 

EAP or EAP-XP 

servers, the servers 

are created 

unsecured. This 

issue could allow 

an attacker to 

access remote 

HTTP services 

available from the 

server. 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7637, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7638, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7639, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7641, 

https://access.r

edhat.com/secu

O-RED-ENTE-

210224/9439 
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CVE ID : CVE-

2023-4503 

rity/cve/CVE-

2023-4503 

Observable 

Discrepanc

y 

04-Feb-2024 6.5 

A Marvin 

vulnerability side-

channel leakage 

was found in the 

RSA decryption 

operation in the 

Linux Kernel. This 

issue may allow a 

network attacker 

to decrypt 

ciphertexts or 

forge signatures, 

limiting the 

services that use 

that private key. 

CVE ID : CVE-

2023-6240 

N/A 
O-RED-ENTE-

210224/9440 

Affected Version(s): 8.0 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 8.8 

A path traversal 

vulnerability was 

found in the CPIO 

utility. This issue 

could allow a 

remote 

unauthenticated 

attacker to trick a 

user into opening a 

specially crafted 

archive. During the 

extraction process, 

the archiver could 

follow symlinks 

outside of the 

intended directory, 

which could be 

utilized to run 

arbitrary 

commands on the 

target system. 

N/A 
O-RED-ENTE-

210224/9441 
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CVE ID : CVE-

2023-7216 

Observable 

Discrepanc

y 

05-Feb-2024 7.5 

A flaw was found in 

m2crypto. This 

issue may allow a 

remote attacker to 

decrypt captured 

messages in TLS 

servers that use 

RSA key exchanges, 

which may lead to 

exposure of 

confidential or 

sensitive data. 

CVE ID : CVE-

2023-50781 

N/A 
O-RED-ENTE-

210224/9442 

Observable 

Discrepanc

y 

05-Feb-2024 7.5 

A flaw was found in 

the python-

cryptography 

package. This issue 

may allow a 

remote attacker to 

decrypt captured 

messages in TLS 

servers that use 

RSA key exchanges, 

which may lead to 

exposure of 

confidential or 

sensitive data. 

CVE ID : CVE-

2023-50782 

https://access.r

edhat.com/secu

rity/cve/CVE-

2023-50782, 

https://bugzilla

.redhat.com/sh

ow_bug.cgi?id=

2254432 

O-RED-ENTE-

210224/9443 

Improper 

Initializatio

n 

06-Feb-2024 7.5 

An improper 

initialization 

vulnerability was 

found in Galleon. 

When using 

Galleon to 

provision custom 

EAP or EAP-XP 

servers, the servers 

are created 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7637, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7638, 

https://access.r

edhat.com/erra

O-RED-ENTE-

210224/9444 
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unsecured. This 

issue could allow 

an attacker to 

access remote 

HTTP services 

available from the 

server. 

CVE ID : CVE-

2023-4503 

ta/RHSA-

2023:7639, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7641, 

https://access.r

edhat.com/secu

rity/cve/CVE-

2023-4503 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

N/A 
O-RED-ENTE-

210224/9445 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

N/A 
O-RED-ENTE-

210224/9446 
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dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

N/A 
O-RED-ENTE-

210224/9447 

Observable 

Discrepanc

y 

04-Feb-2024 6.5 

A Marvin 

vulnerability side-

channel leakage 

was found in the 

RSA decryption 

operation in the 

Linux Kernel. This 

issue may allow a 

network attacker 

to decrypt 

ciphertexts or 

forge signatures, 

limiting the 

services that use 

that private key. 

N/A 
O-RED-ENTE-

210224/9448 
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CVE ID : CVE-

2023-6240 

Improper 

Encoding 

or 

Escaping of 

Output 

06-Feb-2024 5.5 

An information 

disclosure flaw was 

found in ansible-

core due to a 

failure to respect 

the 

ANSIBLE_NO_LOG 

configuration in 

some scenarios. It 

was discovered 

that information is 

still included in the 

output in certain 

tasks, such as loop 

items. Depending 

on the task, this 

issue may include 

sensitive 

information, such 

as decrypted secret 

values. 

CVE ID : CVE-

2024-0690 

https://access.r

edhat.com/erra

ta/RHSA-

2024:0733, 

https://access.r

edhat.com/secu

rity/cve/CVE-

2024-0690, 

https://github.c

om/ansible/ans

ible/pull/82565 

O-RED-ENTE-

210224/9449 

Incomplete 

Cleanup 
06-Feb-2024 3.3 

A flaw was found in 

the grub2-set-

bootflag utility of 

grub2. After the fix 

of CVE-2019-

14865, grub2-set-

bootflag will create 

a temporary file 

with the new 

grubenv content 

and rename it to 

the original 

grubenv file. If the 

program is killed 

before the rename 

operation, the 

temporary file will 

not be removed 

https://access.r

edhat.com/secu

rity/cve/CVE-

2024-1048, 

https://bugzilla

.redhat.com/sh

ow_bug.cgi?id=

2256827 

O-RED-ENTE-

210224/9450 
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and may fill the 

filesystem when 

invoked multiple 

times, resulting in a 

filesystem out of 

free inodes or 

blocks. 

CVE ID : CVE-

2024-1048 

Affected Version(s): 9.0 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 8.8 

A path traversal 

vulnerability was 

found in the CPIO 

utility. This issue 

could allow a 

remote 

unauthenticated 

attacker to trick a 

user into opening a 

specially crafted 

archive. During the 

extraction process, 

the archiver could 

follow symlinks 

outside of the 

intended directory, 

which could be 

utilized to run 

arbitrary 

commands on the 

target system. 

CVE ID : CVE-

2023-7216 

N/A 
O-RED-ENTE-

210224/9451 

Observable 

Discrepanc

y 

05-Feb-2024 7.5 

A flaw was found in 

m2crypto. This 

issue may allow a 

remote attacker to 

decrypt captured 

messages in TLS 

servers that use 

RSA key exchanges, 

which may lead to 

N/A 
O-RED-ENTE-

210224/9452 
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exposure of 

confidential or 

sensitive data. 

CVE ID : CVE-

2023-50781 

Observable 

Discrepanc

y 

05-Feb-2024 7.5 

A flaw was found in 

the python-

cryptography 

package. This issue 

may allow a 

remote attacker to 

decrypt captured 

messages in TLS 

servers that use 

RSA key exchanges, 

which may lead to 

exposure of 

confidential or 

sensitive data. 

CVE ID : CVE-

2023-50782 

https://access.r

edhat.com/secu

rity/cve/CVE-

2023-50782, 

https://bugzilla

.redhat.com/sh

ow_bug.cgi?id=

2254432 

O-RED-ENTE-

210224/9453 

Improper 

Initializatio

n 

06-Feb-2024 7.5 

An improper 

initialization 

vulnerability was 

found in Galleon. 

When using 

Galleon to 

provision custom 

EAP or EAP-XP 

servers, the servers 

are created 

unsecured. This 

issue could allow 

an attacker to 

access remote 

HTTP services 

available from the 

server. 

CVE ID : CVE-

2023-4503 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7637, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7638, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7639, 

https://access.r

edhat.com/erra

ta/RHSA-

2023:7641, 

https://access.r

edhat.com/secu

rity/cve/CVE-

2023-4503 

O-RED-ENTE-

210224/9454 
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NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

N/A 
O-RED-ENTE-

210224/9455 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

N/A 
O-RED-ENTE-

210224/9456 

NULL 

Pointer 
07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

N/A 
O-RED-ENTE-

210224/9457 
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Dereferenc

e 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

Observable 

Discrepanc

y 

04-Feb-2024 6.5 

A Marvin 

vulnerability side-

channel leakage 

was found in the 

RSA decryption 

operation in the 

Linux Kernel. This 

issue may allow a 

network attacker 

to decrypt 

ciphertexts or 

forge signatures, 

limiting the 

services that use 

that private key. 

CVE ID : CVE-

2023-6240 

N/A 
O-RED-ENTE-

210224/9458 

Improper 

Encoding 

or 

Escaping of 

Output 

06-Feb-2024 5.5 

An information 

disclosure flaw was 

found in ansible-

core due to a 

failure to respect 

the 

ANSIBLE_NO_LOG 

configuration in 

some scenarios. It 

https://access.r

edhat.com/erra

ta/RHSA-

2024:0733, 

https://access.r

edhat.com/secu

rity/cve/CVE-

2024-0690, 

https://github.c

O-RED-ENTE-

210224/9459 
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was discovered 

that information is 

still included in the 

output in certain 

tasks, such as loop 

items. Depending 

on the task, this 

issue may include 

sensitive 

information, such 

as decrypted secret 

values. 

CVE ID : CVE-

2024-0690 

om/ansible/ans

ible/pull/82565 

Incomplete 

Cleanup 
06-Feb-2024 3.3 

A flaw was found in 

the grub2-set-

bootflag utility of 

grub2. After the fix 

of CVE-2019-

14865, grub2-set-

bootflag will create 

a temporary file 

with the new 

grubenv content 

and rename it to 

the original 

grubenv file. If the 

program is killed 

before the rename 

operation, the 

temporary file will 

not be removed 

and may fill the 

filesystem when 

invoked multiple 

times, resulting in a 

filesystem out of 

free inodes or 

blocks. 

CVE ID : CVE-

2024-1048 

https://access.r

edhat.com/secu

rity/cve/CVE-

2024-1048, 

https://bugzilla

.redhat.com/sh

ow_bug.cgi?id=

2256827 

O-RED-ENTE-

210224/9460 

Product: enterprise_linux_eus 
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Affected Version(s): 8.6 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

N/A 
O-RED-ENTE-

210224/9461 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

N/A 
O-RED-ENTE-

210224/9462 
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NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

N/A 
O-RED-ENTE-

210224/9463 

Affected Version(s): 9.2 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

N/A 
O-RED-ENTE-

210224/9464 
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NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

N/A 
O-RED-ENTE-

210224/9465 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

N/A 
O-RED-ENTE-

210224/9466 

Product: enterprise_linux_for_arm_64_eus 

Affected Version(s): 8.6_aarch64 
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NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

N/A 
O-RED-ENTE-

210224/9467 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

N/A 
O-RED-ENTE-

210224/9468 

NULL 

Pointer 
07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

N/A 
O-RED-ENTE-

210224/9469 
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Dereferenc

e 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

Affected Version(s): 9.2_aarch64 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

N/A 
O-RED-ENTE-

210224/9470 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

N/A 
O-RED-ENTE-

210224/9471 
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unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

N/A 
O-RED-ENTE-

210224/9472 

Product: enterprise_linux_for_ibm_z_systems_eus 

Affected Version(s): 8.6_s390x 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

N/A 
O-RED-ENTE-

210224/9473 
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unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

N/A 
O-RED-ENTE-

210224/9474 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

N/A 
O-RED-ENTE-

210224/9475 
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crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

Affected Version(s): 9.2_s390x 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

N/A 
O-RED-ENTE-

210224/9476 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

N/A 
O-RED-ENTE-

210224/9477 
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packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

N/A 
O-RED-ENTE-

210224/9478 

Product: enterprise_linux_for_power_little_endian_eus 

Affected Version(s): 8.6_ppc64le 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

N/A 
O-RED-ENTE-

210224/9479 
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packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

N/A 
O-RED-ENTE-

210224/9480 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

N/A 
O-RED-ENTE-

210224/9481 
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NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

Affected Version(s): 9.2_ppc64le 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

N/A 
O-RED-ENTE-

210224/9482 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

N/A 
O-RED-ENTE-

210224/9483 
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NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

N/A 
O-RED-ENTE-

210224/9484 

Product: enterprise_linux_for_real_time 

Affected Version(s): 9.2 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

N/A 
O-RED-ENTE-

210224/9485 
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NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

N/A 
O-RED-ENTE-

210224/9486 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

N/A 
O-RED-ENTE-

210224/9487 
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causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

Product: enterprise_linux_for_real_time_for_nfv 

Affected Version(s): 9.2 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

N/A 
O-RED-ENTE-

210224/9488 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

N/A 
O-RED-ENTE-

210224/9489 
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causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

N/A 
O-RED-ENTE-

210224/9490 

Product: enterprise_linux_server_aus 

Affected Version(s): 8.6 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

N/A 
O-RED-ENTE-

210224/9491 
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causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

N/A 
O-RED-ENTE-

210224/9492 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

N/A 
O-RED-ENTE-

210224/9493 
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panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

Affected Version(s): 9.2 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

N/A 
O-RED-ENTE-

210224/9494 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

N/A 
O-RED-ENTE-

210224/9495 
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panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

N/A 
O-RED-ENTE-

210224/9496 

Product: 

enterprise_linux_server_for_power_little_endian_update_services_for_sap_solutions 

Affected Version(s): 8.6_ppc64le 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

N/A 
O-RED-ENTE-

210224/9497 
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causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

N/A 
O-RED-ENTE-

210224/9498 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

N/A 
O-RED-ENTE-

210224/9499 
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panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

Affected Version(s): 9.2_ppc64le 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

N/A 
O-RED-ENTE-

210224/9500 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

N/A 
O-RED-ENTE-

210224/9501 
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panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6536 

N/A 
O-RED-ENTE-

210224/9502 

Product: enterprise_linux_server_tus 

Affected Version(s): 8.6 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver and 

causing kernel 

N/A 
O-RED-ENTE-

210224/9503 
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panic and a denial 

of service. 

CVE ID : CVE-

2023-6356 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

CVE ID : CVE-

2023-6535 

N/A 
O-RED-ENTE-

210224/9504 

NULL 

Pointer 

Dereferenc

e 

07-Feb-2024 7.5 

A flaw was found in 

the Linux kernel's 

NVMe driver. This 

issue may allow an 

unauthenticated 

malicious actor to 

send a set of 

crafted TCP 

packages when 

using NVMe over 

TCP, leading the 

NVMe driver to a 

NULL pointer 

dereference in the 

NVMe driver, 

causing kernel 

panic and a denial 

of service. 

N/A 
O-RED-ENTE-

210224/9505 
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CVE ID : CVE-

2023-6536 

Vendor: Samsung 

Product: android 

Affected Version(s): 11.0 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out-of-bounds 

Write in 

padmd_vld_htbl of 

libpadm.so prior to 

SMR Feb-2024 

Release 1 allows 

local attacker to 

execute arbitrary 

code. 

CVE ID : CVE-

2024-20812 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9506 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out-of-bounds 

Write in 

padmd_vld_qtbl of 

libpadm.so prior to 

SMR Feb-2024 

Release 1 allows 

local attacker to 

execute arbitrary 

code. 

CVE ID : CVE-

2024-20813 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9507 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out out bounds 

Write 

vulnerabilities in 

svc1td_vld_slh of 

libsthmbc.so prior 

to SMR Feb-2024 

Release 1 allows 

local attackers to 

trigger buffer 

overflow. 

CVE ID : CVE-

2024-20817 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9508 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out out bounds 

Write 

vulnerabilities in 

svc1td_vld_elh of 

libsthmbc.so prior 

to SMR Feb-2024 

Release 1 allows 

local attackers to 

trigger buffer 

overflow. 

CVE ID : CVE-

2024-20818 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9509 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out out bounds 

Write 

vulnerabilities in 

svc1td_vld_plh_ap 

of libsthmbc.so 

prior to SMR Feb-

2024 Release 1 

allows local 

attackers to trigger 

buffer overflow. 

CVE ID : CVE-

2024-20819 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9510 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Improper input 

validation in 

bootloader prior to 

SMR Feb-2024 

Release 1 allows 

attacker to cause 

an Out-Of-Bounds 

read. 

CVE ID : CVE-

2024-20820 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9511 

Improper 

Authentica

tion 

06-Feb-2024 6.5 

Improper 

authentication 

vulnerability in 

onCharacteristicRe

adRequest in Auto 

Hotspot prior to 

SMR Feb-2024 

Release 1 allows 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9512 
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adjacent attackers 

connect to 

victim&#39;s 

mobile hotspot 

without user 

awareness. 

CVE ID : CVE-

2024-20815 

Improper 

Authentica

tion 

06-Feb-2024 6.5 

Improper 

authentication 

vulnerability in 

onCharacteristicWr

iteRequest in Auto 

Hotspot prior to 

SMR Feb-2024 

Release 1 allows 

adjacent attackers 

connect to 

victim&#39;s 

mobile hotspot 

without user 

awareness. 

CVE ID : CVE-

2024-20816 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9513 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Out-of-bounds 

Read in 

padmd_vld_ac_prog

_refine of 

libpadm.so prior to 

SMR Feb-2024 

Release 1 allows 

attacker access 

unauthorized 

information. 

CVE ID : CVE-

2024-20814 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9514 

N/A 06-Feb-2024 3.3 

Improper caller 

verification in 

GameOptimizer 

prior to SMR Feb-

2024 Release 1 

allows local 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9515 
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attackers to 

configure 

GameOptimizer. 

CVE ID : CVE-

2024-20811 

Affected Version(s): 12.0 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out-of-bounds 

Write in 

padmd_vld_htbl of 

libpadm.so prior to 

SMR Feb-2024 

Release 1 allows 

local attacker to 

execute arbitrary 

code. 

CVE ID : CVE-

2024-20812 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9516 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out-of-bounds 

Write in 

padmd_vld_qtbl of 

libpadm.so prior to 

SMR Feb-2024 

Release 1 allows 

local attacker to 

execute arbitrary 

code. 

CVE ID : CVE-

2024-20813 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9517 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out out bounds 

Write 

vulnerabilities in 

svc1td_vld_slh of 

libsthmbc.so prior 

to SMR Feb-2024 

Release 1 allows 

local attackers to 

trigger buffer 

overflow. 

CVE ID : CVE-

2024-20817 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9518 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out out bounds 

Write 

vulnerabilities in 

svc1td_vld_elh of 

libsthmbc.so prior 

to SMR Feb-2024 

Release 1 allows 

local attackers to 

trigger buffer 

overflow. 

CVE ID : CVE-

2024-20818 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9519 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out out bounds 

Write 

vulnerabilities in 

svc1td_vld_plh_ap 

of libsthmbc.so 

prior to SMR Feb-

2024 Release 1 

allows local 

attackers to trigger 

buffer overflow. 

CVE ID : CVE-

2024-20819 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9520 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Improper input 

validation in 

bootloader prior to 

SMR Feb-2024 

Release 1 allows 

attacker to cause 

an Out-Of-Bounds 

read. 

CVE ID : CVE-

2024-20820 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9521 

Improper 

Authentica

tion 

06-Feb-2024 6.5 

Improper 

authentication 

vulnerability in 

onCharacteristicRe

adRequest in Auto 

Hotspot prior to 

SMR Feb-2024 

Release 1 allows 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9522 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3583 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

adjacent attackers 

connect to 

victim&#39;s 

mobile hotspot 

without user 

awareness. 

CVE ID : CVE-

2024-20815 

Improper 

Authentica

tion 

06-Feb-2024 6.5 

Improper 

authentication 

vulnerability in 

onCharacteristicWr

iteRequest in Auto 

Hotspot prior to 

SMR Feb-2024 

Release 1 allows 

adjacent attackers 

connect to 

victim&#39;s 

mobile hotspot 

without user 

awareness. 

CVE ID : CVE-

2024-20816 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9523 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Out-of-bounds 

Read in 

padmd_vld_ac_prog

_refine of 

libpadm.so prior to 

SMR Feb-2024 

Release 1 allows 

attacker access 

unauthorized 

information. 

CVE ID : CVE-

2024-20814 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9524 

Improper 

Restriction 

of 

Rendered 

UI Layers 

or Frames 

06-Feb-2024 3.3 

Implicit intent 

hijacking 

vulnerability in 

Smart Suggestions 

prior to SMR Feb-

2024 Release 1 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9525 
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allows attackers to 

get sensitive 

information. 

CVE ID : CVE-

2024-20810 

N/A 06-Feb-2024 3.3 

Improper caller 

verification in 

GameOptimizer 

prior to SMR Feb-

2024 Release 1 

allows local 

attackers to 

configure 

GameOptimizer. 

CVE ID : CVE-

2024-20811 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9526 

Affected Version(s): 13.0 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out-of-bounds 

Write in 

padmd_vld_htbl of 

libpadm.so prior to 

SMR Feb-2024 

Release 1 allows 

local attacker to 

execute arbitrary 

code. 

CVE ID : CVE-

2024-20812 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9527 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out-of-bounds 

Write in 

padmd_vld_qtbl of 

libpadm.so prior to 

SMR Feb-2024 

Release 1 allows 

local attacker to 

execute arbitrary 

code. 

CVE ID : CVE-

2024-20813 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9528 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out out bounds 

Write 

vulnerabilities in 

svc1td_vld_slh of 

libsthmbc.so prior 

to SMR Feb-2024 

Release 1 allows 

local attackers to 

trigger buffer 

overflow. 

CVE ID : CVE-

2024-20817 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9529 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out out bounds 

Write 

vulnerabilities in 

svc1td_vld_elh of 

libsthmbc.so prior 

to SMR Feb-2024 

Release 1 allows 

local attackers to 

trigger buffer 

overflow. 

CVE ID : CVE-

2024-20818 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9530 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out out bounds 

Write 

vulnerabilities in 

svc1td_vld_plh_ap 

of libsthmbc.so 

prior to SMR Feb-

2024 Release 1 

allows local 

attackers to trigger 

buffer overflow. 

CVE ID : CVE-

2024-20819 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9531 

Out-of-

bounds 

Read 

06-Feb-2024 7.1 

Improper input 

validation in 

bootloader prior to 

SMR Feb-2024 

Release 1 allows 

attacker to cause 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9532 
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an Out-Of-Bounds 

read. 

CVE ID : CVE-

2024-20820 

Improper 

Authentica

tion 

06-Feb-2024 6.5 

Improper 

authentication 

vulnerability in 

onCharacteristicRe

adRequest in Auto 

Hotspot prior to 

SMR Feb-2024 

Release 1 allows 

adjacent attackers 

connect to 

victim&#39;s 

mobile hotspot 

without user 

awareness. 

CVE ID : CVE-

2024-20815 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9533 

Improper 

Authentica

tion 

06-Feb-2024 6.5 

Improper 

authentication 

vulnerability in 

onCharacteristicWr

iteRequest in Auto 

Hotspot prior to 

SMR Feb-2024 

Release 1 allows 

adjacent attackers 

connect to 

victim&#39;s 

mobile hotspot 

without user 

awareness. 

CVE ID : CVE-

2024-20816 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9534 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Out-of-bounds 

Read in 

padmd_vld_ac_prog

_refine of 

libpadm.so prior to 

SMR Feb-2024 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9535 
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Release 1 allows 

attacker access 

unauthorized 

information. 

CVE ID : CVE-

2024-20814 

Improper 

Restriction 

of 

Rendered 

UI Layers 

or Frames 

06-Feb-2024 3.3 

Implicit intent 

hijacking 

vulnerability in 

Smart Suggestions 

prior to SMR Feb-

2024 Release 1 

allows attackers to 

get sensitive 

information. 

CVE ID : CVE-

2024-20810 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9536 

N/A 06-Feb-2024 3.3 

Improper caller 

verification in 

GameOptimizer 

prior to SMR Feb-

2024 Release 1 

allows local 

attackers to 

configure 

GameOptimizer. 

CVE ID : CVE-

2024-20811 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9537 

Affected Version(s): 14.0 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out-of-bounds 

Write in 

padmd_vld_htbl of 

libpadm.so prior to 

SMR Feb-2024 

Release 1 allows 

local attacker to 

execute arbitrary 

code. 

CVE ID : CVE-

2024-20812 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9538 
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Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out-of-bounds 

Write in 

padmd_vld_qtbl of 

libpadm.so prior to 

SMR Feb-2024 

Release 1 allows 

local attacker to 

execute arbitrary 

code. 

CVE ID : CVE-

2024-20813 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9539 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out out bounds 

Write 

vulnerabilities in 

svc1td_vld_slh of 

libsthmbc.so prior 

to SMR Feb-2024 

Release 1 allows 

local attackers to 

trigger buffer 

overflow. 

CVE ID : CVE-

2024-20817 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9540 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out out bounds 

Write 

vulnerabilities in 

svc1td_vld_elh of 

libsthmbc.so prior 

to SMR Feb-2024 

Release 1 allows 

local attackers to 

trigger buffer 

overflow. 

CVE ID : CVE-

2024-20818 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9541 

Out-of-

bounds 

Write 

06-Feb-2024 7.8 

Out out bounds 

Write 

vulnerabilities in 

svc1td_vld_plh_ap 

of libsthmbc.so 

prior to SMR Feb-

2024 Release 1 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9542 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3589 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

allows local 

attackers to trigger 

buffer overflow. 

CVE ID : CVE-

2024-20819 

Improper 

Authentica

tion 

06-Feb-2024 6.5 

Improper 

authentication 

vulnerability in 

onCharacteristicRe

adRequest in Auto 

Hotspot prior to 

SMR Feb-2024 

Release 1 allows 

adjacent attackers 

connect to 

victim&#39;s 

mobile hotspot 

without user 

awareness. 

CVE ID : CVE-

2024-20815 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9543 

Improper 

Authentica

tion 

06-Feb-2024 6.5 

Improper 

authentication 

vulnerability in 

onCharacteristicWr

iteRequest in Auto 

Hotspot prior to 

SMR Feb-2024 

Release 1 allows 

adjacent attackers 

connect to 

victim&#39;s 

mobile hotspot 

without user 

awareness. 

CVE ID : CVE-

2024-20816 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9544 

Out-of-

bounds 

Read 

06-Feb-2024 5.5 

Out-of-bounds 

Read in 

padmd_vld_ac_prog

_refine of 

libpadm.so prior to 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

O-SAM-ANDR-

210224/9545 
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SMR Feb-2024 

Release 1 allows 

attacker access 

unauthorized 

information. 

CVE ID : CVE-

2024-20814 

r=2024&month

=02 

N/A 06-Feb-2024 3.3 

Improper caller 

verification in 

GameOptimizer 

prior to SMR Feb-

2024 Release 1 

allows local 

attackers to 

configure 

GameOptimizer. 

CVE ID : CVE-

2024-20811 

https://security

.samsungmobile

.com/securityU

pdate.smsb?yea

r=2024&month

=02 

O-SAM-ANDR-

210224/9546 

Vendor: Sharp 

Product: nec_e705_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9547 
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unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_e805_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9548 

Product: nec_e905_firmware 

Affected Version(s): - 
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Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9549 

Product: nec_md551c8_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9550 
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UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_p403_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9551 
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CVE ID : CVE-

2023-7077 

Product: nec_p463_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9552 

Product: nec_p553_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

O-SHA-NEC_-

210224/9553 
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to a 

Restricted 

Directory 

('Path 

Traversal') 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

nfo/A4_vulnera

bility.html 

Product: nec_p703_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9554 
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X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_p801_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9555 
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CVE ID : CVE-

2023-7077 

Product: nec_un551s_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9556 

Product: nec_un551vs_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9557 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3598 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

('Path 

Traversal') 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_x464uns_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9558 
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remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_x464unv_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9559 

Product: nec_x464un_firmware 
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Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9560 

Product: nec_x474hb_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9561 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3601 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_x551uhd_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9562 
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parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_x554hb_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9563 

Product: nec_x554uns_firmware 

Affected Version(s): - 

Improper 

Limitation 
05-Feb-2024 9.8 Sharp NEC Displays 

(P403, P463, P553, 

https://www.sh

arp-nec-

O-SHA-NEC_-

210224/9564 
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of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

Product: nec_x554unv_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9565 
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X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_x554un_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9566 
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CVE ID : CVE-

2023-7077 

Product: nec_x555uns_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9567 

Product: nec_x555unv_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

O-SHA-NEC_-

210224/9568 
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Directory 

('Path 

Traversal') 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

nfo/A4_vulnera

bility.html 

Product: nec_x651uhd_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9569 
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an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Product: nec_x754hb_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9570 
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Product: nec_x841uhd_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9571 

Product: nec_x981uhd_firmware 

Affected Version(s): - 

Improper 

Limitation 

of a 

Pathname 

to a 

Restricted 

Directory 

('Path 

Traversal') 

05-Feb-2024 9.8 

Sharp NEC Displays 

(P403, P463, P553, 

P703, P801, 

X554UN, X464UN, 

X554UNS, 

X464UNV, X474HB, 

X464UNS, 

X554UNV, 

X555UNS, 

https://www.sh

arp-nec-

displays.com/gl

obal/support/i

nfo/A4_vulnera

bility.html 

O-SHA-NEC_-

210224/9572 
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X555UNV, X754HB, 

X554HB, E705, 

E805, E905, 

UN551S, UN551VS, 

X551UHD, 

X651UHD, 

X841UHD, 

X981UHD, 

MD551C8) allows 

an attacker execute 

remote code by 

sending 

unintended 

parameters in http 

request. 

 

 

CVE ID : CVE-

2023-7077 

Vendor: solar-log 

Product: 2000_pm\+_firmware 

Affected Version(s): 15.10.2019 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

02-Feb-2024 5.4 

A vulnerability in 

Solar-Log Base 15 

Firmware 6.0.1 

Build 161, and 

possibly other 

Solar-Log Base 

products, allows an 

attacker to escalate 

their privileges by 

exploiting a stored 

cross-site scripting 

(XSS) vulnerability 

in the switch group 

function under 

/#ilang=DE&b=c_s

martenergy_swgro

ups in the web 

portal. The 

vulnerability can 

be exploited to gain 

N/A 
O-SOL-2000-

220224/9573 
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the rights of an 

installer or PM, 

which can then be 

used to gain 

administrative 

access to the web 

portal and execute 

further attacks. 

CVE ID : CVE-

2023-46344 

Vendor: Sonicwall 

Product: sonicos 

Affected Version(s): 7.1.1-7040 

Improper 

Authentica

tion 

08-Feb-2024 9.8 

An improper 

authentication 

vulnerability has 

been identified in 

SonicWall SonicOS 

SSL-VPN feature, 

which in specific 

conditions could 

allow a remote 

attacker to bypass 

authentication.  

 

This issue affects 

only firmware 

version SonicOS 

7.1.1-7040. 

 

 

CVE ID : CVE-

2024-22394 

https://psirt.glo

bal.sonicwall.co

m/vuln-

detail/SNWLID-

2024-0003 

O-SON-SONI-

220224/9574 

Vendor: Tenda 

Product: ac9_firmware 

Affected Version(s): 15.03.06.42_multi 

Out-of-

bounds 

Write 

05-Feb-2024 9.8 
Buffer Overflow 

vulnerability in the 

function 

N/A 
O-TEN-AC9_-

220224/9575 
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setSchedWifi in 

Tenda AC9 v.3.0, 

firmware version 

v.15.03.06.42_mult

i allows a remote 

attacker to cause a 

denial of service or 

run arbitrary code 

via crafted 

overflow data. 

CVE ID : CVE-

2024-24543 

Vendor: Tendacn 

Product: cp3_firmware 

Affected Version(s): 11.10.00.2311090948 

Cleartext 

Storage of 

Sensitive 

Informatio

n 

07-Feb-2024 5.5 

An issue in 

Shenzen Tenda 

Technology 

CP3V2.0 

V11.10.00.231109

0948 allows a local 

attacker to obtain 

sensitive 

information via the 

password 

component. 

CVE ID : CVE-

2024-24488 

N/A 
O-TEN-CP3_-

220224/9576 

Vendor: Tp-link 

Product: er7206_firmware 

Affected Version(s): 1.3.0 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

06-Feb-2024 7.2 

A post-

authentication 

command injection 

vulnerability exists 

in the PPTP client 

functionality of Tp-

Link ER7206 

Omada Gigabit VPN 

Router 1.3.0 build 

20230322 

N/A 
O-TP--ER72-

220224/9577 
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Command 

Injection') 

Rel.70591. A 

specially crafted 

HTTP request can 

lead to arbitrary 

command 

injection. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability and 

gain access to an 

unrestricted shell. 

CVE ID : CVE-

2023-36498 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Feb-2024 7.2 

A post 

authentication 

command injection 

vulnerability exists 

when setting up 

the PPTP global 

configuration of 

Tp-Link ER7206 

Omada Gigabit VPN 

Router 1.3.0 build 

20230322 

Rel.70591. A 

specially crafted 

HTTP request can 

lead to arbitrary 

command 

injection. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-42664 

N/A 
O-TP--ER72-

220224/9578 

Improper 

Neutralizat

ion of 

Special 

06-Feb-2024 7.2 

A command 

execution 

vulnerability exists 

in the guest 

N/A 
O-TP--ER72-

220224/9579 
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Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

resource 

functionality of Tp-

Link ER7206 

Omada Gigabit VPN 

Router 1.3.0 build 

20230322 

Rel.70591. A 

specially crafted 

HTTP request can 

lead to arbitrary 

command 

execution. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-43482 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Feb-2024 7.2 

A  post 

authentication 

command injection 

vulnerability exists 

when configuring 

the wireguard VPN 

functionality of Tp-

Link ER7206 

Omada Gigabit VPN 

Router 1.3.0 build 

20230322 

Rel.70591. A 

specially crafted 

HTTP request can 

lead to arbitrary 

command injection 

. An attacker can 

make an 

authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-46683 

N/A 
O-TP--ER72-

220224/9580 
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Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Feb-2024 7.2 

A post 

authentication 

command injection 

vulnerability exists 

in the GRE policy 

functionality of Tp-

Link ER7206 

Omada Gigabit VPN 

Router 1.3.0 build 

20230322 

Rel.70591. A 

specially crafted 

HTTP request can 

lead to arbitrary 

command 

injection. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-47167 

N/A 
O-TP--ER72-

220224/9581 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Feb-2024 7.2 

A post 

authentication 

command injection 

vulnerability exists 

in the ipsec policy 

functionality of Tp-

Link ER7206 

Omada Gigabit VPN 

Router 1.3.0 build 

20230322 

Rel.70591. A 

specially crafted 

HTTP request can 

lead to arbitrary 

command 

injection. An 

attacker can make 

an authenticated 

HTTP request to 

N/A 
O-TP--ER72-

220224/9582 
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trigger this 

vulnerability. 

CVE ID : CVE-

2023-47209 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Feb-2024 7.2 

A post 

authentication 

command injection 

vulnerability exists 

when configuring 

the web group 

member of Tp-Link 

ER7206 Omada 

Gigabit VPN Router 

1.3.0 build 

20230322 

Rel.70591. A 

specially crafted 

HTTP request can 

lead to arbitrary 

command 

injection. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-47617 

N/A 
O-TP--ER72-

220224/9583 

Improper 

Neutralizat

ion of 

Special 

Elements 

used in an 

OS 

Command 

('OS 

Command 

Injection') 

06-Feb-2024 7.2 

A post 

authentication 

command 

execution 

vulnerability exists 

in the web filtering 

functionality of Tp-

Link ER7206 

Omada Gigabit VPN 

Router 1.3.0 build 

20230322 

Rel.70591. A 

specially crafted 

HTTP request can 

lead to arbitrary 

N/A 
O-TP--ER72-

220224/9584 
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command 

execution. An 

attacker can make 

an authenticated 

HTTP request to 

trigger this 

vulnerability. 

CVE ID : CVE-

2023-47618 

Vendor: Westermo 

Product: l206-f2g_firmware 

Affected Version(s): 4.24 

Cross-Site 

Request 

Forgery 

(CSRF) 

06-Feb-2024 8.8 

 

 

 

 

 

 

 

 

 

 

 

 

 

The cross-site 

request forgery 

token in the 

request may be 

predictable or 

easily guessable 

allowing attackers 

to craft a malicious 

request, which 

could be triggered 

by a victim 

unknowingly. In a 

successful CSRF 

N/A 
O-WES-L206-

220224/9585 
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attack, the attacker 

could lead the 

victim user to carry 

out an action 

unintentionally. 

 

 

 

 

 

 

CVE ID : CVE-

2023-38579 

Improper 

Control of 

Generation 

of Code 

('Code 

Injection') 

06-Feb-2024 8 

 

 

 

 

 

A potential 

attacker with 

access to the 

Westermo Lynx 

device may be able 

to execute 

malicious code that 

could affect the 

correct functioning 

of the device. 

 

 

 

 

 

 

CVE ID : CVE-

2023-45735 

N/A 
O-WES-L206-

220224/9586 
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Incorrect 

Compariso

n 

06-Feb-2024 6.5 

 

 

 

 

 

 

 

A potential 

attacker with 

access to the 

Westermo Lynx 

device would be 

able to execute 

malicious code that 

could affect the 

correct functioning 

of the device. 

CVE ID : CVE-

2023-45213 

N/A 
O-WES-L206-

220224/9587 

Cleartext 

Transmissi

on of 

Sensitive 

Informatio

n 

06-Feb-2024 5.7 

 

 

 

 

 

 

 

 

 

 

 

An attacker with 

access to the 

network where the 

affected devices 

are located could 

maliciously actions 

to obtain, via a 

N/A 
O-WES-L206-

220224/9588 
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sniffer, sensitive 

information 

exchanged via TCP 

communications. 

 

 

 

 

CVE ID : CVE-

2023-40544 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Feb-2024 5.4 

 

An attacker with 

access to the 

Westermo Lynx 

web application 

that has the 

vulnerable 

software could 

introduce arbitrary 

JavaScript by 

injecting a cross-

site scripting 

payload into the 

"forward.0.domain

" parameter. 

 

 

CVE ID : CVE-

2023-40143 

N/A 
O-WES-L206-

220224/9589 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Feb-2024 5.4 

 

 

 

 

 

 

 

 

N/A 
O-WES-L206-

220224/9590 
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An attacker with 

access to the 

vulnerable 

software could 

introduce arbitrary 

JavaScript by 

injecting a cross-

site scripting 

payload into the 

"username" 

parameter in the 

SNMP 

configuration. 

 

 

CVE ID : CVE-

2023-42765 

Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Feb-2024 5.4 

 

 

 

An attacker with 

access to the web 

application that 

has the vulnerable 

software could 

introduce arbitrary 

JavaScript by 

injecting a cross-

site scripting 

payload into the 

"autorefresh" 

parameter. 

 

 

 

 

CVE ID : CVE-

2023-45222 

N/A 
O-WES-L206-

220224/9591 
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Improper 

Neutralizat

ion of 

Input 

During 

Web Page 

Generation 

('Cross-site 

Scripting') 

06-Feb-2024 5.4 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

An attacker with 

access to the web 

application with 

vulnerable 

software could 

introduce arbitrary 

JavaScript by 

injecting a cross-

site scripting 

payload into the 

"dns.0.server" 

parameter. 

 

 

 

 

 

 

 

 

N/A 
O-WES-L206-

220224/9592 
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CVE ID : CVE-

2023-45227 

Vendor: westerndigital 

Product: my_cloud_dl2100_firmware 

Affected Version(s): * Up to (excluding) 5.27.161 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

 

CVE ID : CVE-

2023-22817 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-MY_C-

220224/9593 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

O-WES-MY_C-

220224/9594 
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requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

Product: my_cloud_dl4100_firmware 

Affected Version(s): * Up to (excluding) 5.27.161 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

O-WES-MY_C-

220224/9595 
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back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

 

CVE ID : CVE-

2023-22817 

duo-and-

sandisk-ibi-

firmware-

update 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-MY_C-

220224/9596 
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Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

Product: my_cloud_ex2100_firmware 

Affected Version(s): * Up to (excluding) 5.27.161 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-MY_C-

220224/9597 
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Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

 

CVE ID : CVE-

2023-22817 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-MY_C-

220224/9598 
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CVE ID : CVE-

2023-22819 

Product: my_cloud_ex2_ultra_firmware 

Affected Version(s): * Up to (excluding) 5.27.161 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

 

CVE ID : CVE-

2023-22817 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-MY_C-

220224/9599 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

O-WES-MY_C-

220224/9600 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3628 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

Product: my_cloud_ex4100_firmware 

Affected Version(s): * Up to (excluding) 5.27.161 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

O-WES-MY_C-

220224/9601 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3629 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

 

CVE ID : CVE-

2023-22817 

sandisk-ibi-

firmware-

update 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-MY_C-

220224/9602 
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This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

Product: my_cloud_glacier_firmware 

Affected Version(s): * Up to (excluding) 5.27.161 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-MY_C-

220224/9603 
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Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

 

CVE ID : CVE-

2023-22817 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-MY_C-

220224/9604 
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CVE ID : CVE-

2023-22819 

Product: my_cloud_home_duo_firmware 

Affected Version(s): * Up to (excluding) 9.5.1-104 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

 

CVE ID : CVE-

2023-22817 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-MY_C-

220224/9605 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

O-WES-MY_C-

220224/9606 
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service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

Product: my_cloud_home_firmware 

Affected Version(s): * Up to (excluding) 9.5.1-104 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

O-WES-MY_C-

220224/9607 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3634 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

 

CVE ID : CVE-

2023-22817 

sandisk-ibi-

firmware-

update 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-MY_C-

220224/9608 
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This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

Product: my_cloud_mirror_g2_firmware 

Affected Version(s): * Up to (excluding) 5.27.161 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-MY_C-

220224/9609 
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Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

CVE ID : CVE-

2023-22817 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-MY_C-

220224/9610 
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Product: my_cloud_pr2100_firmware 

Affected Version(s): * Up to (excluding) 5.27.161 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

CVE ID : CVE-

2023-22817 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-MY_C-

220224/9611 

Product: my_cloud_pr4100_firmware 

Affected Version(s): * Up to (excluding) 5.27.161 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

O-WES-MY_C-

220224/9612 
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address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

CVE ID : CVE-

2023-22817 

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-MY_C-

220224/9613 
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Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

Product: sandisk_ibi_firmware 

Affected Version(s): * Up to (excluding) 9.5.1-104 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-SAND-

220224/9614 
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Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

CVE ID : CVE-

2023-22817 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-SAND-

220224/9615 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3641 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

CVE ID : CVE-

2023-22819 

Product: wd_cloud_firmware 

Affected Version(s): * Up to (excluding) 5.27.161 

Server-

Side 

Request 

Forgery 

(SSRF) 

05-Feb-2024 5.5 

Server-side request 

forgery (SSRF) 

vulnerability that 

could allow a rogue 

server on the local 

network to modify 

its URL using 

another DNS 

address to point 

back to the 

loopback adapter. 

This could then 

allow the URL to 

exploit other 

vulnerabilities on 

the local server. 

This was 

addressed by fixing 

DNS addresses that 

refer to loopback. 

This issue affects 

My Cloud OS 5 

devices before 

5.27.161, My Cloud 

Home, My Cloud 

Home Duo and 

SanDisk ibi devices 

before 9.5.1-104.  

CVE ID : CVE-

2023-22817 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

O-WES-WD_C-

220224/9616 

Uncontroll

ed 

Resource 

Consumpti

on 

05-Feb-2024 4.9 

An uncontrolled 

resource 

consumption 

vulnerability issue 

that could arise by 

sending crafted 

requests to a 

service to consume 

https://www.w

esterndigital.co

m/support/pro

duct-

security/wdc-

24001-western-

digital-my-

cloud-os-5-my-

O-WES-WD_C-

220224/9617 



CVSS Scoring Scale 0-1 1-2 2-3 3-4 4-5 5-6 6-7 7-8 8-9 9-10 

Page 3642 of 3642 

Weakness Publish Date CVSSv3 Description & CVE ID Patch NCIIPC ID 

a large amount of 

memory, 

eventually 

resulting in the 

service being 

stopped and 

restarted was 

discovered in 

Western Digital My 

Cloud Home, My 

Cloud Home Duo, 

SanDisk ibi and 

Western Digital My 

Cloud OS 5 devices. 

This issue requires 

the attacker to 

already have root 

privileges in order 

to exploit this 

vulnerability. This 

issue affects My 

Cloud Home and 

My Cloud Home 

Duo: before 9.5.1-

104; ibi: before 

9.5.1-104; My 

Cloud OS 5: before 

5.27.161. 

CVE ID : CVE-

2023-22819 

cloud-home-

duo-and-

sandisk-ibi-

firmware-

update 

 


