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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPC ID
Application
ABB
robotware
IRC5 exposes an ftp server
(port 21). Upon attempting
to gain access you are
challenged with arequest | https://gith
of username and ub.com/alia
I A-ABB-ROBO-
ATJEII;ZE;Zation 7/15/2020 | 7.5 | password, howeveryou srobotics/R 100820,/1
can input whatever you VD/issues/
like. As long as the field 3327
isn't empty it will be
accepted.
CVEID: CVE-2020-10288
Advantech
iview
Advantech iView, versions
5.6 and prior, contains
multiple SQL injection
Impropfer _ vulnerabilities that are
Neutral.lzatlon vulnerable to the use of an
of Special attacker-controlled string
!Elements used 7/15/2020 | 7.5 | inthe construction of SQL | N/A A-ADV-IVIE-
in an 5QL queries. An attacker could 100820/2
C'ommand extract user credentials,
( S_QL_ ' read or modify
Injection’) information, and remotely
execute code.
CVEID: CVE-2020-14497
Advantech iView, versions
Insufficiently 5.6 and prior, has an A-ADV-IVIE-
Protected 7/15/2020 |5 improper access control N/A 100820/3
Credentials vulnerability. Successful
exploitation of this
CVSS Scoring Scale 34 [ 45 [ 56 [ 67 7-8 g9 [EEol
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NCIIPCID

vulnerability may allow an
attacker to obtain all user
accounts credentials.

CVEID : CVE-2020-14499

Missing
Authentication
for Critical
Function

7/15/2020

Advantech iView, versions
5.6 and prior, has an
improper authentication
for critical function (CWE-
306) issue. Successful
exploitation of this
vulnerability may allow an
attacker to obtain the
information of the user
table, including the
administrator credentials
in plain text. An attacker
may also delete the
administrator account.

CVEID: CVE-2020-14501

N/A

A-ADV-IVIE-
100820/4

Improper Input
Validation

7/15/2020

7.5

Advantech iView, versions
5.6 and prior, has an
improper input validation
vulnerability. Successful
exploitation of this
vulnerability could allow
an attacker to remotely
execute arbitrary code.

CVEID: CVE-2020-14503

N/A

A-ADV-IVIE-
100820/5

Improper
Neutralization
of Special
Elements in
Output Used by
a Downstream
Component
('Injection’)

7/15/2020

7.5

Advantech iView, versions
5.6 and prior, has an
improper neutralization of
special elements used in a
command (“command
injection”) vulnerability.
Successful exploitation of
this vulnerability may
allow an attacker to send a
HTTP GET or POST request
that creates a command

N/A

A-ADV-IVIE-
100820/6

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7

7-8

8-9

2




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
string without any
validation. The attacker
may then remotely execute
code.
CVEID: CVE-2020-14505
Advantech iView, versions
5.6 and prior, is vulnerable
Ir-np.rop-er to multiple path traversal
Limitation of a vulnerabilities that could
Pathn.ame toa allow an attacker to A-ADV-IVIE-
R(.estrlcted 7/15/2020 |75 create/download arbitrary N/A 100820/7
Dllrectory files, limit system
(‘Path ' availability, and remotely
Traversal’) execute code.
CVEID: CVE-2020-14507
ajv.js
ajv
An issue was discovered in
ajv.validate() in Ajv (aka
Another JSON Schema
Validator) 6.12.2. A
carefully crafted JSON
schema could be provided
that allows execution of
Improper Input other code by prototype A-AJV-AJV-
Validation 7/15/2020 Fo.8 pollution. (While untrusted N/A 100820/8
schemas are recommended
against, the worst case of
an untrusted schema
should be a denial of
service, not execution of
code.)
CVEID: CVE-2020-15366
Amazon
tough
Improper The tough library https://gith A-AMA-TOUG-
Verification of | 7/9/2020 5 (Rust/crates.io) prior to ub.com/aw 100820/9
Cryptographic version 0.7.1 does not slabs/tough
[ cvssscoringscale [0S 12 23 34 [ 45 [ 56 | 67 | 78 | 8o N
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Signature

properly verify the
threshold of cryptographic
signatures. It allows an
attacker to duplicate a
valid signature in order to
circumvent TUF requiring
a minimum threshold of
unique signatures before
the metadata is considered
valid. A fix is available in
version 0.7.1. CVE-2020-
6174 is assigned to the
same vulnerability in the
TUF reference
implementation.

CVEID: CVE-2020-15093

/security/a
dvisories/G
HSA-5q2r-

92f9-4m49

Apache

tomcat

Improper
Restriction of
Operations
within the
Bounds of a
Memory Buffer

7/14/2020

An h2c direct connection
to Apache Tomcat 10.0.0-
M1 to 10.0.0-M6, 9.0.0.M5
to 9.0.36 and 8.5.1 to
8.5.56 did not release the
HTTP/1.1 processor after
the upgrade to HTTP/2. If
a sufficient number of such
requests were made, an
OutOfMemoryException
could occur leading to a
denial of service.

CVEID : CVE-2020-13934

https://sec
urity.netapp
.com/advis
ory/ntap-
20200724-
0003/

A-APA-TOMC-
100820/10

Loop with
Unreachable
Exit Condition
('Infinite
Loop')

7/14/2020

The payload length in a
WebSocket frame was not
correctly validated in
Apache Tomcat 10.0.0-M1
to 10.0.0-M6, 9.0.0.M1 to
9.0.36, 8.5.0 to 8.5.56 and
7.0.27 to 7.0.104. Invalid
payload lengths could

https://sec
urity.netapp
.com/advis
ory/ntap-
20200724-
0003/

A-APA-TOMC-
100820/11

CVSS Scoring Scale

2-3 |

3-4 | 45 | 56

6-7
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trigger an infinite loop.
Multiple requests with
invalid payload lengths
could lead to a denial of
service.

CVEID: CVE-2020-13935

guacamole

Information
Exposure

7/2/2020

Improper

Operations
within the
Bounds of a

Restriction of

Memory Buffer

7/2/2020

Apache Guacamole 1.1.0
and older do not properly
validate datareceived from
RDP servers via static
virtual channels. If a
userconnects to a
malicious or compromised
RDP server, specially-
craftedPDUs could result
in disclosure of
information within the
memory ofthe guacd
process handling the
connection.

CVEID : CVE-2020-9497

https://kb.
pulsesecure
.net/articles
/Pulse_Secu
rity_Advisor
ies/SA4452
5

A-APA-GUAC-
100820/12

6.2

Apache Guacamole 1.1.0
and older may mishandle
pointers involved
inprocessing data received
via RDP static virtual
channels. If a userconnects
to a malicious or
compromised RDP server,
a series ofspecially-crafted
PDUs could result in
memory corruption,
possiblyallowing arbitrary
code to be executed with
the privileges of
therunning guacd process.

CVEID : CVE-2020-9498

https://kb.
pulsesecure
.net/articles
/Pulse_Secu
rity_Advisor
ies/SA4452
5

A-APA-GUAC-
100820/13

dubbo

| CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 4-5 5-6

6-7 7-8
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
This vulnerability can
affect all Dubbo users stay
on version 2.7.6 or lower.
An attacker can send RPC
requests with
o unrecognized service name
Dfe[sjerlahza‘gon 211472020 |75 or method name along N/A A-APA-DUBB-
g ntruste /14/ ' with some malicious / 100820/14
ata parameter payloads. When
the malicious parameter is
deserialized, it will execute
some malicious code. More
details can be found below.
CVEID: CVE-2020-1948
ofbiz
IDOR vulnerability in the
order processing feature
Improper Input from ecommerce A-APA-OFBI-
7/15/2020 |5 N/A
Validation /15/ component of Apache / 100820/15
OFBiz before 17.12.04
CVEID: CVE-2020-13923
Improp.er . XML-RPC request are
Neutrahzatlc.)n vulnerable to unsafe
\(;\ilgppm During 215/2020 | 43 deserialization and Cross- N/A A-APA-OFBI-
c € age /15/ : Site Scripting issues in / 100820/16
eneration Apache OFBiz 17.12.03
('Cross-site
Scripting’) CVEID : CVE-2020-9496
kylin
Similar to CVE-2020-1956,
Improper Kylin has one more restful
Neutralization API which concatenates
of Special the API inputs into OS
Flements used 7/14/2020 commands and then N/A A'APA'KYLI'
in an OS executes them on the 100820/17
Command ('0S server; while the reported
Command API misses necessary input
Injection’) validation, which causes
the hackers to have the
CVSS Scoring Scale 34 [ 45 [ 56 [ 67 7-8 g9 [EEol
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
possibility to execute OS
command remotely. Users
of all previous versions
after 2.3 should upgrade to
3.1.0.
CVEID: CVE-2020-13925
Kylin concatenates and
executes a Hive SQL in
Hive CLI or beeline when
building a new segment;
Improper some part of the HQL is
Neutralization from system
of Special configurations, while the
Elements used 7/14/2020 | 7.5 | configuration can be N/A A-APA-KYLI-
in an SQL : 100820/18
overwritten by certain rest
C'ommand api, which makes SQL
( S_QL_ ' injection attack is possible.
Injection’) Users of all previous
versions after 2.0 should
upgrade to 3.1.0.
CVEID: CVE-2020-13926
camel
Improper
Neutral-ization Server-Side Template
of Special _ Injection and arbitrary file
Elements in 7/8/2020 c disclosure on Camel N/A A-APA-CAME-
Output Used by templating components 100820/19
a Downstream
Component CVEID: CVE-2020-11994
('Injection")
articatech
artica_proxy
Improber An issue was discovered in
Neptr;i ation Artica Proxy before
u vA
4.30.000000. Stored XSS
of Input During 5 . . ore A-ART-ARTI-
7/15/2020 | 4.3 | exists via the Server N/A 100820/20
Web Page : . /
Generation Domain Name, Your Email
(‘Cross-site Address, Group Name,
MYSQL Server, Database,
[ cvss scoring Scale 34 [ 45 [ 56 [ 67 7-8 g9 [EEol
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
Scripting') MYSQL Username, Group
Name, and Task
Description fields.
CVEID: CVE-2020-15051
Atlassian
jira
The attachment download
resource in Atlassian Jira
Server and Data Center
before 8.5.5, and from
Impropfer _ 8.6.0 before 8.8.2, and
Neutralization from 8.9.0 before 8.9.1
of Input During allows remote attackers to A-ATL-JIRA-
Web Page 7/1/2020 el inject arbitrary HTML or N/A 100820/21
(I:eneratl?n JavaScript via a Cross-Site
( Cr.os.s-51'te Scripting (XSS)
Scripting’) vulnerability issue
attachments with a mixed
multipart content type.
CVEID : CVE-2020-4022
The attachment download
resource in Atlassian Jira
Server and Data Center
before 8.5.5, and from
Improper 8.6.0 before 882, and
Neutralization from 8.9.0 before 8.9.1
of Input During ?lllows rer.note attackers to A-ATLJIRA-
Web Page 7/1/2020 | 3.5 |injectarbitrary HTMLor | N/A 100820/22
Generation JavaScript via a Cross-Site /
(‘'Cross-site Scripting (XSS)
Scripting") vulnerability issue
attachments with a
vnd.wap.xhtml+xml
content type.
CVEID: CVE-2020-4024
Improper The attachment download
Neutralization 7/1/2020 |35 |resource in Atlassian Jira N/A A-ATL-JIRA-
of Input During Server and Data Center 100820/23
Web Page The attachment download
[ CVSS Scoring Scale 23 | 34 | 45 | 56 6-7 7-8 g9 [EEol
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NCIIPCID

Generation
('Cross-site
Scripting')

resource in Atlassian Jira
Server and Data Center
before 8.5.5, and from
8.6.0 before 8.8.2, and
from 8.9.0 before 8.9.1
allows remote attackers to
inject arbitrary HTML or
JavaScript via a Cross-Site
Scripting (XSS)
vulnerability issue
attachments with a rdf
content type.

CVEID: CVE-2020-4025

Incorrect
Authorization

7/1/2020

The /rest/project-
templates/1.0/createshare
d resource in Atlassian Jira
Server and Data Center
before version 8.5.5, from
8.6.0 before 8.7.2, and
from 8.8.0 before 8.8.1
allows remote attackers to
enumerate project names
via an improper
authorization
vulnerability.

CVEID : CVE-2020-4029

N/A

A-ATL-JIRA-
100820/24

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/1/2020

4.3

The WYSIWYG editor
resource in Jira Server and
Data Center before version
8.8.2 allows remote
attackers to inject
arbitrary HTML or
JavaScript names via an
Cross Site Scripting (XSS)
vulnerability by pasting
javascript code into the
editor field.

CVEID: CVE-2020-14164

N/A

A-ATL-JIRA-
100820/25

Incorrect

7/1/2020

The

N/A

A-ATL-JIRA-

| CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 4-5 5-6

67 |

7-8

8-9

9



Weakness

Publish Date

CVSs

Description & CVE ID

Patch

NCIIPCID

Authorization

UniversalAvatarResource.g
etAvatars resource in Jira
Server and Data Center
before version 8.9.0 allows
remote attackers to obtain
information about custom
project avatars names via
an Improper authorization
vulnerability.

CVEID: CVE-2020-14165

100820/26

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/1/2020

3.5

The
/servicedesk/customer/po
rtals resource in Jira
Service Desk Server and
Data Center before version
4.10.0 allows remote
attackers with project
administrator privileges to
inject arbitrary HTML or
JavaScript names via an
Cross Site Scripting (XSS)
vulnerability by uploading
a html file.

CVEID : CVE-2020-14166

N/A

A-ATL-JIRA-
100820/27

N/A

7/1/2020

The
MessageBundleResource
resource in Jira Server and
Data Center before version
7.13.4, from 8.5.0 before
8.5.5, from 8.8.0 before
8.8.2, and from 8.9.0
before 8.9.1 allows remote
attackers to impact the
application's availability
via an Denial of Service
(DoS) vulnerability.

CVEID : CVE-2020-14167

N/A

A-ATL-JIRA-
100820/28

Information
Exposure

7/1/2020

4.3

The email client in Jira
Server and Data Center

N/A

A-ATL-JIRA-
100820/29

| CVSS Scoring Scale

23 | 34 | 45 |

67 |

7-8

8-9
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before version 7.13.16,
from 8.5.0 before 8.5.7,
from 8.8.0 before 8.8.2,
and from 8.9.0 before 8.9.1
allows remote attackers to
access outgoing emails
between a Jira instance
and the SMTP server via
man-in-the-middle (MITM)
vulnerability.

CVEID: CVE-2020-14168

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/1/2020

4.3

The quick search
component in Atlassian
Jira Server and Data Center
before 8.9.1 allows remote
attackers to inject
arbitrary HTML or
JavaScript via a Cross-Site
Scripting (XSS)
vulnerability

CVEID : CVE-2020-14169

N/A

A-ATL-JIRA-
100820/30

Improper
Neutralization
of Special
Elements in
Output Used by
a Downstream
Component
('Injection’)

7/3/2020

7.5

This issue exists to
document that a security
improvement in the way
that Jira Server and Data
Center use velocity
templates has been
implemented. The way in
which velocity templates
were used in Atlassian Jira
Server and Data Center in
affected versions allowed
remote attackers to
achieve remote code
execution via insecure
deserialization, if they
were able to exploit a
server side template
injection vulnerability. The
affected versions are

N/A

A-ATL-JIRA-
100820/31

CVSS Scoring Scale

23 | 34 | 45 5-6

6-7

7-8

8-9
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NCIIPCID

before version 7.13.0, from
version 8.0.0 before 8.5.0,
and from version 8.6.0
before version 8.8.1.

CVEID : CVE-2020-14172

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/3/2020

3.5

The file upload feature in
Atlassian Jira Server and
Data Center in affected
versions allows remote
attackers to inject
arbitrary HTML or
JavaScript via a cross site
scripting (XSS)
vulnerability. The affected
versions are before version
8.5.4, from version 8.6.0
before 8.6.2, and from
version 8.7.0 before 8.7.1.

CVEID : CVE-2020-14173

N/A

A-ATL-JIRA-
100820/32

Improper Input
Validation

7/13/2020

Affected versions of
Atlassian Jira Server and
Data Center allow remote
attackers to view titles of a
private project via an
Insecure Direct Object
References (IDOR)
vulnerability in the
Administration Permission
Helper. The affected
versions are before version
7.13.6, from version 8.0.0
before 8.5.7, from version
8.6.0 before 8.9.2, and
from version 8.10.0 before
8.10.1.

CVEID: CVE-2020-14174

N/A

A-ATL-]JIRA-
100820/33

confluence

Improper
Neutralization

7/1/2020

6.5

Atlassian Confluence
Server and Data Center

N/A

A-ATL-CONF-
100820/34

| CVSS Scoring Scale

23 | 34 | 45 | 56

67 |

7-8

8-9
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
of Special before version 7.5.1
Elements in allowed remote attackers
Output Used by with system
a Downstream administration
Component permissions to bypass
('Injection’) velocity template injection
mitigations via an injection
vulnerability in custom
user macros.
CVEID: CVE-2020-4027
bitbucket
Webhooks in Atlassian
Bitbucket Server from
version 5.4.0 before
version 7.3.1 allow remote
S -Sid attackers to access the
erver-side ¢ : A-ATL-BITB-
Request 7/9/2020 4 content of interna N/A 100820/35
Forgery (SSRF) network resources via a /
Server-Side Request
Forgery (SSRF)
vulnerability.
CVEID: CVE-2020-14170
Atlassian Bitbucket Server
from version 4.9.0 before
version 7.2.4 allows
Cleartexlt _ remote attackers to
Transm.1$51on 7/9/2020 cg | intercept unencrypted N/A A-ATL-BITB-
of Sen51t1.ve repository import requests 100820/36
Information via a Man-in-the-Middle
(MITM) attack.
CVEID:CVE-2020-14171
jira_software_data_center
The attachment download
Improper . R
o resource in Atlassian Jira
Neutralization Server and Data Center
1 t Duri A-ATL-JIRA-
o' MPUt UUTNE | 7/1/2020 | 43 | before 8.5.5, and from N/A
Web Page 100820/37
Generation 8.6.0 before 8.8.2, and
, _ from 8.9.0 before 8.9.1
('Cross-site
allows remote attackers to
[ CVsS Scoring Scale 23 | 34 | 45 [ 56 [ 67 7-8 g9 [EEol
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Scripting')

inject arbitrary HTML or
JavaScript via a Cross-Site
Scripting (XSS)
vulnerability issue
attachments with a mixed
multipart content type.

CVEID : CVE-2020-4022

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/1/2020

3.5

The attachment download
resource in Atlassian Jira
Server and Data Center
before 8.5.5, and from
8.6.0 before 8.8.2, and
from 8.9.0 before 8.9.1
allows remote attackers to
inject arbitrary HTML or
JavaScript via a Cross-Site
Scripting (XSS)
vulnerability issue
attachments with a
vnd.wap.xhtml+xml
content type.

CVEID : CVE-2020-4024

N/A

A-ATL-JIRA-
100820/38

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/1/2020

3.5

The attachment download
resource in Atlassian Jira
Server and Data Center
The attachment download
resource in Atlassian Jira
Server and Data Center
before 8.5.5, and from
8.6.0 before 8.8.2, and
from 8.9.0 before 8.9.1
allows remote attackers to
inject arbitrary HTML or
JavaScript via a Cross-Site
Scripting (XSS)
vulnerability issue
attachments with a rdf
content type.

CVEID: CVE-2020-4025

N/A

A-ATL-JIRA-
100820/39

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7

7-8

8-9
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NCIIPCID

Incorrect
Authorization

7/1/2020

The /rest/project-
templates/1.0/createshare
d resource in Atlassian Jira
Server and Data Center
before version 8.5.5, from
8.6.0 before 8.7.2, and
from 8.8.0 before 8.8.1
allows remote attackers to
enumerate project names
via an improper
authorization
vulnerability.

CVEID : CVE-2020-4029

N/A

A-ATL-JIRA-
100820/40

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/1/2020

4.3

The WYSIWYG editor
resource in Jira Server and
Data Center before version
8.8.2 allows remote
attackers to inject
arbitrary HTML or
JavaScript names via an
Cross Site Scripting (XSS)
vulnerability by pasting
javascript code into the
editor field.

CVEID: CVE-2020-14164

N/A

A-ATL-JIRA-
100820/41

Incorrect
Authorization

7/1/2020

The
UniversalAvatarResource.g
etAvatars resource in Jira
Server and Data Center
before version 8.9.0 allows
remote attackers to obtain
information about custom
project avatars names via
an Improper authorization
vulnerability.

CVEID: CVE-2020-14165

N/A

A-ATL-JIRA-
100820/42

Improper
Neutralization
of Input During

7/1/2020

3.5

The
/servicedesk/customer/po
rtals resource in Jira

N/A

A-ATL-]JIRA-
100820/43

| CVSS Scoring Scale

2-3

| 34 | 45 | 56

7-8

8-9
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NCIIPCID

Web Page
Generation
('Cross-site
Scripting')

Service Desk Server and
Data Center before version
4.10.0 allows remote
attackers with project
administrator privileges to
inject arbitrary HTML or
JavaScript names via an
Cross Site Scripting (XSS)
vulnerability by uploading
a html file.

CVEID : CVE-2020-14166

N/A

7/1/2020

The
MessageBundleResource
resource in Jira Server and
Data Center before version
7.13.4, from 8.5.0 before
8.5.5, from 8.8.0 before
8.8.2, and from 8.9.0
before 8.9.1 allows remote
attackers to impact the
application's availability
via an Denial of Service
(DoS) vulnerability.

CVEID : CVE-2020-14167

N/A

A-ATL-JIRA-

100820/44

Information
Exposure

7/1/2020

4.3

The email client in Jira
Server and Data Center
before version 7.13.16,
from 8.5.0 before 8.5.7,
from 8.8.0 before 8.8.2,
and from 8.9.0 before 8.9.1
allows remote attackers to
access outgoing emails
between a Jira instance
and the SMTP server via
man-in-the-middle (MITM)
vulnerability.

CVEID: CVE-2020-14168

N/A

A-ATL-JIRA-

100820/45

Improper
Neutralization

7/1/2020

4.3

The quick search
component in Atlassian

N/A

A-ATL-JIRA-

100820/46

| CVSS Scoring Scale

2-3

| 34 | 45 |

67 |

7-8

8-9
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
of Input During Jira Server and Data Center
Web Page before 8.9.1 allows remote
Generation attackers to inject
(‘Cross-site arbitrary HTML or
Scripting') JavaScript via a Cross-Site
Scripting (XSS)
vulnerability
CVEID: CVE-2020-14169
This issue exists to
document that a security
improvement in the way
that Jira Server and Data
Center use velocity
templates has been
implemented. The way in
which velocity templates
Improper were used in Atlassian Jira
Neutralization Server and Data Center in
of Special affected versions allowed
Elements in remote attackers to A-ATL-JIRA-
Output Used by 7/3/2020 751 4 chieve remote code N/A 100820/47
a Downstream execution via insecure
Component deserialization, if they
('Injection") were able to exploit a
server side template
injection vulnerability. The
affected versions are
before version 7.13.0, from
version 8.0.0 before 8.5.0,
and from version 8.6.0
before version 8.8.1.
CVEID: CVE-2020-14172
Improper The file upload feature in
Neutralization Atlassian Jira Se;;/er a(gld
. Data Center in affecte
‘(;éérl;pplgtg]Zurmg 7/3/2020 |35 versions allows remote N/A A-ATL-JIRA-
Generation attackers to inject 100820/48
('Cross-site arbitrary HTML or
Scripting’) JavaScript via a cross site
scripting (XSS)
[ cvssscoringscale [0S 12 23 34 [ 45 [ 56 6-7 7-8 g9 [EEol
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vulnerability. The affected
versions are before version
8.5.4, from version 8.6.0
before 8.6.2, and from
version 8.7.0 before 8.7.1.

CVEID : CVE-2020-14173

Improper Input
Validation

7/13/2020

Affected versions of
Atlassian Jira Server and
Data Center allow remote
attackers to view titles of a
private project via an
Insecure Direct Object
References (IDOR)
vulnerability in the
Administration Permission
Helper. The affected
versions are before version
7.13.6, from version 8.0.0
before 8.5.7, from version
8.6.0 before 8.9.2, and
from version 8.10.0 before
8.10.1.

CVEID: CVE-2020-14174

N/A

A-ATL-JIRA-
100820/49

bareos

bareos

Out-of-bounds
Write

7/10/2020

In Bareos Director less
than or equal to 16.2.10,
17.2.9,18.2.8,and 19.2.7, a
heap overflow allows a
malicious client to corrupt
the director's memory via
oversized digest strings
sent during initialization of
a verify job. Disabling
verify jobs mitigates the
problem. This issue is also
patched in Bareos versions
19.2.8,18.2.9 and 17.2.10.

CVEID : CVE-2020-11061

https://gith
ub.com/bar
eos/bareos
/security/a
dvisories/G
HSA-mm45-
cg35-54j4

A-BAR-BARE-
100820/50

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7 7-8

g |HSHON
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Bareos before version
19.2.8 and earlier allows a
malicious client to
communicate with the
director without
knowledge of the shared
secret if the director allows
client initiated connection _
and connects to the client | DttPs://gith
o itself. The malicious client ub.com/bar
Authentication can replay the Bareos eos/ba.reos A-BAR-BARE-
Bypass by 7/10/2020 | 4.3 director's cram-mdsS /se.cur.lty/a 100820/51
Capture-replay challenge to the director dV1sor1es./ G
itself leading to the HSA_'qu]'
director responding to the 2vhj-h752
replayed challenge. The
response obtained is then
a valid reply to the
directors original
challenge. This is fixed in
version 19.2.8.
CVEID : CVE-2020-4042
Bestsoftinc
car_rental_system
Improper An issue was discovered in
Neutralization the bestsoftinc Car Rental
i System plugin through 1.3
of Input During y plug g A-BES-CAR -
Web Page 7/5/2020 4,3 | for WordPress. Persistent | N/A
Generation XSS can occur via any of 100820/52
('Cross-site the registration fields.
Scripting’) CVEID : CVE-2020-15535
Checkpoint
zonealarm_extreme_security
ZoneAlarm Firewall and
Antivirus products before
Improper
i A-CHE-ZONE-
Privilege 7/6/2020 6.5 | version 15.8.109.18436 N/A
Management allow an attacker who 100820/53
already has access to the
system to execute code at
Cvss Scoring Scale  [INOSl 12 23 34 | 45 | 56 | 67 7-8 g9 [EEol
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elevated privileges
through a combination of
file permission
manipulation and
exploitation of Windows
CVE-2020-00896 on
unpatched systems.

CVEID : CVE-2020-6013

Cisco

digital_network_architecture_center

Information
Exposure

7/2/2020

A vulnerability in Cisco
Digital Network
Architecture (DNA) Center
could allow an
authenticated, remote
attacker to view sensitive
information in clear text.
The vulnerability is due to
insecure storage of certain
unencrypted credentials
on an affected device. An
attacker could exploit this
vulnerability by viewing
the network device
configuration and
obtaining credentials that
they may not normally
have access to. A successful
exploit could allow the
attacker to use those
credentials to discover and
manage network devices.

CVEID: CVE-2020-3391

N/A

A-CIS-DIGI-
100820/54

unified_communications_manager

Improper
Neutralization
of Input During
Web Page
Generation

7/2/2020

4.3

A vulnerability in the web-
based management
interface of Cisco Unified
Communications Manager,
Cisco Unified

N/A

A-CIS-UNIF-
100820/55

| CVSS Scoring Scale

23 | 34 | 45 | 56

6-7

7-8

8-9

20



Weakness

Publish Date

CVSs

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

Communications Manager
Session Management
Edition, Cisco Unified
Communications Manager
IM &amp; Presence
Service, and Cisco Unity
Connection could allow an
unauthenticated, remote
attacker to conduct a
cross-site scripting (XSS)
attack against a user of the

is due to insufficient
validation of user-supplied
input by the web-based
management interface of
the affected software. An
attacker could exploit this
vulnerability by
persuading a user of the
interface to click a crafted
link. A successful exploit
could allow the attacker to
execute arbitrary script
code in the context of the
affected interface or access
sensitive browser-based
information.

CVEID : CVE-2020-3282

interface. The vulnerability

unified_communications_manager_

im_and_presence_service

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/2/2020

4.3

A vulnerability in the web-
based management
interface of Cisco Unified
Communications Manager,
Cisco Unified
Communications Manager
Session Management
Edition, Cisco Unified
Communications Manager
IM &amp; Presence

N/A

A-CIS-UNIF-
100820/56

CVSS Scoring Scale

2-3 |

3-4 | 45 5-6

6-7

7-8

8-9
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Service, and Cisco Unity
Connection could allow an
unauthenticated, remote
attacker to conduct a
cross-site scripting (XSS)
attack against a user of the
interface. The vulnerability
is due to insufficient
validation of user-supplied
input by the web-based
management interface of
the affected software. An
attacker could exploit this
vulnerability by
persuading a user of the
interface to click a crafted
link. A successful exploit
could allow the attacker to
execute arbitrary script
code in the context of the
affected interface or access
sensitive browser-based
information.

CVEID : CVE-2020-3282

identity_services_engine

Improper
Neutralization
of Input During
Web Page
Generation

7/2/2020

('Cross-site
Scripting')

3.5

Multiple vulnerabilities in
the web-based
management interface of
Cisco Identity Services
Engine (ISE) could allow
an authenticated, remote
attacker with
administrative credentials
to conduct a cross-site
scripting (XSS) attack
against a user of the
interface. These
vulnerabilities are due to
insufficient validation of
user-supplied input that is

N/A

A-CIS-IDEN-
100820/57

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

6-7

7-8

8-9
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processed by the web-
based management
interface. An attacker
could exploit these
vulnerabilities by injecting
malicious code into
specific pages of the
interface. A successful
exploit could allow the
attacker to execute
arbitrary script code in the
context of the interface or
access sensitive, browser-
based information. To
exploit these
vulnerabilities, an attacker
would need valid
administrative credentials.

CVEID : CVE-2020-3340

unity_connection

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/2/2020

4.3

A vulnerability in the web-
based management
interface of Cisco Unified
Communications Manager,
Cisco Unified
Communications Manager
Session Management
Edition, Cisco Unified
Communications Manager
IM &amp; Presence
Service, and Cisco Unity
Connection could allow an
unauthenticated, remote
attacker to conduct a
cross-site scripting (XSS)
attack against a user of the
interface. The vulnerability
is due to insufficient
validation of user-supplied
input by the web-based

N/A

A-CIS-UNIT-
100820/58

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

6-7

7-8

8-9
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management interface of
the affected software. An
attacker could exploit this
vulnerability by
persuading a user of the
interface to click a crafted
link. A successful exploit
could allow the attacker to
execute arbitrary script
code in the context of the
affected interface or access
sensitive browser-based
information.

CVEID : CVE-2020-3282

unified_customer_voice_portal

Missing

Authentication
7/2/2020 5
for Critical 12/

Function

A vulnerability in the Java
Remote Method Invocation
(RMI) interface of Cisco
Unified Customer Voice
Portal (CVP) could allow
an unauthenticated,
remote attacker to access
sensitive information on
an affected device. The
vulnerability exists
because certain RMI
listeners are not properly
authenticated. An attacker
could exploit this
vulnerability by sending a
crafted request to the
affected listener. A
successful exploit could
allow the attacker to
access sensitive
information on an affected
device.

CVEID : CVE-2020-3402

N/A

A-CIS-UNIF-
100820/59

Citrix

| CVSS Scoring Scale

2-3 3-4 4-5 5-6

6-7

7-8

g |HSHON

24




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
gateway_plug-in_for_linux
Improper input validation
in Citrix ADC and Citrix
Gateway versions before
13.0-58.30, 12.1-57.18,
12.0-63.21, 11.1-64.14 and
Improper Input 7/10/2020 4 10.5-70.18 and Citrix N/A A-CIT-GATE-
Validation SDWAN WAN-OP versions 100820/60
before 11.1.1a, 11.0.3d and
10.2.7 resulting in limited
information disclosure to
low privileged users.
CVEID: CVE-2020-8195
Improper access control in
Citrix ADC Gateway Linux
Lm.pl.‘loper 2/10/2020 | 4.6 client versions before N/A A-CIT-GATE-
Mr1v1 cge /10/ ' 1.0.0.137 results in local / 100820/61
anagement privilege escalation to root.
CVEID: CVE-2020-8199
cli_project
cli
Versions of the npm CLI
prior to 6.14.6 are
vulnerable to an
information exposure
vulnerability through log https://gith
I _ files. The CLI supports ub.com/np
Er; Of,ﬁon PRLs like m/cli/secur |\ 1 1L
hp Y 7/7/2020 "<protocol>://[<user>[:<p | jty/advisori
Through Log assword>]@]<hostnames[ ) 100820/62
Files es/GHSA
:<port>][:][/]<path>". The | 93f3-23rq-
password value is not pjfp
redacted and is printed to
stdout and also to any
generated log files.
CVEID: CVE-2020-15095
cmsuno_project
cmsuno
CVSS Scoring Scale 3-4 4-5 5-6 67 78 | 89 [EEGH
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An issue was discovered in _
| CMSUno before 1.6.1. https://gith
Cross-Site uno.php allows CSRF to ub.c.om/b01 A-CMS-CMSU-
Request 7/7/2020 4.3 change the admin tea51t.e/cms 100820/63
Forgery (CSRF) password. 111r510/1$sues/
CVEID: CVE-2020-15600
code42
code42
Code42 environments with
on-premises server
versions 7.0.4 and earlier
allow for possible remote
code execution. When an
administrator creates a
local (non-SSO) user via a
Code42-generated email, https://cod
the administrator has the
Im.pl.‘oper . ' e42.com/r/ A-COD-CODE-
Privilege 7/7/2020 6.5 | option to modify content support/CV 100820/64
Management for the email invitation. If | E-2020- /
the administrator entered | 12736
template language code in
the subject line, that code
could be interpreted by the
email generation services,
potentially resulting in
server-side code injection.
CVEID: CVE-2020-12736
connectwise
connectwise_automate
A SQLi exists in the probe
Improper code of all Connectwise
Neutral.ization Automate versions before https://slag
of Special 2020.70r 2019.12. ASQL | 1 toch /202
Flements used 7/7/2020 6 Injection in the probe 0/07/06/CV A-CON-CONN-
in an SQL implementation to save -2020- 100820/65
Command data to a custom table
, 15008/
('SQL exists due to inadequate
Injection’) server side validation. As
the code creates dynamic
[ cvssscoringscale [0S 12 23 34 [ 45 [ 56 | 67 7-8 g9 [EEol
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SQL for the insert
statement and utilizes the
user supplied table name
with little validation, the
table name can be
modified to allow arbitrary
update commands to be
run. Usage of other SQL
injection techniques such
as timing attacks, it is
possible to perform full
data extraction as well.
Patched in 2020.7 and in a
hotfix for 2019.12.
CVEID: CVE-2020-15008
Dell
emc_data_protection_advisor
Dell EMC Data Protection
Advisor 6.4, 6.5 and 18.1
Improper contain an OS command
Neutralization injection vulnerability. A
of Special remote authenticated
Elements used 7/6/2020 malicious user may exploit | N/A A-DEL-EMC_-
inan 05 this vulnerability to 100820/66
Command ('0S execute arbitrary
Command commands on the affected
Injection’) system.
CVEID: CVE-2020-5352
emc_isilon_onefs
Dell EMC Isilon OneFS
versions 8.2.2 and earlier
Incorrect and Dell EMC PowerScale
. version 9.0.0 contain a file
i(:znlsswn permissions vulnerability. A-DEL-EMC_-
gnment for | 7/6/2020 6.5 N/A
Critical An attacker, with network 100820/67
Resource or local file access, could
take advantage of
insufficiently applied file
permissions or gain
CVSS Scoring Scale 34 [ 45 [ 56 67 7-8 g9 [EEol
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unauthorized access to
files.

CVEID: CVE-2020-5371

powerprotect_data_manager

Files or
Directories
Accessible to
External
Parties

7/6/2020

Dell PowerProtect Data
Manager (PPDM) versions
prior to 19.4 and Dell
PowerProtect X400
versions prior to 3.2
contain an improper
authorization
vulnerability. A remote
authenticated malicious
user may download any
file from the affected
PowerProtect virtual
machines.

CVEID: CVE-2020-5356

N/A

A-DEL-POWE-
100820/68

emc_omimssc_for_sccm

Missing
Authentication
for Critical
Function

7/14/2020

Dell EMC OpenManage
Integration for Microsoft
System Center (OMIMSSC)
for SCCM and SCVMM
versions prior to 7.2.1
contain an improper
authentication
vulnerability. A remote
unauthenticated attacker
may potentially exploit this
vulnerability to retrieve
the system inventory data
of the managed device.

CVEID: CVE-2020-5373

N/A

A-DEL-EMC_-
100820/69

Use of Hard-
coded
Credentials

7/14/2020

Dell EMC OpenManage
Integration for Microsoft
System Center (OMIMSSC)
for SCCM and SCVMM
versions prior to 7.2.1

contain a hard-coded

N/A

A-DEL-EMC_-
100820/70

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7

7-8

8-9
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cryptographic key
vulnerability. A remote
unauthenticated attacker
may exploit this
vulnerability to gain access
to the appliance data for
remotely managed devices.

CVEID: CVE-2020-5374

emc_omimssc_for_scvmm

Missing
Authentication
for Critical
Function

7/14/2020

Dell EMC OpenManage
Integration for Microsoft
System Center (OMIMSSC)
for SCCM and SCVMM
versions prior to 7.2.1
contain an improper
authentication
vulnerability. A remote
unauthenticated attacker
may potentially exploit this
vulnerability to retrieve
the system inventory data
of the managed device.

CVEID: CVE-2020-5373

N/A

A-DEL-EMC_-
100820/71

Use of Hard-
coded
Credentials

7/14/2020

Dell EMC OpenManage
Integration for Microsoft
System Center (OMIMSSC)
for SCCM and SCVMM
versions prior to 7.2.1
contain a hard-coded
cryptographic key
vulnerability. A remote
unauthenticated attacker
may exploit this
vulnerability to gain access
to the appliance data for
remotely managed devices.

CVEID: CVE-2020-5374

N/A

A-DEL-EMC_-
100820/72

devcert_project

CVSS Scoring Scale

2-3 3-4 4-5 5-6

6-7

7-8

8-9
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devcert

Improper
Neutralization
of Special
Elements in
Output Used by
a Downstream
Component
('Injection')

7/10/2020

7.5

A command injection
vulnerability in the
“devcert’ module may lead
to remote code execution
when users of the module
pass untrusted input to the
“certificateFor function.

CVEID : CVE-2020-8186

N/A

A-DEV-DEVC-
100820/73

django_two-factor_authentication_project

django_two-factor_authentication

Cleartext
Storage of
Sensitive
Information

7/10/2020

3.6

Django Two-Factor
Authentication before 1.12,
stores the user's password
in clear text in the user
session (base64-encoded).
The password is stored in
the session when the user
submits their username
and password, and is
removed once they
complete authentication by
entering a two-factor
authentication code. This
means that the password is
stored in clear text in the
session for an arbitrary
amount of time, and
potentially forever if the
user begins the login
process by entering their
username and password
and then leaves before
entering their two-factor
authentication code. The
severity of this issue
depends on which type of
session storage you have
configured: in the worst

case, if you're using

https://gith
ub.com/Bo
uke/django-
two-factor-
auth/securi
ty/advisori
es/GHSA-
vhré6-pvjm-
9qwf

A-DJA-DJAN-
100820/74

CVSS Scoring Scale

23 | 34 | 45 | 56

| 67 7-8

8-9
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Django's default database
session storage, then
users' passwords are
stored in clear text in your
database. In the best case,
if you're using Django's
signed cookie session, then
users' passwords are only
stored in clear text within
their browser's cookie
store. In the common case
of using Django's cache
session store, the users'
passwords are stored in
clear text in whatever
cache storage you have
configured (typically
Memcached or Redis). This
has been fixed in 1.12.
After upgrading, users
should be sure to delete
any clear text passwords
that have been stored. For
example, if you're using
the database session
backend, you'll likely want
to delete any session
record from the database
and purge that data from
any database backups or
replicas. In addition,
affected organizations who
have suffered a database
breach while using an
affected version should
inform their users that
their clear text passwords
have been compromised.
All organizations should
encourage users whose
passwords were insecurely

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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stored to change these
passwords on any sites
where they were used. As a
workaround, wwitching
Django's session storage to
use signed cookies instead
of the database or cache
lessens the impact of this
issue, but should not be
done without a thorough
understanding of the
security tradeoffs of using
signed cookies rather than
a server-side session
storage. There is no way to
fully mitigate the issue
without upgrading.

CVEID: CVE-2020-15105

Docker

docker

Improper
Check for
Dropped

Privileges

7/13/2020

4.6

The version of docker as
released for Red Hat
Enterprise Linux 7 Extras
via RHBA-2020:0053
advisory included an
incorrect version of runc
missing the fix for CVE-
2019-5736, which was
previously fixed via RHSA-
2019:0304. This issue
could allow a malicious or
compromised container to
compromise the container

https://acc
ess.redhat.c
om/errata/
RHBA-
2020:0427,
https://acc
ess.redhat.c
om/securit
y/cve/CVE-
2020-
14298,
https://acc
ess.redhat.c

A-DOC-DOCK-

100820/75

host and other containers | om/securit
running on the same host. | y/vulnerabi
This issue only affects lities/runce
docker version 1.13.1- scape,

108.git4ef4b30.el7, https://bug
shipped in Red Hat zilla.redhat.
Enterprise Linux 7 Extras. | com/show_

cvss scoring Scale [0Sl 22 23 34 | 45 [ 56 | 67 | 78 g9 [EEol
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Both earlier and later bug.cgi?id=
versions are not affected. CVE-2019-
CVE ID : CVE-2020-14298 | °736
The docker packages
version docker-1.13.1-
108.git4ef4b30.el7 as
released for Red Hat
Enterprise Linux 7 Extras
via RHBA-2020:0053
(https://access.redhat.com
/errata/RHBA-2020:0053)
included an incorrect https://acc
version of runc that was ess.redhat.c
missing multiple bug and | om/errata/
security fixes. One of the RHBA-
fixes regressed in that 2020:0427,
update was the fix for CVE- | https://acc
2016-9962, that was ess.redhat.c
previously corrected in the | om/securit
docker packages in Red y/cve/CVE-

Improper Hat Enterprise Linux 7 2016-9962,
Check for 7/13/2020 | 4.6 Extras via RHSA- https://acc | A-DOC-DOCK-
Dropped 2017:0116 ess.redhat.c | 100820/76
Privileges (https://access.redhat.com | om/securit
/errata/RHSA-2017:0116). | ¥/vulnerabi
The CVE-2020-14300 was | lities/cve-
assigned to this security 2016-9962,
regression and it is specific | https://bug
to the docker packages zilla.redhat.
produced by Red Hat. The | com/show_
original issue - CVE-2016- | bug.cgi?id=
9962 - could possibly allow | CVE-2016-
a process inside container | 9962
to compromise a process
entering container
namespace and execute
arbitrary code outside of
the container. This could
lead to compromise of the
container host or other
containers running on the
CVSS Scoring Scale 34 [ 45 [ 56 [ 67 7-8 g9 [EEol
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same container host. This
issue only affects a single
version of Docker, 1.13.1-
108.git4ef4b30, shipped in
Red Hat Enterprise Linux
7. Both earlier and later
versions are not affected.

CVEID : CVE-2020-14300

dogtagpki

dogtagpki

Improper
Certificate
Validation

7/14/2020

In Dogtag PKI through
10.8.3, the
pki.client.PKIConnection
class did not enable
python-requests certificate
validation. Since the verify
parameter was hard-coded
in all request functions, it
was not possible to
override the setting. As a
result, tools making use of
this class, such as the pki-
server command, may
have been vulnerable to
Person-in-the-Middle
attacks in certain non-
localhost use cases. This is
fixed in 10.9.0-b1.

CVEID: CVE-2020-15720

N/A

A-DOG-DOGT-
100820/77

dronecode

micro_air_vehicle_link

Missing
Encryption of

Sensitive Data

7/3/2020

This vulnerability applies
to the Micro Air Vehicle
Link (MAVLink) protocol
and allows a remote
attacker to gain access to
sensitive information
provided it has access to
the communication

https://doc
s.google.co

m/documen
t/d/1XtbDO0
ORNKkhZ8eK
rsbSIZNLyg
9sFRXMXbs
R2mp37Kbl

A-DRO-MICR-
100820/78

cvss Scoring Scale [0Sl 22 723 34 | a5 | 56 | 67 | 78 | &9 NN
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medium. MAVLink is a
header-based protocol that
does not perform
encryption to improve
transfer (and reception
speed) and efficiency by
design. The increasing
popularity of the protocol
(used accross different
autopilots) has led to its
use in wired and wireless
mediums through insecure
communication channels
exposing sensitive
information to a remote
attacker with ability to
intercept network traffic.

CVEID : CVE-2020-10281

g/edit

Missing
Authentication
for Critical
Function

7/3/2020

7.5

The Micro Air Vehicle Link
(MAVLink) protocol
presents no authentication
mechanism on its version
1.0 (nor authorization)
whichs leads to a variety of
attacks including identity
spoofing, unauthorized
access, PITM attacks and
more. According to
literature, version 2.0
optionally allows for
package signing which
mitigates this flaw.
Another source mentions
that MAVLink 2.0 only
provides a simple
authentication system
based on HMAC. This
implies that the flying
system overall should add
the same symmetric key
into all devices of network.

https://gith
ub.com/rlig

ocki/Diplo

ma_thesis_p

x4

A-DRO-MICR-
100820/79

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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If not the case, this may
cause a security issue, that
if one of the devices and its
symmetric key are
compromised, the whole
authentication system is
not reliable.

CVEID : CVE-2020-10282

duckduckgo

duckduckgo

Information
Exposure

7/2/2020

** DISPUTED ** The
DuckDuckGo application
through 5.58.0 for
Android, and through
7.47.1.0 for i0S, sends
hostnames of visited web
sites within HTTPS .ico
requests to servers in the
duckduckgo.com domain,
which might make visit
data available temporarily
at a Potentially Unwanted
Endpoint. NOTE: the
vendor has stated "the
favicon service adheres to
our strict privacy policy."

CVEID: CVE-2020-15502

N/A

A-DUC-DUCK-
100820/80

electronjs

electron

Files or
Directories
Accessible to
External
Parties

7/7/2020

CVSS Scoring Scale

[ ot | 12 [ 23 |

In Electron before versions
7.2.4,8.2.4, and 9.0.0-
beta21, arbitrary local file
read is possible by defining
unsafe window options on
a child window opened via
window.open. As a
workaround, ensure you
are calling
“event.preventDefault()’

https://gith
ub.com/ele
ctron/electr
on/security
/advisories
/GHSA-
fO9mgq-jphé6-
9mhm

A-ELE-ELEC-
100820/81

5-6

3-4 | 45 |

6-7 7-8
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
on all new-window events
where the "url® or “options’
is not something you
expect. This is fixed in
versions 9.0.0-beta.21,
8.2.4 and 7.2.4.
CVEID: CVE-2020-4075
In Electron before versions
7.2.4,8.2.4, and 9.0.0-
beta21, there is a context
isolation bypass. Code
running in the main world https://gith
context in the renderer can ub.com/ele
reach into the isolated ctron/ ele.ctr
N/A 7/7/2020 3.6 | Electron context and on/s.ecur'lty A-ELE-ELEC-
perform privileged actions. /advisories | 100820/82
Apps using /GHSA-
contextlsolation are m93v-9gjc-
affected. This is fixedin | 5877
versions 9.0.0-beta.21,
8.2.4 and 7.2.4.
CVEID: CVE-2020-4076
In Electron before versions
7.2.4,8.2.4,and 9.0.0-
beta21, there is a context
isolation bypass. Code
running in the main world | https://gith
context in the renderer can | yb.com/ele
reach into the isolated ctron/electr
Electron context and on/security | A-ELE-ELEC-
N/A 7/7/2020 6.5 perform privileged actions. | /advisories | 100820/83
Apps using both /GHSA-
“contextlsolation” and h9jc-284h-
“contextBridge’ are 533g
affected. This is fixed in
versions 9.0.0-beta.21,
8.2.4 and 7.2.4.
CVEID: CVE-2020-4077
N/A 7/7/2020 4 In Electron before versions | https://gith | A-ELE-ELEC-
[ cvss scoring Scale 34 [ 45 [ 56 | 67 | 78 | 8o [N




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
6.1.1,7.2.4,8.2.4, and ub.com/ele | 100820/84
9.0.0-beta21, thereis a ctron/electr
context isolation bypass, on/security
meaning that code running | /advisories
in the main world context | /GHSA-
in the renderer can reach 6vrv-94jv-
into the isolated Electron crrg
context and perform
privileged actions. Apps
using "contextlsolation”
are affected. There are no
app-side workarounds,
you must update your
Electron version to be
protected. This is fixed in
versions 6.1.1, 7.2.4, 8.2.4,
and 9.0.0-beta21.

CVEID: CVE-2020-15096
Embedthis
appweb
Appweb before 7.2.2 and
8.x before 8.1.0, when built
with CGI support, _
mishandles an HTTP https://gith
_ request with a Range ub.cor'n/em A-EMB-
NULL Pointer 7/13/2020 |5 header that lacks an exact bedthis/app APPW-
Dereference range. This may result in a WEb? 100820/85
NULL pointer dereference gpl/issues/
and cause a denial of 2
service.
CVEID: CVE-2020-15689
envoyproxy
envoy
Envoy version 1.14.2, https://gith
1.13.2,1.12.4 or earlier ub.com/env
Uncontrolled ’
Resource 7/1/2020 5 may consume excessive oyproxy/en | A-ENV-ENVO-
Consumption amounts of memory when | voy/securit | 100820/86
proxying HTTP/2 requests | y/advisorie
or responses with many s/GHSA-
cvss Scoring Scale [0Sl 22 723 34 | a5 | 56 | 67 | 78 | &9 NN
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
small (i.e. 1 byte) data pc38-4q6c-
frames. 85p6
CVEID: CVE-2020-12603
Envoy version 1.14.2,
1.13.2,1.12.4 or earlier is
susceptible to increased https://gith
Improper memory usage in the case | yb.com/env
Restriction of where an HTTP/2 client oyproxy/en
Operations 7/1/2020 c requests a large payload voy/securit | A-ENV-ENVO-
within the but does not send enough | y/advisorie | 100820/87
Bounds of a window updates to s/GHSA-
Memory Buffer consume the entire stream | 8hfg-8gvw-
and does not reset the ggvx
stream.
CVEID: CVE-2020-12604
Envoy version 1.14.2,
1.13.2, 1.12.4 or earlier https://gith
may consume excessive ub.com/env
Uncontrolled amounts of memory when oyproxy/ e.n
Resource 7/1/2020 |5 | processing HTTP/1.1 voy/securit | A-ENV-ENVO-
Consumption headers with long field y/advisorie | 100820/88
names or requests with s/GHSA-
long URLs. fjxc-jj43-
777
CVEID: CVE-2020-12605
In Envoy before versions
1.12.6,1.13.4, 1.14.4, and
1.15.0 when validating TLS
certificates, Envoy would https://gith
incorrectly allow a ub.com/env
N wildcard DNS Subject oyproxy/en
Origin Alternative Name apply to | oy/securit | A-ENV-ENVO-
Validation 7/14/2020 | 5.5 | multiple subdomains. For y/advisorie | 100820,/89
Error :xample, with a SAN of s/GHSA-
.example.com, Envoy w5f5-6qhg-
would incorrectly allow hhrg
nested.subdomain.example
.com, when it should only
allow
subdomain.example.com.
Cvss Scoring Scale [0Sl 12 |23 34 | 45 | 56 67 7-8 g9 [EEol
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Publish Date

CVSs

Description & CVE ID

Patch

NCIIPCID

This defect applies to both
validating a client TLS
certificate in mTLS, and
validating a server TLS
certificate for upstream
connections. This
vulnerability is only
applicable to situations
where an untrusted entity
can obtain a signed
wildcard TLS certificate for
a domain of which you
only intend to trust a
subdomain of. For
example, if you intend to
trust
api.mysubdomain.example.
com, and an untrusted
actor can obtain a signed
TLS certificate for
*.example.com or *.com.
Configurations are
vulnerable if they use
verify_subject_alt_name in
any Envoy version, or if
they use
match_subject_alt_names
in version 1.14 or later.
This issue has been fixed in
Envoy versions 1.12.6,
1.13.4, 1.14.4, 1.15.0.

CVEID: CVE-2020-15104

Uncontrolled
Resource
Consumption

7/1/2020

Envoy version 1.14.2,
1.13.2, 1.12.4 or earlier
may exhaust file
descriptors and/or
memory when accepting
too many connections.

CVEID : CVE-2020-8663

https://gith
ub.com/env
oyproxy/en
voy/securit
y/advisorie
s/GHSA-
v8q7-fq78-
4997

A-ENV-ENVO-
100820/90

CVSS Scoring Scale

3-4 4-5 5-6

67 | 78

g |HSHON
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
F5
nginx_controller
In NGINX Controller 3.0.0-
3.4.0, recovery code
required to change a user's
password is transmitted
and stored in the database
Weak in plain text, which allows
Password an attacker who can
Recovery intercept the database A-F5-NGIN-
7/1/2020 4.6 . N/A
Mechanism for 1/ connection or have read / 100820/91
Forgotten access to the database, to
Password request a password reset
using the email address of
another registered user
then retrieve the recovery
code.
CVEID : CVE-2020-5899
In versions 3.0.0-3.4.0,
2.0.0-2.9.0, and 1.0.1, there
C -Sit is insufficient cross-site
Request 7/1/2020 | 6.8 |requestforgery ( ) N/A 100820 /92
Forgery (CSRF) protections for the NGINX /
Controller user interface.
CVEID : CVE-2020-5900
In NGINX Controller 3.3.0-
3.4.0, undisclosed API
Impropcler _ endpoints may allow for a
Neutrahzatlc.)n reflected Cross Site
of Input During Scripting (XSS) attack. If A-F5-NGIN-
Web Page 7/1/2020 the victim user is logged in N/A 100820/93
G'eneratl(.)n as admin this could result
( CITOS:S-SI'te in a complete compromise
Scripting’) of the system.
CVEID: CVE-2020-5901
In versions 3.0.0-3.5.0
I )
Tproper 2.0.0-2.9.0, and 1.0.1, when A-F5-NGIN-
Certificate 7/2/2020 5.8 ’ ’ N/A
Validation users run the command 100820/94
displayed in NGINX
[ cvssscoringScale [INOSIMl 42 [ 23 | 34 | 45 | 56 | 67 7-8 g9 [EEol
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CVSs
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Patch

NCIIPCID

Controller user interface
(UI) to fetch the agent
installer, the server TLS
certificate is not verified.

CVEID : CVE-2020-5909

Improper
Authentication

7/2/2020

In versions 3.0.0-3.5.0,
2.0.0-2.9.0, and 1.0.1, the
Neural Autonomic
Transport System (NATS)
messaging services in use
by the NGINX Controller do
not require any form of
authentication, so any
successful connection
would be authorized.

CVEID : CVE-2020-5910

N/A

A-F5-NGIN-
100820/95

N/A

7/2/2020

7.5

In versions 3.0.0-3.5.0,
2.0.0-2.9.0, and 1.0.1, the
NGINX Controller installer
starts the download of
Kubernetes packages from
an HTTP URL On
Debian/Ubuntu system.

CVEID: CVE-2020-5911

N/A

A-F5-NGIN-
100820/96

big-ip_access_policy_manager

Improper
Control of
Generation of
Code ('Code
Injection')

7/1/2020

CVSS Scoring Scale

[ ot | 12 [ 23 |

In BIG-IP versions 15.0.0-
15.1.0.3,14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, the Traffic
Management User
Interface (TMUI), also
referred to as the
Configuration utility, has a
Remote Code Execution
(RCE) vulnerability in
undisclosed pages.

CVEID : CVE-2020-5902

N/A

A-F5-BIG--
100820/97

3-4 | 45 | 56

6-7
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Publish Date

CVSs

Description & CVE ID

Patch

NCIIPCID

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/1/2020

4.3

In BIG-IP versions 15.0.0-
15.1.0.3,14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1, a Cross-Site
Scripting (XSS)
vulnerability exists in an
undisclosed page of the
BIG-IP Configuration
utility.

CVEID: CVE-2020-5903

N/A

A-F5-BIG--
100820/98

Cross-Site
Request
Forgery (CSRF)

7/1/2020

6.8

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1, a cross-site
request forgery (CSRF)
vulnerability in the Traffic
Management User
Interface (TMUI), also
referred to as the
Configuration utility, exists
in an undisclosed page.

CVEID: CVE-2020-5904

N/A

A-F5-BIG--
100820/99

Improper Input
Validation

7/1/2020

In version 11.6.1-11.6.5.2
of the BIG-IP system
Configuration utility
Network > WCCP page, the
system does not sanitize
all user-provided data
before display.

CVEID : CVE-2020-5905

N/A

A-F5-BIG--
100820/100

Incorrect
Default
Permissions

7/1/2020

5.5

In versions 13.1.0-13.1.3.3,
12.1.0-12.1.5.2,and 11.6.1-
11.6.5.2, the BIG-IP system
does not properly enforce
the access controls for the
scp.blacklist files. This
allows Admin and
Resource Admin users
with Secure Copy (SCP)

N/A

A-F5-BIG--
100820/101

CVSS Scoring Scale

2-3 |

3-4 | 45 | 56

6-7

43




Weakness

Publish Date
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NCIIPCID

protocol access to read and
overwrite blacklisted files
via SCP.

CVEID : CVE-2020-5906

Improper
Privilege
Management

7/1/2020

Information
Exposure

7/1/2020

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.3,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, an authorized
user provided with access
only to the TMOS Shell
(tmsh) may be able to
conduct arbitrary file
read/writes via the built-in
sftp functionality.

CVEID : CVE-2020-5907

N/A

A-F5-BIG--
100820,/102

In versions bundled with
BIG-IP APM 12.1.0-12.1.5
and 11.6.1-11.6.5.2, Edge
Client for Linux exposes
full session ID in the local
log files.

CVEID: CVE-2020-5908

N/A

A-F5-BIG--
100820/103

big-ip_advanced_firewall_manager

Improper
Control of
Generation of
Code ('Code
Injection')

7/1/2020

Improper

7/1/2020

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, the Traffic
Management User
Interface (TMUI), also
referred to as the
Configuration utility, has a
Remote Code Execution
(RCE) vulnerability in
undisclosed pages.

CVEID : CVE-2020-5902

N/A

A-F5-BIG--
100820/104

4.3

In BIG-IP versions 15.0.0-

A-F5-BIG--

| CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56
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Patch

NCIIPCID

Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1, a Cross-Site
Scripting (XSS)
vulnerability exists in an
undisclosed page of the
BIG-IP Configuration
utility.

CVEID: CVE-2020-5903

100820/105

Cross-Site
Request
Forgery (CSRF)

7/1/2020

6.8

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1, a cross-site
request forgery (CSRF)
vulnerability in the Traffic
Management User
Interface (TMUI), also
referred to as the
Configuration utility, exists
in an undisclosed page.

CVEID: CVE-2020-5904

N/A

A-F5-BIG--
100820/106

Improper Input
Validation

7/1/2020

In version 11.6.1-11.6.5.2
of the BIG-IP system
Configuration utility
Network > WCCP page, the
system does not sanitize
all user-provided data
before display.

CVEID : CVE-2020-5905

N/A

A-F5-BIG--
100820/107

Incorrect
Default
Permissions

7/1/2020

5.5

In versions 13.1.0-13.1.3.3,
12.1.0-12.1.5.2,and 11.6.1-
11.6.5.2, the BIG-IP system
does not properly enforce
the access controls for the
scp.blacklist files. This
allows Admin and
Resource Admin users
with Secure Copy (SCP)
protocol access to read and

N/A

A-F5-BIG--
100820/108

CVSS Scoring Scale

2-3 |

3-4 | 45 | 56

6-7
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
overwrite blacklisted files
via SCP.
CVEID: CVE-2020-5906
In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.3,
13.1.0-13.1.3.3,12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, an authorized
Im.pljoper user provided with access A-F5-BIG--
Privilege 7/1/2020 6 only to the TMOS Shell N/A 100820/109
Management (tmsh) may be able to
conduct arbitrary file
read/writes via the built-in
sftp functionality.
CVEID : CVE-2020-5907
big-ip_analytics
In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1,and 11.6.1-
Improper 11651, the Traffic
Management User
Control .of g A-F5-BIG--
Generation of | 7/1/2020 Interface (TMUI), also N/A 100820/110
Code ('Code referred to as the /
Injection") Configuration utility, has a
Remote Code Execution
(RCE) vulnerability in
undisclosed pages.
CVEID : CVE-2020-5902
In BIG-IP versions 15.0.0-
Improper 15.1.0.3, 14.1.0-14.1.2.5,
Neutralization 13.1.0-13.1.3.3,12.1.0-
of Input During 12.1.5.1, a Cross-Site A-F5-BIG
Web Page 7/1/2020 4.3 | Scripting (XSS) N/A
: s L 100820/111
Generation vulnerability exists in an
('Cross-site undisclosed page of the
Scripting') BIG-IP Configuration
utility.
CVSS Scoring Scale 3-4 4-5 5-6 67 7-8 g9 [EEol
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NCIIPCID

CVEID: CVE-2020-5903

Cross-Site
Request
Forgery (CSRF)

7/1/2020

6.8

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3,12.1.0-
12.1.5.1, a cross-site
request forgery (CSRF)
vulnerability in the Traffic
Management User
Interface (TMUI), also
referred to as the
Configuration utility, exists
in an undisclosed page.

CVEID : CVE-2020-5904

N/A

A-F5-BIG--
100820,/112

Improper Input
Validation

7/1/2020

In version 11.6.1-11.6.5.2
of the BIG-IP system
Configuration utility
Network > WCCP page, the
system does not sanitize
all user-provided data
before display.

CVEID : CVE-2020-5905

N/A

A-F5-BIG--
100820/113

Incorrect
Default
Permissions

7/1/2020

5.5

In versions 13.1.0-13.1.3.3,
12.1.0-12.1.5.2,and 11.6.1-
11.6.5.2, the BIG-IP system
does not properly enforce
the access controls for the
scp.blacklist files. This
allows Admin and
Resource Admin users
with Secure Copy (SCP)
protocol access to read and
overwrite blacklisted files
via SCP.

CVEID : CVE-2020-5906

N/A

A-F5-BIG--
100820/114

Improper
Privilege
Management

7/1/2020

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.3,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, an authorized

N/A

A-F5-BIG--
100820/115

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
user provided with access
only to the TMOS Shell
(tmsh) may be able to
conduct arbitrary file
read/writes via the built-in
sftp functionality.
CVEID : CVE-2020-5907
big-ip_application_acceleration_manager
In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1,and 11.6.1-
Improper 11651, the Traffic
Management User
Control .of g A-F5-BIG--
Generation of | 7/1/2020 Interface (TMUI), also N/A 100820/116
Code ('Code referred to as the /
Injection") Configuration utility, has a
Remote Code Execution
(RCE) vulnerability in
undisclosed pages.
CVEID : CVE-2020-5902
In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
Improper - 13.1.0-13.1.3.3, 12.1.0-
NfeIutrah?)atlon 12.1.5.1, a Cross-Site
of Input During Scripti
pting (XSS) A-F5-BIG--
Web Page 7/1/2020 el vulnerability exists in an N/A 100820/117
G:eneratlc.)n undisclosed page of the
(‘Cross-site BIG-IP Configuration
Scripting') utility.
CVEID: CVE-2020-5903
In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
: 13.1.0-13.1.3.3, 12.1.0-
Gross-Site 12.1.5.1, a cross-site A-F5-BIG--
Request 7/1/2020 6.8 ’ N/A
Forgery (CSRF) request forgery (CSRF) 100820/118
vulnerability in the Traffic
Management User
Interface (TMUI), also
CVSS Scoring Scale 34 [ 45 [ 56 67 7-8 g9 [EEol
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referred to as the
Configuration utility, exists
in an undisclosed page.

CVEID: CVE-2020-5904

Improper Input
Validation

7/1/2020

In version 11.6.1-11.6.5.2
of the BIG-IP system
Configuration utility
Network > WCCP page, the
system does not sanitize
all user-provided data
before display.

CVEID : CVE-2020-5905

N/A

A-F5-BIG--
100820/119

Incorrect
Default
Permissions

7/1/2020

5.5

In versions 13.1.0-13.1.3.3,
12.1.0-12.1.5.2,and 11.6.1-
11.6.5.2, the BIG-IP system
does not properly enforce
the access controls for the
scp.blacklist files. This
allows Admin and
Resource Admin users
with Secure Copy (SCP)
protocol access to read and
overwrite blacklisted files
via SCP.

CVEID: CVE-2020-5906

N/A

A-F5-BIG--
100820/120

Improper
Privilege
Management

7/1/2020

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.3,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, an authorized
user provided with access
only to the TMOS Shell
(tmsh) may be able to
conduct arbitrary file
read/writes via the built-in
sftp functionality.

CVEID : CVE-2020-5907

N/A

A-F5-BIG--
100820/121

big-ip_application_security_manager

| CVSS Scoring Scale

23 | 34 4-5 5-6

6-7
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1,and 11.6.1-
Improper 11.6.5.1, the Traffic
Control .Of Management User AFS-BIG-.
Generationof | 7/1/2020 Interface (TMUI), also N/A
Code ('Code referred to as the 100820/122
Injection") Configuration utility, has a
Remote Code Execution
(RCE) vulnerability in
undisclosed pages.
CVEID : CVE-2020-5902
In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
Improper 13.1.0-13.1.3.3, 12.1.0-
Neutralizati(.)n 12.1.5.1, a Cross-Site
\(;\ngpl;tgzurmg 7/1/2020 | 4.3 Scripting.(.x 55) . N/A A-F5-BIG--
: vulnerability exists in an 100820/123
(E:eneratl?n undisclosed page of the
(‘Cross-site BIG-IP Configuration
Scripting') utility.
CVEID: CVE-2020-5903
In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1, a cross-site
request forgery (CSRF)
Cross-Site vulnerability in the Traffic A-F5-BIG--
Request 7/1/2020 6.8 Management User N/A 100820/124
Forgery (CSRF) Interface (TMUI), also
referred to as the
Configuration utility, exists
in an undisclosed page.
CVEID : CVE-2020-5904
In version 11.6.1-11.6.5.2
Impmp.er Input | /12020 |6 of the BIG-IP system N/A A-F5-BIG--
Validation Configuration utility 100820/125
Network > WCCP page, the
CVSS Scoring Scale 34 [ 45 [ 56 [ 67 7-8 g9 [EEol

50




Weakness

Publish Date

CVSs

Description & CVE ID

Patch

NCIIPCID

system does not sanitize
all user-provided data
before display.

CVEID : CVE-2020-5905

Incorrect
Default
Permissions

7/1/2020

5.5

In versions 13.1.0-13.1.3.3,
12.1.0-12.1.5.2,and 11.6.1-
11.6.5.2, the BIG-IP system
does not properly enforce
the access controls for the
scp.blacklist files. This
allows Admin and
Resource Admin users
with Secure Copy (SCP)
protocol access to read and
overwrite blacklisted files
via SCP.

CVEID: CVE-2020-5906

N/A

A-F5-BIG--
100820/126

Improper
Privilege
Management

7/1/2020

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.3,
13.1.0-13.1.3.3,12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, an authorized
user provided with access
only to the TMOS Shell
(tmsh) may be able to
conduct arbitrary file
read/writes via the built-in
sftp functionality.

CVEID: CVE-2020-5907

N/A

A-F5-BIG--
100820/127

big-ip_domain_name_system

Improper
Control of
Generation of
Code ('Code
Injection')

7/1/2020

CVSS Scoring Scale

[ ot | 12 [ 23 |

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3,12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, the Traffic
Management User
Interface (TMUI), also
referred to as the
Configuration utility, has a

N/A

A-F5-BIG--
100820/128

3-4 | 45 | 56

6-7
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Weakness

Publish Date

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/1/2020

CVSs

4.3

Description & CVE ID

Patch

NCIIPCID

Remote Code Execution
(RCE) vulnerability in
undisclosed pages.

CVEID : CVE-2020-5902

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1, a Cross-Site
Scripting (XSS)
vulnerability exists in an
undisclosed page of the
BIG-IP Configuration
utility.

CVEID: CVE-2020-5903

N/A

A-F5-BIG--
100820/129

Cross-Site
Request
Forgery (CSRF)

7/1/2020

6.8

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1, a cross-site
request forgery (CSRF)
vulnerability in the Traffic
Management User
Interface (TMUI), also
referred to as the
Configuration utility, exists
in an undisclosed page.

CVEID: CVE-2020-5904

N/A

A-F5-BIG--
100820/130

Improper Input
Validation

7/1/2020

In version 11.6.1-11.6.5.2
of the BIG-IP system
Configuration utility
Network > WCCP page, the
system does not sanitize
all user-provided data
before display.

CVEID : CVE-2020-5905

N/A

A-F5-BIG--
100820,/131

Incorrect
Default
Permissions

7/1/2020

5.5

In versions 13.1.0-13.1.3.3,
12.1.0-12.1.5.2, and 11.6.1-
11.6.5.2, the BIG-IP system
does not properly enforce
the access controls for the

N/A

A-F5-BIG--
100820,/132

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

6-7
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Weakness

Publish Date

CVSs

Description & CVE ID

Patch

NCIIPCID

scp.blacklist files. This
allows Admin and
Resource Admin users
with Secure Copy (SCP)
protocol access to read and
overwrite blacklisted files
via SCP.

CVEID : CVE-2020-5906

Improper
Privilege
Management

7/1/2020

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.3,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, an authorized
user provided with access
only to the TMOS Shell
(tmsh) may be able to
conduct arbitrary file
read/writes via the built-in
sftp functionality.

CVEID: CVE-2020-5907

N/A

A-F5-BIG--
100820/133

big-ip_fraud_protection_service

Improper
Control of
Generation of
Code ('Code
Injection')

7/1/2020

Improper
Neutralization
of Input During
Web Page
Generation

7/1/2020

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3,12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, the Traffic
Management User
Interface (TMUI), also
referred to as the
Configuration utility, has a
Remote Code Execution
(RCE) vulnerability in
undisclosed pages.

CVEID : CVE-2020-5902

N/A

A-F5-BIG--
100820/134

4.3

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3,12.1.0-
12.1.5.1, a Cross-Site
Scripting (XSS)

N/A

A-F5-BIG--
100820/135

| CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

6-7
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Weakness

Publish Date

CVSs

Description & CVE ID

Patch

NCIIPCID

('Cross-site
Scripting')

vulnerability exists in an
undisclosed page of the
BIG-IP Configuration
utility.

CVEID: CVE-2020-5903

Cross-Site
Request
Forgery (CSRF)

7/1/2020

6.8

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1, a cross-site
request forgery (CSRF)
vulnerability in the Traffic
Management User
Interface (TMUI), also
referred to as the
Configuration utility, exists
in an undisclosed page.

CVEID: CVE-2020-5904

N/A

A-F5-BIG--
100820/136

Improper Input
Validation

7/1/2020

In version 11.6.1-11.6.5.2
of the BIG-IP system
Configuration utility
Network > WCCP page, the
system does not sanitize
all user-provided data
before display.

CVEID : CVE-2020-5905

N/A

A-F5-BIG--
100820/137

Incorrect
Default
Permissions

7/1/2020

5.5

In versions 13.1.0-13.1.3.3,
12.1.0-12.1.5.2, and 11.6.1-
11.6.5.2, the BIG-IP system
does not properly enforce
the access controls for the
scp.blacklist files. This
allows Admin and
Resource Admin users
with Secure Copy (SCP)
protocol access to read and
overwrite blacklisted files
via SCP.

CVEID : CVE-2020-5906

N/A

A-F5-BIG--
100820/138

CVSS Scoring Scale

2-3 4-5 5-6

6-7

54




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID

In BIG-IP versions 15.0.0-

15.1.0.3, 14.1.0-14.1.2.3,

13.1.0-13.1.3.3, 12.1.0-

12.1.5.1,and 11.6.1-

11.6.5.1, an authorized
Im.pljoper user provided with access A-F5-BIG--
Privilege 7/1/2020 6 only to the TMOS Shell N/A 100820/139
Management (tmsh) may be able to

conduct arbitrary file

read/writes via the built-in

sftp functionality.

CVEID : CVE-2020-5907
big-ip_global_traffic_manager

In BIG-IP versions 15.0.0-

15.1.0.3, 14.1.0-14.1.2.5,

13.1.0-13.1.3.3, 12.1.0-

12.1.5.1,and 11.6.1-
Improper 11651, the Traffic
Control of Management User AF5-BIG
Generation of | 7/1/2020 Interface (TMUI), also N/A 1(’) 0 8'2 ; 14 0
Code ('Code referred to as the /
Injection") Configuration utility, has a

Remote Code Execution

(RCE) vulnerability in

undisclosed pages.

CVEID : CVE-2020-5902

In BIG-IP versions 15.0.0-

15.1.0.3, 14.1.0-14.1.2.5,
Improper 13.1.0-13.1.3.3,12.1.0-
Nfeutrahzatlon 12.1.5.1, a Cross-Site
of Input During Scripti

pting (XSS) A-F5-BIG--

Web Page 7/1/2020 e vulnerability exists in an N/A 100820/141
G:eneratl(.)n undisclosed page of the
(Cross-site BIG-IP Configuration
Scripting') utility.

CVEID: CVE-2020-5903
Cross-Site In BIG-IP versions 15.0.0- A-F5-BIG--
Request 7/1/2020 | 6.8 |15.1.0.3,14.1.0-14.1.25, | N/A 100820,/142
Forgery (CSRF) 13.1.0-13.1.3.3, 12.1.0-

[ cvss scoring Scale 34 [ 45 [ 56 [ 67 7-8 g9 [EEol
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Weakness

Publish Date

CVSs

Description & CVE ID

Patch

NCIIPCID

12.1.5.1, a cross-site
request forgery (CSRF)
vulnerability in the Traffic
Management User
Interface (TMUI), also
referred to as the
Configuration utility, exists
in an undisclosed page.

CVEID: CVE-2020-5904

Improper Input
Validation

7/1/2020

In version 11.6.1-11.6.5.2
of the BIG-IP system
Configuration utility
Network > WCCP page, the
system does not sanitize
all user-provided data
before display.

CVEID : CVE-2020-5905

N/A

A-F5-BIG--
100820/143

Incorrect
Default
Permissions

7/1/2020

5.5

In versions 13.1.0-13.1.3.3,
12.1.0-12.1.5.2,and 11.6.1-
11.6.5.2, the BIG-IP system
does not properly enforce
the access controls for the
scp.blacklist files. This
allows Admin and
Resource Admin users
with Secure Copy (SCP)
protocol access to read and
overwrite blacklisted files
via SCP.

CVEID : CVE-2020-5906

N/A

A-F5-BIG--
100820/144

Improper
Privilege
Management

7/1/2020

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.3,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, an authorized
user provided with access
only to the TMOS Shell
(tmsh) may be able to
conduct arbitrary file

N/A

A-F5-BIG--
100820/145

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID

read/writes via the built-in

sftp functionality.

CVEID: CVE-2020-5907
big-ip_link_controller

In BIG-IP versions 15.0.0-

15.1.0.3, 14.1.0-14.1.2.5,

13.1.0-13.1.3.3, 12.1.0-

12.1.5.1,and 11.6.1-
Improper 11651, the TraffiC
Control of Management User I
Generation of | 7/1/2020 Interface (TMUI), also N/A 1(-)08-20 146
Code ('Code referred to as the /
Injection") Configuration utility, has a

Remote Code Execution

(RCE) vulnerability in

undisclosed pages.

CVEID : CVE-2020-5902

In BIG-IP versions 15.0.0-

15.1.0.3, 14.1.0-14.1.2.5,
Improper - 13.1.0-13.1.3.3, 12.1.0-
NfeIutrahZDatlon 12.1.5.1, a Cross-Site
of Input During Scripti

pting (XSS) A-F5-BIG--

Web Page 7/1/2020 4.3 vulnerability exists in an N/A 100820/147
G'eneratl(.)n undisclosed page of the
(Cross-site BIG-IP Configuration
Scripting') utility.

CVEID: CVE-2020-5903

In BIG-IP versions 15.0.0-

15.1.0.3, 14.1.0-14.1.2.5,

13.1.0-13.1.3.3, 12.1.0-

12.1.5.1, a cross-site
Cross-Site request forgery (CSRF) A-F5-BIC
Request 7/1/2020 6.8 | vulnerability in the Traffic | N/A 100820,/148
Forgery (CSRF) Management User

Interface (TMUI), also

referred to as the

Configuration utility, exists

in an undisclosed page.

CVSS Scoring Scale 3-4 4-5 5-6 67 7-8 g9 [EEol
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Weakness

Publish Date

CVSs

Description & CVE ID

Patch

NCIIPCID

CVEID: CVE-2020-5904

Improper Input
Validation

7/1/2020

In version 11.6.1-11.6.5.2
of the BIG-IP system
Configuration utility
Network > WCCP page, the
system does not sanitize
all user-provided data
before display.

CVEID : CVE-2020-5905

N/A

A-F5-BIG--
100820,/149

Incorrect
Default
Permissions

7/1/2020

5.5

In versions 13.1.0-13.1.3.3,
12.1.0-12.1.5.2,and 11.6.1-
11.6.5.2, the BIG-IP system
does not properly enforce
the access controls for the
scp.blacklist files. This
allows Admin and
Resource Admin users
with Secure Copy (SCP)
protocol access to read and
overwrite blacklisted files
via SCP.

CVEID: CVE-2020-5906

N/A

A-F5-BIG--
100820/150

Improper
Privilege
Management

7/1/2020

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.3,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, an authorized
user provided with access
only to the TMOS Shell
(tmsh) may be able to
conduct arbitrary file
read/writes via the built-in
sftp functionality.

CVEID : CVE-2020-5907

N/A

A-F5-BIG--
100820/151

big-ip_local_traffic_manager

Improper
Control of
Generation of
Code ('Code

7/1/2020

| CVSS Scoring Scale

[ ot | 12 [ 23 |

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1,and 11.6.1-

N/A

A-F5-BIG--
100820/152

3-4 | 45 | 56

6-7
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Weakness

Publish Date

CVSs

Injection')

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/1/2020

4.3

Description & CVE ID

Patch

NCIIPCID

11.6.5.1, the Traffic
Management User
Interface (TMUI), also
referred to as the
Configuration utility, has a
Remote Code Execution
(RCE) vulnerability in
undisclosed pages.

CVEID : CVE-2020-5902

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1, a Cross-Site
Scripting (XSS)
vulnerability exists in an
undisclosed page of the
BIG-IP Configuration
utility.

CVEID: CVE-2020-5903

N/A

A-F5-BIG--
100820/153

Cross-Site
Request
Forgery (CSRF)

7/1/2020

6.8

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1, a cross-site
request forgery (CSRF)
vulnerability in the Traffic
Management User
Interface (TMUI), also
referred to as the
Configuration utility, exists
in an undisclosed page.

CVEID: CVE-2020-5904

N/A

A-F5-BIG--
100820,/154

Improper Input
Validation

7/1/2020

In version 11.6.1-11.6.5.2
of the BIG-IP system
Configuration utility
Network > WCCP page, the
system does not sanitize
all user-provided data
before display.

CVE ID : CVE-2020-5905

N/A

A-F5-BIG--
100820/155

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

6-7
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Weakness Publish Date | CVSS

Description & CVE ID

Patch

NCIIPCID

Incorrect
Default
Permissions

7/1/2020 | 5.5

In versions 13.1.0-13.1.3.3,
12.1.0-12.1.5.2,and 11.6.1-
11.6.5.2, the BIG-IP system
does not properly enforce
the access controls for the
scp.blacklist files. This
allows Admin and
Resource Admin users
with Secure Copy (SCP)
protocol access to read and
overwrite blacklisted files
via SCP.

CVEID : CVE-2020-5906

N/A

A-F5-BIG--
100820/156

Improper
Privilege
Management

7/1/2020 |6

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.3,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, an authorized
user provided with access
only to the TMOS Shell
(tmsh) may be able to
conduct arbitrary file
read/writes via the built-in
sftp functionality.

CVEID: CVE-2020-5907

N/A

A-F5-BIG--
100820/157

big-ip_policy_enforcement_manager

Improper
Control of
Generation of | 7/1/2020
Code ('Code

Injection')

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3,12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, the Traffic
Management User
Interface (TMUI), also
referred to as the
Configuration utility, has a
Remote Code Execution
(RCE) vulnerability in
undisclosed pages.

CVEID : CVE-2020-5902

N/A

A-F5-BIG--
100820/158

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

6-7
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Publish Date

CVSs
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Patch

NCIIPCID

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/1/2020

4.3

In BIG-IP versions 15.0.0-
15.1.0.3,14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1, a Cross-Site
Scripting (XSS)
vulnerability exists in an
undisclosed page of the
BIG-IP Configuration
utility.

CVEID: CVE-2020-5903

N/A

A-F5-BIG--
100820/159

Cross-Site
Request
Forgery (CSRF)

7/1/2020

6.8

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1, a cross-site
request forgery (CSRF)
vulnerability in the Traffic
Management User
Interface (TMUI), also
referred to as the
Configuration utility, exists
in an undisclosed page.

CVEID: CVE-2020-5904

N/A

A-F5-BIG--
100820/160

Improper Input
Validation

7/1/2020

In version 11.6.1-11.6.5.2
of the BIG-IP system
Configuration utility
Network > WCCP page, the
system does not sanitize
all user-provided data
before display.

CVEID : CVE-2020-5905

N/A

A-F5-BIG--
100820/161

Incorrect
Default
Permissions

7/1/2020

5.5

In versions 13.1.0-13.1.3.3,
12.1.0-12.1.5.2,and 11.6.1-
11.6.5.2, the BIG-IP system
does not properly enforce
the access controls for the
scp.blacklist files. This
allows Admin and
Resource Admin users
with Secure Copy (SCP)

N/A

A-F5-BIG--
100820/162

CVSS Scoring Scale

2-3 |

3-4 | 45 | 56

6-7
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NCIIPCID

protocol access to read and
overwrite blacklisted files
via SCP.

CVEID : CVE-2020-5906

Improper
Privilege
Management

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.3,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, an authorized
user provided with access
only to the TMOS Shell
(tmsh) may be able to
conduct arbitrary file
read/writes via the built-in
sftp functionality.

CVEID : CVE-2020-5907

7/1/2020 |6

N/A

A-F5-BIG--
100820/163

ssl_orchestrator

Improper
Control of
Generation of
Code ('Code
Injection')

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, the Traffic
Management User
Interface (TMUI), also
referred to as the
Configuration utility, has a
Remote Code Execution
(RCE) vulnerability in
undisclosed pages.

CVEID : CVE-2020-5902

7/1/2020

N/A

A-F5-SSL_-
100820,/164

big-ip_advanced_web_application_firewall

Improper
Control of
Generation of
Code ('Code
Injection')

In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3,12.1.0-
12.1.5.1,and 11.6.1-
11.6.5.1, the Traffic
Management User
Interface (TMUI), also
referred to as the

7/1/2020

N/A

A-F5-BIG--
100820/165

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

6-7

62




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
Configuration utility, has a
Remote Code Execution
(RCE) vulnerability in
undisclosed pages.
CVEID : CVE-2020-5902
big-ip_ddos_hybrid_defender
In BIG-IP versions 15.0.0-
15.1.0.3, 14.1.0-14.1.2.5,
13.1.0-13.1.3.3, 12.1.0-
12.1.5.1,and 11.6.1-
Improper 11651, the Traffic
Management User
Control .of g A-F5-BIG--
Generation of | 7/1/2020 Interface (TMUI), also N/A 100820/166
Code (‘Code referred to as the /
Injection") Configuration utility, has a
Remote Code Execution
(RCE) vulnerability in
undisclosed pages.
CVEID : CVE-2020-5902
faceted_search_project
faceted_search
Improp(.er . The ke_search (aka https://typ
Neutrahzatlc.)n Faceted Search) extension | 93.0rg/secu
s\ilgppm During 79020 |ag | rough 282 and 3x rity /advisor | A-FAC-FACE-
€ age /71 ' through 3.1.3, for TYPO3 y/typo3- 100820/167
E}eneratlon allows XSS. ext-sa-
'Cross-site
Scripting) CVEID : CVE-2020-15517 | 2020-009
ffjpeg project
ffjpeg
ffjpeg through 2020-02-24
0 bound has a heap-based buffer A
ut-of-bounds R . -FFJ-FFJP-
7/1/2020 4.3 | overflow in jfif decode in N/A
Write 1/ e / 100820/168
jfif.c.
CVEID: CVE-2020-15470
github_flavored_markdown_project
github_flavored_markdown
[ CVsS Scoring Scale 3-4 4-5 5-6 6-7 7-8 g9 [EEol
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
The table extension in
GitHub Flavored
Markdown before version
0.29.0.gfm.1 takes O(n * n)
time to parse certain https://gith
inputs. An attacker could ub.com/gith
craft a markdown table ub/cmark-
Improper Input 7/1/2020 4 which would take an gfm/securit | A-GIT-GITH-
Validation unreasonably long time to | y/advisorie | 100820/169
process, causing a denial of | 5/GHSA-
service. This issue does not | 7gc6-9qrs5-
affect the upstream cmark | ¢85
project. The issue has been
fixed in version
0.29.0.gfm.1.
CVEID: CVE-2020-5238
Gitlab
gitlab
https://abo
GitLab EE 11.3 through | Utgitlab.co
13.1.2 has Incorrect Access m/releases
Im.pl.‘oper Control because of the /2020_/_07/ A-GIT-GITL-
Privilege 7/7/2020 5 Maven package upload 06/cr.1t1cal- 100820/170
Management endpoint. security-
release-
CVEID: CVE-2020-15525 gitlab-13-1-
3-released/
gog
galaxy
In GOG Galaxy 1.2.67, there
is a service that is
vulnerable to weak
file/service permissions:
I
m.pl.‘oper GalaxyClientService.exe. A-GOG-GALA-
Privilege 7/14/2020 [ 7.2 N/A 100820/171
Management An attacker can put /17
malicious code in a Trojan
horse
GalaxyClientService.exe.
After that, the attacker can
Cvss Scoring Scale [0Sl 12 |23 34 | 45 | 56 67 7-8 g9 [EEol
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Improper
Privilege
Management

7/5/2020

Improper
Privilege
Management

7/5/2020

Google

re-start this service as an
unprivileged user to
escalate his/her privileges
and run commands on the
machine with SYSTEM
rights.

CVEID: CVE-2020-11827

An issue was discovered in
GOG Galaxy Client 2.0.17.
Local escalation of
privileges is possible when
a user starts or uninstalls a
game because of weak file
permissions and missing
file integrity checks.

CVEID: CVE-2020-15528

N/A

A-GOG-GALA-
100820/172

An issue was discovered in
GOG Galaxy Client 2.0.17.
Local escalation of
privileges is possible when
a user installs a game or
performs a verify/repair
operation. The issue exists
because of weak file
permissions and can be
exploited by using
opportunistic locks.

CVEID: CVE-2020-15529

N/A

A-GOG-GALA-
100820/173

oauth_client_library_for_java

Missing
7/9/2020
Authorization 9/

6.4

PKCE support is not
implemented in
accordance with the RFC
for OAuth 2.0 for Native
Apps. Without the use of
PKCE, the authorization
code returned by an
authorization server is not
enough to guarantee that

N/A

A-GOO-OAUT-
100820,/174

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

6-7
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NCIIPCID

the client that issued the
initial authorization
request is the one that will
be authorized. An attacker
is able to obtain the
authorization code using a
malicious app on the
client-side and use it to
gain authorization to the
protected resource. This
affects the package
com.google.oauth-
client:google-oauth-client
before 1.31.0.

CVEID : CVE-2020-7692

hcltechsw

hcl_verse

Improper
Control of
Dynamically-
Managed Code
Resources

7/15/2020

CVSS Scoring Scale

[ ot | 12 [ 23 |

"HCL Verse for Android
was found to employ
dynamic code loading. This
mechanism allows a
developer to specify which
components of the
application should not be
loaded by default when the
application is started.
Typically, core
components and additional
dependencies are loaded
natively at runtime;
however, dynamically
loaded components are
only loaded as they are
specifically requested.
While this can have a
positive impact on
performance, or grant
additional functionality
(for example, a non-
invasive update feature), it

N/A

A-HCL-HCL_-
100820/175

3-4 | 45 | 56

6-7

7-8

66




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
can also open the
application to loading
unintended code if not
implemented properly."
CVEID: CVE-2020-4100
HP
icewall_sso_dfw
A security vulnerability in
HPE IceWall SSO Dfw and
Dgfw (Domain Gateway
Option) could be exploited
Impropfer . remotely to cause a remote
Neutrahzatl(')n cross-site scripting (XSS).
of Input During HPE has provided the A-HP-ICEW-
\éVeb Page 7/8/2020 3 following information to N/A 100820/176
'eneratl?n resolve this vulnerability
(Cross-site in HPE IceWall SSO DFW
Scripting') and Dgfw:
https://www.hpe.com/jp/
icewall_patchaccess
CVEID: CVE-2020-7140
icewall_sso_dgfw
A security vulnerability in
HPE IceWall SSO Dfw and
Dgfw (Domain Gateway
Option) could be exploited
Impropfer . remotely to cause a remote
Neutrahzatlc.)n cross-site scripting (XSS).
of Input During HPE has provided the A-HP-ICEW-
\éVeb Page 7/8/2020 e following information to N/A 100820/177
'eneratl?n resolve this vulnerability
(Cross-site in HPE IceWall SSO DFW
Scripting') and Dgfw:
https://www.hpe.com/jp/
icewall_patchaccess
CVEID: CVE-2020-7140
Huawei
hisuite
[ cvss scoring Scale 3-4 4-5 5-6 67 7-8 g9 [EEol
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NCIIPCID

Untrusted
Search Path

7/6/2020

4.4

Earlier than HiSuite
10.1.0.500 have a DLL
hijacking vulnerability.
This vulnerability exists
due to some DLL file is
loaded by HiSuite
improperly. And it allows
an attacker to load this
DLL file of the attacker's
choosing.

CVEID : CVE-2020-9100

N/A

A-HUA-HISU-
100820/178

IBM

mgq_for_hpe_nonstop

N/A

7/1/2020

IBM MQ, IBM MQ
Appliance, IBM MQ for HPE
NonStop 8.0.4 and 8.1.0
could allow an attacker to
cause a denial of service
caused by an error within
the pubsub logic. IBM X-
Force ID: 179081.

CVEID : CVE-2020-4376

https://ww
w.ibm.com/
support/pa
ges/node/6
242364

A-IBM-MQ_F-
100820/179

db2

Uncontrolled
Resource
Consumption

7/1/2020

IBM DB2 for Linux, UNIX
and Windows (includes
DB2 Connect Server) 9.7,
10.1,10.5,11.1,and 11.5is
vulnerable to a denial of
service, caused by
improper handling of
Secure Sockets Layer (SSL)
renegotiation requests. By
sending specially-crafted
requests, a remote attacker
could exploit this
vulnerability to increase
the resource usage on the
system. IBM X-Force ID:
178507.

https://ww
w.ibm.com/
support/pa
ges/node/6
242350

A-IBM-DB2-
100820/180

CVSS Scoring Scale

23 | 34 | 45 5-6

6-7 7-8
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CVEID : CVE-2020-4355
IBM DB2 for Linux, UNIX
and Windows (includes
DB2 Connect Server) 9.7,
10.1,10.5,11.1,and 11.5is
Buffer vulnerable to a buffer
Wlilth(i)uiopy overflow, caused by https://ww
. : . . w.ibm.com/
Checking Size 7/1/2020 79 1m[.)roper bounds checking support/pa A-IBM-DB2-
of Input : which could allow a local 100820/181
('Classic Buffer attacker to execute ges/node/6
Overflow") arbitrary code on the 242332
system with root
privileges. IBM X-Force ID:
178960.
CVEID: CVE-2020-4363
IBM DB2 for Linux, UNIX
and Windows (includes
Concur.rent DB2 Connect Server) 9.7,
Execution 101,105, 11.1,and 11.5 | hetps://ww
using Share.d could allow a local user to | w.ibm.com/
o information using a race ges/node/6
Synchronizatio condition of a symbolic 242342
n (‘Race link. IBM X-Force ID:
Condition") 179268.
CVEID: CVE-2020-4386
IBM DB2 for Linux, UNIX
and Windows (includes
Concur.rent DB2 Connect Server) 9.7,
Execution 10.1,10.5,11.1,and 115 | https://ww
using Share.d could allow a local user to | w.ibm.com/
o information using a race ges/node/6
Synchronizatio condition of a symbolic 242336
n (‘Race link. IBM X-Force ID:
Condition") 179269
CVEID: CVE-2020-4387
Incorrect 7/1/2020 3.6 IBM DB2 for Linux, UNIX https://ww | A-IBM-DB2-
Permission and Windows (includes w.ibm.com/ | 100820/184
[ cvss scoring Scale 34 [ 45 [ 56 67 | 78 | 89 |HEEGH
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Assignment for
Critical
Resource

DB2 Connect Server) 9.7,
10.1,10.5,11.1,and 11.5
could allow a local attacker
to perform unauthorized
actions on the system,
caused by improper usage
of shared memory. By
sending a specially-crafted
request, an attacker could
exploit this vulnerability to
obtain sensitive
information or cause a
denial of service. IBM X-
Force ID: 179989.

CVEID : CVE-2020-4414

support/pa
ges/node/6
242356

Improper
Resource
Shutdown or
Release

7/1/2020

IBM DB2 for Linux, UNIX
and Windows (includes
DB2 Connect Server) 9.7,
10.1,10.5,11.1,and 11.5
could allow an
unauthenticated attacker
to cause a denial of service
due a hang in the execution
of a terminate command.
IBM X-Force ID: 180076.

CVEID : CVE-2020-4420

https://ww
w.ibm.com/
support/pa
ges/node/6
242362

A-IBM-DB2-
100820/185

infosphere_information_server

Deserialization
of Untrusted
Data

7/9/2020

CVSS Scoring Scale

[ ot | 12 [ 23 |

IBM InfoSphere
Information Server 11.3,
11.5, and 11.7 could allow
a remote attacker to
execute arbitrary code on
the system, caused by the
deserialization of
untrusted data. By
persuading a victim to visit
a specially crafted Web
site, an attacker could
exploit this vulnerability to
execute arbitrary code on

https://ww
w.ibm.com/
support/pa
ges/node/6
244664

A-IBM-INFO-
100820/186

5-6

3-4 | 45 |

6-7 7-8

8-9
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the system. IBM X-Force

ID: 176677.

CVEID: CVE-2020-4305
infosphere_information_server_on_cloud

IBM InfoSphere

Information Server 11.3,

11.5, and 11.7 could allow

a remote attacker to

execute arbitrary code on

the system, caused by the

deserialization of https://ww
Deserialization untrusted data. By w.ibm.com/ A-IBM-INFO-
of Untrusted 7/9/2020 persuading a victim to visit support/pa 100820,/187
Data a specially crafted Web ges/node/6

site, an attacker could 244664

exploit this vulnerability to

execute arbitrary code on

the system. IBM X-Force

ID: 176677.

CVEID: CVE-2020-4305
gradar_security_information_and_event_manager

IBM QRadar SIEM 7.3 and

7.4 is vulnerable to cross-

site scripting. This
Improper vulnerability allows users
Neutralization to embed arbitrary https://ww
of Input During JavaScript code in the Web | w.jbm.com/ A-IBM-QRAD-
Web Page 7/14/2020 | 3.5 | Ulthusalteringthe support/pa
Generation intended functionality ges/node/6 100820/188
('Cross-site potentially leading to 246139
Scripting") credentials disclosure

within a trusted session.

IBM X-Force ID: 178961.

CVEID: CVE-2020-4364
Impr9p?r IBM QRadar SIEM 7.3 and https://ww
Restriction of 7.4 is vulnerable to an XML b A-IBM-QRAD-
XML External | 7/14/2020 | 5.5 | External Entity Injection w.ibm.com/ 100820/189
Entity (XXE) attack when support/pa /
Reference processing XML data. A ges/node/6

[ CVsS Scoring Scale 34 [ 45 [ 56 | 67 | 78 | 8o [N
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('XXE") remote attacker could 246133
exploit this vulnerability to
expose sensitive
information or consume
memory resources. IBM X-
Force ID: 182365.
CVEID: CVE-2020-4510
IBM QRadar SIEM 7.3 and
7.4 could allow an
authenticated user to https://ww
cause a denial of service of ibm.
o] X wAbm.com/ - 1ar QRAD-
N/A 7/14/2020 | 4 the qtlow process by support/pa 100820/190
sending a malformed sflow | ges/node/6 /
command. IBM X-Force ID: | 246135
182366.
CVEID: CVE-2020-4511
Improper
Neutralization IBM QRadar SIEM 7.3 and | https://ww
of Special 7.4 could allow a remote w.ibm.com/
Flements used 7/14/2020 | 6.5 | privileged user to execute | support/pa A-IBM-QRAD-
in an OS 100820/191
' commands. ges/node/6
Command ('0OS
Command CVEID : CVE-2020-4512 | 246229
Injection')
IBM QRadar SIEM 7.3 and
7.4 is vulnerable to cross-
site scripting. This
Improper vulnerability allows users
Neutralization to embed arbitrary https://ww
of Input During ]aVELSCTiplt co.de il;lthe Web | w.ibm.com/ A-IBM-QRAD-
Web Page 7/14/2020 | 4.3 | Ulthusalteringthe support/pa 100820/192
Generation intended functionality ges/node/6
(‘Cross-site potentially leading to 246131
Scripting") credentials disclosure
within a trusted session.
IBM X-Force ID: 182368.
CVEID: CVE-2020-4513
security_guardium_insights
CVsS Scoring Scale [0Sl 12|23 3-4 4-5 5-6 67 7-8 g9 [EEol
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N/A

7/9/2020

4.3

IBM Guardium Activity
Insights 10.6 and 11.0 does
not set the secure attribute
on authorization tokens or
session cookies. Attackers
may be able to get the
cookie values by sending a
http:// link to a user or by
planting this link in a site
the user goes to. The
cookie will be sent to the
insecure link and the
attacker can then obtain
the cookie value by
snooping the traffic. IBM X-
Force ID: 174682.

CVEID : CVE-2020-4173

https://ww
w.ibm.com/
support/pa
ges/node/6
244924

A-IBM-SECU-
100820/193

infosphere_guardium_activity_mon

itor

N/A

7/9/2020

4.3

IBM Guardium Activity
Insights 10.6 and 11.0 does
not set the secure attribute
on authorization tokens or
session cookies. Attackers
may be able to get the
cookie values by sending a
http:// link to a user or by
planting this link in a site
the user goes to. The
cookie will be sent to the
insecure link and the
attacker can then obtain
the cookie value by
snooping the traffic. IBM X-
Force ID: 174682.

CVEID : CVE-2020-4173

https://ww
w.ibm.com/
support/pa
ges/node/6
244924

A-IBM-INFO-
100820/194

icehrm

icehrm

Improper
Neutralization

7/10/2020

6.5

An exploitable SQL
injection vulnerability

N/A

A-ICE-ICEH-
100820/195

| CVSS Scoring Scale

2-3

| 34 | 45 | 56

67 |
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of Special exists in the Admin
Elements used Reports functionality of
in an SQL Glacies IceHRM v26.6.0.0S
Command (Commit
('SQL bb274de1751ffb9d09482f
Injection') d2538f9950a94c510a) . A
specially crafted HTTP
request can cause SQL
injection. An attacker can
make an authenticated
HTTP request to trigger
this vulnerability.
CVEID:CVE-2020-6114
Icewarp
mail_server
IceWarp Email Server
E f 12.3.0.1 has Incorrect
XPOSUTE 0 A-ICE-MAIL-
Resource to 7/15/2020 |4 Access Control for user N/A 100820196
Wrong Sphere accounts.
CVEID: CVE-2020-14064
Unrestricted IceWarp Email Server
Upload of Fil 12.3.0.1 allows remote
I.) oac ot re - A-ICE-MAIL-
with 7/15/2020 |4 attackers to upload files N/A
Dangerous and consume disk space. 100820/197
Type CVEID: CVE-2020-14065
IceWarp Email Server
Unrestricted 12.3.0.1 allows remote
Upload of Fil attackers to upload
l.j pag ot rre e A-ICE-MAIL-
with 7/15/2020 | 6.5 |JavaScriptfilesthatare N/A
Dangerous dangerous for clients to 100820/198
Type access.
CVEID: CVE-2020-14066
inetsoftware
i-net_clear_reports
Improper XXE injection can occur in | https://ww A-INE-I-NE-
Restriction of | 7/15/2020 | 7.5 | j-net Clear Reports 2019 w.inetsoftw 100820/199
XML External 19.0.287 (Designer), as are.de/docu
[ cvssscoringscale [0S 12 23 34 [ 45 [ 56 | 67 | 78 | 8o N
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Entity used in i-net HelpDesk and | mentation/
Reference other products, when XML | clear-
('XXE") input containing a reports/rel
reference to an external ease-
entity is processed by a notes/relea
weakly configured XML ses/change
parser. s 20.4
CVEID: CVE-2020-12684
ipear_project
ipear
In iPear, the manual
execution of the eval()
function can lead to _
Impropfer . command injection, Only | NttPs://gith
Neutral.lzatlon PCs where commands are ub.com/y.aB
of Special manually executed via "For ob]onez/.lPe
Flements used 7/14/2020 | 5.5 | Developers” are affected. ar/sejcur?ty A-IPE-IPEA-
in an OS | This function allows /advisories | 100820/200
Command (‘05 executing any PHP code /GHSA-
Co'mrr.lan'd within iPear which may 4?<.\.7p-35fx-
Injection’) change, damage, or steal hijj
data (files) from the PC.
CVEID: CVE-2020-11084
Ithemes
paypal_pro
Improper
Neutralization The CodePeople Payment
of Special Form for PayPal Pro plugin
El t d before 1.1.65 for A-ITH-PAYP-
CCMEMS USEE ) 7 92020 [ 7.5 N/A
in an SQL WordPress allows SQL 100820/201
Command Injection.
('SQL CVEID : CVE-2020-14092
Injection')
Jenkins
fortify_on_demand
Missing A miss'ing per'mission. h.ttps.://jen A-JEN-FORT-
Authorization 7/2/2020 4 check in Jenkins Fortify on | kins.io/secu 100820,/202
Demand Plugin 6.0.0 and rity/advisor
[ cvssscoringscale [0S 12 23 34 | 45 [ 56 | 67 | 78 g9 [EEol
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earlier in form-related y/2020-07-
methods allowed users 02/#SECUR
with Overall/Read access ITY-1690
to enumerate credentials
ID of credentials stored in
JenKins.
CVEID : CVE-2020-2202
A cross-site request
forgery vulnerability in
Jenkins Fortify on Demand | https://jen
Plugin 5.0.1 and earlier kins.io/secu
Cross-Site . .
R 7/2/2020 13 allows attackers to connect | rity/advisor | A-JEN-FORT-
equest . :
Forgery (CSRF) to thle globally configured | y/2020-07- | 100820/203
8 Fortify on Demand 02/#SECUR
endpoint using attacker- ITY-1691
specified credentials IDs.
CVEID: CVE-2020-2203
A missing permission
check in Jenkins Fortify on
Demand Plugin 5.0.1 and _
earlier allows attackers hjctps.:/ /jen
- with Overall/Read kins.io/secu
Mlssmg . 7/2/2020 cc | permission to connect to rity/advisor | A-JEN-FORT-
Authorization the globally configured y/2020-07- | 100820/204
Fortify on Demand 02/#SECUR
endpoint using attacker- ITY-1691
specified credentials IDs.
CVEID: CVE-2020-2204
kubernetes_ci
Jenkins ElasticBox Jenkins
Kubernetes CI/CD Plugin )
https:
1.3 and earlier does not kinI;Si({//;Z:lu
Deserialization configure its YAML parser o
of Untrusted 7/2/2020 6.5 | to prevent the rity/advisor | A-JEN-KUBE-
Data | insr;antiation of arbitrar y/2020-07- 1008207205
types, resulting in a rem}(I)te 02/#SECUR
ypes, TeSUTNg ITY-1738
code execution
vulnerability.
CVsS Scoring Scale [0Sl 12|23 3-4 4-5 5-6 6-7 7-8 g9 [EEol
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CVEID: CVE-2020-2211
jenkins
Jenkins 2.244 and earlier,
Improper LTS 2.235.1 and earlier https://jen
Neutralization .
_ does not escape the agent | kins.io/secu
\(;\ngpl;t ]Zurmg 7/15/2020 |35 name in the build time rity/advisor | A-JEN-JENK-
c & ™ | trend page, resultingina | y/2020-07- | 100820/206
'eneratl?n stored cross-site scripting 15/#SECUR
(‘Cross-site vulnerability. ITY-1868
Scripting')
CVEID: CVE-2020-2220
Jenkins 2.244 and earlier,
I LTS 2.235.1 and earlier
mproper https://jen
Neutralization does not escape the e
of Input During upstream job's display k.1ns.10/ secu
h £ rity/advisor | A-JEN-JENK-
Web Page 7/15/2020 | 3.5 |nameshown as partofa 2020-07- | 100820/207
Generation build cause, resulting in a y/ el /
('Cross-site stored cross-site scripting 15/#SECUR
Scripting) vulnerability. ITY-1901
CVEID: CVE-2020-2221
Jenkins 2.244 and earlier,
I LTS 2.235.1 and earlier
mpropcler _ . https://jen
Neutralization does not escape the job Ee
of Input During name in the 'Keep thlS klnS.IO/Secu
build f 'bad rity/advisor | A-JEN-JENK-
Web Page 7/15/2020 | 3.5 ulld forever: badge 5020-07- | 100820/208
Generation tOOltip, I‘esulting ina Y/ Rl /
('Cross-site stored cross-site scripting 15/#SECUR
Scripting’) vulnerability. ITY-1902
CVEID: CVE-2020-2222
Jenkins 2.244 and earlier,
LTS 2.235.1 and earlier
Impropfer _ does not escape correctly | https://jen
Neutrahzatl(.)n the 'href’ attribute of links | kins.io/secu
Séégppit Zurmg 7/15/2020 | 35 to downstream jobs rity /advisor | A-JEN-JENK-
C 8 ™ | displayed in the build y/2020-07- | 100820/209
'eneratl(.)n console page, resulting in a 15/#SECUR
( Cr.os:s-51'te stored cross-site scripting | [TY-1945
Scripting’) vulnerability.
CVEID: CVE-2020-2223
Cvss Scoring Scale  [INOSl 12 23 34 | 45 | 56 | 67 7-8 g9 [EEol
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matrix_project
Jenkins Matrix Project
Improper Plugin 1.16 and earlier o
Neutralization does not escape the node thpS_'//]en
of Input During names shown in tooltips k_1ns.10/ s_ecu
Web Page 7/15/2020 | 3.5 |onthe overview pageof | Fity/advisor | AJEN-MATR-
Generation builds with a single axis, y/2020-07- | 100820/210
('Cross-site resulting in a stored cross- 15/#SECUR
Scripting’) site scripting vulnerability. ITY-1924
CVEID: CVE-2020-2224
Jenkins Matrix Project
Improper Plugin 1.16 and earlier o
Neutralization does not escape the axis hjctps..//]en
of Input During names shown in tooltips k.1ns.10/ s-ecu
Web Page 7/15/2020 |35 | onthe overview pageof | Fity/advisor | A-JEN-MATR-
Generation builds with multiple axes, y/2020-07- | 100820/211
('Cross-site resulting in a stored cross- 15/#SECUR
Scripting") site scripting vulnerability. ITY-1925
CVEID: CVE-2020-2225
zephyr_for_jira_test_management
A cross-site request
forgery vulnerability in
Jenkins Zephyr for JIRA
Test Management Plugin hjctps.://jen
Cross-Site 1.5 and earlier allows k-lns.lo/s-ecu
Request 7/2/2020 | 4.3 | attackers to connect to an rity/advisor | A-JEN-ZEPH-
Forgery (CSRF) attacker-specified HTTP y/2020-07- | 100820/212
server using attacker- 02/#SECUR
specified username and ITY-1762
password.
CVEID: CVE-2020-2215
A missing permission
check in Jenkins Zephyr for | https://jen
JIRA Test Management kins.io/secu
Missing 7/2/2020 4 Plugin 1.5 and earlier rity/advisor | A-JEN-ZEPH-
Authorization allows attackers with y/2020-07- | 100820/213
Overall/Read permission | 02/#SECUR
to connect to an attacker- | [TY-1762
specified HTTP server
Cvss Scoring Scale [0Sl 12 |23 34 | 45 | 56 67 7-8 g9 [EEol
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using attacker-specified
username and password.
CVEID: CVE-2020-2216
sonargraph_integration
Jenkins Sonargraph
Impropfer _ Integration Plugin 3.0.0 https://jen
Neutrahzatl(.)n and earlier does not escape | kins.io/secu
of Input During the file path for the Log file | rity/advisor | A-JEN-SONA-
Web Page 7/2/2020 3.5 field form validation, y/2020-07- | 100820/214
(I:eneratl?n resulting in a stored cross- | 02 /#SECUR
g Cross-sr;e site scripting vulnerability. | [TY-1775
cripting'
CVEID: CVE-2020-2201
vncrecorder
Jenkins VncRecorder
Plugin 1.25 and earlier https://jen
Impropfer _ does not escape a tool path | kins.io/secu
N eutrahzatu.)n in the "checkVncServ' form | rity/advisor
of Input During validation endpoint, y/2020-07- | A-JEN-VNCR-
Web Page 7/2/2020 3.5 resulting in a stored cross- | 02/#SECUR | 100820/215
(‘:eneratl(.)n site scripting (XSS) ITY-
( Cr.osts-51'te vulnerability exploitable 1728%20(1
Scripting’) by Jenkins administrators. |)
CVEID: CVE-2020-2205
Jenkins VncRecorder
Plugin 1.25 and earlier https://jen
Improp.er . does not escape a kins.io/secu
Neutrahzatlc.)n parameter value in the rity /advisor
of Input During checkVncServ form y/2020-07- | A-JEN-VNCR-
Web Page 7/2/2020 143 | yalidation endpoint, 02/#SECUR | 100820/216
G'eneratl(.)n resulting in a reflected ITY-
( Cr.os:s-51'te cross-site scripting (XSS) 1728%20(2
Scripting’) vulnerability. )
CVEID: CVE-2020-2206
matrix_authorization_strategy
Improper Jenkins Matrix https://jen
Neutralization 7/15/2020 |35 Authorization Strategy kins.io/secu | A-JEN-MATR-
of Input During Plugin 2.6.1 and earlier rity/advisor | 100820/217
Web Page does not escape user y/2020-07-
[ cvssscoringscale [0S 12 23 34 | 45 [ 56 | 67 | 78 g9 [EEol
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
Generation names shown in the 15/#SECUR
('Cross-site configuration, resulting in | ITY-1909
Scripting') a stored cross-site
scripting vulnerability.
CVEID: CVE-2020-2226
deployer_framework
Jenkins Deployer
Improp(.er _ Framework Plugin 1.2 and | https://jen
Neutralization earlier does not escape the | kins.io/secu
of Input During URL displaved in the build ) )
Web Pace 7/15/2020 | 3.5 1splayed 1n . e .U1 rity/advisor | A-JEN-DEPL-
G g ' home page, resultingin a y/2020-07- | 100820/218
'eneratu.)n stored cross-site scripting 15/#SECUR
(‘Cross-site vulnerability. ITY-1915
Scripting')
CVEID: CVE-2020-2227
gitlab_authentication
Jenkins Gitlab
Authentication Plugin 1.5 _
and earlier does not h.ttps.://]en
Improper perform group l:iltn S};Od/fi?;li A-JEN-GITL
Privilege 7/15/2020 | 6.5 |authorization checks ;’020 07. | 100820/219
Management properly, resulting in a y/ el /
privilege escalation 15/#SECUR
vulnerability. ITY-1792
CVEID: CVE-2020-2228
vncviewer
Jenkins VncViewer Plugin
I 1.7 and earlier does not
mpropcler _ https://jen
Neutralization escapea parameter value
_ . kins.io/secu
of Input During in the checkVncServ form _ _
lidati . rity/advisor | A-JEN-VNCV-
Web Page 7/2/2020 | 4.3 | validation endpoint, 502007 | 100820/220
Generation resulting in a reflected y/ et /
('Cross-site cross-site scripting (XSS) 02/#SECUR
Scripting') Vulnerability. ITY-1776
CVEID: CVE-2020-2207
slack_upload
Insufficiently 7/2/2020 4 Jenkins Slack Upload https://jen | A-JEN-SLAC-
Protected Plugin 1.7 and earlier kins.io/secu | 100820/221

| CVSS Scoring Scale

2-3 |

3-4 | 45 | 56

67 | 78
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Credentials stores a secret rity/advisor
unencrypted in job y/2020-07-
config.xml files on the 02/#SECUR
Jenkins master where it ITY-1627
can be viewed by users
with Extended Read
permission, or access to
the master file system.
CVEID: CVE-2020-2208
testcomplete_support
Jenkins TestComplete
support Plugin 2.4.1 and
earlier stores a password _
unencrypted in job hfctps.:/ /jen
Insufficiently config.xml files on the kins.io/secu
. . rity/advisor | A-JEN-TEST-
Protected 7/2/2020 4 Jenkins master where it
Credentials can be viewed by users y/2020-07- | 100820/222
with Extended Read 02/#SECUR
permission, or access to ITY-1686
the master file system.
CVEID: CVE-2020-2209
stash_branch_parameter
Jenkins Stash Branch
Parameter Plugin 0.3.0 and
earlier transmits https://jen
Cleartext configured passwords in | kins.io/secu
T issi plain text as part of its itv/advi A-TEN-STAS-
ransmllésmn 7/2/2020 43 . rity/advisor J
of Sensitive global Jenkins y/2020-07- | 100820/223
Information configuration form, 02/#SECUR
potentially resulting in ITY-1656
their exposure.
CVEID : CVE-2020-2210
github_coverage_reporter
Jenkins GitHub Coverage https://jen
Insufficiently Reporter Plugin 1.8 and kins.io/secu | a yEN_GITH-
Protected 7/2/2020 | 4 earlier stores secrets rity /advisor 100820,224
Credentials unencrypted in its global | y/2020-07-
configuration file on the 02/#SECUR
cvss scoring Scale [0Sl 22 23 34 | 45 [ 56 | 67 | 78 g9 [EEol
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Jenkins master where they | ITY-1632
can be viewed by users
with access to the master
file system or read
permissions on the system
configuration.

CVEID : CVE-2020-2212

white_source

Jenkins White Source
Plugin 19.1.1 and earlier
stores credentials
unencrypted in its global

configuration file and in https://jen

kins.io/secu

Insufficiently job config.xml files on the ) _
Protected 7/2/2020 |4 Jenkins master where they | Tity/advisor | A-JEN-WHIT-
Credentials can be viewed by users y/2020-07- | 100820/225
with Extended Read 02/#SECUR
ITY-1630

permission (config.xml), or
access to the master file
system.

CVEID: CVE-2020-2213

zap_pipeline

Jenkins ZAP Pipeline
Plugin 1.9 and earlier
Improp.er . programmatically disables | https://jen
Neutrahzatlc.)n Content-Security-Policy kins.io/secu
3\5 égppl:gzurmg 722020 I protection for user- rity/advisor | A-JEN-ZAP_-
Generation generated contenjc n y/2020-07- | 100820/226
workspaces, archived 02/#SECUR

(‘Cross-site artifacts, etc. that Jenkins | [TY-1811

offers for download.

CVEID : CVE-2020-2214

Scripting')

link_column

Improper Jenkins Link Column https://jen

Neutralization Plugin 1.0 and earlier does | kins.io/secu A-JEN-LINK-
of Input During | 7/2/2020 | 3.5 | not filter URLs of links rity/advisor 100820227
Web Page created by users with y/2020-07-

Generation View/Configure 02/#SECUR

[ cvsSscoringscale [0S 12 23 34 [ 45 56 | 67 | 78 | 89 |HEEGH
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('Cross-site permission, resulting in a ITY-1803
Scripting') stored cross-site scripting
vulnerability.
CVEID: CVE-2020-2219
jh_captcha_project
jh_captcha
Improper .
Neutralization The jh_captcha extension https://typ
of Input During through 2.1.3, and 3.x 0.3.org/s.ecu
WebPage | 7/7/2020 |35 |through3.0.2,forTypo3 | Mty/advisor | AJH-JH.C
Generation allows XSS. y/typo3- 100820/228
. ) ext-sa-
Scripting')
jison_project
jison
Improper
Neutralization Insufficient input
of Special validation in npm package
El t d ‘jison® <= 0.4.18 may lead A-TIS-T11SO-
wlements used | 5 152020 03 i N/A 15
in an OS to command injection 100820/229
Command ('0S attacks.
Command CVEID: CVE-2020-8178
Injection')
Joomla
joomla\!
An issue was discovered in
Joomla! through 3.9.19. A
Cross-Site missing token check in the
Request 7/15/2020 | 6.8 | remove requestsectionof | N/A A-J00-JOOM-
Forgery (CSRF) com_privacy causes a CSRF 100820/230
vulnerability.
CVEID: CVE-2020-15695
Improper An issue was discovered in
Neutralization Joomla! through 3.9.19. A-J00-JOOM-
of Input During | 7/15/2020 | 43 | Lack of input filteringand | N/A 100820/231
Web Page escaping allows XSS
Generation attacks in
[ cvss scoring Scale 34 [ 45 5-6 67 7-8 g9 [EEol
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(‘Cross-site mod_random_image.
Scripting’) CVE ID : CVE-2020-15696
An issue was discovered in
Incorrect Joomla! through 3.9.19.
Per@msmn Internal read-only fields in A-JO0-JOOM-
As.51.gr1ment for | 7/15/2020 |4 the User table class could N/A 100820/232
Critical be modified by users.
Resource
CVEID: CVE-2020-15697
An issue was discovered in
Joomla! through 3.9.19.
_ Inadequate filtering on the
Information 7/15/2020 |5 system information screen | N/A A-J00-JOOM-
Exposure could expose Redis or 100820/233
proxy credentials
CVEID: CVE-2020-15698
An issue was discovered in
o Joomla! through 3.9.19.
In51.1f.f1c1e.nt Missing validation checks
Verification of 7/15/2020 |5 on the usergroups table N/A A-JOO-JOOM-
Data o object can resultin a 1008207234
Authenticity broken site configuration.
CVEID: CVE-2020-15699
An issue was discovered in
Joomla! through 3.9.19. A
C -Sit missing token check in the
rossmote - inotall endooint of A-JOO-JOOM-
Request 7/15/2020 | 6.8 | ajax_install endpointo N/A 100820/235
Forgery (CSRF) com_installer causes a /
CSRF vulnerability.
CVEID: CVE-2020-15700
journal-theme
journal
The Journal theme before
_ 3.1.0 for OpenCart allows
Information 7/1/2020 5 exposure of sensitive data | N/A A-JOU-JOUR-
Exposure via SQL errors. 100820/236
CVEID: CVE-2020-15478
CVsS Scoring Scale [0Sl 12|23 3-4 4-5 5-6 67 7-8 g9 [EEol
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king-theme
kingcomposer
A reflected Cross-Site
Scripting (XSS)
Vulnerability in the
KingComposer plugin
through 2.9.4 for
Impropfer _ WordPress allows remote
Neutrahzatl(.)n attackers to trick a victim
of Input During into submitting an A-KIN-KING-
Web Page 7/9/2020 el install_online_preset AJAX N/A 100820/237
(E:eneratl?n request containing base64-
( Cr.os.s-51'te encoded JavaScript (in the
Scripting’) kc-online-preset-data
POST parameter) that is
executed in the victim's
browser.
CVEID: CVE-2020-15299
Kronos
web_time_and_attendance
A Blind SQL Injection
vulnerability in Kronos
WebTA 3.8.x and later
Improp(.er _ before 4.0 (affecting the
Neutral'lzatlon com.threeis.webta.H352pr
of Special emPayRequest servlet's
!Elements used 7/15/2020 |4 SortBy parameter) allows | N/A A-KRO-WEB -
in an 5QL an attacker with the 100820/238
C'ommand Employee, Supervisor, or
( SfQL_ ' Timekeeper role to read
Injection’) sensitive data from the
database.
CVEID: CVE-2020-14982
Leadtools
leadtools
An exploitable code
Out-of-bounds A-LEA-LEAD-
exists in the ANI file format
[ cvssscoringscale [0S 12 23 34 [ 45 [ 56 | 67 7-8 g9 [EEol
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parser of Leadtools 20. A
specially crafted ANI file
can cause a buffer
overflow resulting in
remote code execution. An
attacker can provide a
malicious file to trigger
this vulnerability.

CVEID : CVE-2020-6089

ledger

ledger_live

Insufficient
Verification of
Data
Authenticity

7/2/2020

5.8

Ledger Live before 2.7.0
does not handle Bitcoin's
Replace-By-Fee (RBF). It
increases the user's
balance with the value of
an unconfirmed
transaction as soon as it is
received (before the
transaction is confirmed)
and does not decrease the
balance when it is
canceled. As a result, users
are exposed to basic
double spending attacks,
amplified double spending
attacks, and DoS attacks
without user consent.

CVEID : CVE-2020-12119

https://don
jon.ledger.c
om/lsb/012

/

A-LED-LEDG-
100820/240

Libraw

libraw

Improper Input
Validation

7/2/2020

LibRaw before 0.20-RC1
lacks a thumbnail size
range check. This affects
decoders/unpack_thumb.c
pp,
postprocessing/mem_imag
e.cpp, and
utils/thumb_utils.cpp. For

N/A

A-LIB-LIBR-
100820/241

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7 7-8
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example,
malloc(sizeof(libraw_proce
ssed_image_t)+T.tlength)
occurs without validating
T.tlength.
CVEID: CVE-2020-15503
librehealth
librehealth_ehr
Improper LibreHealth EMR v2.0.0 is
Neutralization vulnerable to XSS that
f1 Duri results in the ability to
of Input During _ _ A-LIB-LIBR-
Web Page 7/15/2020 |6 force arbitrary actionson | N/A
Generation behalf of other users 100820/242
('Cross-site including administrators.
Scripting’) CVE ID : CVE-2020-11436
Improper
Neutralization LibreHealth EMR v2.0.0 is
of Special affected by SQL injection
Elements used allowing low-privilege A-LIB-LIBR-
in an SQL 7/15/2020 & authenticated users to N/A 100820/243
Command enumerate the database.
('SQL CVEID : CVE-2020-11437
Injection')
C -Sit LibreHealth EMR v2.0.0 is
rossmote trocted b . CSRE A-LIB-LIBR-
Request 7/15/2020 | 6.8 | altected by systemic - | N/A 100820,/244
Forgery (CSRF) CVEID : CVE-2020-11438
LibreHealth EMR v2.0.0 is
affected by a Local File
Inclusion issue allowing
Improper Input arbitrary PHP to be A-LIB-LIBR-
7/15/2020 . N/A
Validation /15/ included and executed / 100820/245
within the EMR
application.
CVEID: CVE-2020-11439
libslirp_project
libslirp
Out-of-bounds | 7/9/2020 -I An out-of-bounds read N/A A-LIB-LIBS-
[ CVsS Scoring Scale 34 [ 45 [ 56 | 67 | 78 | 8o [N
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vulnerability was found in
the SLiRP networking
implementation of the
QEMU emulator. This flaw
occurs in the
icmp6_send_echoreply()
routine while replying to
an ICMP echo request, also
known as ping. This flaw
allows a malicious guest to
leak the contents of the
host memory, resulting in
possible information
disclosure. This flaw
affects versions of libslirp
before 4.3.1.

CVEID: CVE-2020-10756

100820/246

harbor

Server-Side
Request
Forgery (SSRF)

7/15/2020

Harbor prior to 2.0.1
allows SSRF with this
limitation: an attacker with
the ability to edit projects
can scan ports of hosts
accessible on the Harbor
server's intranet.

CVEID : CVE-2020-13788

https://ww
w.soluble.ai
/blog/harb
or-ssrf-cve-
2020-
13788

A-LIN-HARB-
100820/247

osquery

Untrusted
Search Path

7/10/2020

4.4

osquery before version
4.4.0 enables a priviledge
escalation vulnerability. If
a Window system is
configured with a PATH
that contains a user-
writable directory then a
local user may write a
zlib1.dll DLL, which
osquery will attempt to
load. Since osquery runs

https://gith
ub.com/osq
uery/osque
ry/security
/advisories
/GHSA-
2xwp-8fv7-
c5pm

A-LIN-0SQU-
100820/248

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56
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with elevated privileges
this enables local
escalation. This is fixed in
version 4.4.0.
CVEID: CVE-2020-11081
locutus
locutus_php
Improper
Neutralization
_ php/exec/escapeshellarg
of Special _ in Locutus PHP through
Elements in 7/1/2020 7.5 | 2.0.11 allows an attacker N/A A-LOC-LOCU-
Output Used by to achieve code execution. 100820/249
a Downstream
Component CVEID: CVE-2020-13619
('Injection’)
lodash
lodash
_ Prototype pollution attack htFpS:/ /sec
Allocation of when using ur1ty.neta_pp
Resources 7/15/2020 | 5.8 | _zipObjectDeep in lodash .com/advis | A-LOD-LODA-
Without Limits <= 41715 ory/ntap- 100820/250
or Throttling 20200724-
Mcafee
web_gateway
Inappropriate Encoding for
output context in McAfee
Web Gateway (MWG) prior
Improper to 9.2.1 allows remote
Encodi attacker to cause MWG to A-MCA-WEB -
NeoqmE ot 7 /15/2020 | 4.3 b N/A -
Escaping of return an ambiguous 100820/251
Output redirect response via
getting a user to click on a
malicious URL.
CVEID: CVE-2020-7292
total_protection
Improper 7/3/2020 -I Privilege Escalation https://ser | A-MCA-TOTA-
[ cvssscoringscale [0S 12 23 34 [ 45 [ 56 | 67 | 78 | 8o N
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Privilege vulnerability in McAfee vice.mcafee. | 100820/252
Management Total Protection (MTP) com/webce

prior to 16.0.R26 allows nter/portal
local users to delete files /cp/home/
the user would otherwise | articleview?
not have access to via articleld=TS
manipulating symbolic 103062
links to redirect a McAfee
delete action to an
unintended file. This is
achieved through running
a malicious script or
program on the target
machine.
CVEID: CVE-2020-7281
Privilege Escalation
vulnerability in McAfee
Total Protection (MTP)
before 16.0.R26 allows
local users to delete files https://ser
. the user would otherwise | yice.mcafee.
Improp«.er Link not have access to via com/webce
Resolution manipulating symbolic nter/portal | A-MCA-TOTA-
Before File 7/3/2020 3.3 links to redirect a McAfee | /cp/home/ | 100820/253
Access (‘Link delete action to an articleview?
Following’) unintended file. This is articleIld=TS
achieved through running | 103062
a malicious script or
program on the target
machine.
CVEID : CVE-2020-7282
Privilege Escalation https://ser
vulnerability in McAfee vice.mcafee.
Total Protection (MTP) com/webce
Improper before 16.0.R26 allows nter/portal | A-MCA-TOTA-
Privilege 7/3/2020 | 4.6 |]ocal users to create and /cp/home/ | 100820,/254
Management edit files via symboliclink | _ . jo0iauw?
manipulation in a location articleld=TS
they would otherwise not 103062
have access to. This is
CVSS Scoring Scale 34 [ 45 [ 56 | 67 | 78 | 8o [N
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achieved through running
a malicious script or
program on the target
machine.
CVEID: CVE-2020-7283
network_security_management
Exposure of Sensitive
Information in McAfee
Network Security
Management (NSM) prior
to 10.1.7.7 allows local
Information users to gain unauthorised A-MCA-
Exposure 7/3/2020 7.2 | ;ccess to the root account N/A NETW-
via execution of carefully 100820/255
crafted commands from
the restricted command
line interface (CLI).
CVEID: CVE-2020-7284
mercari
mercari
Android App 'Mercari'
(Japan version) prior to
Improp.er . version 3.52.0 allows
Neutral'lzatlon arbitrary method
of Special . execution of a Java object
Elements in 7/9/2020 6.8 | byaremoteattackerviaa | N/A A-MER-MERC-
Output Used by Man-In-The-Middle attack 1008207256
a Downstream by using Java Reflection
C'orr.1p0¥1en't API of JavaScript code on
(Injection’) WebView.
CVEID: CVE-2020-5604
Microfocus
identity_manager
Elevation of privilege
Im.pl."oper and/or unauthorized A-MIC-IDEN-
Privilege 7/8/2020 | 7.5 | access vulnerability in N/A 100820257
Management Micro Focus Identity
Manager. Affecting
[ cvssscoringscale [0S 12 23 34 [ 45 [ 56 | 67 7-8 g9 [EEol
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versions prior to 4.7.3 and
4.8.1 hot fix 1. The
vulnerability could allow
information exposure that
can result in an elevation
of privilege or an
unauthorized access.

CVEID : CVE-2020-11849

Microsoft

365_apps

Improper
Restriction of
Operations
within the
Bounds of a
Memory Buffer

7/14/2020

Information
Exposure

7/14/2020

4.3

A remote code execution
vulnerability exists in
Microsoft Excel software
when the software fails to
properly handle objects in
memory, aka 'Microsoft
Excel Remote Code
Execution Vulnerability'.

CVEID : CVE-2020-1240

N/A

A-MIC-365_-
100820/258

An information disclosure
vulnerability exists when
Microsoft Office software
reads out of bound
memory due to an
uninitialized variable,
which could disclose the
contents of memory, aka
'Microsoft Office
Information Disclosure
Vulnerability'. This CVE ID
is unique from CVE-2020-
1445.

CVEID : CVE-2020-1342

N/A

A-MIC-365_-
100820/259

Improper
Restriction of
Operations
within the
Bounds of a

7/14/2020

6.8

A remote code execution
vulnerability exists in
Microsoft Outlook
software when it fails to
properly handle objects in
memory, aka 'Microsoft

N/A

A-MIC-365_-
100820/260

| CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56
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Memory Buffer Outlook Remote Code
Execution Vulnerability'.
CVEID: CVE-2020-1349
An information disclosure
vulnerability exists when
Microsoft Office
improperly discloses the
_ contents of its memory,
Information 7/14/2020 | 43 aka 'Microsoft Office N/A A-MIC-365_-
Exposure Information Disclosure 100820/261
Vulnerability'. This CVE ID
is unique from CVE-2020-
1342.
CVEID : CVE-2020-1445
A remote code execution
vulnerability exists in
Microsoft Word software
Impr(.)p(?r when it fails to properly
Restrlc.tlon of handle objects in memory,
O}.)er.atlons 7/14/2020 |68 | aka'Microsoft Word N/A A-MIC-365_-
within the Remote Code Execution 100820/262
Bounds ofa Vulnerability". This CVE ID
Memory Buffer is unique from CVE-2020-
1447, CVE-2020-1448.
CVEID: CVE-2020-1446
A remote code execution
vulnerability exists in
Microsoft Word software
Impr(.)p(?r when it fails to properly
ReStI‘IC.tIOl’l of handle objects in memory,
Op.)er.atlons 7/14/2020 | 68 | aka'Microsoft Word N/A A-MIC-365_-
within the Remote Code Execution 100820/263
Bounds ofa Vulnerability". This CVE ID
Memory Buffer is unique from CVE-2020-
1446, CVE-2020-1448.
CVEID: CVE-2020-1447
A remote code execution
Origin A'MIC'365_'
7/14/2020 ili ists i N/A
Validation /14/ Vu'lnerablhty (?Xlsts in / 100820,/264
Microsoft Project software
[ cvssscoringscale [0S 12 23 34 [ 45 [ 56 | 67 | 78 | 8o N
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when the software fails to
check the source markup
of a file, aka '"Microsoft
Project Remote Code
Execution Vulnerability'.

CVEID : CVE-2020-1449

Error

A remote code execution
vulnerability exists when
Microsoft Office
improperly validates input
before loading dynamic A-MIC-365 -
link library (DLL) files, aka N/A 100820/26_5
'Microsoft Office Remote
Code Execution
Vulnerability'.

CVEID: CVE-2020-1458

Untrusted

Search Path 7/14/2020

office_web_apps

A spoofing vulnerability

Impr0p§r _ exists when an Office Web

Neutrallzatl?n Apps server does not

of Input During properly sanitize a A-MIC-OFFI-
Web Page 7/14/2020 | 4.3 specially crafted request, N/A 100820/266
Generation aka 'Office Web Apps XSS

('Cross-site

Vulnerability'.
Scripting')

CVEID : CVE-2020-1442

An information disclosure
vulnerability exists when
Microsoft Office software
reads out of bound
memory due to an
. uninitialized variable,
Information | - 14 2020 | 43 | which could disclose the | N/A A-MIC-OFF-
100820/267
contents of memory, aka
'Microsoft Office
Information Disclosure
Vulnerability'. This CVE ID
is unique from CVE-2020-
1445.

Exposure

CVSS Scoring Scale 3-4 4-5 5-6 67 7-8 g9 [EEol
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CVEID : CVE-2020-1342
An information disclosure
vulnerability exists when
Microsoft Office
improperly discloses the
_ contents of its memory,
Information 7/14/2020 | 43 | aka'Microsoft Office N/A A-MIC-OFFI-
Exposure Information Disclosure 100820/268
Vulnerability'. This CVE ID
is unique from CVE-2020-
1342.
CVEID: CVE-2020-1445
A remote code execution
vulnerability exists in
Microsoft Word software
Improper when it fails to properly
Restric.tion of handle objects in memory,
Operations 7/14/2020 | 6.8 | aka'Microsoft Word N/A A-MIC-OFFI-
within the Remote Code Execution 100820/269
Bounds ofa Vulnerability'. This CVE ID
Memory Buffer is unique from CVE-2020-
1447, CVE-2020-1448.
CVEID: CVE-2020-1446
A remote code execution
vulnerability exists in
Microsoft Word software
Improper when it fails to properly
Restric.tion of handle objects in memory,
Operations 7/14/2020 | 6.8 aka 'Microsoft Word N/A A-MIC-OFFI-
within the Remote Code Execution 100820/270
Bounds of a Vulnerability'. This CVE ID
Memory Buffer is unique from CVE-2020-
1446, CVE-2020-1448.
CVEID: CVE-2020-1447
Improper A remote code execution
Restriction of vulnerability exists in A-MIC-OFFI-
Operations 7/14/2020 | 6.8 | Microsoft Word software N/A 100820/271
within the when it fails to properly
Bounds of a handle objects in memory,
[ cvssscoringscale [0S 12 23 34 [ 45 [ 56 | 67 7-8 g9 [EEol
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Memory Buffer

aka 'Microsoft Word
Remote Code Execution
Vulnerability'. This CVE ID
is unique from CVE-2020-
1446, CVE-2020-1447.

CVEID : CVE-2020-1448

windows_defen

der

Improper
Privilege
Management

7/14/2020

3.6

An elevation of privilege
vulnerability exists when
the MpSigStub.exe for
Defender allows file
deletion in arbitrary
locations.To exploit the
vulnerability, an attacker
would first have to log on
to the system, aka
'Microsoft Defender
Elevation of Privilege
Vulnerability'.

CVEID : CVE-2020-1461

N/A

A-MIC-WIND-
100820,/272

forefront_endpoint_protection_2010

Improper
Privilege
Management

7/14/2020

3.6

An elevation of privilege
vulnerability exists when
the MpSigStub.exe for
Defender allows file
deletion in arbitrary
locations.To exploit the
vulnerability, an attacker
would first have to log on
to the system, aka
'Microsoft Defender
Elevation of Privilege
Vulnerability'.

CVEID: CVE-2020-1461

N/A

A-MIC-FORE-
100820/273

system_center_endpoint_protection

Improper
Privilege
Management

7/14/2020

3.6

An elevation of privilege
vulnerability exists when
the MpSigStub.exe for

N/A

A-MIC-SYST-
100820/274

| CVSS Scoring Scale

23 | 34 | 45 | 56

6-7
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Defender allows file
deletion in arbitrary
locations.To exploit the
vulnerability, an attacker
would first have to log on
to the system, aka
'Microsoft Defender
Elevation of Privilege
Vulnerability'.

CVEID: CVE-2020-1461

security_essentials

Improper
Privilege
Management

7/14/2020

3.6

An elevation of privilege
vulnerability exists when
the MpSigStub.exe for
Defender allows file
deletion in arbitrary
locations.To exploit the
vulnerability, an attacker
would first have to log on
to the system, aka
'Microsoft Defender
Elevation of Privilege
Vulnerability'.

CVEID : CVE-2020-1461

N/A

A-MIC-SECU-
100820/275

onedrive

Improper
Privilege
Management

7/14/2020

7.2

An elevation of privilege
vulnerability exists in
Microsoft OneDrive that
allows file deletion in
arbitrary locations.To
exploit the vulnerability,
an attacker would first
have to log on to the
system, aka 'Microsoft
OneDrive Elevation of
Privilege Vulnerability'.

CVEID: CVE-2020-1465

N/A

A-MIC-ONED-
100820/276

word_rt

| CVSS Scoring Scale

2-3 3-4 4-5 5-6

6-7

7-8

g |HSHON
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Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
A remote code execution
vulnerability exists in
Microsoft Word software
Improper when it fails to properly
Restric-tion of handle objects in memory,
Operations 7/14/2020 | 6.8 aka 'Microsoft Word N/A A-MIC-WORD-
within the : 100820/277
Remote Code Execution
Bounds of a Vulnerability'. This CVE ID
Memory Buffer is unique from CVE-2020-
1447, CVE-2020-1448.
CVEID: CVE-2020-1446
A remote code execution
vulnerability exists in
Microsoft Word software
Improper when it fails to properly
Restric.tion of handle objects in memory,
Operations 7/14/2020 | 68 | aka 'Microsoft Word N/A A-MIC-WORD-
within the Remote Code Execution 100820/278
Bounds ofa Vulnerability". This CVE ID
Memory Buffer is unique from CVE-2020-
1446, CVE-2020-1448.
CVEID: CVE-2020-1447
A remote code execution
vulnerability exists in
Microsoft Word software
Improper when it fails to properly
Restric.tion of handle objects in memory,
Operations 7/14/2020 | 68 | aka 'Microsoft Word N/A A-MIC-WORD-
within the : 100820/279
Remote Code Execution
Bounds ofa Vulnerability". This CVE ID
Memory Buffer is unique from CVE-2020-
1446, CVE-2020-1447.
CVEID: CVE-2020-1448
project_2016
A remote code execution
Origin vulnerability exists in A-MIC-PROJ-
Validation 7/14/2020 Microsoft Project software | N/A 100820280
Error when the software fails to
check the source markup
CVSS Scoring Scale 34 [ 45 [ 56 [ 67 7-8 g9 [EEol
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NCIIPCID

of a file, aka 'Microsoft
Project Remote Code
Execution Vulnerability'.

CVEID: CVE-2020-1449

Improper
Privilege
Management

7/14/2020

4.6

An elevation of privilege
vulnerability exists when
the Windows Diagnostics
Hub Standard Collector
Service fails to properly
sanitize input, leading to
an unsecure library-
loading behavior, aka
'Windows Diagnostics Hub
Elevation of Privilege
Vulnerability'. This CVE ID
is unique from CVE-2020-
1418.

CVEID : CVE-2020-1393

N/A

A-MIC-VISU-
100820,/281

edge

Information
Exposure

7/14/2020

4.3

An information disclosure
vulnerability exists when
Microsoft Edge PDF
Reader improperly
handles objects in
memory, aka 'Microsoft
Edge PDF Information
Disclosure Vulnerability'.

CVEID : CVE-2020-1433

N/A

A-MIC-EDGE-
100820,/282

Information
Exposure

7/14/2020

4.3

An information disclosure
vulnerability exists when
Skype for Business is
accessed via Microsoft
Edge (EdgeHTML-based),
aka 'Skype for Business via
Microsoft Edge
(EdgeHTML-based)
Information Disclosure

N/A

A-MIC-EDGE-
100820/283

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

6-7
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Vulnerability'.
CVEID : CVE-2020-1462

office

An information disclosure
vulnerability exists when
Microsoft Office software
reads out of bound
memory due to an
uninitialized variable,
Information which could disclose the A-MIC-OFFI-
7/14/2020 S contents of memory, aka N/A 100820/284
'Microsoft Office
Information Disclosure
Vulnerability'. This CVE ID
is unique from CVE-2020-
1445.

CVEID : CVE-2020-1342

Exposure

A remote code execution
vulnerability exists in
Microsoft Outlook
software when it fails to
7/14/2020 | 6.8 | properly handle objectsin | N/A
memory, aka 'Microsoft
Outlook Remote Code
Execution Vulnerability'.

CVEID : CVE-2020-1349

Improper
Restriction of
Operations
within the
Bounds of a

A-MIC-OFFI-
100820/285

Memory Buffer

An information disclosure
vulnerability exists when
Microsoft Office
improperly discloses the
contents of its memory,
7/14/2020 | 4.3 |aka 'Microsoft Office N/A
Information Disclosure
Vulnerability'. This CVE ID
is unique from CVE-2020-
1342.

CVEID: CVE-2020-1445

A-MIC-OFFI-
100820/286

Information
Exposure

Improper 7/14/2020 | 6.8 | A remote code execution N/A A-MIC-OFFI-

[ cvssscoringscale [0S 12 23 34 [ 45 [ 56 | 67 | 78 | 8o N

100




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
Restriction of vulnerability exists in 100820/287
Operations Microsoft Word software
within the when it fails to properly
Bounds of a handle objects in memory,

Memory Buffer aka 'Microsoft Word
Remote Code Execution
Vulnerability'. This CVE ID
is unique from CVE-2020-
1447, CVE-2020-1448.
CVEID: CVE-2020-1446
A remote code execution
vulnerability exists in
Microsoft Word software
Impr(.)p(?r when it fails to properly
Restrlc'tlon of handle objects in memory,
OII)er.atlons 7/14/2020 | 6.8 aka 'Microsoft Word N/A A-MIC-OFFI-
within the Remote Code Execution 100820/288
Bounds ofa Vulnerability'. This CVE ID
Memory Buffer is unique from CVE-2020-
1446, CVE-2020-1448.
CVEID: CVE-2020-1447
A remote code execution
vulnerability exists in
Microsoft Word software
Impr(.)pe.r when it fails to properly
Restrlc.tlon of handle objects in memory,
Opl)er.atlons 7/14/2020 | 6.8 aka 'Microsoft Word N/A A-MIC-OFFI-
within the Remote Code Execution 100820/289
Bounds ofa Vulnerability". This CVE ID
Memory Buffer is unique from CVE-2020-
1446, CVE-2020-1447.
CVEID: CVE-2020-1448
A remote code execution
vulnerability exists in
V;i;ztion 1/14/2020 Microsoft Project soft.ware NJA A-MIC-OFFI-
when the software fails to 100820,/290
Error check the source markup
of a file, aka 'Microsoft
Project Remote Code
CVSS Scoring Scale 34 [ 45 [ 56 67 7-8 g9 [EEol
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CVSs
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Patch

NCIIPCID

Execution Vulnerability'.

CVEID : CVE-2020-1449

Improper
Restriction of
Operations
within the
Bounds of a
Memory Buffer

7/14/2020

7.6

A remote code execution
vulnerability exists in the
way that the VBScript
engine handles objects in
memory, aka 'VBScript
Remote Code Execution
Vulnerability'.

CVEID : CVE-2020-1403

N/A

A-MIC-INTE-
100820,/291

Information
Exposure

7/14/2020

4.3

An information disclosure
vulnerability exists when
Skype for Business is
accessed via Internet
Explorer, aka 'Skype for
Business via Internet
Explorer Information
Disclosure Vulnerability'.

CVEID : CVE-2020-1432

N/A

A-MIC-INTE-
100820/292

.net_core

N/A

7/14/2020

6.8

A remote code execution
vulnerability exists in .NET
Framework, Microsoft
SharePoint, and Visual
Studio when the software
fails to check the source
markup of XML file input,
aka "NET Framework,
SharePoint Server, and
Visual Studio Remote Code
Execution Vulnerability'.

CVEID : CVE-2020-1147

N/A

A-MIC-.NET-
100820/293

.net_framework

N/A

7/14/2020

6.8

A remote code execution
vulnerability exists in .NET
Framework, Microsoft
SharePoint, and Visual

N/A

A-MIC-.NET-
100820,/294

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7

7-8

8-9
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Studio when the software
fails to check the source
markup of XML file input,
aka "NET Framework,
SharePoint Server, and
Visual Studio Remote Code
Execution Vulnerability'.

CVEID: CVE-2020-1147

visual_studio_2017

N/A

7/14/2020

6.8

A remote code execution
vulnerability exists in .NET
Framework, Microsoft
SharePoint, and Visual
Studio when the software
fails to check the source
markup of XML file input,
aka "NET Framework,
SharePoint Server, and
Visual Studio Remote Code
Execution Vulnerability'.

CVEID: CVE-2020-1147

N/A

A-MIC-VISU-
100820/295

Improper
Privilege
Management

7/14/2020

4.6

An elevation of privilege
vulnerability exists when
the Windows Diagnostics
Hub Standard Collector
Service fails to properly
sanitize input, leading to
an unsecure library-
loading behavior, aka
'Windows Diagnostics Hub
Elevation of Privilege
Vulnerability'. This CVE ID
is unique from CVE-2020-
1418.

CVEID : CVE-2020-1393

N/A

A-MIC-VISU-
100820/296

sharepoint_server

Improper
Neutralization
of Special

7/14/2020

3.5

A spoofing vulnerability
exists when Microsoft

SharePoint Server does not

N/A

A-MIC-SHAR-
100820/297

| CVSS Scoring Scale

23 | 34 | 45 | 56

67 |
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Elements in properly sanitize a
Output Used by specially crafted web
a Downstream request to an affected
Component SharePoint server, aka
('Injection') 'Microsoft SharePoint
Spoofing Vulnerability'.
CVEID: CVE-2020-1443
A cross-site-scripting (XSS)
vulnerability exists when
Microsoft SharePoint
Improper Server does not properly
Neutralization sanitize a specially crafted
f Input Duri web request to an affected
o' Tput uring SharePor N A-MIC-SHAR-
Web Page 7/14/2020 | 3.5 arePoint server, aka N/A 100820/298
Generation 'Microsoft Office /
('Cross-site SharePoint XSS
Scrlptlng') Vu1nerablllty' This CVE ID
is unique from CVE-2020-
1450, CVE-2020-1451.
CVEID: CVE-2020-1456
An elevation of privilege
vulnerability exists when
Microsoft SharePoint
Server and Skype for
Im.pl."oper Business Server A-MIC-SHAR-
Privilege 7/14/2020 | 7.5 improperly handle OAuth N/A 100820,/299
Management token validation, aka
'Microsoft Office Elevation
of Privilege Vulnerability'.
CVEID: CVE-2020-1025
A remote code execution
vulnerability exists in .NET
Framework, Microsoft
SharePoint, and Visual
’ A-MIC-SHAR-
N/A 7/14/2020 | 6.8 i N/A
/ /14/ Studio when the software / 100820/300
fails to check the source
markup of XML file input,
aka "NET Framework,
SharePoint Server, and
Cvss Scoring Scale [0Sl 12 |23 34 | 45 | 56 67 7-8 g9 [EEol
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NCIIPCID

Visual Studio Remote Code
Execution Vulnerability'.

CVEID: CVE-2020-1147

Information
Exposure

7/14/2020

4.3

An information disclosure
vulnerability exists when
Microsoft Office software
reads out of bound
memory due to an
uninitialized variable,
which could disclose the
contents of memory, aka
'Microsoft Office
Information Disclosure
Vulnerability'. This CVE ID
is unique from CVE-2020-
1445,

CVEID : CVE-2020-1342

N/A

A-MIC-SHAR-
100820/301

Deserialization
of Untrusted
Data

7/14/2020

6.5

A remote code execution
vulnerability exists in
PerformancePoint Services
for SharePoint Server
when the software fails to
check the source markup
of XML file input, aka
'PerformancePoint
Services Remote Code
Execution Vulnerability'.

CVEID : CVE-2020-1439

N/A

A-MIC-SHAR-
100820/302

Improper Input
Validation

7/14/2020

4.3

A remote code execution
vulnerability exists in the
way Microsoft SharePoint
software parses specially
crafted email messages,
aka 'Microsoft SharePoint
Remote Code Execution
Vulnerability'.

CVEID : CVE-2020-1444

N/A

A-MIC-SHAR-
100820/303

Improper
Restriction of

7/14/2020

6.8

A remote code execution
vulnerability exists in

N/A

A-MIC-SHAR-

| CVSS Scoring Scale

23 | 34 | 45 | 56

67 |

7-8
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Operations Microsoft Word software 100820/304
within the when it fails to properly
Bounds of a handle objects in memory,

Memory Buffer aka 'Microsoft Word
Remote Code Execution
Vulnerability'. This CVE ID
is unique from CVE-2020-
1447, CVE-2020-1448.
CVEID: CVE-2020-1446
A remote code execution
vulnerability exists in
Microsoft Word software
Improper when it fails to properly
Restric.tion of handle objects in memory,
Operations 7/14/2020 | 6.8 | aka'Microsoft Word N/A A-MIC-SHAR-
within the Remote Code Execution 100820/305
Bounds ofa Vulnerability". This CVE ID
Memory Buffer is unique from CVE-2020-
1446, CVE-2020-1448.
CVEID: CVE-2020-1447
A remote code execution
vulnerability exists in
Microsoft Word software
Improper when it fails to properly
Restric.tion of handle objects in memory,
Operations 7/14/2020 | 68 | aka 'Microsoft Word N/A A-MIC-SHAR-
Withinithe Remote Code Execution 1006820/306
Bounds ofa Vulnerability'. This CVE ID
Memory Buffer is unique from CVE-2020-
1446, CVE-2020-1447.
CVEID: CVE-2020-1448
Improper A cross-site-scripting (XSS)
Neutralization vulnerability exists when
of Input During Microsoft SharePoint
Web Page 7/14/2020 |35 |Serverdoesnotproperly |y A A-MIC-SHAR-
Generation sanitize a specially crafted 100820/307
('Cross-site web request to an affected
Scripting") SharePoint server, aka
'Microsoft Office
Cvss Scoring Scale [0Sl 12 |23 34 | 45 | 56 67 7-8 g9 [EEol

106




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
SharePoint XSS
Vulnerability'. This CVE ID
is unique from CVE-2020-
1451, CVE-2020-1456.
CVEID: CVE-2020-1450
A cross-site-scripting (XSS)
vulnerability exists when
Microsoft SharePoint
Improper Server does not properly
Neutralization sanitize a specially crafted
f Input Duri web request to an affected
o' Tput uring L ePor . A-MIC-SHAR-
Web Page 7/14/2020 | 3.5 |SharePointserver, aka N/A 100820/308
Generation 'Microsoft Office /
('Cross_site SharepOint XSS
Scripting") Vulnerability'. This CVE ID
is unique from CVE-2020-
1450, CVE-2020-1456.
CVEID: CVE-2020-1451
This vulnerability is caused
when SharePoint Server
does not properly sanitize
a specially crafted request
Impropcler _ to an affected SharePoint
Neutrahzatlc.)n server.An authenticated
of Input During attacker could exploit this A-MIC-SHAR-
Web Page 7/14/2020 1S9 vulnerability by sending a N/A 100820/309
(‘:eneratu.)n specially crafted request to
( Cr.osts-51'te an affected SharePoint
Scripting’) server, aka '"Microsoft
SharePoint Reflective XSS
Vulnerability'.
CVEID: CVE-2020-1454
outlook
Improper A remote code execution
Restriction of vulnerability exists in
Operatlons 7/14/2020 6.8 Microsoft Outlook N/A A-MIC-OUTL-
within the software when it fails to 100820/310
Bounds of a properly handle objects in
Memory Buffer memory, aka 'Microsoft
[ cvssscoringscale [0S 12 23 34 [ 45 [ 56 | 67 7-8 g9 [EEol
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Outlook Remote Code
Execution Vulnerability'.

CVEID: CVE-2020-1349

word

Information
Exposure

7/14/2020

4.3

An information disclosure
vulnerability exists when
Microsoft Office software
reads out of bound
memory due to an
uninitialized variable,
which could disclose the
contents of memory, aka
'Microsoft Office
Information Disclosure
Vulnerability'. This CVE ID
is unique from CVE-2020-
1445.

CVEID : CVE-2020-1342

N/A

A-MIC-WORD-
100820/311

Information
Exposure

7/14/2020

4.3

An information disclosure
vulnerability exists when
Microsoft Office
improperly discloses the
contents of its memory,
aka 'Microsoft Office
Information Disclosure
Vulnerability'. This CVE ID
is unique from CVE-2020-
1342.

CVEID: CVE-2020-1445

N/A

A-MIC-WORD-
100820,/312

Improper
Restriction of
Operations
within the
Bounds of a
Memory Buffer

7/14/2020

6.8

A remote code execution
vulnerability exists in
Microsoft Word software
when it fails to properly
handle objects in memory,
aka 'Microsoft Word
Remote Code Execution
Vulnerability'. This CVE ID
is unique from CVE-2020-
1447, CVE-2020-1448.

N/A

A-MIC-WORD-
100820/313

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7

7-8

8-9
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CVEID: CVE-2020-1446
A remote code execution
vulnerability exists in
Microsoft Word software
Impr(.)p(.er when it fails to properly
ReStI‘ICItIOI’l of handle objects in memory,
Op.)er_atlons 7/14/2020 | 68 | aka 'Microsoft Word N/A A-MIC-WORD-
within the Remote Code Execution 100820/314
Bounds ofa Vulnerability". This CVE ID
Memory Buffer is unique from CVE-2020-
1446, CVE-2020-1448.
CVEID: CVE-2020-1447
A remote code execution
vulnerability exists in
Microsoft Word software
Impr(.)p(?r when it fails to properly
Restrlc.tlon of handle objects in memory,
O;.)er'atlons 7/14/2020 | 6.8 | aka'Microsoft Word N/A A-MIC-WORD-
within the Remote Code Execution 100820/315
Bounds ofa Vulnerability'. This CVE ID
Memory Buffer is unique from CVE-2020-
1446, CVE-2020-1447.
CVEID: CVE-2020-1448
sharepoint_enterprise_server
A spoofing vulnerability
Improper exists when Microsoft
Neutralization SharePoint Server does not
of Special properly sanitize a
Elements in specially crafted web A-MIC-SHAR-
7/14/2020 | 3.5 N/A
Output Used by /14/ request to an affected / 100820/316
a Downstream SharePoint server, aka
Component 'Microsoft SharePoint
('Injection") Spoofing Vulnerability'.
CVEID: CVE-2020-1443
Improper A cross-site-scripting (XSS)
Neutralization vulnerability exists when
A-MIC-SHAR-
of Input During | 7/14/2020 | 3.5 | Microsoft SharePoint N/A 100820/317
Web Page Server does not properly
Generation sanitize a specially crafted
[ cvssscoringscale [0S 12 23 34 [ 45 [ 56 | 67 7-8 g9 [EEol
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NCIIPCID

('Cross-site
Scripting')

web request to an affected
SharePoint server, aka
'Microsoft Office
SharePoint XSS
Vulnerability'. This CVE ID
is unique from CVE-2020-
1450, CVE-2020-1451.

CVEID: CVE-2020-1456

Improper
Privilege
Management

7/14/2020

7.5

An elevation of privilege
vulnerability exists when
Microsoft SharePoint
Server and Skype for
Business Server
improperly handle OAuth
token validation, aka
'Microsoft Office Elevation
of Privilege Vulnerability'.

CVEID: CVE-2020-1025

N/A

A-MIC-SHAR-
100820/318

N/A

7/14/2020

6.8

A remote code execution
vulnerability exists in .NET
Framework, Microsoft
SharePoint, and Visual
Studio when the software
fails to check the source
markup of XML file input,
aka "NET Framework,
SharePoint Server, and
Visual Studio Remote Code
Execution Vulnerability'.

CVEID : CVE-2020-1147

N/A

A-MIC-SHAR-
100820/319

Information
Exposure

7/14/2020

4.3

An information disclosure
vulnerability exists when
Microsoft Office software
reads out of bound
memory due to an
uninitialized variable,
which could disclose the
contents of memory, aka
'Microsoft Office

N/A

A-MIC-SHAR-
100820/320

CVSS Scoring Scale

2-3 |

6-7
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Information Disclosure
Vulnerability'. This CVE ID
is unique from CVE-2020-
1445.

CVEID : CVE-2020-1342

Deserialization
of Untrusted
Data

7/14/2020

6.5

A remote code execution
vulnerability exists in
PerformancePoint Services
for SharePoint Server
when the software fails to
check the source markup
of XML file input, aka
'PerformancePoint
Services Remote Code
Execution Vulnerability'.

CVEID : CVE-2020-1439

N/A

A-MIC-SHAR-
100820/321

Improper Input
Validation

7/14/2020

4.3

A remote code execution
vulnerability exists in the
way Microsoft SharePoint
software parses specially
crafted email messages,
aka 'Microsoft SharePoint
Remote Code Execution
Vulnerability'.

CVEID : CVE-2020-1444

N/A

A-MIC-SHAR-
100820/322

Information
Exposure

7/14/2020

4.3

An information disclosure
vulnerability exists when
Microsoft Office
improperly discloses the
contents of its memory,
aka 'Microsoft Office
Information Disclosure
Vulnerability'. This CVE ID
is unique from CVE-2020-
1342.

CVEID: CVE-2020-1445

N/A

A-MIC-SHAR-
100820/323

Improper
Restriction of
Operations

7/14/2020

6.8

A remote code execution
vulnerability exists in
Microsoft Word software

N/A

A-MIC-SHAR-
100820/324

| CVSS Scoring Scale

23 | 34 | 45 | 56

67 |

7-8

8-9
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within the when it fails to properly
Bounds of a handle objects in memory,
Memory Buffer aka 'Microsoft Word
Remote Code Execution
Vulnerability'. This CVE ID
is unique from CVE-2020-
1447, CVE-2020-1448.
CVEID: CVE-2020-1446
A remote code execution
vulnerability exists in
Microsoft Word software
Improper when it fails to properly
Restric'tion of handle objects in memory,
Op.)er.atlons 7/14/2020 | 6.8 aka 'Microsoft Word N/A A-MIC-SHAR-
within the Remote Code Execution 100820/325
Bounds ofa Vulnerability". This CVE ID
Memory Buffer is unique from CVE-2020-
1446, CVE-2020-1448.
CVEID: CVE-2020-1447
A remote code execution
vulnerability exists in
Microsoft Word software
Improper when it fails to properly
Restric.tion of handle objects in memory,
O}.)er.atlons 7/14/2020 | 6.8 aka "Microsoft Word N/A A-MIC-SHAR-
within the Remote Code Execution 100820/326
Bounds ofa Vulnerability". This CVE ID
Memory Buffer is unique from CVE-2020-
1446, CVE-2020-1447.
CVEID: CVE-2020-1448
A cross-site-scripting (XSS)
Improper vulnerability exists when
Neutralization Microsoft SharePoint
of Input During Server does not properly A-MIC-SHAR-
Web Page 7/14/2020 | 3.5 | sanitize a specially crafted | N/A 100820327
Generation web request to an affected
(‘Cross-site SharePoint server, aka
Scripting’) 'Microsoft Office
SharePoint XSS
Cvss Scoring Scale [0Sl 12 |23 34 | 45 | 56 67 7-8 g9 [EEol




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
Vulnerability'. This CVE ID
is unique from CVE-2020-
1451, CVE-2020-1456.
CVEID: CVE-2020-1450
A cross-site-scripting (XSS)
vulnerability exists when
Microsoft SharePoint
Improper Server does not properly
Neutralization sanitize a specially crafted
f Input Duri web request to an affected
0" TP UG . A-MIC-SHAR-
Web Page 7/14/2020 | 3.5 | SharePointserver, aka N/A 100820 /328
Generation 'MiCI‘OSOft Offlce /
('Cross-site SharePoint XSS
Scrlptlng') Vu1nerablllty' This CVE ID
is unique from CVE-2020-
1450, CVE-2020-1456.
CVEID: CVE-2020-1451
This vulnerability is caused
when SharePoint Server
does not properly sanitize
a specially crafted request
Improp(.er . to an affected SharePoint
Neutrahzatlc.)n server.An authenticated
of Input During attacker could exploit this A-MIC-SHAR-
Web Page 7/14/2020 |3.5 vulnerability by sending a N/A 100820/329
G'eneratl(.)n specially crafted request to
( CleS_S'SI'te an affected SharePoint
Scripting’) server, aka 'Microsoft
SharePoint Reflective XSS
Vulnerability'.
CVEID: CVE-2020-1454
office_online_server
Improper A spoofing vulnerability
Neutralization exists when an Office Web
fl Duri A
of Input During pps server <.i(.)es not A-MIC-OFFI-
Web Page 7/14/2020 | 4.3 | properly sanitize a N/A
, : 100820/330
Generation specially crafted request,
('Cross-site aka 'Office Web Apps XSS
Scripting') Vulnerability'.
[ cvssscoringscale [0S 12 23 34 [ 45 [ 56 6-7 7-8 g9 [EEol
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CVEID: CVE-2020-1442

An information disclosure
vulnerability exists when
Microsoft Office software
reads out of bound
memory due to an
uninitialized variable,
Information which could disclose the A-MIC-OFFI-
7/14/2020 | 4.3 contents of memory, aka N/A 100820/331
'Microsoft Office
Information Disclosure
Vulnerability'. This CVE ID
is unique from CVE-2020-
1445.

CVEID : CVE-2020-1342

Exposure

An information disclosure
vulnerability exists when
Microsoft Office
improperly discloses the
contents of its memory,
7/14/2020 | 4.3 |aka'Microsoft Office N/A
Information Disclosure
Vulnerability'. This CVE ID
is unique from CVE-2020-
1342.

CVEID: CVE-2020-1445

A-MIC-OFFI-
100820/332

Information
Exposure

A remote code execution
vulnerability exists in
Microsoft Word software
when it fails to properly
handle objects in memory,
7/14/2020 | 6.8 |aka 'Microsoft Word N/A
Remote Code Execution
Bounds of a Vulnerability". This CVE ID
Memory Buffer is unique from CVE-2020-
1447, CVE-2020-1448.

CVEID : CVE-2020-1446

Improper
Restriction of
Operations
within the

A-MIC-OFFI-
100820/333

Improper 7/14/2020 | 6.8 A remote code execution N/A A-MIC-OFFI-
Restriction of vulnerability exists in 100820/334

[ cvssscoringscale [0S 12 23 34 [ 45 [ 56 | 67 | 78 | 8o N
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Operations Microsoft Word software
within the when it fails to properly
Bounds of a handle objects in memory,
Memory Buffer aka 'Microsoft Word
Remote Code Execution
Vulnerability'. This CVE ID
is unique from CVE-2020-
1446, CVE-2020-1448.
CVEID: CVE-2020-1447
A remote code execution
vulnerability exists in
Microsoft Word software
Impr(.)p(?r when it fails to properly
ReStI‘IC.tlon of handle objects in memory,
O;.)er'atlons 7/14/2020 | 6.8 | aka'Microsoft Word N/A A-MIC-OFFI-
within the Remote Code Execution 100820/335
Bounds ofa Vulnerability". This CVE ID
Memory Buffer is unique from CVE-2020-
1446, CVE-2020-1447.
CVEID: CVE-2020-1448
sharepoint_foundation
A spoofing vulnerability
Improper exists when Microsoft
Neutralization SharePoint Server does not
of Special properly sanitize a
Elements in specially crafted web A-MIC-SHAR-
7/14/2020 | 3.5 N/A
Output Used by /14/ request to an affected / 100820/336
a Downstream SharePoint server, aka
Component 'Microsoft SharePoint
('Injection") Spoofing Vulnerability'.
CVEID: CVE-2020-1443
An elevation of privilege
vulnerability exists when
Microsoft SharePoint
Improper
e Server and Skype for A-MIC-SHAR-
Privilege 7/14/2020 | 7.5 N/A
Management Business Server 100820/337
improperly handle OAuth
token validation, aka
'Microsoft Office Elevation
Cvss Scoring Scale [0Sl 12 |23 34 | 45 | 56 6-7 7-8 g9 [EEol
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of Privilege Vulnerability'.
CVEID: CVE-2020-1025

Deserialization
of Untrusted
Data

7/14/2020

6.5

A remote code execution
vulnerability exists in
PerformancePoint Services
for SharePoint Server
when the software fails to
check the source markup
of XML file input, aka
'PerformancePoint
Services Remote Code
Execution Vulnerability'.

CVEID : CVE-2020-1439

N/A

A-MIC-SHAR-
100820/338

Improper Input
Validation

7/14/2020

4.3

A remote code execution
vulnerability exists in the
way Microsoft SharePoint
software parses specially
crafted email messages,
aka 'Microsoft SharePoint
Remote Code Execution
Vulnerability'.

CVEID : CVE-2020-1444

N/A

A-MIC-SHAR-
100820/339

skype_for_business

Improper
Privilege
Management

7/14/2020

7.5

An elevation of privilege
vulnerability exists when
Microsoft SharePoint
Server and Skype for
Business Server
improperly handle OAuth
token validation, aka
'Microsoft Office Elevation
of Privilege Vulnerability'.

CVEID: CVE-2020-1025

N/A

A-MIC-SKYP-
100820/340

visual_studio_2019

N/A

7/14/2020

6.8

A remote code execution
vulnerability exists in .NET
Framework, Microsoft
SharePoint, and Visual

N/A

A-MIC-VISU-
100820/341

CVSS Scoring Scale

23 | 34 | 45 | 56
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Studio when the software
fails to check the source
markup of XML file input,
aka "NET Framework,
SharePoint Server, and
Visual Studio Remote Code
Execution Vulnerability'.
CVEID: CVE-2020-1147
An elevation of privilege
vulnerability exists when
the Windows Diagnostics
Hub Standard Collector
Service fails to properly
I sanitize input, leading to
Mproper an unsecure library- A-MIC-VISU-
Privilege 7/14/2020 | 4.6 loading behavior, aka N/A 100820,/342
Management 'Windows Diagnostics Hub
Elevation of Privilege
Vulnerability'. This CVE ID
is unique from CVE-2020-
1418.
CVEID: CVE-2020-1393
bond
A denial of service
Unrestricted vulnerability exists when
Uvpload of Fil the .NET implementation
pload ot He cBond i | A-MIC-BOND-
with 7/14/2020 |5 of Bond improperly parses | N/A 100820/343
Dangerous input, aka 'Bond Denial of /
Type Service Vulnerability'.
CVEID : CVE-2020-1469
visual_studio_code_eslint_extension
Imbroer A remote code execution
p p. _ vulnerability exists in the
Neutralization . . :
of Special ESLint extension for Visual
P _ Studio Code when it A-MIC-VISU-
Elements in 7/14/2020 . N/A
validates source code after 100820/344
Output Used by _ _
2 Downstream opening a project, aka
Combornent 'Visual Studio Code ESLint
p Extention Remote Code
[ cvssscoringScale [0 22 |23 | 34 | a5 | 56 | 67 7-8 g9 [EEol
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('Injection’) Execution Vulnerability'.
CVEID: CVE-2020-1481
lync
An elevation of privilege
vulnerability exists when
Microsoft SharePoint
Server and Skype for
Im_p-roper Business Server A-MIC-LYNC-
Privilege 7/14/2020 | 7.5 improperly handle OAuth N/A 100820/345
Management token validation, aka
'Microsoft Office Elevation
of Privilege Vulnerability'.
CVEID: CVE-2020-1025
milkytracker_project
milkytracker
PlayerGeneric.cpp in
MilkyTracker through
1.02.00 has a use-after-free A-MIL-MILK-
Use After Free | 7/6/2020 4.3 in the PlayerGeneric N/A 100820/346
destructor.
CVEID: CVE-2020-15569
Misp
misp
In MISP before 2.4.129,
C -Sit setting a favourite
rossmote N A-MIS-MISP-
Request 7/14/2020 | 6.8 omepage was not CSRF N/A 100820,/347
Forgery (CSRF) protected.
CVEID: CVE-2020-15711
mittwald
typo3_forum
The typo3_forum https://typ
extension before 1.2.1 for 0.3.0rg/s.ecu
Incorre.ct . 7/7/2020 c TYPO3 has Incorrect rity/advisor | A-MIT-TYPO-
Authorization Access Control. y/typo3- 100820/348
ext-sa-
Cvss Scoring Scale [0Sl 12 |23 34 | 45 | 56 67 | 78 g9 [EEol
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mm_forum_project

mm_forum

Cross-Site
Request
Forgery (CSRF)

7/7/2020

5.8

The mm_forum extension
through 1.9.5 for TYPO3
allows XSS that can be
exploited via CSRF.

CVEID: CVE-2020-15516

https://typ
03.org/secu
rity/advisor
y/typo3-
ext-sa-
2020-013

A-MM_-MM_F-
100820/349

Mobileiron

cloud

N/A

7/7/2020

7.5

A remote code execution
vulnerability in Mobilelron
Core and Connector
versions 10.6 and earlier,
and Sentry versions 9.8
and earlier that allows
remote attackers to
execute arbitrary code via
unspecified vectors.

CVEID: CVE-2020-15505

N/A

A-MOB-CLOU-
100820/350

Improper
Authentication

7/7/2020

7.5

An Authentication Bypass
vulnerability in Mobilelron
Core and Connector
versions 10.6 and earlier
that allows remote
attackers to bypass
authentication
mechanisms via
unspecified vectors.

CVEID: CVE-2020-15506

N/A

A-MOB-CLOU-
100820/351

Information
Exposure

7/7/2020

An arbitrary file reading
vulnerability in Mobilelron
Core and Connector
versions 10.6 and earlier
that allows remote
attackers to read files on
the system via unspecified
vectors.

N/A

A-MOB-CLOU-
100820/352

CVSS Scoring Scale

23 | 34 4-5 5-6
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CVEID: CVE-2020-15507

core

N/A

7/7/2020

7.5

A remote code execution
vulnerability in Mobilelron
Core and Connector
versions 10.6 and earlier,
and Sentry versions 9.8
and earlier that allows
remote attackers to
execute arbitrary code via
unspecified vectors.

CVEID: CVE-2020-15505

N/A

A-MOB-CORE-
100820/353

Improper
Authentication

7/7/2020

7.5

An Authentication Bypass
vulnerability in Mobilelron
Core and Connector
versions 10.6 and earlier
that allows remote
attackers to bypass
authentication
mechanisms via
unspecified vectors.

CVEID: CVE-2020-15506

N/A

A-MOB-CORE-
100820/354

Information
Exposure

7/7/2020

An arbitrary file reading
vulnerability in Mobilelron
Core and Connector
versions 10.6 and earlier
that allows remote
attackers to read files on
the system via unspecified
vectors.

CVEID: CVE-2020-15507

N/A

A-MOB-CORE-
100820/355

enterprise_connector

N/A

7/7/2020

7.5

A remote code execution
vulnerability in Mobilelron
Core and Connector
versions 10.6 and earlier,
and Sentry versions 9.8
and earlier that allows

N/A

A-MOB-ENTE-
100820/356

CVSS Scoring Scale

23 | 34 | 45 | 56
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remote attackers to
execute arbitrary code via
unspecified vectors.

CVEID: CVE-2020-15505

Improper
Authentication

7/7/2020

7.5

An Authentication Bypass
vulnerability in Mobilelron
Core and Connector
versions 10.6 and earlier
that allows remote
attackers to bypass
authentication
mechanisms via
unspecified vectors.

CVEID: CVE-2020-15506

N/A

A-MOB-ENTE-
100820/357

Information
Exposure

7/7/2020

An arbitrary file reading
vulnerability in Mobilelron
Core and Connector
versions 10.6 and earlier
that allows remote
attackers to read files on
the system via unspecified
vectors.

CVEID: CVE-2020-15507

N/A

A-MOB-ENTE-
100820/358

reporting database

N/A

7/7/2020

7.5

A remote code execution
vulnerability in Mobilelron
Core and Connector
versions 10.6 and earlier,
and Sentry versions 9.8
and earlier that allows
remote attackers to
execute arbitrary code via
unspecified vectors.

CVEID: CVE-2020-15505

N/A

A-MOB-REPO-
100820/359

Improper
Authentication

7/7/2020

7.5

An Authentication Bypass
vulnerability in Mobilelron
Core and Connector

versions 10.6 and earlier

N/A

A-MOB-REPO-
100820/360

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7

7-8

8-9
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that allows remote
attackers to bypass
authentication
mechanisms via
unspecified vectors.

CVEID: CVE-2020-15506

Information
Exposure

7/7/2020

An arbitrary file reading
vulnerability in Mobilelron
Core and Connector
versions 10.6 and earlier
that allows remote
attackers to read files on
the system via unspecified
vectors.

CVEID: CVE-2020-15507

N/A

A-MOB-REPO-
100820/361

sentry

N/A

7/7/2020

7.5

A remote code execution
vulnerability in Mobilelron
Core and Connector
versions 10.6 and earlier,
and Sentry versions 9.8
and earlier that allows
remote attackers to
execute arbitrary code via
unspecified vectors.

CVEID: CVE-2020-15505

N/A

A-MOB-SENT-
100820/362

Improper
Authentication

7/7/2020

7.5

An Authentication Bypass
vulnerability in Mobilelron
Core and Connector
versions 10.6 and earlier
that allows remote
attackers to bypass
authentication
mechanisms via
unspecified vectors.

CVEID: CVE-2020-15506

N/A

A-MOB-SENT-
100820/363

Information
Exposure

7/7/2020

An arbitrary file reading
vulnerability in Mobilelron

N/A

A-MOB-SENT-
100820/364

| CVSS Scoring Scale

23 | 34 | 45 | 56
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Core and Connector
versions 10.6 and earlier
that allows remote
attackers to read files on
the system via unspecified
vectors.
CVEID: CVE-2020-15507
mods-for-hesk
mods_for_hesk
An issue was discovered in
Mods for HESK 3.1.0
through 2019.1.0. A Stored
Impropfer _ XSS issue allows remote
N eutrahzatu.)n unauthenticated attackers
of Input During to abuse a helpdesk user's A-MOD-
Web Page 7/9/2020 4.3 logged in session. A user N/A MODS-
G'eneratu.)n with sufficient privileges to 100820/365
( CleS.S-Sl'te change their login-page
Scripting’) image must open a crafted
ticket.
CVEID : CVE-2020-13992
An issue was discovered in
Improper Mods for HESK 3.1.0
Neutralization through 2019.1.0. A blind
i time-based SQL injection
of Special ' QL inj A-MOD-
Elements used issue allows remote
in an SQL 7/9/2020 > unauthenticated attackers | /A MODS-
Command to retrieve information 100820/366
('SQL from the database via a
Injection') ticket.
CVEID : CVE-2020-13993
An issue was discovered in
Improper Mods for HESK 3.1.0
Control of through 2019.1.0. A A-MOD-
Generation of | 7/9/2020 |65 | Privilegedusercanachieve |\ /5 MODS-
Code (‘Code code execution on the 100820/367
Injection’) server via a ticket because
of improper access control
of uploaded resources.
CVSS Scoring Scale 23 | 34 | 45 [ 56 [ 67 7-8 g9 [EEol
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This might be exploitable
in conjunction with CVE-
2020-13992 by an
unauthenticated attacker.
CVEID: CVE-2020-13994
monstaftp
monsta_ftp
Monsta FTP 2.10.1 or
Impropfer _ below is prone to a stored
Neutrahzatl(.)n cross-site scripting
of Input During vulnerability in the A-MON-
Web Page 7/1/2020 4.3 language setting due to N/A MONS-
(S:eneratl?n insufficient output 100820/368
('Cross-site encoding.
Scripting')
CVEID: CVE-2020-14055
Monsta FTP 2.10.1 or
below is prone to a server-
side request forgery
vulnerability due to
Server-Side insufficient restriction of A-MON-
Request 7/1/2020 7.5 | the web fetch functionality. | N/A MONS-
Forgery (SSRF) This allows attackers to 100820/369
read arbitrary local files
and interact with arbitrary
third-party services.
CVEID: CVE-2020-14056
Monsta FTP 2.10.1 or
below allows external
control of paths used in
Externally filesystem operations. This
Controlled allows attackers to read A-MON-
Reference. toa 7/1/2020 7.5 | and write arbitrary local N/A MONS-
Resource in files, allowing an attacker 100820/370
Another to gain remote code
Sphere execution in common
deployments.
CVEID: CVE-2020-14057
Mozilla
[ cvssscoring Scale [0Sl 12 |23 3-4 4-5 5-6 6-7 7-8 g9 [EEol
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firefox

Information
Exposure
Through
Discrepancy

7/9/2020

Use of a Broken
or Risky
Cryptographic
Algorithm

7/9/2020

NSS has shown timing
differences when
performing DSA
signatures, which was
exploitable and could
eventually leak private
keys. This vulnerability
affects Thunderbird <
68.9.0, Firefox < 77, and
Firefox ESR < 68.9.

CVEID: CVE-2020-12399

N/A

A-MOZ-FIRE-
100820/371

Information
Exposure

7/9/2020

During RSA key
generation, bignum
implementations used a
variation of the Binary
Extended Euclidean
Algorithm which entailed
significantly input-
dependent flow. This
allowed an attacker able to
perform electromagnetic-
based side channel attacks
to record traces leading to
the recovery of the secret
primes. *Note:* An
unmodified Firefox
browser does not generate
RSA keys in normal
operation and is not
affected, but products built
on top of it might. This
vulnerability affects
Firefox < 78.

CVEID : CVE-2020-12402

N/A

A-MOZ-FIRE-
100820/372

4.3

For native-to-JS bridging
the app requires a unique
token to be passed that
ensures non-app code
can't call the bridging

N/A

A-MOZ-FIRE-
100820/373

CVSS Scoring Scale
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functions. That token could
leak when used for
downloading files. This
vulnerability affects
Firefox for iOS < 26.

CVEID : CVE-2020-12404

When browsing a
malicious page, a race
condition in our
SharedWorkerService
could occur and lead to a
potentially exploitable N/A
crash. This vulnerability
affects Thunderbird <
68.9.0, Firefox < 77, and
Firefox ESR < 68.9.

CVEID: CVE-2020-12405

A-MOZ-FIRE-

Use After Free | 7/9/2020 100820/374

Mozilla Developer lain
Ireland discovered a
missing type check during
unboxed objects removal,
resulting in a crash. We
presume that with enough
effort that it could be N/A
exploited to run arbitrary
code. This vulnerability
affects Thunderbird <
68.9.0, Firefox < 77, and
Firefox ESR < 68.9.

CVEID : CVE-2020-12406

Insufficient
Verification of
Data
Authenticity

A-MOZ-FIRE-

202
7/9/2020 100820/375

Mozilla Developer Nicolas
Silva found that when
using WebRender, Firefox
would under certain A-MOZ-FIRE-
conditions leak arbitrary N/A 100820,/376
GPU memory to the visible
screen. The leaked
memory content was

visible to the user, but not

Information

7/9/2020
Exposure /91

CVSS Scoring Scale QQQ
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observable from web
content. This vulnerability
affects Firefox < 77.
CVEID: CVE-2020-12407
When browsing a
Impropfer _ document hosted on an [P
Neutral.lzatlon address, an attacker could
of Special _ insert certain characters to
glemen'{]s md b 7/9/2020 | 4.3 | flip domain and path N/A ?Ol\(/)li?ZZOFISI;F;
utput Used by information in the address /
a Downstream bar. This vulnerability
Component affects Firefox < 77.
('Injection")
CVEID: CVE-2020-12408
When using certain blank
characters in a URL, they
where incorrectly
rendered as spaces instead A-MOZ-FIRE-
N/A 7/9/2020 6.8 of an encoded URL. This N/A 100820/378
vulnerability affects
Firefox < 77.
CVEID: CVE-2020-12409
Mozilla developers
reported memory safety
bugs present in Firefox 76
and Firefox ESR 68.8. Some
of these bugs showed
Improper evidence of memory
Restriction of corruption and we
0 ti presume that with enough A-MOZ-FIRE-
perations 7/9/2020 N/A
within the effort some of these could 100820/379
Bounds of a have been exploited to run
Memory Buffer arbitrary code. This
vulnerability affects
Thunderbird < 68.9.0,
Firefox < 77, and Firefox
ESR < 68.9.
CVEID: CVE-2020-12410
Imprc.)pcir 7/9/2020 Mozilla developers N/A A-MOZ-FIRE-
Restriction of reported memory safety
[ cvssscoringScale [INOSIMl 42 23| 34 | 45 | 56 67 | 78 | 89 |HEEGH
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bugs present in Firefox 76.
Some of these bugs
showed evidence of
memory corruption and
we presume that with
enough effort some of
these could have been
exploited to run arbitrary
code. This vulnerability
affects Firefox < 77.

CVEID: CVE-2020-12411

100820/380

By navigating a tab using
the history AP], an attacker
could cause the address
bar to display the incorrect
domain (with the https://
scheme, a blocked port
number such as '1', and
without a lock icon) while
controlling the page
contents. This
vulnerability affects
Firefox < 70.

CVEID : CVE-2020-12412

N/A

A-MOZ-FIRE-
100820/381

Incomplete
Cleanup

7/9/2020

4.3

IndexedDB should be
cleared when leaving
private browsing mode
and it is not, the API for
WKWebViewConfiguration
was being used incorrectly
and requires the private
instance of this object be
deleted when leaving
private mode. This
vulnerability affects
Firefox for iOS < 27.

CVEID : CVE-2020-12414

N/A

A-MOZ-FIRE-
100820/382

Incorrect
Default

7/9/2020

4.3

When "%2F" was present
in a manifest URL, Firefox's

N/A

A-MOZ-FIRE-
100820/383

| CVSS Scoring Scale
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Permissions

Use After Free

AppCache behavior may
have become confused and
allowed a manifest to be
served from a
subdirectory. This could
cause the appcache to be
used to service requests
for the top level directory.
This vulnerability affects
Firefox < 78.

CVEID: CVE-2020-12415

7/9/2020

Improper
Restriction of
Operations
within the
Bounds of a
Memory Buffer

A VideoStreamEncoder
may have been freed in a
race condition with
VideoBroadcaster::AddOrU
pdateSink, resulting in a
use-after-free, memory
corruption, and a
potentially exploitable
crash. This vulnerability
affects Firefox < 78.

CVEID : CVE-2020-12416

N/A

A-MOZ-FIRE-
100820/384

7/9/2020

Out-of-bounds
Read

Due to confusion about
ValueTags on JavaScript
Objects, an object may pass
through the type barrier,
resulting in memory
corruption and a
potentially exploitable
crash. *Note: this issue
only affects Firefox on
ARM64 platforms.* This
vulnerability affects
Firefox ESR < 68.10,
Firefox < 78, and
Thunderbird < 68.10.0.

CVEID : CVE-2020-12417

N/A

A-MOZ-FIRE-
100820/385

7/9/2020

4.3

Manipulating individual
parts of a URL object could

N/A

A-MOZ-FIRE-
100820/386

| CVSS Scoring Scale
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Use After Free

7/9/2020

have caused an out-of-
bounds read, leaking
process memory to
malicious JavaScript. This
vulnerability affects
Firefox ESR < 68.10,
Firefox < 78, and
Thunderbird < 68.10.0.

CVEID: CVE-2020-12418

Use After Free

7/9/2020

When processing callbacks
that occurred during
window flushing in the
parent process, the
associated window may
die; causing a use-after-
free condition. This could
have led to memory
corruption and a
potentially exploitable
crash. This vulnerability
affects Firefox ESR < 68.10,
Firefox < 78, and
Thunderbird < 68.10.0.

CVEID : CVE-2020-12419

N/A

A-MOZ-FIRE-
100820/387

Improper
Certificate
Validation

7/9/2020

When trying to connect to
a STUN server, a race
condition could have
caused a use-after-free of a
pointer, leading to memory
corruption and a
potentially exploitable
crash. This vulnerability
affects Firefox ESR < 68.10,
Firefox < 78, and
Thunderbird < 68.10.0.

CVEID : CVE-2020-12420

N/A

A-MOZ-FIRE-
100820/388

4.3

When performing add-on
updates, certificate chains
terminating in non-built-

N/A

A-MOZ-FIRE-
100820/389

| CVSS Scoring Scale
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in-roots were rejected
(even if they were
legitimately added by an
administrator.) This could
have caused add-ons to
become out-of-date
silently without
notification to the user.
This vulnerability affects
Firefox ESR < 68.10,
Firefox < 78, and
Thunderbird < 68.10.0.

CVEID : CVE-2020-12421

Out-of-bounds
Write

7/9/2020

7.6

In non-standard
configurations, a JPEG
image created by
JavaScript could have
caused an internal variable
to overflow, resulting in an
out of bounds write,
memory corruption, and a
potentially exploitable
crash. This vulnerability
affects Firefox < 78.

CVEID : CVE-2020-12422

N/A

A-MOZ-FIRE-
100820/390

Uncontrolled
Search Path
Element

7/9/2020

6.9

When the Windows DLL
"webauthn.dll" was
missing from the
Operating System, and a
malicious one was placed
in a folder in the user's
%PATH%, Firefox may
have loaded the DLL,
leading to arbitrary code
execution. *Note: This
issue only affects the
Windows operating
system; other operating
systems are unaffected.*
This vulnerability affects

N/A

A-MOZ-FIRE-
100820/391

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7

7-8

8-9
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Firefox < 78.
CVEID: CVE-2020-12423

Incorrect
Default
Permissions

7/9/2020

4.3

When constructing a
permission prompt for
WebRTC, a URI was
supplied from the content
process. This URI was
untrusted, and could have
been the URI of an origin
that was previously
granted permission;
bypassing the prompt. This
vulnerability affects
Firefox < 78.

CVEID : CVE-2020-12424

N/A

A-MOZ-FIRE-
100820/392

Out-of-bounds
Read

7/9/2020

4.3

Improper
Restriction of
Operations
within the
Bounds of a
Memory Buffer

7/9/2020

Due to confusion
processing a hyphen
character in Date.parse(), a
one-byte out of bounds
read could have occurred,
leading to potential
information disclosure.
This vulnerability affects
Firefox < 78.

CVEID: CVE-2020-12425

N/A

A-MOZ-FIRE-
100820/393

CVSS Scoring Scale

[ ot | 12 [ 23 |

Mozilla developers and
community members
reported memory safety
bugs present in Firefox 77.
Some of these bugs
showed evidence of
memory corruption and
we presume that with
enough effort some of
these could have been
exploited to run arbitrary
code. This vulnerability
affects Firefox < 78.

CVEID : CVE-2020-12426

N/A

A-MOZ-FIRE-
100820/394
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firefox_esr

Information
Exposure
Through
Discrepancy

7/9/2020

Use After Free

7/9/2020

Insufficient
Verification of
Data
Authenticity

7/9/2020

Improper
Restriction of
Operations

7/9/2020

| CVSS Scoring Scale

[ ot | 12 [ 23 |

NSS has shown timing
differences when
performing DSA
signatures, which was
exploitable and could
eventually leak private
keys. This vulnerability
affects Thunderbird <
68.9.0, Firefox < 77, and
Firefox ESR < 68.9.

CVEID: CVE-2020-12399

N/A

A-MOZ-FIRE-
100820/395

When browsing a
malicious page, a race
condition in our
SharedWorkerService
could occur and lead to a
potentially exploitable
crash. This vulnerability
affects Thunderbird <
68.9.0, Firefox < 77, and
Firefox ESR < 68.9.

CVEID: CVE-2020-12405

N/A

A-MOZ-FIRE-
100820/396

Mozilla Developer lain
Ireland discovered a
missing type check during
unboxed objects removal,
resulting in a crash. We
presume that with enough
effort that it could be
exploited to run arbitrary
code. This vulnerability
affects Thunderbird <
68.9.0, Firefox < 77, and
Firefox ESR < 68.9.

CVEID : CVE-2020-12406

N/A

A-MOZ-FIRE-
100820/397

Mozilla developers
reported memory safety
bugs present in Firefox 76

N/A

A-MOZ-FIRE-
100820/398

3-4 | 45 | 56
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within the
Bounds of a
Memory Buffer

Improper
Restriction of
Operations
within the
Bounds of a
Memory Buffer

7/9/2020

Out-of-bounds
Read

7/9/2020

4.3

Description & CVE ID

Patch

NCIIPCID

and Firefox ESR 68.8. Some
of these bugs showed
evidence of memory
corruption and we
presume that with enough
effort some of these could
have been exploited to run
arbitrary code. This
vulnerability affects
Thunderbird < 68.9.0,
Firefox < 77, and Firefox
ESR < 68.9.

CVEID: CVE-2020-12410

Due to confusion about
ValueTags on JavaScript
Objects, an object may pass
through the type barrier,
resulting in memory
corruption and a
potentially exploitable
crash. *Note: this issue
only affects Firefox on
ARM64 platforms.* This
vulnerability affects
Firefox ESR < 68.10,
Firefox < 78, and
Thunderbird < 68.10.0.

CVEID: CVE-2020-12417

N/A

A-MOZ-FIRE-
100820/399

Manipulating individual
parts of a URL object could
have caused an out-of-
bounds read, leaking
process memory to
malicious JavaScript. This
vulnerability affects
Firefox ESR < 68.10,
Firefox < 78, and
Thunderbird < 68.10.0.

CVEID: CVE-2020-12418

N/A

A-MOZ-FIRE-
100820/400

CVSS Scoring Scale

[ ot | 12 [ 23 |
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Use After Free

7/9/2020

Use After Free

7/9/2020

Improper
Certificate
Validation

7/9/2020

4.3

Description & CVE ID

Patch

NCIIPCID

When processing callbacks
that occurred during
window flushing in the
parent process, the
associated window may
die; causing a use-after-
free condition. This could
have led to memory
corruption and a
potentially exploitable
crash. This vulnerability
affects Firefox ESR < 68.10,
Firefox < 78, and
Thunderbird < 68.10.0.

CVEID: CVE-2020-12419

N/A

A-MOZ-FIRE-
100820,/401

When trying to connect to
a STUN server, a race
condition could have
caused a use-after-free of a
pointer, leading to memory
corruption and a
potentially exploitable
crash. This vulnerability
affects Firefox ESR < 68.10,
Firefox < 78, and
Thunderbird < 68.10.0.

CVEID : CVE-2020-12420

N/A

A-MOZ-FIRE-
100820/402

When performing add-on
updates, certificate chains
terminating in non-built-
in-roots were rejected
(even if they were
legitimately added by an
administrator.) This could
have caused add-ons to
become out-of-date
silently without
notification to the user.
This vulnerability affects
Firefox ESR < 68.10,

N/A

A-MOZ-FIRE-
100820/403

CVSS Scoring Scale

[ ot | 12 [ 23 |

6-7

7-8




Weakness

Publish Date

CVSs

Description & CVE ID

Patch

NCIIPCID

Firefox < 78, and
Thunderbird < 68.10.0.

CVEID : CVE-2020-12421

thunderbird

Missing
Encryption of
Sensitive Data

7/9/2020

4.3

Information
Exposure
Through
Discrepancy

7/9/2020

If Thunderbird is
configured to use
STARTTLS for an IMAP
server, and the server
sends a PREAUTH
response, then
Thunderbird will continue
with an unencrypted
connection, causing email
data to be sent without
protection. This
vulnerability affects
Thunderbird < 68.9.0.

CVEID : CVE-2020-12398

N/A

A-MOZ-THUN-
100820/404

Use After Free

7/9/2020

NSS has shown timing
differences when
performing DSA
signatures, which was
exploitable and could
eventually leak private
keys. This vulnerability
affects Thunderbird <
68.9.0, Firefox <77, and
Firefox ESR < 68.9.

CVEID : CVE-2020-12399

N/A

A-MOZ-THUN-
100820/405

CVSS Scoring Scale

[ ot | 12 [ 23 |

When browsing a
malicious page, a race
condition in our
SharedWorkerService
could occur and lead to a
potentially exploitable
crash. This vulnerability
affects Thunderbird <
68.9.0, Firefox <77, and
Firefox ESR < 68.9.

N/A

A-MOZ-THUN-
100820/406
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Insufficient
Verification of
Data
Authenticity

7/9/2020

Improper
Restriction of
Operations
within the
Bounds of a
Memory Buffer

7/9/2020

Out-of-bounds
Read

7/9/2020

4.3

Description & CVE ID

Patch

NCIIPCID

CVEID: CVE-2020-12405

Mozilla Developer lain
Ireland discovered a
missing type check during
unboxed objects removal,
resulting in a crash. We
presume that with enough
effort that it could be
exploited to run arbitrary
code. This vulnerability
affects Thunderbird <
68.9.0, Firefox < 77, and
Firefox ESR < 68.9.

CVEID : CVE-2020-12406

N/A

A-MOZ-THUN-
100820/407

Due to confusion about
ValueTags on JavaScript
Objects, an object may pass
through the type barrier,
resulting in memory
corruption and a
potentially exploitable
crash. *Note: this issue
only affects Firefox on
ARM64 platforms.* This
vulnerability affects
Firefox ESR < 68.10,
Firefox < 78, and
Thunderbird < 68.10.0.

CVEID : CVE-2020-12417

N/A

A-MOZ-THUN-
100820/408

Manipulating individual
parts of a URL object could
have caused an out-of-
bounds read, leaking
process memory to
malicious JavaScript. This
vulnerability affects
Firefox ESR < 68.10,
Firefox < 78, and
Thunderbird < 68.10.0.

N/A

A-MOZ-THUN-
100820/409

CVSS Scoring Scale

[ ot | 12 [ 23 |
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CVEID: CVE-2020-12418

Use After Free

7/9/2020

When processing callbacks
that occurred during
window flushing in the
parent process, the
associated window may
die; causing a use-after-
free condition. This could
have led to memory
corruption and a
potentially exploitable
crash. This vulnerability
affects Firefox ESR < 68.10,
Firefox < 78, and
Thunderbird < 68.10.0.

CVEID: CVE-2020-12419

N/A

A-MOZ-THUN-
100820,/410

Use After Free

7/9/2020

When trying to connect to
a STUN server, a race
condition could have
caused a use-after-free of a
pointer, leading to memory
corruption and a
potentially exploitable
crash. This vulnerability
affects Firefox ESR < 68.10,
Firefox < 78, and
Thunderbird < 68.10.0.

CVEID : CVE-2020-12420

N/A

A-MOZ-THUN-
100820/411

Improper
Certificate
Validation

7/9/2020

4.3

When performing add-on
updates, certificate chains
terminating in non-built-
in-roots were rejected
(even if they were
legitimately added by an
administrator.) This could
have caused add-ons to
become out-of-date
silently without
notification to the user.
This vulnerability affects

N/A

A-MOZ-THUN-
100820/412

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56
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Firefox ESR < 68.10,
Firefox < 78, and
Thunderbird < 68.10.0.
CVEID: CVE-2020-12421
mversion_project
mversion
Improper
Neutralization The issue occurs because
of Special tagName user input is
El t d formatted inside the exec A-MVE-MVER-
CEMEMSUSEd 77172020 | 4.6 L N/A
in an OS function is executed 100820/413
Command ('0S without any checks.
Command CVE ID : CVE-2020-7688
Injection')
mxplayer
mx_player
MX Player Android App
versions prior to v1.24.5,
are vulnerable to a
directory traversal
vulnerability when user is
using the MX Transfer
feature in "Receive" mode.
An attacker can exploit this
Improper by connecting to the MX
Limitation of a Transfer session as a
Pathn.am(elto a ' "sender” and sending a A-MXP-MX_P-
R.estrlcte 7/8/2020 .8 MessageType of N/A 100820/414
Directory "FILE_LIST" with a "name"
(‘Path field containing directory
Traversal’) traversal characters (../).
This will result in the file
being transferred to the
victim's phone, but being
saved outside of the
intended
"/sdcard/MXshare"
directory. In some
instances, an attacker can
Cvss Scoring Scale [0Sl 12 |23 34 | 45 | 56 67 7-8 g9 [EEol
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achieve remote code
execution by writing
".odex" and ".vdex" files in
the "oat" directory of the
MX Player application.
CVEID: CVE-2020-5764
nedi
nedi
NeDi 1.9C is vulnerable to
Improper a cross-site scripting (XSS)
Neutralization attack. The application
i allows an attacker to
of Input During . A-NED-NEDL-
Web Page 7/7/2020 3.5 | execute arbitrary N/A 100820/415
Generation JavaScript code via the /
('Cross-site Topology-Map.php xo
Scripting') parameter.
CVEID: CVE-2020-15028
NeDi 1.9C is vulnerable to
Improper cross-site scripting (XSS)
Neutralization attack. The application
i allows an attacker to
of Input During . A-NED-NEDL-
Web Page 7/7/2020 3.5 | execute arbitrary N/A 100820/416
Generation ]avaSCI‘ipt code via the /
('Cross-site Assets-Management.php
Scripting') sSh parameter.
CVEID: CVE-2020-15029
NeDi 1.9C is vulnerable to
Improper cross-site scripting (XSS)
Neutralization attack. The application
i allows an attacker to
of Input During . A-NED-NEDI-
Web Page 7/7/2020 3.5 | execute arbitrary N/A 100820 /417
Generation JavaScript code via the /
('Cross-site Topology-Routes.php rtr
Scripting') parameter.
CVEID: CVE-2020-15030
Improper NeDi 1.9C is vulnerable to A-NED-NEDI-
Neutralization | 7/7/2020 3.5 | cross-site scripting (XSS) N/A 100820/418
of Input During attack. The application
[ cvssscoringscale [0S 12 23 34 [ 45 [ 56 67 78 | 89 [EEGH
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Web Page allows an attacker to
Generation execute arbitrary
('Cross-site JavaScript code via the
Scripting') Assets-Management.php
chg parameter.
CVEID: CVE-2020-15031
NeDi 1.9C is vulnerable to
Improper cross-site scripting (XSS)
Neutralization attack. The application
f Input Duri allows an attacker to
0" TP UG . A-NED-NEDI-
Web Page 7/7/2020 3.5 | execute arbitrary N/A 100820/419
Generation JavaScript code via the /
('Cross-site Monitoring-Incidents.php
Scripting") id parameter.
CVEID: CVE-2020-15032
NeDi 1.9C is vulnerable to
Impropfer . cross-site scripting (XSS)
Neutrahzatpn attack. The application
of Input During allows an attacker to A-NED-NEDI-
Web Page 7/7/2020 3.5 execute arbitrary N/A 100820,/420
G'eneratl(.)n JavaScript code via the
(‘Cross-site snmpget.php ip parameter.
Scripting')
CVEID: CVE-2020-15033
NeDi 1.9C is vulnerable to
Improper cross-site scripting (XSS)
Neutralization attack. The application
fI Duri allows an attacker to
of Input During : A-NED-NEDI-
Web Page 7/7/2020 3.5 | execute arbitrary N/A 100820/421
Generation JavaScript code via the /
('Cross-site Monitoring-Setup.php tet
Scripting') parameter.
CVEID: CVE-2020-15034
NeDi 1.9C is vulnerable to
Improper . -
. cross-site scripting (XSS)
Neutralization attack. The application
of Iput During | 775020 135 | aows ppk N/A A-NED-NEDI-
i execute arbitrary
Generation : )
, ) JavaScript code via the
(‘Cross-site o
Monitoring-Map.php hde
[ cvssscoringscale [0S 12 23 34 [ 45 [ 56 | 67 7-8 g9 [EEol
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Scripting') parameter.
CVEID: CVE-2020-15035
NeDi 1.9C is vulnerable to
Improper cross-site scripting (XSS)
Neutralization attack. The application
of Input During allows an attacker to
Web Page 7/7/2020 | 3.5 | execute arbitrary N/A A-NED-NEDI-
Generation JavaScript code via the 100820/423
('Cross-site Topology-Linked.php dv
Scripting") parameter.
CVEID: CVE-2020-15036
NeDi 1.9C is vulnerable to
Improper cross-site scripting (XSS)
Neutralization attack. The application
of Input During allows an attacker to ANED-NEDL
Web Page 7/7/2020 3.5 | execute arbitrary N/A
Generation JavaScript code via the 100820/424
('Cross-site Reports-Devices.php page
Scripting") st[] parameter.
CVEID: CVE-2020-15037
Netapp
oncommand_insight
Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Options).
Supported versions that
are affected are 8.0.20 and https://sec
prior. Easily exploitable urity.netapp
vulnerability allows high . NET. i
N/A 7/15/2020 |4 privileged attacker with ;)C:yr;g::; ® ?olggzo(;zzc 50
network access via 20200717-
multiple protocols to 0004/
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a hang or
frequently repeatable
Cvss Scoring Scale  [INOSl 12 23 34 | 45 | 56 | 67 7-8 g9 [EEol
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crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID : CVE-2020-14632

snapcenter

Information
Exposure

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Security: Roles).
Supported versions that
are affected are 8.0.20 and
prior. Easily exploitable
vulnerability allows high
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
access to critical data or
complete access to all
MySQL Server accessible
data. CVSS 3.1 Base Score
4.9 (Confidentiality
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:H/I:N/A:N).

CVEID : CVE-2020-14641

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-NET-SNAP-
100820/426

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Optimizer).
Supported versions that
are affected are 5.6.48 and
prior, 5.7.30 and prior and
8.0.20 and prior. Easily

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-NET-SNAP-
100820/427

CVSS Scoring Scale

23 | 34 | 45 | 56

67 | 78
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exploitable vulnerability
allows low privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 6.5 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/ULN/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14539

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: DML). Supported
versions that are affected
are 5.7.30 and prior and
8.0.20 and prior. Easily
exploitable vulnerability
allows high privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

https://sec

urity.netapp

.com/advis
ory/ntap-
20200717-

0004/

A-NET-SNAP-
100820/428

CVSS Scoring Scale

3-4 | 45 | 56
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CVEID: CVE-2020-14540

Information
Exposure

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
InnoDB). Supported
versions that are affected
are 8.0.20 and prior. Easily
exploitable vulnerability
allows high privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in unauthorized
read access to a subset of
MySQL Server accessible
data. CVSS 3.1 Base Score
2.7 (Confidentiality
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:L/I:N/A:N).

CVEID: CVE-2020-14634

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0004/

A-NET-SNAP-
100820,/429

oncommand_workflow_automation

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Options).
Supported versions that
are affected are 8.0.20 and
prior. Easily exploitable
vulnerability allows high
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a hang or

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0004/

A-NET-ONCO-
100820/430

CVSS Scoring Scale

23 | 34 | 45 | 56
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frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID : CVE-2020-14632

oncommand_cloud_manager

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Options).
Supported versions that
are affected are 8.0.20 and
prior. Easily exploitable
vulnerability allows high
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID : CVE-2020-14632

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-NET-ONCO-
100820/431

storagegrid_webscale_nas_bridge

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Options).
Supported versions that

https://sec
urity.netapp
.com/advis

ory/ntap-
20200717-

A-NET-STOR-
100820/432

CVSS Scoring Scale

2-3 |
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are affected are 8.0.20 and
prior. Easily exploitable
vulnerability allows high
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID : CVE-2020-14632

0004/

e-series_santricity_os_controller

N/A

7/15/2020

5.8

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
8u251,11.0.7 and 14.0.1;
Java SE Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Java SE,
Java SE Embedded

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/433

CVSS Scoring Scale

23 | 34 | 45 | 56
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accessible data as well as
unauthorized read access
to a subset of Java SE, Java
SE Embedded accessible
data. Note: Applies to
client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 4.8
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:L/A:N).

CVEID: CVE-2020-14556

N/A

7/15/2020

Vulnerability in the Java SE
product of Oracle Java SE
(component: ImagelO).
Supported versions that
are affected are Java SE:
11.0.7 and 14.0.1. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via multiple
protocols to compromise
Java SE. Successful attacks
of this vulnerability can
result in unauthorized

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820,/434

CVSS Scoring Scale

3-4 | 45 | 56
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ability to cause a partial
denial of service (partial
DOS) of Java SE. Note: This
vulnerability applies to
Java deployments, typically
in clients running
sandboxed Java Web Start
applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS
3.1 Base Score 5.3
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/ULLN/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14562

N/A

7/15/2020

4.3

Vulnerability in the Java SE
product of Oracle Java SE
(component: Hotspot).
Supported versions that
are affected are Java SE:
11.0.7 and 14.0.1. Difficult
to exploit vulnerability
allows unauthenticated
attacker with network
access via multiple
protocols to compromise
Java SE. Successful attacks
of this vulnerability can
result in unauthorized
update, insert or delete
access to some of Java SE

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/435

CVSS Scoring Scale

3-4 | 45 | 56
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accessible data. Note:
Applies to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:N/I:L/A:N).

CVEID: CVE-2020-14573

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: JSSE).
Supported versions that
are affected are Java SE:
7u261, 8u251,11.0.7 and
14.0.1; Java SE Embedded:
8u251. Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
TLS to compromise Java
SE, Java SE Embedded.
Successful attacks of this
vulnerability can result in
unauthorized read access
to a subset of Java SE, Java
SE Embedded accessible

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/436

CVSS Scoring Scale
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data. Note: Applies to
client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:N/A:N).

CVEID: CVE-2020-14577

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
7u261 and 8u251; Java SE
Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a partial
denial of service (partial

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/437
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DOS) of Java SE, Java SE
Embedded. Note: Applies
to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/ULLN/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14578

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
7u261 and 8u251; Java SE
Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a partial

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/438

CVSS Scoring Scale
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denial of service (partial
DOS) of Java SE, Java SE
Embedded. Note: Applies
to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14579

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: 2D).
Supported versions that
are affected are Java SE:
8u251, 11.0.7 and 14.0.1;
Java SE Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/439

CVSS Scoring Scale

3-4 | 45 | 56
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read access to a subset of
Java SE, Java SE Embedded
accessible data. Note:
Applies to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:N/A:N).

CVEID: CVE-2020-14581

N/A

7/15/2020

5.1

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
7u261, 8u251,11.0.7 and
14.0.1; Java SE Embedded:
8u251. Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks require human
interaction from a person

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/440

CVSS Scoring Scale
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other than the attacker and
while the vulnerability is in
Java SE, Java SE Embedded,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of
Java SE, Java SE Embedded.
Note: This vulnerability
applies to Java
deployments, typically in
clients running sandboxed
Java Web Start
applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS

3.1 Base Score 8.3
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:R/S:C/C:H/I:H/A:H).

CVEID: CVE-2020-14583

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: 2D).
Supported versions that
are affected are Java SE:
7u261, 8u251,11.0.7 and
14.0.1; Java SE Embedded:

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/441

CVSS Scoring Scale

3-4 | 45 | 56
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8u251. Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks require human
interaction from a person
other than the attacker and
while the vulnerability is in
Java SE, Java SE Embedded,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
creation, deletion or
modification access to
critical data or all Java SE,
Java SE Embedded
accessible data. Note: This
vulnerability applies to
Java deployments, typically
in clients running
sandboxed Java Web Start
applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS
3.1 Base Score 7.4
(Integrity impacts). CVSS
Vector:

CVSS Scoring Scale
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(CVSS:3.1/AV:N/AC:L/PR:
N/UL:R/S:C/C:N/I:H/A:N).

CVEID: CVE-2020-14593

e-series_santricity_storage_manager

N/A

7/15/2020

5.8

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
8u251, 11.0.7 and 14.0.1;
Java SE Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Java SE,
Java SE Embedded
accessible data as well as
unauthorized read access
to a subset of Java SE, Java
SE Embedded accessible
data. Note: Applies to
client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/442

CVSS Scoring Scale
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Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 4.8
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:L/A:N).

CVEID: CVE-2020-14556

N/A

7/15/2020

Vulnerability in the Java SE
product of Oracle Java SE
(component: ImagelO).
Supported versions that
are affected are Java SE:
11.0.7 and 14.0.1. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via multiple
protocols to compromise
Java SE. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a partial
denial of service (partial
DOS) of Java SE. Note: This
vulnerability applies to
Java deployments, typically
in clients running
sandboxed Java Web Start
applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that

https://sec

urity.netapp

.com/advis
ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/443
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load and run only trusted
code (e.g., code installed by
an administrator). CVSS
3.1 Base Score 5.3
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:N/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14562

N/A

7/15/2020

4.3

Vulnerability in the Java SE
product of Oracle Java SE
(component: Hotspot).
Supported versions that
are affected are Java SE:
11.0.7 and 14.0.1. Difficult
to exploit vulnerability
allows unauthenticated
attacker with network
access via multiple
protocols to compromise
Java SE. Successful attacks
of this vulnerability can
result in unauthorized
update, insert or delete
access to some of Java SE
accessible data. Note:
Applies to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/444

CVSS Scoring Scale
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CVSS 3.1 Base Score 3.7
(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:N/I:L/A:N).

CVEID: CVE-2020-14573

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: JSSE).
Supported versions that
are affected are Java SE:
7u261, 8u251, 11.0.7 and
14.0.1; Java SE Embedded:
8u251. Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
TLS to compromise Java
SE, Java SE Embedded.
Successful attacks of this
vulnerability can result in
unauthorized read access
to a subset of Java SE, Java
SE Embedded accessible
data. Note: Applies to
client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/445

CVSS Scoring Scale
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CVSS 3.1 Base Score 3.7
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:N/A:N).

CVEID: CVE-2020-14577

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
7u261 and 8u251; Java SE
Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a partial
denial of service (partial
DOS) of Java SE, Java SE
Embedded. Note: Applies
to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/446

CVSS Scoring Scale
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through a web service.
CVSS 3.1 Base Score 3.7
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14578

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
7u261 and 8u251; Java SE
Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a partial
denial of service (partial
DOS) of Java SE, Java SE
Embedded. Note: Applies
to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed

https://sec

urity.netapp

.com/advis
ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/447

CVSS Scoring Scale
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Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14579

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: 2D).
Supported versions that
are affected are Java SE:
8u251, 11.0.7 and 14.0.1;
Java SE Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
read access to a subset of
Java SE, Java SE Embedded
accessible data. Note:
Applies to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed

https://sec

urity.netapp

.com/advis
ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/448
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Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:N/A:N).

CVEID: CVE-2020-14581

N/A

7/15/2020

5.1

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
7u261, 8u251, 11.0.7 and
14.0.1; Java SE Embedded:
8u251. Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks require human
interaction from a person
other than the attacker and
while the vulnerability is in
Java SE, Java SE Embedded,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of
Java SE, Java SE Embedded.
Note: This vulnerability
applies to Java
deployments, typically in
clients running sandboxed
Java Web Start
applications or sandboxed
Java applets, that load and

https://sec

urity.netapp

.com/advis
ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/449

CVSS Scoring Scale
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run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS
3.1 Base Score 8.3
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UI:R/S:C/C:H/I:H/A:H).

CVEID: CVE-2020-14583

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: 2D).
Supported versions that
are affected are Java SE:
7u261, 8u251,11.0.7 and
14.0.1; Java SE Embedded:
8u251. Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks require human
interaction from a person
other than the attacker and
while the vulnerability is in
Java SE, Java SE Embedded,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability

https://sec

urity.netapp

.com/advis
ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/450
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can result in unauthorized
creation, deletion or
modification access to
critical data or all Java SE,
Java SE Embedded
accessible data. Note: This
vulnerability applies to
Java deployments, typically
in clients running
sandboxed Java Web Start
applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS
3.1 Base Score 7.4
(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/ULLR/S:C/C:N/I:H/A:N).

CVEID: CVE-2020-14593

e-series_santricity_unified_manager

N/A

7/15/2020

5.8

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
8u251, 11.0.7 and 14.0.1;
Java SE Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/451

CVSS Scoring Scale
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with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Java SE,
Java SE Embedded
accessible data as well as
unauthorized read access
to a subset of Java SE, Java
SE Embedded accessible
data. Note: Applies to
client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 4.8
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:L/A:N).

CVEID: CVE-2020-14556

N/A

7/15/2020

Vulnerability in the Java SE
product of Oracle Java SE
(component: ImagelO).
Supported versions that
are affected are Java SE:

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

A-NET-E-SE-
100820/452
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11.0.7 and 14.0.1. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via multiple
protocols to compromise
Java SE. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a partial
denial of service (partial
DOS) of Java SE. Note: This
vulnerability applies to
Java deployments, typically
in clients running
sandboxed Java Web Start
applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS
3.1 Base Score 5.3
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:N/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14562

0005/

N/A

7/15/2020

4.3

Vulnerability in the Java SE
product of Oracle Java SE
(component: Hotspot).
Supported versions that
are affected are Java SE:
11.0.7 and 14.0.1. Difficult
to exploit vulnerability

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/453

CVSS Scoring Scale

3-4 | 45 | 56

67 |

7-8
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allows unauthenticated
attacker with network
access via multiple
protocols to compromise
Java SE. Successful attacks
of this vulnerability can
result in unauthorized
update, insert or delete
access to some of Java SE
accessible data. Note:
Applies to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:N/I:L/A:N).

CVEID: CVE-2020-14573

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: JSSE).
Supported versions that
are affected are Java SE:
7u261, 8u251, 11.0.7 and
14.0.1; Java SE Embedded:
8u251. Difficult to exploit
vulnerability allows

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/454

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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unauthenticated attacker
with network access via
TLS to compromise Java
SE, Java SE Embedded.
Successful attacks of this
vulnerability can result in
unauthorized read access
to a subset of Java SE, Java
SE Embedded accessible
data. Note: Applies to
client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:N/A:N).

CVEID: CVE-2020-14577

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
7u261 and 8u251; Java SE
Embedded: 8u251.
Difficult to exploit
vulnerability allows

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/455

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a partial
denial of service (partial
DOS) of Java SE, Java SE
Embedded. Note: Applies
to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14578

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
7u261 and 8u251; Java SE
Embedded: 8u251.
Difficult to exploit

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/456

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a partial
denial of service (partial
DOS) of Java SE, Java SE
Embedded. Note: Applies
to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14579

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: 2D).
Supported versions that
are affected are Java SE:
8u251, 11.0.7 and 14.0.1;
Java SE Embedded: 8u251.

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/457

CVSS Scoring Scale

3-4 | 45 | 56

67 |

7-8
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Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
read access to a subset of
Java SE, Java SE Embedded
accessible data. Note:
Applies to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:N/A:N).

CVEID: CVE-2020-14581

N/A

7/15/2020

5.1

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
7u261, 8u251,11.0.7 and
14.0.1; Java SE Embedded:

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/458

CVSS Scoring Scale

3-4 | 45 | 56

67 |

7-8
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8u251. Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks require human
interaction from a person
other than the attacker and
while the vulnerability is in
Java SE, Java SE Embedded,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of
Java SE, Java SE Embedded.
Note: This vulnerability
applies to Java
deployments, typically in
clients running sandboxed
Java Web Start
applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS
3.1 Base Score 8.3
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:R/S:C/C:H/I:H/A:H).

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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CVEID: CVE-2020-14583

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: 2D).
Supported versions that
are affected are Java SE:
7u261, 8u251, 11.0.7 and
14.0.1; Java SE Embedded:
8u251. Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks require human
interaction from a person
other than the attacker and
while the vulnerability is in
Java SE, Java SE Embedded,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
creation, deletion or
modification access to
critical data or all Java SE,
Java SE Embedded
accessible data. Note: This
vulnerability applies to
Java deployments, typically
in clients running
sandboxed Java Web Start
applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.

https://sec

urity.netapp

.com/advis
ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/459

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS
3.1 Base Score 7.4
(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UIL:R/S:C/C:N/I:H/A:N).

CVEID: CVE-2020-14593

e-series_santricity_web_services_proxy

N/A

7/15/2020

5.8

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
8u251, 11.0.7 and 14.0.1;
Java SE Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Java SE,
Java SE Embedded
accessible data as well as
unauthorized read access
to a subset of Java SE, Java
SE Embedded accessible
data. Note: Applies to
client and server
deployment of Java. This

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/460

CVSS Scoring Scale

23 | 34 | 45 | 56
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vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 4.8
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:L/A:N).

CVEID: CVE-2020-14556

N/A

7/15/2020

Vulnerability in the Java SE
product of Oracle Java SE
(component: ImagelO).
Supported versions that
are affected are Java SE:
11.0.7 and 14.0.1. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via multiple
protocols to compromise
Java SE. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a partial
denial of service (partial
DOS) of Java SE. Note: This
vulnerability applies to
Java deployments, typically
in clients running
sandboxed Java Web Start

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/461

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS
3.1 Base Score 5.3
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/ULLN/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14562

N/A

7/15/2020

4.3

Vulnerability in the Java SE
product of Oracle Java SE
(component: Hotspot).
Supported versions that
are affected are Java SE:
11.0.7 and 14.0.1. Difficult
to exploit vulnerability
allows unauthenticated
attacker with network
access via multiple
protocols to compromise
Java SE. Successful attacks
of this vulnerability can
result in unauthorized
update, insert or delete
access to some of Java SE
accessible data. Note:
Applies to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and

https://sec

urity.netapp

.com/advis
ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/462

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:N/I:L/A:N).

CVEID: CVE-2020-14573

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: JSSE).
Supported versions that
are affected are Java SE:
7u261, 8u251,11.0.7 and
14.0.1; Java SE Embedded:
8u251. Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
TLS to compromise Java
SE, Java SE Embedded.
Successful attacks of this
vulnerability can result in
unauthorized read access
to a subset of Java SE, Java
SE Embedded accessible
data. Note: Applies to
client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/463

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:N/A:N).

CVEID: CVE-2020-14577

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
7u261 and 8u251; Java SE
Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a partial
denial of service (partial
DOS) of Java SE, Java SE
Embedded. Note: Applies
to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/464

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/ULLN/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14578

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
7u261 and 8u251; Java SE
Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a partial
denial of service (partial
DOS) of Java SE, Java SE
Embedded. Note: Applies
to client and server
deployment of Java. This
vulnerability can be
exploited through

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/465

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14579

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: 2D).
Supported versions that
are affected are Java SE:
8u251, 11.0.7 and 14.0.1;
Java SE Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
read access to a subset of
Java SE, Java SE Embedded
accessible data. Note:
Applies to client and server
deployment of Java. This
vulnerability can be
exploited through

https://sec

urity.netapp

.com/advis
ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/466

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:N/A:N).

CVEID: CVE-2020-14581

N/A

7/15/2020

5.1

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
7u261, 8u251,11.0.7 and
14.0.1; Java SE Embedded:
8u251. Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks require human
interaction from a person
other than the attacker and
while the vulnerability is in
Java SE, Java SE Embedded,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability

https://sec

urity.netapp

.com/advis
ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/467

CVSS Scoring Scale

3-4 | 45 | 56
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can result in takeover of
Java SE, Java SE Embedded.
Note: This vulnerability
applies to Java
deployments, typically in
clients running sandboxed
Java Web Start
applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS
3.1 Base Score 8.3
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:R/S:C/C:H/I:H/A:H).

CVEID: CVE-2020-14583

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: 2D).
Supported versions that
are affected are Java SE:
7u261, 8u251,11.0.7 and
14.0.1; Java SE Embedded:
8u251. Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-NET-E-SE-
100820/468

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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attacks require human
interaction from a person
other than the attacker and
while the vulnerability is in
Java SE, Java SE Embedded,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
creation, deletion or
modification access to
critical data or all Java SE,
Java SE Embedded
accessible data. Note: This
vulnerability applies to
Java deployments, typically
in clients running
sandboxed Java Web Start
applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS

3.1 Base Score 7.4
(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UIL:R/S:C/C:N/I:H/A:N).

CVEID: CVE-2020-14593

active_iq_unifie

d_manager

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle

https://sec

urity.netapp

A-NET-ACTI-
100820/469

| CVSS Scoring Scale

23 | 34 | 45 | 56
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MySQL (component:
Server: Options).
Supported versions that
are affected are 8.0.20 and
prior. Easily exploitable
vulnerability allows high
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID : CVE-2020-14632

.com/advis
ory/ntap-
20200717-
0004/

Netflix

titus

Improper
Neutralization
of Special
Elements in
Output Used by
a Downstream
Component
('Injection")

7/14/2020

7.5

Netflix Titus, all versions
prior to version v0.1.1-
rc.274, uses Java Bean
Validation (JSR 380)
custom constraint
validators. When building
custom constraint
violation error messages,
different types of
interpolation are
supported, including Java
EL expressions. If an
attacker can inject
arbitrary data in the error
message template being
passed to

N/A

A-NET-TITU-
100820/470

CVSS Scoring Scale

23 | 34 | 45 5-6

6-7 7-8

8-9
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ConstraintValidatorContex
t.buildConstraintViolation
WithTemplate() argument,
they will be able to run
arbitrary Java code.
CVEID : CVE-2020-9297
nexaweb
nexacro_14
Nexacrol4/17 http://supp
ExtCommonApiV13 ort.tobesoft.
Library under 2019.9.6 co.kr/Supp
version contain a ort/index.ht
vulnerability that could ml,
allow remote attacker to https://ww
i/mf.);()p.er Input | /2/2020 | 7.5 | executearbitrary codeby | w.krcert.or. 1:;32)2(;\]?7(?'
alidation setting the arguments to kr/Kkrcert/s /
the vulnerable API. This ecNoticeVie
can be leveraged for code | w.do?bulleti
execution by rebooting the n_writing_s
victim’s PC equence=35
CVEID : CVE-2020-7820 | 491
Nexacro14/17 http://supp
ExtCommonApiV13 ort.tobesoft.
Library under 2019.9.6 co.kr/Supp
version contain a ort/index.ht
vulnerability that could ml,
allow remote attacker to https://ww
i/mll?sop.er Input 7/2/2020 7.5 | execute arbitrary code by | w.krcert.or. ?OIEE)Z(ONE);ZA
alidation modifying the value of kr/Kkrcert/s /
registry path. This can be ecNoticeVie
leveraged for code w.do?bulleti
execution by rebooting the n_writing_s
victim’s PC equence=35
CVE ID : CVE-2020-7821 | 491
nexacro_17
Improper Input 7/2/2020 7 Nexacrol4/17 _ http://supp A-NEX-NEXA-
Validation . ExtCommonApiV13 ort.tobesoft. 100820/473
Library under 2019.9.6 co.kr/Supp
CVSS Scoring Scale 23 [ 34 [ 45 [ 56 67 | 78 | 89 |HEEGH




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
version contain a ort/index.ht
vulnerability that could ml,
allow remote attacker to https://ww
execute arbitrary code by | w.krcert.or.
setting the arguments to kr/krcert/s
the vulnerable API. This ecNoticeVie
can be leveraged for code | w.do?bulleti
execution by rebooting the | n_writing_s
victim’s PC equence=35
CVE ID : CVE-2020-7820 | 491
Nexacro14/17 http://supp
ExtCommonApiV13 ort.tobesoft.
Library under 2019.9.6 co.kr/Supp
version contain a ort/index.ht
vulnerability that could ml,
allow remote attacker to https://ww
i/mlr_);(’p,er Input| - 5 /2020 [7.5 | executearbitrary code by | wkrcertor. 1:;32)2(;\]?7(2'
alidation modifying the value of kr/krcert/s /
registry path. This can be ecNoticeVie
leveraged for code w.do?bulleti
execution by rebooting the | n_writing s
victim’s PC equence:35
CVEID : CVE-2020-7821 | 491
Nextcloud
deck
Improper access control in
Nextcloud Deck 1.0.0
Im.pl.‘oper allowed an attacker to A-NEX-DECK-
Privilege 7/2/2020 E inject tasks into other N/A 100820/475
Management users decks.
CVEID: CVE-2020-8179
contacts
Unrestricted A missing file type check in
1 f Fil Nextcloud Contacts 3.2.0
Upload of File - A-NEX-CONT-
with 7/10/2020 | 4 allowed a malicious user to | N/A
Dangerous upload any file as avatars. 100820/476
Type CVEID: CVE-2020-8181
CVsS Scoring Scale [0Sl 12|23 3-4 4-5 5-6 6-7 7-8 g9 [EEol
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node.bcrypt.js_project
node.bcrypt.js
Data is truncated wrong
Inadequ.ate when its length is greater A-NOD-NODE-
Encryption 7/1/2020 4.3 than 255 bytes. N/A 100820/477
Strength
CVEID: CVE-2020-7689
nordicsemi
android_ble_library
Nordic Semiconductor
Android BLE Library
through 2.2.1 and DFU
Library through 1.10.4 for
Android (as used by nRF
Connect and other
applications) can engage in
Missi unencrypted
15518 i A-NOR-ANDR-
Encryptionof | 7/7/2020 3.3 | communication while N/A 100820 /478
Sensitive Data showing the user that the /
communication is
purportedly encrypted.
The problem is in bond
creation (e.g.,
internalCreateBond in
BleManagerHandler).
CVEID: CVE-2020-15509
dfu_library
Nordic Semiconductor
Android BLE Library
through 2.2.1 and DFU
Library through 1.10.4 for
Missing Android (as used by nRF A NOR-DEU
Encryptionof | 7/7/2020 |33 |Connectand other N/A -
Sensitive Data applications) can engage in 100820/479
unencrypted
communication while
showing the user that the
communication is
purportedly encrypted.
Cvss Scoring Scale [0Sl 12 |23 34 | 45 | 56 67 7-8 g9 [EEol
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The problem is in bond
creation (e.g.,
internalCreateBond in
BleManagerHandler).

CVEID: CVE-2020-15509

northwestern

timelinejs

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/9/2020

3.5

In Timeline]S before
version 3.7.0, some user
data renders as HTML. An
attacker could implement
an XSS exploit with
maliciously crafted content
in a number of data fields.
This risk is present
whether the source data
for the timeline is stored
on Google Sheets or in a
JSON configuration file.
Most Timeline]S users
configure their timeline
with a Google Sheets
document. Those users are
exposed to this
vulnerability if they grant
write access to the
document to a malicious
inside attacker, if the
access of a trusted user is
compromised, or if they
grant public write access
to the document. Some
Timeline]JS users configure
their timeline with a JSON
document. Those users are
exposed to this
vulnerability if they grant
write access to the
document to a malicious
inside attacker, if the

https://gith
ub.com/NU
KnightLab/
Timeline]S3
/security/a
dvisories/G
HSA-2jpm-

827p-j44g

A-NOR-TIME-
100820/480

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7 7-8

8-9

190




Weakness

Publish Date

CVSs

Description & CVE ID

Patch

NCIIPCID

access of a trusted user is
compromised, or if write
access to the system
hosting that document is
otherwise compromised.
Version 3.7.0 of Timeline]S
addresses this in two ways.
For content which is
intended to support
limited HTML markup for
styling and linking, that
content is "sanitized"
before being added to the
DOM. For content intended
for simple text display, all
markup is stripped. Very
few users of Timeline]S
actually install the
TimelineJS code on their
server. Most users publish
a timeline using a URL
hosted on systems we
control. The fix for this
issue is published to our
system such that **those
users will automatically
begin using the new
code**. The only exception
would be users who have
deliberately edited the
embed URL to "pin" their
timeline to an earlier
version of the code. Some
users of Timeline]S use it
as a part of a wordpress
plugin (knight-lab-
timelinejs). Version 3.7.0.0
of that plugin and newer
integrate the updated
code. Users are
encouraged to update the

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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plugin rather than
manually update the
embedded version of
Timeline]S.

CVEID : CVE-2020-15092

Ntop

ndpi

Out-of-bounds
Read

7/1/2020

6.4

In nDPI through 3.2, the
packet parsing code is
vulnerable to a heap-based
buffer over-read in
ndpi_parse_packet_line_inf
o in lib/ndpi_main.c.

CVEID: CVE-2020-15471

N/A

A-NTO-NDPI-
100820/481

Out-of-bounds
Read

7/1/2020

6.4

In nDPI through 3.2, the
H.323 dissector is
vulnerable to a heap-based
buffer over-read in
ndpi_search_h323 in
lib/protocols/h323.c, as
demonstrated by a payload
packet length that is too
short.

CVEID: CVE-2020-15472

N/A

A-NTO-NDPI-
100820/482

Out-of-bounds
Read

7/1/2020

6.4

In nDPI through 3.2, the
OpenVPN dissector is
vulnerable to a heap-based
buffer over-read in
ndpi_search_openvpn in
lib/protocols/openvpn.c.

CVEID: CVE-2020-15473

N/A

A-NTO-NDPI-
100820/483

Out-of-bounds
Write

7/1/2020

7.5

In nDPI through 3.2, there
is a stack overflow in
extractRDNSequence in
lib/protocols/tls.c.

CVEID: CVE-2020-15474

N/A

A-NTO-NDPI-
100820/484

Use After Free

7/1/2020

7.5

In nDPI through 3.2,

N/A

A-NTO-NDPI-

| CVSS Scoring Scale

2-3 |




Weakness Publish Date | CVSS Description & CVE ID Patch NCIIPCID
ndpi_reset_packet_line_inf 100820/485
o in lib/ndpi_main.c omits
certain reinitialization,
leading to a use-after-free.
CVEID: CVE-2020-15475
In nDPI through 3.2, the
Oracle protocol dissector
has a heap-based buffer
e e S S e
ea ndpi_search_oracle in /
lib/protocols/oracle.c.
CVEID: CVE-2020-15476
Nvidia
jetpack_software_development_kit
NVIDIA JetPack SDK,
version 4.2 and 4.3, _
contains a vulnerabilityin | MtPS://nvi
Incorrect its installation Scripts in dla.cuSthelp
Default 7/8/2020 | 4.6 | which permissions are .com/app/a | A-NVI-JETP-
Permissions incorrectly set on certain n-swer-s/det 100820/487
directories, which can lead ail/a_id/50
to escalation of privileges. 39
CVEID: CVE-2020-5974
Octobercms
october
In October from version
1.0.319 and before version
. 1.0.466, a user with access https://gith
Neptr;i o to a markdown ub.com /oct
u vA i
e FormW1dget that stores obercms/oc
Webppa . g 1114/2020 | 35 data persistently could tober/secur | A-OCT-OCTO-
g . create a stored XSS attack ity /advisori | 100820,/488
Generation against themselves and es/GHSA-
('Cr.os:s-si'te any other users with whpj-7p68-
Scripting’) access to the generated 3vgy
HTML from the field. This
has been fixed in 1.0.466.
For users of the
Cvss Scoring Scale [0Sl 12 |23 34 | 45 | 56 67 7-8 g9 [EEol
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RainLab.Blog plugin, this
has also been fixed in 1.4.1.
CVEID: CVE-2020-11083
In October from version
1.0.319 and before version | https://gith
Impropfer _ 1.0.467, pasting content ub.com/oct
Neutrahzatlc.)n copied from malicious obercms/oc
of Input During websites into the Froala tober/secur | A-OCT-OCTO-
Web Page 7/2/2020 3.5 richeditor could resultina | jty/advisori | 100820/489
G:eneratl(.)n successful self-XSS attack. | es/GHSA-
( CITOS‘?'Sl'te This has been fixed in 3pc2-fm7p-
Scrlptlng ) 1.0.467. qZVg
CVEID: CVE-2020-4061
online_hotel_booking_system_project
online_hotel_booking_system
An issue was discovered in
Impropfer . the bestsoftinc Hotel
Neutrahzatlc')n Booking System Pro plugin
of Input During through 1.1 for WordPress. A-ONL-ONLI-
Web Page 7/5/2020 = Persistent XSS can occur N/A 100820/490
Generation via any of the registration
('Cross-site fields
Scripting')
CVEID: CVE-2020-15536
openenclave
openenclave
In openenclave before
0.10.0, enclaves that use
x87 FPU operations are https://gith
vulnerable to tampering by ub.com/ope
a malicious host nenclave/o
application. By violating
penenclave | A-OPE-OPEN-
N/A 7/15/2020 the Linux System V Jsecurity/a | 100820/491
Application Binary dvisories/G
Interface (ABI) for such HSA-7wijx-
operations, a host app can wewg-w999
compromise the execution
integrity of some x87 FPU
operations in an enclave.
CVSS Scoring Scale 34 [ 45 [ 56 67 78 | 89 [EEGH
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Depending on the FPU
control configuration of
the enclave app and
whether the operations are
used in secret-dependent
execution paths, this
vulnerability may also be
used to mount a side-
channel attack on the
enclave. This has been
fixed in 0.10.0 and the
current master branch.
Users will need to
recompile their
applications against the
patched libraries to be
protected from this
vulnerability.

CVEID: CVE-2020-15107

openldap

Improper
Certificate
Validation

7/14/2020

libldap in certain third-
party OpenLDAP packages
has a certificate-validation
flaw when the third-party
package is asserting
RFC6125 support. It
considers CN even when
there is a non-matching
subjectAltName (SAN).
This is fixed in, for
example, openldap-2.4.46-
10.el8 in Red Hat
Enterprise Linux.

CVEID : CVE-2020-15719

N/A

A-OPE-OPEN-
100820/492

Opensis

opensis

Improper
Neutralization

7/1/2020

7.5

openSIS before 7.4 allows

https://gith
ub.com/0S

A-OPE-OPEN-

| CVSS Scoring Scale

3-4 | 45 | 56
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of Special SQL Injection. 4ED/openSI | 100820/493
Elements used CVEID : CVE-2020-13380 | 5°
in an SQL Responsive-
Command Design/com
('SQL mit/1127ae
Injection') Obb7c3a28
83febeabc6b
b71ad8d73
510de8
Improper
Neutralization
;f Special q openSIS through 7.4 allows A-OPE-OPEN
ements use N - - -
7/1/2020 | 7.5 | SQL Injection. N/A
in an SQL 1/ / 100820/494
Command CVEID: CVE-2020-13381
('SQL
Injection’)
I openSIS through 7.4 has
m.p.roper 5 A-OPE-OPEN-
Privilege 7/1/2020 6.4 | Incorrect Access Control. N/A 100820/495
Management CVEID: CVE-2020-13382
Improper
Limitation of a
openSIS through 7.4 allows
Eﬁﬂiizto ) 7/1/2020 |5 Dli)rectory Travirsal- N/A A-OPE-OPEN-
) 100820/496
Directory CVEID: CVE-2020-13383
('"Path
Traversal')
openthread
wpantund
A memory leak in https://gith
Openthread's wpantund ub.com/ope
Improper versions up to commit nthread/wp
Release of 0e5d1601febb869f583e94 | antund/pull
4785e5685c6¢747be7 /468/comm | A-OPE-WPAN-
Memory Before | 7/7/2020 ’ :
. when used in an 1t5/085d16 100820/4‘97
Removing Last
Reference environment where 01febb869f
wpanctl is directly 583e94478
interfacing with the 5e5685c6¢7
control driver (eg: debug 47be7
CVSS Scoring Scale 34 [ 45 [ 56 67 | 78 | 89 |HEEGH
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environments) can allow
an attacker to crash the
service (DoS). We
recommend updating, or to
restrict access in your
debug environments.

CVEID : CVE-2020-8916

openvpn_access_server

Insufficient
Session
Expiration

7/14/2020

OpenVPN Access Server
older than version 2.8.4
generates new user
authentication tokens
instead of reusing exiting
tokens on reconnect
making it possible to
circumvent the initial
token expiry timestamp.

CVEID: CVE-2020-15074

https://ope
nvpn.net/v
pn-server-
resources/r
elease-
notes/

A-OPE-OPEN-
100820/498

Oracle

application_express

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/15/2020

3.5

Vulnerability in the Oracle
Application Express
component of Oracle
Database Server.
Supported versions that
are affected are 5.1-19.2.
Easily exploitable
vulnerability allows low
privileged attacker having
SQL Workshop privilege
with network access via
HTTP to compromise
Oracle Application
Express. Successful attacks
require human interaction
from a person other than
the attacker and while the
vulnerability is in Oracle

N/A

A-ORA-APPL-
100820/499

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

6-7 7-8

8-9
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Application Express,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Oracle
Application Express
accessible data as well as
unauthorized read access
to a subset of Oracle
Application Express
accessible data. CVSS 3.1
Base Score 5.4
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:R/S:C/C:L/I:L/A:N).

CVEID: CVE-2020-2513

N/A

7/15/2020

4.9

Vulnerability in the Oracle
Application Express
component of Oracle
Database Server.
Supported versions that
are affected are 5.1-19.2.
Easily exploitable
vulnerability allows low
privileged attacker having
SQL Workshop privilege
with network access via
HTTP to compromise
Oracle Application
Express. Successful attacks
require human interaction
from a person other than
the attacker and while the
vulnerability is in Oracle
Application Express,
attacks may significantly

N/A

A-ORA-APPL-
100820/500

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON

198




Weakness

Publish Date

CVSs

Description & CVE ID

Patch

NCIIPCID

impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Oracle
Application Express
accessible data as well as
unauthorized read access
to a subset of Oracle
Application Express
accessible data. CVSS 3.1
Base Score 5.4
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:R/S:C/C:L/I:L/A:N).

CVEID: CVE-2020-2971

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/15/2020

3.5

Vulnerability in the Oracle
Application Express
component of Oracle
Database Server.
Supported versions that
are affected are 5.1-19.2.
Easily exploitable
vulnerability allows low
privileged attacker having
SQL Workshop privilege
with network access via
HTTP to compromise
Oracle Application
Express. Successful attacks
require human interaction
from a person other than
the attacker and while the
vulnerability is in Oracle
Application Express,
attacks may significantly
impact additional
products. Successful

N/A

A-ORA-APPL-
100820/501

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

6-7

7-8

8-9
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attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Oracle
Application Express
accessible data as well as
unauthorized read access
to a subset of Oracle
Application Express
accessible data. CVSS 3.1
Base Score 5.4
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:R/S:C/C:L/I:L/A:N).

CVEID : CVE-2020-2972

N/A

7/15/2020

3.5

Vulnerability in the Oracle
Application Express
component of Oracle
Database Server.
Supported versions that
are affected are 5.1-19.2.
Easily exploitable
vulnerability allows low
privileged attacker having
SQL Workshop privilege
with network access via
HTTP to compromise
Oracle Application
Express. Successful attacks
require human interaction
from a person other than
the attacker and while the
vulnerability is in Oracle
Application Express,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized

N/A

A-ORA-APPL-
100820/502

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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update, insert or delete
access to some of Oracle
Application Express
accessible data as well as
unauthorized read access
to a subset of Oracle
Application Express
accessible data. CVSS 3.1
Base Score 5.4
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:R/S:C/C:L/I:L/A:N).

CVEID : CVE-2020-2973

N/A

7/15/2020

3.5

Vulnerability in the Oracle
Application Express
component of Oracle
Database Server.
Supported versions that
are affected are 5.1-19.2.
Easily exploitable
vulnerability allows low
privileged attacker having
SQL Workshop privilege
with network access via
HTTP to compromise
Oracle Application
Express. Successful attacks
require human interaction
from a person other than
the attacker and while the
vulnerability is in Oracle
Application Express,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Oracle

N/A

A-ORA-APPL-
100820/503

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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Application Express
accessible data as well as
unauthorized read access
to a subset of Oracle
Application Express
accessible data. CVSS 3.1
Base Score 5.4
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:R/S:C/C:L/I:L/A:N).

CVEID : CVE-2020-2974

N/A

7/15/2020

3.5

Vulnerability in the Oracle
Application Express
component of Oracle
Database Server.
Supported versions that
are affected are 5.1-19.2.
Easily exploitable
vulnerability allows low
privileged attacker having
SQL Workshop privilege
with network access via
HTTP to compromise
Oracle Application
Express. Successful attacks
require human interaction
from a person other than
the attacker and while the
vulnerability is in Oracle
Application Express,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Oracle
Application Express
accessible data as well as

N/A

A-ORA-APPL-
100820/504

CVSS Scoring Scale

3-4 | 45 | 56
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unauthorized read access
to a subset of Oracle
Application Express
accessible data. CVSS 3.1
Base Score 5.4
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:R/S:C/C:L/I:L/A:N).

CVEID : CVE-2020-2975

N/A

7/15/2020

3.5

Vulnerability in the Oracle
Application Express
component of Oracle
Database Server.
Supported versions that
are affected are 5.1-19.2.
Easily exploitable
vulnerability allows low
privileged attacker having
SQL Workshop privilege
with network access via
HTTP to compromise
Oracle Application
Express. Successful attacks
require human interaction
from a person other than
the attacker and while the
vulnerability is in Oracle
Application Express,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Oracle
Application Express
accessible data as well as
unauthorized read access
to a subset of Oracle

N/A

A-ORA-APPL-
100820/505

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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Application Express
accessible data. CVSS 3.1
Base Score 5.4
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:R/S:C/C:L/I:L/A:N).

CVEID : CVE-2020-2976

N/A

7/15/2020

4.9

Vulnerability in the Oracle
Application Express
component of Oracle
Database Server.
Supported versions that
are affected are 5.1-19.2.
Easily exploitable
vulnerability allows low
privileged attacker having
Valid User Account
privilege with network
access via HTTP to
compromise Oracle
Application Express.
Successful attacks require
human interaction from a
person other than the
attacker. Successful attacks
of this vulnerability can
result in unauthorized
update, insert or delete
access to some of Oracle
Application Express
accessible data as well as
unauthorized read access
to a subset of Oracle
Application Express
accessible data. CVSS 3.1
Base Score 4.6
(Confidentiality and
Integrity impacts). CVSS
Vector:

N/A

A-ORA-APPL-
100820/506

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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(CVSS:3.1/AV:N/AC:L/PR:
L/UL:R/S:U/C:L/I:L/A:N).

CVEID : CVE-2020-2977

e-business_intelligence

N/A

7/15/2020

5.8

Vulnerability in the Oracle
E-Business Intelligence
product of Oracle E-
Business Suite
(component: DBI Setups).
Supported versions that
are affected are 12.1.1-
12.1.3. Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
HTTP to compromise
Oracle E-Business
Intelligence. Successful
attacks require human
interaction from a person
other than the attacker and
while the vulnerability is in
Oracle E-Business
Intelligence, attacks may
significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized access to
critical data or complete
access to all Oracle E-
Business Intelligence
accessible data as well as
unauthorized update,
insert or delete access to
some of Oracle E-Business
Intelligence accessible
data. CVSS 3.1 Base Score
8.2 (Confidentiality and
Integrity impacts). CVSS

N/A

A-ORA-E-BU-
100820/507

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:R/S:C/C:H/I:L/A:N).

CVEID : CVE-2020-14668

N/A

7/15/2020

5.8

Vulnerability in the Oracle
E-Business Intelligence
product of Oracle E-
Business Suite
(component: DBI Setups).
Supported versions that
are affected are 12.1.1-
12.1.3. Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
HTTP to compromise
Oracle E-Business
Intelligence. Successful
attacks require human
interaction from a person
other than the attacker and
while the vulnerability is in
Oracle E-Business
Intelligence, attacks may
significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized access to
critical data or complete
access to all Oracle E-
Business Intelligence
accessible data as well as
unauthorized update,
insert or delete access to
some of Oracle E-Business
Intelligence accessible
data. CVSS 3.1 Base Score
8.2 (Confidentiality and
Integrity impacts). CVSS
Vector:

N/A

A-ORA-E-BU-
100820/508

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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(CVSS:3.1/AV:N/AC:L/PR:
N/UL:R/S:C/C:H/I:L/A:N).

CVEID : CVE-2020-14681

customer_relationship_mana

gement_gateway_for_mobile_devices

N/A

7/15/2020

6.4

Vulnerability in the Oracle
CRM Gateway for Mobile
Devices product of Oracle
E-Business Suite
(component: Setup of
Mobile Applications).
Supported versions that
are affected are 12.1.1-
12.1.3. Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
HTTP to compromise
Oracle CRM Gateway for
Mobile Devices. Successful
attacks of this vulnerability
can result in unauthorized
creation, deletion or
modification access to
critical data or all Oracle
CRM Gateway for Mobile
Devices accessible data as
well as unauthorized
access to critical data or
complete access to all
Oracle CRM Gateway for
Mobile Devices accessible
data. CVSS 3.1 Base Score
9.1 (Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:N/S:U/C:H/I:H/A:N).

CVEID: CVE-2020-14598

N/A

A-ORA-CUST-
100820/509

N/A

7/15/2020

6.4

Vulnerability in the Oracle
CRM Gateway for Mobile

N/A

A-ORA-CUST-

| CVSS Scoring Scale

23 | 34 | 45 | 56

67 |
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Devices product of Oracle
E-Business Suite
(component: Setup of
Mobile Applications).
Supported versions that
are affected are 12.1.1-
12.1.3. Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
HTTP to compromise
Oracle CRM Gateway for
Mobile Devices. Successful
attacks of this vulnerability
can result in unauthorized
creation, deletion or
modification access to
critical data or all Oracle
CRM Gateway for Mobile
Devices accessible data as
well as unauthorized
access to critical data or
complete access to all
Oracle CRM Gateway for
Mobile Devices accessible
data. CVSS 3.1 Base Score
9.1 (Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:N/S:U/C:H/I:H/A:N).

CVEID: CVE-2020-14599

100820/510

depot_repair

N/A

7/15/2020

5.8

Vulnerability in the Oracle
Depot Repair product of
Oracle E-Business Suite
(component: Estimate and
Actual Charges). Supported
versions that are affected
are 12.1.1-12.1.3. Easily

N/A

A-ORA-DEPO-
100820/511

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7

7-8

g |HSHON
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exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle Depot
Repair. Successful attacks
require human interaction
from a person other than
the attacker and while the
vulnerability is in Oracle
Depot Repair, attacks may
significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized access to
critical data or complete
access to all Oracle Depot
Repair accessible data as
well as unauthorized
update, insert or delete
access to some of Oracle
Depot Repair accessible
data. CVSS 3.1 Base Score
8.2 (Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:R/S:C/C:H/I:L/A:N).

CVEID : CVE-2020-14682

financial_servic

es_liquidity_r

isk_management

N/A

7/15/2020

5.5

Vulnerability in the Oracle
Financial Services
Liquidity Risk
Management product of
Oracle Financial Services
Applications (component:
User Interface). The
supported version that is
affected is 8.0.6. Easily

N/A

A-ORA-FINA-
100820/512

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7

7-8

g |HSHON
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exploitable vulnerability
allows low privileged
attacker with network
access via HTTP to
compromise Oracle
Financial Services
Liquidity Risk
Management. Successful
attacks of this vulnerability
can result in unauthorized
creation, deletion or
modification access to
critical data or all Oracle
Financial Services
Liquidity Risk
Management accessible
data as well as
unauthorized read access
to a subset of Oracle
Financial Services
Liquidity Risk
Management accessible
data. CVSS 3.1 Base Score
7.1 (Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:N/S:U/C:L/I:H/A:N).

CVEID : CVE-2020-14691

coherence

Improper
Resource
Shutdown or
Release

7/15/2020

7.8

Vulnerability in the Oracle
Coherence product of
Oracle Fusion Middleware
(component: CacheStore).
Supported versions that
are affected are 3.7.1.0,
12.1.3.0.0, 12.2.1.3.0,
12.2.1.4.0 and 14.1.1.0.0.
Easily exploitable
vulnerability allows

N/A

A-ORA-COHE-
100820/513

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7

7-8

g |HSHON
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unauthenticated attacker
with network access via
HTTP to compromise
Oracle Coherence.
Successful attacks of this
vulnerability can result in
unauthorized ability to
cause a hang or frequently
repeatable crash (complete
DOS) of Oracle Coherence.
CVSS 3.1 Base Score 7.5
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:N/S:U/C:N/I:N/A:H).

CVEID : CVE-2020-14642

insurance_accounting_analyzer

N/A 7/15/2020 | 4

Vulnerability in the Oracle
Insurance Accounting
Analyzer product of Oracle
Financial Services
Applications (component:
User Interface). Supported
versions that are affected
are 8.0.6-8.0.9. Easily
exploitable vulnerability
allows low privileged
attacker with network
access via HTTP to
compromise Oracle
Insurance Accounting
Analyzer. Successful
attacks of this vulnerability
can result in unauthorized
creation, deletion or
modification access to
critical data or all Oracle
Insurance Accounting
Analyzer accessible data.
CVSS 3.1 Base Score 6.5

N/A

A-ORA-INSU-
100820/514

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7

7-8

g |HSHON
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(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:N/S:U/C:N/I:H/A:N).

CVEID : CVE-2020-14693

financial_servic

es_loan_loss_forecasting_and_provisioning

N/A

7/15/2020

Vulnerability in the Oracle
Financial Services Loan
Loss Forecasting and
Provisioning product of
Oracle Financial Services
Applications (component:
User Interface). Supported
versions that are affected
are 8.0.6-8.0.8. Easily
exploitable vulnerability
allows low privileged
attacker with network
access via HTTP to
compromise Oracle
Financial Services Loan
Loss Forecasting and
Provisioning. Successful
attacks of this vulnerability
can result in unauthorized
creation, deletion or
modification access to
critical data or all Oracle
Financial Services Loan
Loss Forecasting and
Provisioning accessible
data. CVSS 3.1 Base Score
6.5 (Integrity impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:N/S:U/C:N/I:H/A:N).

CVEID : CVE-2020-14692

N/A

A-ORA-FINA-
100820/515

retail_customer_management_and_

segmentation_foundation

N/A

7/15/2020

4

Vulnerability in the

N/A

A-ORA-RETA-

| CVSS Scoring Scale

23 | 34 | 45 | 56

67 |

7-8

g |HSHON
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Customer Management
and Segmentation
Foundation product of
Oracle Retail Applications
(component: Segment).
Supported versions that
are affected are 16.0, 17.0
and 18.0. Easily exploitable
vulnerability allows low
privileged attacker with
network access via HTTP
to compromise Customer
Management and
Segmentation Foundation.
Successful attacks of this
vulnerability can result in
unauthorized update,
insert or delete access to
some of Customer
Management and
Segmentation Foundation
accessible data. CVSS 3.1
Base Score 4.3 (Integrity
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:N/S:U/C:N/I:L/A:N).

CVEID : CVE-2020-14708

100820/516

N/A

7/15/2020

5.5

Vulnerability in the
Customer Management
and Segmentation
Foundation product of
Oracle Retail Applications
(component: Card).
Supported versions that
are affected are 16.0,17.0
and 18.0. Easily exploitable
vulnerability allows low
privileged attacker with
network access via HTTP
to compromise Customer
Management and

N/A

A-ORA-RETA-
100820/517

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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Segmentation Foundation.
Successful attacks of this
vulnerability can result in
unauthorized creation,
deletion or modification
access to critical data or all
Customer Management
and Segmentation
Foundation accessible data
as well as unauthorized
read access to a subset of
Customer Management
and Segmentation
Foundation accessible
data. CVSS 3.1 Base Score
7.1 (Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:N/S:U/C:L/I:H/A:N).

CVEID : CVE-2020-14709

N/A

7/15/2020

5.5

Vulnerability in the
Customer Management
and Segmentation
Foundation product of
Oracle Retail Applications
(component: Security).
Supported versions that
are affected are 16.0, 17.0
and 18.0. Easily exploitable
vulnerability allows low
privileged attacker with
network access via HTTP
to compromise Customer
Management and
Segmentation Foundation.
Successful attacks of this
vulnerability can result in
unauthorized update,
insert or delete access to
some of Customer

N/A

A-ORA-RETA-
100820/518

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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Management and
Segmentation Foundation
accessible data as well as
unauthorized read access
to a subset of Customer
Management and
Segmentation Foundation
accessible data. CVSS 3.1
Base Score 5.4
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:N/S:U/C:L/I:L/A:N).

CVEID: CVE-2020-14710

autovue

N/A

7/15/2020

Vulnerability in the Oracle
AutoVue product of Oracle
Supply Chain (component:
Security). The supported
version that is affected is
21.0. Easily exploitable
vulnerability allows low
privileged attacker with
network access via HTTP
to compromise Oracle
AutoVue. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Oracle
AutoVue accessible data.
CVSS 3.1 Base Score 4.3
(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:N/S:U/C:N/I:L/A:N).

CVEID: CVE-2020-14551

N/A

A-ORA-AUTO-
100820/519

enterprise_manager_base_platform

| CVSS Scoring Scale

2-3 3-4 4-5 5-6

6-7
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N/A

7/15/2020

5.5

Vulnerability in the
Enterprise Manager Base
Platform product of Oracle
Enterprise Manager
(component: Enterprise
Config Management).
Supported versions that
are affected are 13.3.0.0
and 13.4.0.0. Easily
exploitable vulnerability
allows low privileged
attacker with network
access via HTTP to
compromise Enterprise
Manager Base Platform.
Successful attacks of this
vulnerability can result in
unauthorized access to
critical data or complete
access to all Enterprise
Manager Base Platform
accessible data as well as
unauthorized update,
insert or delete access to
some of Enterprise
Manager Base Platform
accessible data. CVSS 3.1
Base Score 7.1
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:N/S:U/C:H/I:L/A:N).

CVEID : CVE-2020-2982

N/A

A-ORA-ENTE-
100820/520

ilearning

N/A

7/15/2020

6.4

Vulnerability in the Oracle
iLearning product of
Oracle iLearning
(component: Assessment
Manager). Supported

N/A

A-ORA-ILEA-
100820/521

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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versions that are affected
are 6.1 and 6.1.1. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle
iLearning. Successful
attacks of this vulnerability
can result in unauthorized
access to critical data or
complete access to all
Oracle iLearning accessible
data and unauthorized
ability to cause a partial
denial of service (partial
DOS) of Oracle iLearning.
CVSS 3.1 Base Score 8.2
(Confidentiality and
Availability impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:N/S:U/C:H/I:N/A:L).

CVEID: CVE-2020-14595

mysql

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Optimizer).
Supported versions that
are affected are 5.7.30 and
prior and 8.0.20 and prior.
Easily exploitable
vulnerability allows high
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0004/

A-ORA-MYSQ-
100820/522

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7
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result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14547

N/A

7/15/2020

3.5

Vulnerability in the MySQL
Client product of Oracle
MySQL (component: C
API). Supported versions
that are affected are 5.6.48
and prior, 5.7.30 and prior
and 8.0.20 and prior.
Difficult to exploit
vulnerability allows low
privileged attacker with
network access via
multiple protocols to
compromise MySQL Client.
Successful attacks of this
vulnerability can result in
unauthorized ability to
cause a hang or frequently
repeatable crash (complete
DOS) of MySQL Client.
CVSS 3.1 Base Score 5.3
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
L/UL:N/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14550

N/A

A-ORA-MYSQ-
100820/523

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Pluggable Auth).
Supported versions that

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

A-ORA-MYSQ-
100820/524

CVSS Scoring Scale

3-4 | 45 | 56

67 |
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are affected are 5.7.30 and
prior and 8.0.20 and prior.
Easily exploitable
vulnerability allows low
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
update, insert or delete
access to some of MySQL
Server accessible data.
CVSS 3.1 Base Score 4.3
(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:N/S:U/C:N/I:L/A:N).

CVEID: CVE-2020-14553

0004/

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Information
Schema). Supported
versions that are affected
are 5.6.48 and prior, 5.7.30
and prior and 8.0.20 and
prior. Easily exploitable
vulnerability allows low
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
read access to a subset of
MySQL Server accessible
data. CVSS 3.1 Base Score
4.3 (Confidentiality

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0004/

A-ORA-MYSQ-
100820/525

CVSS Scoring Scale

3-4 | 45 | 56
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impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:N/S:U/C:L/I:N/A:N).

CVEID: CVE-2020-14559

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Replication).
Supported versions that
are affected are 5.7.29 and
prior and 8.0.19 and prior.
Easily exploitable
vulnerability allows high
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14567

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/526

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
InnoDB). Supported
versions that are affected
are 8.0.20 and prior. Easily
exploitable vulnerability
allows high privileged
attacker with network
access via multiple
protocols to compromise

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/527

CVSS Scoring Scale

3-4 | 45 | 56

6-7 7-8
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MySQL Server. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14568

Information
Exposure

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Security: Roles).
Supported versions that
are affected are 8.0.20 and
prior. Easily exploitable
vulnerability allows high
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
access to critical data or
complete access to all
MySQL Server accessible
data. CVSS 3.1 Base Score
4.9 (Confidentiality
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:H/I:N/A:N).

CVEID : CVE-2020-14641

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/528

N/A

7/15/2020

5.5

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Security: Roles).

https://sec
urity.netapp
.com/advis

ory/ntap-

A-ORA-MYSQ-
100820/529

CVSS Scoring Scale

23 | 34 | 45 | 56

| 67 | 78
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Supported versions that
are affected are 8.0.20 and
prior. Easily exploitable
vulnerability allows high
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server as well as
unauthorized update,
insert or delete access to
some of MySQL Server
accessible data. CVSS 3.1
Base Score 5.5 (Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:L/A:H).

CVEID : CVE-2020-14643

20200717-
0004/

N/A

7/15/2020

5.5

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Security: Roles).
Supported versions that
are affected are 8.0.20 and
prior. Easily exploitable
vulnerability allows high
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a hang or

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/530

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

6-7
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frequently repeatable
crash (complete DOS) of
MySQL Server as well as
unauthorized update,
insert or delete access to
some of MySQL Server
accessible data. CVSS 3.1
Base Score 5.5 (Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:L/A:H).

CVEID: CVE-2020-14651

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Optimizer).
Supported versions that
are affected are 8.0.20 and
prior. Easily exploitable
vulnerability allows high
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14654

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0004/

A-ORA-MYSQ-
100820/531

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:

https://sec

urity.netapp

.com/advis

A-ORA-MYSQ-
100820/532

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

67 |
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Server: Locking).
Supported versions that
are affected are 8.0.20 and
prior. Easily exploitable
vulnerability allows high
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14656

ory/ntap-
20200717-

0004/

N/A

7/15/2020

6.5

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Security:
Privileges). Supported
versions that are affected
are 8.0.20 and prior. Easily
exploitable vulnerability
allows high privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in takeover of
MySQL Server. CVSS 3.1
Base Score 7.2
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/533

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

6-7
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(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:H/I:H/A:H).

CVEID : CVE-2020-14697

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Security:
Privileges). Supported
versions that are affected
are 8.0.20 and prior. Easily
exploitable vulnerability
allows high privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID : CVE-2020-14702

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/534

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Optimizer).
Supported versions that
are affected are 5.6.48 and
prior, 5.7.30 and prior and
8.0.20 and prior. Easily
exploitable vulnerability
allows low privileged
attacker with network
access via multiple
protocols to compromise

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/535

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7 7-8
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MySQL Server. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 6.5 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/ULN/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14539

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: DML). Supported
versions that are affected
are 5.7.30 and prior and
8.0.20 and prior. Easily
exploitable vulnerability
allows high privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14540

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/536

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: DML). Supported

https://sec
urity.netapp
.com/advis

ory/ntap-

A-ORA-MYSQ-
100820/537

CVSS Scoring Scale

23 | 34 | 45 | 56

| 67 | 78
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versions that are affected
are 8.0.20 and prior. Easily
exploitable vulnerability
allows high privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14575

20200717-
0004/

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: UDF). Supported
versions that are affected
are 5.7.30 and prior and
8.0.20 and prior. Easily
exploitable vulnerability
allows low privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 6.5 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/538

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

6-7
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L/ULN/S:U/C:N/I:N/A:H).
CVEID: CVE-2020-14576

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Security:
Privileges). Supported
versions that are affected
are 8.0.20 and prior. Easily
exploitable vulnerability
allows high privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14586

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/539

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Audit Plug-in).
Supported versions that
are affected are 8.0.20 and
prior. Easily exploitable
vulnerability allows low
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/540

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7 7-8
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result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 6.5 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/ULN/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14591

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Optimizer).
Supported versions that
are affected are 8.0.20 and
prior. Easily exploitable
vulnerability allows high
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14597

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/541

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Optimizer).
Supported versions that
are affected are 8.0.20 and

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/542

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

67 | 78
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prior. Easily exploitable
vulnerability allows high
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14614

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Parser). Supported
versions that are affected
are 8.0.20 and prior. Easily
exploitable vulnerability
allows low privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 6.5 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:N/S:U/C:N/I:N/A:H).

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0004/

A-ORA-MYSQ-
100820/543

CVSS Scoring Scale

3-4 | 45 | 56
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CVEID : CVE-2020-14619

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: DML). Supported
versions that are affected
are 8.0.20 and prior. Easily
exploitable vulnerability
allows high privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID : CVE-2020-14620

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/544

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
InnoDB). Supported
versions that are affected
are 8.0.20 and prior. Easily
exploitable vulnerability
allows high privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a hang or

frequently repeatable

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/545

CVSS Scoring Scale

23 | 34 | 45 | 56
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crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID : CVE-2020-14623

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: JSON). Supported
versions that are affected
are 8.0.20 and prior. Easily
exploitable vulnerability
allows high privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14624

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/546

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Security: Audit).
Supported versions that
are affected are 8.0.20 and
prior. Easily exploitable
vulnerability allows high
privileged attacker with
network access via

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/547

CVSS Scoring Scale

23 | 34 | 45 5-6
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multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14631

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Options).
Supported versions that
are affected are 8.0.20 and
prior. Easily exploitable
vulnerability allows high
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 4.9 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID : CVE-2020-14632

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0004/

A-ORA-MYSQ-
100820/548

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle

https://sec

urity.netapp

A-ORA-MYSQ-
100820/549

| CVSS Scoring Scale
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MySQL (component:
InnoDB). Supported
versions that are affected
are 8.0.20 and prior. Easily
exploitable vulnerability
allows high privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of MySQL
Server accessible data.
CVSS 3.1 Base Score 2.7
(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:N/I:L/A:N).

CVEID : CVE-2020-14633

.com/advis
ory/ntap-
20200717-
0004/

Information
Exposure

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
InnoDB). Supported
versions that are affected
are 8.0.20 and prior. Easily
exploitable vulnerability
allows high privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in unauthorized
read access to a subset of
MySQL Server accessible
data. CVSS 3.1 Base Score
2.7 (Confidentiality
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/550

CVSS Scoring Scale

3-4 | 45 | 56

6-7 7-8
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H/UL:N/S:U/C:L/I:N/A:N).
CVEID: CVE-2020-14634

N/A

7/15/2020

6.5

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Security:
Privileges). Supported
versions that are affected
are 8.0.20 and prior. Easily
exploitable vulnerability
allows high privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in takeover of
MySQL Server. CVSS 3.1
Base Score 7.2
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:H/I:H/A:H).

CVEID : CVE-2020-14663

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/551

N/A

7/15/2020

6.5

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Security:
Privileges). Supported
versions that are affected
are 8.0.20 and prior. Easily
exploitable vulnerability
allows high privileged
attacker with network
access via multiple
protocols to compromise
MySQL Server. Successful
attacks of this vulnerability
can result in takeover of

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/552

CVSS Scoring Scale
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MySQL Server. CVSS 3.1
Base Score 7.2
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:H/I:H/A:H).

CVEID: CVE-2020-14678

N/A

7/15/2020

Vulnerability in the MySQL
Server product of Oracle
MySQL (component:
Server: Optimizer).
Supported versions that
are affected are 8.0.20 and
prior. Easily exploitable
vulnerability allows low
privileged attacker with
network access via
multiple protocols to
compromise MySQL
Server. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
MySQL Server. CVSS 3.1
Base Score 6.5 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:N/S:U/C:N/I:N/A:H).

CVEID : CVE-2020-14680

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0004/

A-ORA-MYSQ-
100820/553

jdk

N/A

7/15/2020

5.8

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
8u251, 11.0.7 and 14.0.1;

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0005/

A-ORA-JDK-
100820/554

CVSS Scoring Scale

23 | 34 | 45 | 56

67 | 78
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Java SE Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Java SE,
Java SE Embedded
accessible data as well as
unauthorized read access
to a subset of Java SE, Java
SE Embedded accessible
data. Note: Applies to
client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 4.8
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:L/A:N).

CVEID: CVE-2020-14556

CVSS Scoring Scale

3-4 4-5 5-6
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7-8

g |HSHON

237




Weakness

Publish Date

CVSs

Description & CVE ID

Patch

NCIIPCID

N/A

7/15/2020

Vulnerability in the Java SE
product of Oracle Java SE
(component: ImagelO).
Supported versions that
are affected are Java SE:
11.0.7 and 14.0.1. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via multiple
protocols to compromise
Java SE. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a partial
denial of service (partial
DOS) of Java SE. Note: This
vulnerability applies to
Java deployments, typically
in clients running
sandboxed Java Web Start
applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS
3.1 Base Score 5.3
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:N/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14562

https://sec
urity.netapp
.com/advis
ory/ntap-
20200717-
0005/

A-ORA-JDK-
100820/555

N/A

7/15/2020

4.3

Vulnerability in the Java SE
product of Oracle Java SE

https://sec
urity.netapp

A-ORA-JDK-

| CVSS Scoring Scale
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(component: Hotspot).
Supported versions that
are affected are Java SE:
11.0.7 and 14.0.1. Difficult
to exploit vulnerability
allows unauthenticated
attacker with network
access via multiple
protocols to compromise
Java SE. Successful attacks
of this vulnerability can
result in unauthorized
update, insert or delete
access to some of Java SE
accessible data. Note:
Applies to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:N/I:L/A:N).

CVEID: CVE-2020-14573

.com/advis
ory/ntap-
20200717-
0005/

100820/556

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: JSSE).
Supported versions that

https://sec
urity.netapp
.com/advis

ory/ntap-
20200717-

A-ORA-JDK-
100820/557

CVSS Scoring Scale

3-4 | 45 | 56

67 | 78
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are affected are Java SE:
7u261, 8u251, 11.0.7 and
14.0.1; Java SE Embedded:
8u251. Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
TLS to compromise Java
SE, Java SE Embedded.
Successful attacks of this
vulnerability can result in
unauthorized read access
to a subset of Java SE, Java
SE Embedded accessible
data. Note: Applies to
client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:N/A:N).

CVEID: CVE-2020-14577

0005/

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

A-ORA-JDK-
100820/558

CVSS Scoring Scale

3-4 | 45 | 56

67 |
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are affected are Java SE:
7u261 and 8u251; Java SE
Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a partial
denial of service (partial
DOS) of Java SE, Java SE
Embedded. Note: Applies
to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14578

0005/

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).

https://sec

urity.netapp

.com/advis
ory/ntap-

A-ORA-JDK-
100820/559

CVSS Scoring Scale

3-4 | 45 | 56

67 |
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Supported versions that
are affected are Java SE:
7u261 and 8u251; Java SE
Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
ability to cause a partial
denial of service (partial
DOS) of Java SE, Java SE
Embedded. Note: Applies
to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14579

20200717-

0005/

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE

https://sec

urity.netapp

.com/advis

A-ORA-JDK-
100820/560

| CVSS Scoring Scale

3-4 | 45 | 56

67 |
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(component: 2D).
Supported versions that
are affected are Java SE:
8u251,11.0.7 and 14.0.1;
Java SE Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
read access to a subset of
Java SE, Java SE Embedded
accessible data. Note:
Applies to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:N/A:N).

CVEID: CVE-2020-14581

ory/ntap-
20200717-

0005/

N/A

7/15/2020

5.1

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE

https://sec
urity.netapp
.com/advis

A-ORA-JDK-
100820/561

| CVSS Scoring Scale

3-4 | 45 | 56

67 | 78
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(component: Libraries).
Supported versions that
are affected are Java SE:
7u261, 8u251,11.0.7 and
14.0.1; Java SE Embedded:
8u251. Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks require human
interaction from a person
other than the attacker and
while the vulnerability is in
Java SE, Java SE Embedded,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of
Java SE, Java SE Embedded.
Note: This vulnerability
applies to Java
deployments, typically in
clients running sandboxed
Java Web Start
applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS
3.1 Base Score 8.3

ory/ntap-
20200717-

0005/

CVSS Scoring Scale

3-4 | 45 | 56

6-7 7-8

g |HSHON




Weakness

Publish Date

CVSs

Description & CVE ID

Patch

NCIIPCID

(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:R/S:C/C:H/I:H/A:H).

CVEID: CVE-2020-14583

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: 2D).
Supported versions that
are affected are Java SE:
7u261, 8u251, 11.0.7 and
14.0.1; Java SE Embedded:
8u251. Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks require human
interaction from a person
other than the attacker and
while the vulnerability is in
Java SE, Java SE Embedded,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
creation, deletion or
modification access to
critical data or all Java SE,
Java SE Embedded
accessible data. Note: This
vulnerability applies to
Java deployments, typically
in clients running
sandboxed Java Web Start
applications or sandboxed

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-ORA-JDK-
100820/562

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS
3.1 Base Score 7.4
(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UIL:R/S:C/C:N/I:H/A:N).

CVEID: CVE-2020-14593

N/A

7/15/2020

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: JAXP).
Supported versions that
are affected are Java SE:
7u261, 8u251,11.0.7 and
14.0.1; Java SE Embedded:
8u251. Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Java SE,
Java SE Embedded
accessible data. Note: This
vulnerability can only be
exploited by supplying
data to APIs in the

https://sec

urity.netapp

.com/advis
ory/ntap-
20200717-

0005/

A-ORA-JDK-
100820/563

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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specified Component
without using Untrusted
Java Web Start
applications or Untrusted
Java applets, such as
through a web service.
CVSS 3.1 Base Score 5.3
(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:N/S:U/C:N/I:L/A:N).

CVEID : CVE-2020-14621

N/A

7/15/2020

5.1

Vulnerability in the Java SE
product of Oracle Java SE
(component: JavaFX). The
supported version that is
affected is Java SE: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Java SE,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of
Java SE. Note: This
vulnerability applies to
Java deployments, typically
in clients running
sandboxed Java Web Start
applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-ORA-JDK-
100820/564

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS
3.1 Base Score 8.3
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:R/S:C/C:H/I:H/A:H).

CVEID: CVE-2020-14664

jre

N/A

7/15/2020

5.8

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
8u251,11.0.7 and 14.0.1;
Java SE Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Java SE,
Java SE Embedded
accessible data as well as
unauthorized read access
to a subset of Java SE, Java

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-ORA-JRE-
100820/565

CVSS Scoring Scale

23 | 34 | 45 | 56




Weakness

Publish Date

CVSs

Description & CVE ID

Patch

NCIIPCID

SE Embedded accessible
data. Note: Applies to
client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 4.8
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:L/A:N).

CVEID: CVE-2020-14556

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: JSSE).
Supported versions that
are affected are Java SE:
7u261, 8u251,11.0.7 and
14.0.1; Java SE Embedded:
8u251. Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
TLS to compromise Java
SE, Java SE Embedded.
Successful attacks of this
vulnerability can result in
unauthorized read access

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-ORA-JRE-
100820/566

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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to a subset of Java SE, Java
SE Embedded accessible
data. Note: Applies to
client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:N/A:N).

CVEID: CVE-2020-14577

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
7u261 and 8u251; Java SE
Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-ORA-JRE-
100820/567

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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ability to cause a partial
denial of service (partial
DOS) of Java SE, Java SE
Embedded. Note: Applies
to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/ULLN/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14578

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
7u261 and 8u251; Java SE
Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-ORA-JRE-
100820/568

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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can result in unauthorized
ability to cause a partial
denial of service (partial
DOS) of Java SE, Java SE
Embedded. Note: Applies
to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/ULLN/S:U/C:N/I:N/A:L).

CVEID: CVE-2020-14579

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: 2D).
Supported versions that
are affected are Java SE:
8u251, 11.0.7 and 14.0.1;
Java SE Embedded: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-ORA-JRE-
100820/569

CVSS Scoring Scale

3-4 | 45 | 56
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attacks of this vulnerability
can result in unauthorized
read access to a subset of
Java SE, Java SE Embedded
accessible data. Note:
Applies to client and server
deployment of Java. This
vulnerability can be
exploited through
sandboxed Java Web Start
applications and
sandboxed Java applets. It
can also be exploited by
supplying data to APIs in
the specified Component
without using sandboxed
Java Web Start
applications or sandboxed
Java applets, such as
through a web service.
CVSS 3.1 Base Score 3.7
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:L/I:N/A:N).

CVEID: CVE-2020-14581

N/A

7/15/2020

5.1

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: Libraries).
Supported versions that
are affected are Java SE:
7u261, 8u251,11.0.7 and
14.0.1; Java SE Embedded:
8u251. Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-ORA-JRE-
100820/570

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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attacks require human
interaction from a person
other than the attacker and
while the vulnerability is in
Java SE, Java SE Embedded,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of
Java SE, Java SE Embedded.
Note: This vulnerability
applies to Java
deployments, typically in
clients running sandboxed
Java Web Start
applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS

3.1 Base Score 8.3
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:R/S:C/C:H/I:H/A:H).

CVEID: CVE-2020-14583

N/A

7/15/2020

4.3

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: 2D).
Supported versions that
are affected are Java SE:

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

A-ORA-JRE-
100820/571

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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7u261, 8u251,11.0.7 and
14.0.1; Java SE Embedded:
8u251. Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks require human
interaction from a person
other than the attacker and
while the vulnerability is in
Java SE, Java SE Embedded,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
creation, deletion or
modification access to
critical data or all Java SE,
Java SE Embedded
accessible data. Note: This
vulnerability applies to
Java deployments, typically
in clients running
sandboxed Java Web Start
applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS
3.1 Base Score 7.4

0005/

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8
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(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UIL:R/S:C/C:N/I:H/A:N).

CVEID: CVE-2020-14593

N/A

7/15/2020

Vulnerability in the Java
SE, Java SE Embedded
product of Oracle Java SE
(component: JAXP).
Supported versions that
are affected are Java SE:
7u261, 8u251,11.0.7 and
14.0.1; Java SE Embedded:
8u251. Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE, Java
SE Embedded. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Java SE,
Java SE Embedded
accessible data. Note: This
vulnerability can only be
exploited by supplying
data to APIs in the
specified Component
without using Untrusted
Java Web Start
applications or Untrusted
Java applets, such as
through a web service.
CVSS 3.1 Base Score 5.3
(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:N/S:U/C:N/I:L/A:N).

https://sec

urity.netapp

.com/advis

ory/ntap-
20200717-

0005/

A-ORA-JRE-
100820/572

CVSS Scoring Scale

3-4 | 45 | 56
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CVEID: CVE-2020-14621

N/A

7/15/2020

5.1

Vulnerability in the Java SE
product of Oracle Java SE
(component: JavaFX). The
supported version that is
affected is Java SE: 8u251.
Difficult to exploit
vulnerability allows
unauthenticated attacker
with network access via
multiple protocols to
compromise Java SE.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Java SE,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of
Java SE. Note: This
vulnerability applies to
Java deployments, typically
in clients running
sandboxed Java Web Start
applications or sandboxed
Java applets, that load and
run untrusted code (e.g.,
code that comes from the
internet) and rely on the
Java sandbox for security.
This vulnerability does not
apply to Java deployments,
typically in servers, that
load and run only trusted
code (e.g., code installed by
an administrator). CVSS
3.1 Base Score 8.3
(Confidentiality, Integrity

https://sec

urity.netapp

.com/advis
ory/ntap-
20200717-

0005/

A-ORA-JRE-
100820/573

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8
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and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UI:R/S:C/C:H/I:H/A:H).

CVEID : CVE-2020-14664

webcenter_portal

N/A

7/15/2020

3.5

Vulnerability in the Oracle
WebCenter Portal product
of Oracle Fusion
Middleware (component:
Security Framework).
Supported versions that
are affected are 11.1.1.9.0,
12.2.1.3.0 and 12.2.1.4.0.
Easily exploitable
vulnerability allows low
privileged attacker with
network access via HTTP
to compromise Oracle
WebCenter Portal.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
WebCenter Portal, attacks
may significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized access to
critical data or complete
access to all Oracle
WebCenter Portal
accessible data. CVSS 3.1
Base Score 6.8
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/ULLR/S:C/C:H/I:N/A:N).

N/A

A-ORA-WEBC-
100820/574

CVSS Scoring Scale

3-4 | 45 | 56
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CVEID: CVE-2020-14552

N/A

7/15/2020

7.5

Vulnerability in the Oracle
WebCenter Portal product
of Oracle Fusion
Middleware (component:
Composer). Supported
versions that are affected
are 12.2.1.3.0 and
12.2.1.4.0. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle
WebCenter Portal.
Successful attacks of this
vulnerability can result in
unauthorized creation,
deletion or modification
access to critical data or all
Oracle WebCenter Portal
accessible data as well as
unauthorized read access
to a subset of Oracle
WebCenter Portal
accessible data and
unauthorized ability to
cause a partial denial of
service (partial DOS) of
Oracle WebCenter Portal.
CVSS 3.1 Base Score 8.6
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:N/S:U/C:L/I:H/A:L).

CVEID: CVE-2020-14611

N/A

A-ORA-WEBC-
100820/575

vm_virtualbox

N/A

7/15/2020

4.4

Vulnerability in the Oracle
VM VirtualBox product of

N/A

A-ORA-VM_V-
100820/576

| CVSS Scoring Scale

23 | 34 | 45 | 56

67 |
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Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Difficult to
exploit vulnerability allows
high privileged attacker
with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of
Oracle VM VirtualBox.
CVSS 3.1 Base Score 7.5
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:
H/UL:N/S:C/C:H/I:H/A:H).

CVEID : CVE-2020-14646

N/A

7/15/2020

4.4

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Difficult to
exploit vulnerability allows
high privileged attacker
with logon to the
infrastructure where
Oracle VM VirtualBox

N/A

A-ORA-VM_V-
100820/577

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of
Oracle VM VirtualBox.
CVSS 3.1 Base Score 7.5
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:
H/UL:N/S:C/C:H/I:H/A:H).

CVEID : CVE-2020-14647

N/A

7/15/2020

4.7

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Difficult to
exploit vulnerability allows
high privileged attacker
with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
access to critical data or
complete access to all

N/A

A-ORA-VM_V-
100820/578

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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Oracle VM VirtualBox
accessible data. CVSS 3.1
Base Score 5.3
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:
H/UL:N/S:C/C:H/I:N/A:N).

CVEID: CVE-2020-14648

N/A

7/15/2020

4.4

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Difficult to
exploit vulnerability allows
high privileged attacker
with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of
Oracle VM VirtualBox.
CVSS 3.1 Base Score 7.5
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:
H/UIL:N/S:C/C:H/I:H/A:H).

CVEID: CVE-2020-14649

N/A

A-ORA-VM_V-
100820/579

N/A

7/15/2020

4.7

Vulnerability in the Oracle
VM VirtualBox product of

N/A

A-ORA-VM_V-
100820/580

| CVSS Scoring Scale

3-4 | 45 | 56

67 |
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Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Difficult to
exploit vulnerability allows
high privileged attacker
with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
access to critical data or
complete access to all
Oracle VM VirtualBox
accessible data. CVSS 3.1
Base Score 5.3
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:
H/UL:N/S:C/C:H/I:N/A:N).

CVEID: CVE-2020-14650

Out-of-bounds
Read

7/15/2020

4.7

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Difficult to
exploit vulnerability allows
high privileged attacker
with logon to the

N/A

A-ORA-VM_V-
100820/581

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
access to critical data or
complete access to all
Oracle VM VirtualBox
accessible data. CVSS 3.1
Base Score 5.3
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:
H/UL:N/S:C/C:H/I:N/A:N).

CVEID : CVE-2020-14694

Out-of-bounds
Read

7/15/2020

4.7

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Difficult to
exploit vulnerability allows
high privileged attacker
with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful

N/A

A-ORA-VM_V-
100820/582

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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attacks of this vulnerability
can result in unauthorized
access to critical data or
complete access to all
Oracle VM VirtualBox
accessible data. CVSS 3.1
Base Score 5.3
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:
H/UL:N/S:C/C:H/I:N/A:N).

CVEID: CVE-2020-14695

Out-of-bounds
Read

7/15/2020

4.7

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Difficult to
exploit vulnerability allows
high privileged attacker
with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
access to critical data or
complete access to all
Oracle VM VirtualBox
accessible data. CVSS 3.1
Base Score 5.3
(Confidentiality impacts).
CVSS Vector:

N/A

A-ORA-VM_V-
100820/583

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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(CVSS:3.1/AV:L/AC:H/PR:
H/UL:N/S:C/C:H/I:N/A:N).

CVEID : CVE-2020-14698

Integer
Underflow
(Wrap or
Wraparound)

7/15/2020

4.4

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Difficult to
exploit vulnerability allows
high privileged attacker
with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of
Oracle VM VirtualBox.
CVSS 3.1 Base Score 7.5
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:
H/UIL:N/S:C/C:H/I:H/A:H).

CVEID : CVE-2020-14699

N/A

A-ORA-VM_V-
100820/584

Out-of-bounds
Read

7/15/2020

4.7

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and

N/A

A-ORA-VM_V-
100820/585

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7
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prior to 6.1.12. Difficult to
exploit vulnerability allows
high privileged attacker
with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
access to critical data or
complete access to all
Oracle VM VirtualBox
accessible data. CVSS 3.1
Base Score 5.3
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:
H/UL:N/S:C/C:H/I:N/A:N).

CVEID : CVE-2020-14700

Use of
Uninitialized
Resource

7/15/2020

4.9

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Easily
exploitable vulnerability
allows high privileged
attacker with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is

N/A

A-ORA-VM_V-
100820/586

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
access to critical data or
complete access to all
Oracle VM VirtualBox
accessible data. CVSS 3.1
Base Score 6.0
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:
H/UL:N/S:C/C:H/I:N/A:N).

CVEID : CVE-2020-14703

Use of
Uninitialized
Resource

7/15/2020

4.9

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Easily
exploitable vulnerability
allows high privileged
attacker with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
access to critical data or
complete access to all
Oracle VM VirtualBox

N/A

A-ORA-VM_V-
100820/587

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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NCIIPCID

N/A

accessible data. CVSS 3.1
Base Score 6.0
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:
H/UL:N/S:C/C:H/I:N/A:N).

CVEID : CVE-2020-14704

7/15/2020

N/A

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Easily
exploitable vulnerability
allows low privileged
attacker with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
Successful attacks require
human interaction from a
person other than the
attacker. Successful attacks
of this vulnerability can
result in unauthorized
ability to cause a hang or
frequently repeatable
crash (complete DOS) of
Oracle VM VirtualBox.
CVSS 3.1 Base Score 5.0
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L
JUL:R/S:U/C:N/I:N/A:H).

CVEID : CVE-2020-14707

N/A

A-ORA-VM_V-
100820/588

7/15/2020 | 4.4

Vulnerability in the Oracle
VM VirtualBox product of

A-ORA-VM_V-
100820/589

| CVSS Scoring Scale

3-4 | 45 | 56
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N/A

7/15/2020

Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Easily
exploitable vulnerability
allows high privileged
attacker with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
Successful attacks require
human interaction from a
person other than the
attacker. Successful attacks
of this vulnerability can
result in takeover of Oracle
VM VirtualBox. Note: The
CVE-2020-14711is
applicable to macOS host
only. CVSS 3.1 Base Score
6.5 (Confidentiality,
Integrity and Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:
H/UL:R/S:U/C:H/I:H/A:H).

CVEID: CVE-2020-14711

CVSS Scoring Scale

[ ot | 12 [ 23 |

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Easily
exploitable vulnerability
allows low privileged
attacker with logon to the
infrastructure where

N/A

A-ORA-VM_V-
100820/590

3-4 | 45 | 56

6-7

7-8
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NCIIPCID

Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
Successful attacks require
human interaction from a
person other than the
attacker. Successful attacks
of this vulnerability can
result in unauthorized
creation, deletion or
modification access to
critical data or all Oracle
VM VirtualBox accessible
data. CVSS 3.1 Base Score
5.0 (Integrity impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:L
JULLR/S:U/C:N/I:H/A:N).

CVEID : CVE-2020-14712

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Difficult to
exploit vulnerability allows
high privileged attacker
with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of

N/A

A-ORA-VM_V-
100820/591

CVSS Scoring Scale

3-4 | 45 | 56
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N/A

7/15/2020

Oracle VM VirtualBox.
CVSS 3.1 Base Score 7.5
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:
H/UIL:N/S:C/C:H/I:H/A:H).

CVEID : CVE-2020-14713

N/A

7/15/2020

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Easily
exploitable vulnerability
allows high privileged
attacker with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
Successful attacks of this
vulnerability can result in
unauthorized ability to
cause a hang or frequently
repeatable crash (complete
DOS) of Oracle VM
VirtualBox. CVSS 3.1 Base
Score 4.4 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:
H/UIL:N/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14714

N/A

A-ORA-VM_V-
100820/592

CVSS Scoring Scale

[ ot | 12 [ 23 |

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that

N/A

A-ORA-VM_V-
100820/593

3-4 | 45 | 56
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NCIIPCID

are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Easily
exploitable vulnerability
allows high privileged
attacker with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
Successful attacks of this
vulnerability can result in
unauthorized ability to
cause a hang or frequently
repeatable crash (complete
DOS) of Oracle VM
VirtualBox. CVSS 3.1 Base
Score 4.4 (Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:
H/UL:N/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14715

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Easily
exploitable vulnerability
allows high privileged
attacker with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional

N/A

A-ORA-VM_V-
100820/594

CVSS Scoring Scale

3-4 | 45 | 56
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products. Successful
attacks of this vulnerability
can result in takeover of
Oracle VM VirtualBox.
Note: The CVE-2020-
14628 is applicable to
Windows VM only. CVSS
3.1 Base Score 8.2
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:
H/UL:N/S:C/C:H/I:H/A:H).

CVEID: CVE-2020-14628

N/A

7/15/2020

4.9

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Easily
exploitable vulnerability
allows high privileged
attacker with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
access to critical data or
complete access to all
Oracle VM VirtualBox
accessible data. CVSS 3.1
Base Score 6.0

N/A

A-ORA-VM_V-
100820/595

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:L/PR:
H/UL:N/S:C/C:H/I:N/A:N).

CVEID : CVE-2020-14629

N/A

7/15/2020

4.7

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Difficult to
exploit vulnerability allows
high privileged attacker
with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
access to critical data or
complete access to all
Oracle VM VirtualBox
accessible data. CVSS 3.1
Base Score 5.3
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:
H/UL:N/S:C/C:H/I:N/A:N).

CVEID : CVE-2020-14673

N/A

A-ORA-VM_V-
100820/596

Time-of-check
Time-of-use
(TOCTOU)

7/15/2020

4.4

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization

N/A

A-ORA-VM_V-
100820/597

| CVSS Scoring Scale

3-4 | 45 | 56

6-7
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Race Condition

(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Difficult to
exploit vulnerability allows
high privileged attacker
with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of
Oracle VM VirtualBox.
CVSS 3.1 Base Score 7.5
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:
H/UL:N/S:C/C:H/I:H/A:H).

CVEID: CVE-2020-14674

Time-of-check
Time-of-use
(TOCTOU)
Race Condition

7/15/2020

4.4

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Difficult to
exploit vulnerability allows
high privileged attacker
with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise

N/A

A-ORA-VM_V-
100820/598

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of
Oracle VM VirtualBox.
CVSS 3.1 Base Score 7.5
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:
H/UL:N/S:C/C:H/I:H/A:H).

CVEID: CVE-2020-14675

Out-of-bounds
Read

7/15/2020

4.4

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Difficult to
exploit vulnerability allows
high privileged attacker
with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of
Oracle VM VirtualBox.
CVSS 3.1 Base Score 7.5
(Confidentiality, Integrity

N/A

A-ORA-VM_V-
100820/599

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:
H/UL:N/S:C/C:H/I:H/A:H).

CVEID : CVE-2020-14676

Time-of-check
Time-of-use
(TOCTOU)
Race Condition

7/15/2020

4.4

Vulnerability in the Oracle
VM VirtualBox product of
Oracle Virtualization
(component: Core).
Supported versions that
are affected are Prior to
5.2.44, prior to 6.0.24 and
prior to 6.1.12. Difficult to
exploit vulnerability allows
high privileged attacker
with logon to the
infrastructure where
Oracle VM VirtualBox
executes to compromise
Oracle VM VirtualBox.
While the vulnerability is
in Oracle VM VirtualBox,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of
Oracle VM VirtualBox.
CVSS 3.1 Base Score 7.5
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:L/AC:H/PR:
H/UL:N/S:C/C:H/I:H/A:H).

CVEID : CVE-2020-14677

N/A

A-ORA-VM_V-
100820/600

transportation_

management

Information
Exposure

7/15/2020

Vulnerability in the Oracle
Transportation
Management product of
Oracle Supply Chain

N/A

A-ORA-TRAN-
100820/601

| CVSS Scoring Scale

23 | 34 | 45 | 56
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(component: Data, Domain
& Function Security). The
supported version that is
affected is 6.4.3. Easily
exploitable vulnerability
allows low privileged
attacker with network
access via HTTP to
compromise Oracle
Transportation
Management. Successful
attacks of this vulnerability
can result in unauthorized
read access to a subset of
Oracle Transportation
Management accessible
data. CVSS 3.1 Base Score
4.3 (Confidentiality
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:N/S:U/C:L/I:N/A:N).

CVEID: CVE-2020-14544

primavera_p6_enterprise_project_portfolio_management

N/A

7/15/2020

5.5

Vulnerability in the
Primavera P6 Enterprise
Project Portfolio
Management product of
Oracle Construction and
Engineering (component:
Web Access). Supported
versions that are affected
are 16.1.0.0-16.2.20.1,
17.1.0.0-17.12.17.1 and
18.1.0.0-18.8.18.2. Easily
exploitable vulnerability
allows low privileged
attacker with network
access via HTTP to
compromise Primavera P6
Enterprise Project

N/A

A-ORA-PRIM-
100820/602

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7

7-8

g |HSHON
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Portfolio Management.
Successful attacks of this
vulnerability can result in
unauthorized update,
insert or delete access to
some of Primavera P6
Enterprise Project
Portfolio Management
accessible data as well as
unauthorized read access
to a subset of Primavera
P6 Enterprise Project
Portfolio Management
accessible data. CVSS 3.1
Base Score 5.4
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:N/S:U/C:L/I:L/A:N).

CVEID: CVE-2020-14653

N/A

7/15/2020

Vulnerability in the
Primavera P6 Enterprise
Project Portfolio
Management product of
Oracle Construction and
Engineering (component:
Web Access). Supported
versions that are affected
are 17.1.0.0-17.12.17.1,
18.1.0.0-18.8.19 and
19.12.0-19.12.5. Difficult to
exploit vulnerability allows
unauthenticated attacker
with network access via
HTTP to compromise
Primavera P6 Enterprise
Project Portfolio
Management. Successful
attacks require human
interaction from a person

N/A

A-ORA-PRIM-
100820/603

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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other than the attacker.
Successful attacks of this
vulnerability can result in
unauthorized access to
critical data or complete
access to all Primavera P6
Enterprise Project
Portfolio Management
accessible data as well as
unauthorized update,
insert or delete access to
some of Primavera P6
Enterprise Project
Portfolio Management
accessible data. CVSS 3.1
Base Score 5.9
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UIL:R/S:U/C:H/I:L/A:N).

CVEID : CVE-2020-14706

database_server

N/A

7/15/2020

4.6

Vulnerability in the Java
VM component of Oracle
Database Server.
Supported versions that
are affected are 11.2.0.4,
12.1.0.2,12.2.0.1, 18c and
19c. Difficult to exploit
vulnerability allows low
privileged attacker having
Create Session, Create
Procedure privilege with
network access via
multiple protocols to
compromise Java VM.
Successful attacks require
human interaction from a
person other than the

N/A

A-ORA-DATA-
100820/604

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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attacker and while the
vulnerability is in Java VM,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in takeover of
Java VM. CVSS 3.1 Base
Score 8.0 (Confidentiality,
Integrity and Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
L/UL:R/S:C/C:H/I:H/A:H).

CVEID : CVE-2020-2968

N/A

7/15/2020

Vulnerability in the Data
Pump component of Oracle
Database Server.
Supported versions that
are affected are 11.2.0.4,
12.1.0.2,12.2.0.1, 18c and
19c. Difficult to exploit
vulnerability allows high
privileged attacker having
DBA role account privilege
with network access via
Oracle Net to compromise
Data Pump. Successful
attacks of this vulnerability
can result in takeover of
Data Pump. CVSS 3.1 Base
Score 6.6 (Confidentiality,
Integrity and Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
H/UL:N/S:U/C:H/I:H/A:H).

CVEID : CVE-2020-2969

N/A

A-ORA-DATA-
100820/605

configurator

N/A

7/15/2020

5.8

Vulnerability in the Oracle
Configurator product of
Oracle Supply Chain

N/A

A-ORA-CONF-
100820/606

| CVSS Scoring Scale

23 | 34 | 45 | 56

67 |
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(component: Ul Servlet).
Supported versions that
are affected are 12.1 and
12.2. Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
HTTP to compromise
Oracle Configurator.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
Configurator, attacks may
significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized access to
critical data or complete
access to all Oracle
Configurator accessible
data as well as
unauthorized update,
insert or delete access to
some of Oracle
Configurator accessible
data. CVSS 3.1 Base Score
8.2 (Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:R/S:C/C:H/I:L/A:N).

CVEID : CVE-2020-14669

webcenter_sites

Improper
Neutralization
of Input During
Web Page

7/15/2020

4.3

Vulnerability in the Oracle
WebCenter Sites product
of Oracle Fusion
Middleware (component:

N/A

A-ORA-WEBC-
100820/607

| CVSS Scoring Scale

23 | 34 | 45 | 56

6-7

7-8

g |HSHON
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Generation
('Cross-site
Scripting')

Advanced User Interface).
Supported versions that
are affected are 12.2.1.3.0
and 12.2.1.4.0. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle
WebCenter Sites.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
WebCenter Sites, attacks
may significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized update,
insert or delete access to
some of Oracle WebCenter
Sites accessible data as
well as unauthorized read
access to a subset of Oracle
WebCenter Sites accessible
data. CVSS 3.1 Base Score
6.1 (Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UI:R/S:C/C:L/I:L/A:N).

CVEID : CVE-2020-14613

business_intelli

gence_publisher

N/A

7/15/2020

6.4

Vulnerability in the Oracle
BI Publisher product of
Oracle Fusion Middleware
(component: Layout
Templates). Supported

N/A

A-ORA-BUSI-
100820/608

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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versions that are affected
are 11.1.1.9.0,12.2.1.3.0
and 12.2.1.4.0. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle BI
Publisher. While the
vulnerability is in Oracle BI
Publisher, attacks may
significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized update,
insert or delete access to
some of Oracle BI
Publisher accessible data
as well as unauthorized
read access to a subset of
Oracle BI Publisher
accessible data. CVSS 3.1
Base Score 7.2
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:N/S:C/C:L/L:L/A:N).

CVEID : CVE-2020-14696

peoplesoft_enterprise_human_capital_management_candidate_

gateway

N/A

7/15/2020

5.5

Vulnerability in the
PeopleSoft Enterprise
HRMS product of Oracle
PeopleSoft (component:
Time and Labor). The
supported version that is
affected is 9.2. Easily
exploitable vulnerability
allows low privileged

N/A

A-ORA-PEOP-
100820/609

CVSS Scoring Scale

23 | 34 | 45 | 56
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attacker with network
access via HTTP to
compromise PeopleSoft
Enterprise HRMS.
Successful attacks of this
vulnerability can result in
unauthorized update,
insert or delete access to
some of PeopleSoft
Enterprise HRMS
accessible data as well as
unauthorized read access
to a subset of PeopleSoft
Enterprise HRMS
accessible data. CVSS 3.1
Base Score 5.4
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:N/S:U/C:L/I:L/A:N).

CVEID : CVE-2020-14612

email_center

N/A

7/15/2020

5.8

Vulnerability in the Oracle
Email Center product of
Oracle E-Business Suite
(component: Message
Display). Supported
versions that are affected
are 12.1.1-12.1.3 and
12.2.3-12.2.9. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle Email
Center. Successful attacks
require human interaction
from a person other than
the attacker and while the

N/A

A-ORA-EMAI-
100820/610

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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vulnerability is in Oracle
Email Center, attacks may
significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized access to
critical data or complete
access to all Oracle Email
Center accessible data as
well as unauthorized
update, insert or delete
access to some of Oracle
Email Center accessible
data. CVSS 3.1 Base Score
8.2 (Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:LR/S:C/C:H/I:L/A:N).

CVEID : CVE-2020-14666

marketing

N/A

7/15/2020

4.3

Vulnerability in the Oracle
Marketing product of
Oracle E-Business Suite
(component: Marketing
Administration).
Supported versions that
are affected are 12.1.1-
12.1.3 and 12.2.3-12.2.9.
Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
HTTP to compromise
Oracle Marketing.
Successful attacks require
human interaction from a
person other than the
attacker and while the

N/A

A-ORA-MARK-
100820/611

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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vulnerability is in Oracle
Marketing, attacks may
significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized update,
insert or delete access to
some of Oracle Marketing
accessible data. CVSS 3.1
Base Score 4.7 (Integrity
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UIL:R/S:C/C:N/I:L/A:N).

CVEID: CVE-2020-14555

N/A

7/15/2020

6.4

Vulnerability in the Oracle
Marketing product of
Oracle E-Business Suite
(component: Marketing
Administration).
Supported versions that
are affected are 12.1.1-
12.1.3 and 12.2.3-12.2.9.
Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
HTTP to compromise
Oracle Marketing.
Successful attacks of this
vulnerability can result in
unauthorized creation,
deletion or modification
access to critical data or all
Oracle Marketing
accessible data as well as
unauthorized access to
critical data or complete
access to all Oracle
Marketing accessible data.
CVSS 3.1 Base Score 9.1

N/A

A-ORA-MARK-
100820/612

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:N/S:U/C:H/I:H/A:N).

CVEID : CVE-2020-14658

business_intelli

gence

Information
Exposure

7/15/2020

CVSS Scoring Scale

[ ot | 12 [ 23 |

Vulnerability in the Oracle
Business Intelligence
Enterprise Edition product
of Oracle Fusion
Middleware (component:
Analytics Web General).
Supported versions that
are affected are 12.2.1.3.0
and 12.2.1.4.0. Difficult to
exploit vulnerability allows
unauthenticated attacker
with network access via
HTTP to compromise
Oracle Business
Intelligence Enterprise
Edition. Successful attacks
require human interaction
from a person other than
the attacker and while the
vulnerability is in Oracle
Business Intelligence
Enterprise Edition, attacks
may significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized read access
to a subset of Oracle
Business Intelligence
Enterprise Edition
accessible data. CVSS 3.1
Base Score 3.4
(Confidentiality impacts).

N/A

A-ORA-BUSI-
100820/613
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CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:R/S:C/C:L/I:N/A:N).

CVEID: CVE-2020-14548

Vulnerability in the Oracle
Business Intelligence
Enterprise Edition product
of Oracle Fusion
Middleware (component:
Analytics Actions).
Supported versions that
are affected are 5.5.0.0.0,
11.1.1.9.0,12.2.1.3.0 and
12.2.1.4.0. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle
Business Intelligence
Enterprise Edition.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
Business Intelligence
Enterprise Edition, attacks
may significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized access to
critical data or complete
access to all Oracle
Business Intelligence
Enterprise Edition
accessible data as well as
unauthorized update,
insert or delete access to
some of Oracle Business

N/A

A-ORA-BUSI-
100820/614

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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Intelligence Enterprise
Edition accessible data.
CVSS 3.1 Base Score 8.2
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:R/S:C/C:H/I:L/A:N).

CVEID : CVE-2020-14690

N/A

7/15/2020

7.5

Vulnerability in the Oracle
Business Intelligence
Enterprise Edition product
of Oracle Fusion
Middleware (component:
Analytics Web Answers).
Supported versions that
are affected are 5.5.0.0.0,
11.1.1.9.0,12.2.1.3.0 and
12.2.1.4.0. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle
Business Intelligence
Enterprise Edition.
Successful attacks of this
vulnerability can result in
unauthorized access to
critical data or complete
access to all Oracle
Business Intelligence
Enterprise Edition
accessible data as well as
unauthorized update,
insert or delete access to
some of Oracle Business
Intelligence Enterprise
Edition accessible data and
unauthorized ability to
cause a partial denial of

N/A

A-ORA-BUSI-
100820/615

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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service (partial DOS) of
Oracle Business
Intelligence Enterprise
Edition. CVSS 3.1 Base
Score 8.6 (Confidentiality,
Integrity and Availability
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:N/S:U/C:H/I:L/A:L).

CVEID : CVE-2020-14609

N/A 7/15/2020

6.8

Vulnerability in the Oracle
Business Intelligence
Enterprise Edition product
of Oracle Fusion
Middleware (component:
Analytics Web General).
Supported versions that
are affected are 5.5.0.0.0,
11.1.1.9.0,12.2.1.3.0 and
12.2.1.4.0. Difficult to
exploit vulnerability allows
unauthenticated attacker
with network access via
HTTP to compromise
Oracle Business
Intelligence Enterprise
Edition. Successful attacks
of this vulnerability can
result in takeover of Oracle
Business Intelligence
Enterprise Edition. CVSS
3.1 Base Score 8.1
(Confidentiality, Integrity
and Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:H/PR:
N/UL:N/S:U/C:H/I:H/A:H).

CVEID: CVE-2020-14626

N/A

A-ORA-BUSI-
100820/616

application_object_library

CVSS Scoring Scale

2-3 4-5 5-6

6-7
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N/A

7/15/2020

4.3

Vulnerability in the Oracle
Application Object Library
product of Oracle E-
Business Suite
(component: Diagnostics).
Supported versions that
are affected are 12.1.3 and
12.2.3-12.2.8. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle
Application Object Library.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
Application Object Library,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Oracle
Application Object Library
accessible data. CVSS 3.1
Base Score 4.7 (Integrity
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UIL:R/S:C/C:N/I:L/A:N).

CVEID: CVE-2020-14554

N/A

A-ORA-APPL-
100820/617

Information
Exposure

7/15/2020

Vulnerability in the Oracle
Application Object Library
product of Oracle E-
Business Suite
(component: Logging).
Supported versions that
are affected are 12.2.5-

N/A

A-ORA-APPL-
100820/618

CVSS Scoring Scale

3-4 | 45 | 56

6-7
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12.2.9. Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
HTTP to compromise
Oracle Application Object
Library. Successful attacks
of this vulnerability can
result in unauthorized
read access to a subset of
Oracle Application Object
Library accessible data.
CVSS 3.1 Base Score 5.3
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/ULN/S:U/C:L/I:N/A:N).

CVEID: CVE-2020-14635

crm_technical_foundation

N/A 7/15/2020

4.9

Vulnerability in the Oracle
CRM Technical Foundation
product of Oracle E-
Business Suite
(component: Preferences).
Supported versions that
are affected are 12.1.3 and
12.2.3-12.2.9. Easily
exploitable vulnerability
allows low privileged
attacker with network
access via HTTP to
compromise Oracle CRM
Technical Foundation.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
CRM Technical
Foundation, attacks may

N/A

A-ORA-CRM .-
100820/619

CVSS Scoring Scale

[ ot | 12 [ 23 |
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significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized access to
critical data or complete
access to all Oracle CRM
Technical Foundation
accessible data as well as
unauthorized update,
insert or delete access to
some of Oracle CRM
Technical Foundation
accessible data. CVSS 3.1
Base Score 7.6
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:R/S:C/C:H/I:L/A:N).

CVEID: CVE-2020-14657

N/A

7/15/2020

4.3

Vulnerability in the Oracle
CRM Technical Foundation
product of Oracle E-
Business Suite
(component: Preferences).
Supported versions that
are affected are 12.1.3 and
12.2.3-12.2.9. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle CRM
Technical Foundation.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
CRM Technical

N/A

A-ORA-CRM .-
100820/620

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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Foundation, attacks may
significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized update,
insert or delete access to
some of Oracle CRM
Technical Foundation
accessible data. CVSS 3.1
Base Score 4.7 (Integrity
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UIL:R/S:C/C:N/I:L/A:N).

CVEID: CVE-2020-14659

N/A

7/15/2020

5.8

Vulnerability in the Oracle
CRM Technical Foundation
product of Oracle E-
Business Suite
(component: Preferences).
Supported versions that
are affected are 12.1.3 and
12.2.3-12.2.9. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle CRM
Technical Foundation.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
CRM Technical
Foundation, attacks may
significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized access to

N/A

A-ORA-CRM .-
100820/621

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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critical data or complete
access to all Oracle CRM
Technical Foundation
accessible data as well as
unauthorized update,
insert or delete access to
some of Oracle CRM
Technical Foundation
accessible data. CVSS 3.1
Base Score 8.2
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:R/S:C/C:H/I:L/A:N).

CVEID : CVE-2020-14660

N/A

7/15/2020

4.3

Vulnerability in the Oracle
CRM Technical Foundation
product of Oracle E-
Business Suite
(component: Preferences).
Supported versions that
are affected are 12.1.3 and
12.2.3-12.2.9. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle CRM
Technical Foundation.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
CRM Technical
Foundation, attacks may
significantly impact
additional products.
Successful attacks of this
vulnerability can result in

N/A

A-ORA-CRM._-
100820/622

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8
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unauthorized update,
insert or delete access to
some of Oracle CRM
Technical Foundation
accessible data. CVSS 3.1
Base Score 4.7 (Integrity
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UIL:R/S:C/C:N/I:L/A:N).

CVEID : CVE-2020-14661

N/A

7/15/2020

4.9

Vulnerability in the Oracle
CRM Technical Foundation
product of Oracle E-
Business Suite
(component: Preferences).
Supported versions that
are affected are 12.1.3 and
12.2.3-12.2.9. Easily
exploitable vulnerability
allows low privileged
attacker with network
access via HTTP to
compromise Oracle CRM
Technical Foundation.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
CRM Technical
Foundation, attacks may
significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized access to
critical data or complete
access to all Oracle CRM
Technical Foundation
accessible data as well as
unauthorized update,

N/A

A-ORA-CRM._-
100820/623

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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insert or delete access to
some of Oracle CRM
Technical Foundation
accessible data. CVSS 3.1
Base Score 7.6
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
L/UL:R/S:C/C:H/I:L/A:N).

CVEID : CVE-2020-14667

N/A

7/15/2020

Vulnerability in the Oracle
CRM Technical Foundation
product of Oracle E-
Business Suite
(component: Preferences).
Supported versions that
are affected are 12.1.3 and
12.2.3-12.2.9. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle CRM
Technical Foundation.
Successful attacks of this
vulnerability can result in
unauthorized ability to
cause a hang or frequently
repeatable crash (complete
DOS) of Oracle CRM
Technical Foundation.
CVSS 3.1 Base Score 7.5
(Availability impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:N/S:U/C:N/I:N/A:H).

CVEID: CVE-2020-14679

N/A

A-ORA-CRM._-
100820/624

trade_management

CVSS Scoring Scale

3-4 4-5 5-6

6-7
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NCIIPCID

N/A

7/15/2020

6.4

Vulnerability in the Oracle
Trade Management
product of Oracle E-
Business Suite
(component: Invoice).
Supported versions that
are affected are 12.1.1-
12.1.3 and 12.2.3-12.2.9.
Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
HTTP to compromise
Oracle Trade Management.
Successful attacks of this
vulnerability can result in
unauthorized creation,
deletion or modification
access to critical data or all
Oracle Trade Management
accessible data as well as
unauthorized access to
critical data or complete
access to all Oracle Trade
Management accessible
data. CVSS 3.1 Base Score
9.1 (Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:N/S:U/C:H/I:H/A:N).

CVEID: CVE-2020-14665

N/A

A-ORA-TRAD-
100820/625

istore

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/15/2020

4.3

Vulnerability in the Oracle
iStore product of Oracle E-
Business Suite
(component: User
Registration). Supported
versions that are affected
are 12.1.1-12.1.3 and

N/A

A-ORA-ISTO-
100820/626

| CVSS Scoring Scale

23 | 34 | 45 | 56

6-7

7-8

8-9
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12.2.3-12.2.9. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle iStore.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
iStore, attacks may
significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized access to
critical data or complete
access to all Oracle iStore
accessible data as well as
unauthorized update,
insert or delete access to
some of Oracle iStore
accessible data. CVSS 3.1
Base Score 8.2
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UIL:R/S:C/C:H/I:L/A:N).

CVEID: CVE-2020-14582

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/15/2020

4.3

Vulnerability in the Oracle
iStore product of Oracle E-
Business Suite
(component: Address
Book). Supported versions
that are affected are
12.1.1-12.1.3. Easily
exploitable vulnerability
allows unauthenticated
attacker with network

N/A

A-ORA-ISTO-
100820/627

CVSS Scoring Scale

[ ot | 12 [ 23 |

3-4 | 45 | 56

6-7

7-8

8-9
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access via HTTP to
compromise Oracle iStore.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
iStore, attacks may
significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized access to
critical data or complete
access to all Oracle iStore
accessible data as well as
unauthorized update,
insert or delete access to
some of Oracle iStore
accessible data. CVSS 3.1
Base Score 8.2
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UIL:R/S:C/C:H/I:L/A:N).

CVEID: CVE-2020-14596

commerce_platform

N/A

7/15/2020

4.3

Vulnerability in the Oracle
Commerce Platform
product of Oracle
Commerce (component:
Dynamo Application
Framework). Supported
versions that are affected
are 11.1, 11.2 and prior to
11.3.1. Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via

N/A

A-ORA-
COMM-
100820/628

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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NCIIPCID

HTTP to compromise
Oracle Commerce
Platform. Successful
attacks require human
interaction from a person
other than the attacker and
while the vulnerability is in
Oracle Commerce
Platform, attacks may
significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized update,
insert or delete access to
some of Oracle Commerce
Platform accessible data.
CVSS 3.1 Base Score 4.7
(Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:R/S:C/C:N/I:L/A:N).

CVEID: CVE-2020-14532

N/A

7/15/2020

4.9

Vulnerability in the Oracle
Commerce Platform
product of Oracle
Commerce (component:
Dynamo Application
Framework). Supported
versions that are affected
are 11.1, 11.2 and prior to
11.3.1. Easily exploitable
vulnerability allows high
privileged attacker with
network access via HTTP
to compromise Oracle
Commerce Platform.
Successful attacks require
human interaction from a
person other than the
attacker. Successful attacks

N/A

A-ORA-
COMM-
100820/629

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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NCIIPCID

of this vulnerability can
result in unauthorized
update, insert or delete
access to some of Oracle
Commerce Platform
accessible data as well as
unauthorized read access
to a subset of Oracle
Commerce Platform
accessible data. CVSS 3.1
Base Score 3.5
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:R/S:U/C:L/L:L/A:N).

CVEID: CVE-2020-14533

advanced_outbound_telephony

N/A

7/15/2020

5.8

Vulnerability in the Oracle
Advanced Outbound
Telephony product of
Oracle E-Business Suite
(component: Settings).
Supported versions that
are affected are 12.1.1-
12.1.3 and 12.2.3-12.2.9.
Easily exploitable
vulnerability allows
unauthenticated attacker
with network access via
HTTP to compromise
Oracle Advanced
Outbound Telephony.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
Advanced Outbound
Telephony, attacks may

N/A

A-ORA-ADVA-
100820/630

CVSS Scoring Scale

3-4 | 45 | 56
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NCIIPCID

significantly impact
additional products.
Successful attacks of this
vulnerability can result in
unauthorized access to
critical data or complete
access to all Oracle
Advanced Outbound
Telephony accessible data
as well as unauthorized
update, insert or delete
access to some of Oracle
Advanced Outbound
Telephony accessible data.
CVSS 3.1 Base Score 8.2
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:LR/S:C/C:H/I:L/A:N).

CVEID : CVE-2020-14670

N/A

7/15/2020

5.8

Vulnerability in the Oracle
Advanced Outbound
Telephony product of
Oracle E-Business Suite
(component: User
Interface). Supported
versions that are affected
are 12.1.1-12.1.3. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle
Advanced Outbound
Telephony. Successful
attacks require human
interaction from a person
other than the attacker and
while the vulnerability is in
Oracle Advanced

N/A

A-ORA-ADVA-
100820/631

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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NCIIPCID

Outbound Telephony,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
access to critical data or
complete access to all
Oracle Advanced
Outbound Telephony
accessible data as well as
unauthorized update,
insert or delete access to
some of Oracle Advanced
Outbound Telephony
accessible data. CVSS 3.1
Base Score 8.2
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/ULLR/S:C/C:H/I:L/A:N).

CVEID : CVE-2020-14671

common_applications

N/A

7/15/2020

4.3

Vulnerability in the Oracle
Common Applications
product of Oracle E-
Business Suite
(component: CRM User
Management Framework).
Supported versions that
are affected are 12.1.3 and
12.2.3-12.2.9. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle
Common Applications.
Successful attacks require

N/A

A-ORA-
COMM-
100820/632

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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NCIIPCID

human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
Common Applications,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Oracle
Common Applications
accessible data. CVSS 3.1
Base Score 4.7 (Integrity
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UIL:R/S:C/C:N/I:L/A:N).

CVEID: CVE-2020-14716

N/A

7/15/2020

4.3

Vulnerability in the Oracle
Common Applications
product of Oracle E-
Business Suite
(component: CRM User
Management Framework).
Supported versions that
are affected are 12.1.3 and
12.2.3-12.2.9. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle
Common Applications.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
Common Applications,
attacks may significantly

N/A

A-ORA-
COMM-
100820/633

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
update, insert or delete
access to some of Oracle
Common Applications
accessible data. CVSS 3.1
Base Score 4.7 (Integrity
impacts). CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UL:R/S:C/C:N/I:L/A:N).

CVEID : CVE-2020-14717

N/A

7/15/2020

5.8

Vulnerability in the Oracle
Common Applications
product of Oracle E-
Business Suite
(component: CRM User
Management Framework).
Supported versions that
are affected are 12.1.3 and
12.2.3-12.2.9. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle
Common Applications.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
Common Applications,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized
access to critical data or
complete access to all

N/A

A-ORA-
COMM-
100820/634

CVSS Scoring Scale

3-4 | 45 | 56

6-7

7-8

g |HSHON
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Oracle Common
Applications accessible
data as well as
unauthorized update,
insert or delete access to
some of Oracle Common
Applications accessible
data. CVSS 3.1 Base Score
8.2 (Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UIL:R/S:C/C:H/I:L/A:N).

CVEID : CVE-2020-14688

applications_framework

N/A 7/15/2020

5.8

Vulnerability in the Oracle
Applications Framework
product of Oracle E-
Business Suite
(component: Popups). The
supported version that is
affected is 12.2.9. Easily
exploitable vulnerability
allows unauthenticated
attacker with network
access via HTTP to
compromise Oracle
Applications Framework.
Successful attacks require
human interaction from a
person other than the
attacker and while the
vulnerability is in Oracle
Applications Framework,
attacks may significantly
impact additional
products. Successful
attacks of this vulnerability
can result in unauthorized

access to critical data or

N/A

A-ORA-APPL-
100820/635

CVSS Scoring Scale

23 | 34 | 45 | 56

6-7

7-8

8-9
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complete access to all
Oracle Applications
Framework accessible data
as well as unauthorized
update, insert or delete
access to some of Oracle
Applications Framework
accessible data. CVSS 3.1
Base Score 8.2
(Confidentiality and
Integrity impacts). CVSS
Vector:
(CVSS:3.1/AV:N/AC:L/PR:
N/UIL:R/S:C/C:H/I:L/A:N).

CVEID: CVE-2020-14534

N/A

7/15/2020

Vulnerability in the Oracle
Applications Framework
product of Oracle E-
Business Suite
(component: Page
Request). Supported
versions that are affected
are 12.1.3 and 12.2.3-
12.2.9. Easily exploitable
vulnerability allows high
privileged attacker with
network access via HTTP
to compromise Oracle
Applications Framework.
Successful attacks of this
vulnerability can result in
unauthorized read access
to a subset of Oracle
Applications Framework
accessible data. CVSS 3.1
Base Score 2.7
(Confidentiality impacts).
CVSS Vector:
(CVSS:3.1/AV:N/AC:L/PR:
H/UL:N/S:U/C:L/I:N/A:N).

N/A

A-ORA-APPL-
100820/636

CVSS Scoring Scale

3-4 | 45 | 56
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NCIIPCID

CVEID: CVE-2020-14590

Improper
Neutralization
of Input During
Web Page
Generation
('Cross-site
Scripting')

7/15/2020

3.5

Vulnerability in the Oracle
Applications Framework
product of Oracle E-
Business Suite
(component: Attachments
/ File Upload). The
supported version that is
affecte